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Audience

Backup and Recovery Advanced User’s Guide is intended for database administrators
who perform the following tasks:

« Back up, restore, and recover Oracle databases
« Perform maintenance on backups of database files
To use this document, you need to know the following:

« Relational database concepts and basic database administration as described in
Oracle Database Concepts and the Oracle Database Administrator's Guide

« Basic backup and recovery concepts and strategies as described in Oracle
Database Backup and Recovery Basics

« The operating system environment under which you are running the database

Organization
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This document contains:

Part I, "Recovery Manager Advanced Architecture and Concepts"
This section offers detailed conceptual information for Recovery Manager (RMAN).

Chapter 1, "Recovery Manager Architecture"”
This chapter describes the application architecture of the RMAN environment.

Chapter 2, "RMAN Backups Concepts”

This chapter describes how to start RMAN and connect to target, catalog, and
auxiliary databases.

Chapter 3, "RMAN Recovery Concepts"

This chapter describes basic concepts involved in RMAN restore, recovery, and
database duplication.

Chapter 4, "RMAN Maintenance Concepts"

This chapter describes basic concepts involved in maintaining the RMAN
repository.



Part 1l, "Performing Advanced RMAN Backup and Recovery"
This section describes advanced procedures for using RMAN.

Chapter 5, "Connecting to Databases with RMAN"

This chapter gives detailed information for how to connect to databases with
RMAN.

Chapter 6, "Configuring the RMAN Environment: Advanced Topics"
This chapter describes advanced configurations in the RMAN environment.

Chapter 7, "Making Backups with RMAN: Advanced Topics"
This chapter describes detailed procedure for using the BACKUP command.

Chapter 8, "Advanced RMAN Recovery Techniques"

This chapter includes advanced scenarios and techniques using the RESTORE and
RECOVER commands.

Chapter 9, "Flashback Technology: Recovering from Logical Corruptions”

This chapter describes the Flashback features of the Oracle database, and their use
in a data recovery context.

Chapter 10, "RMAN Tablespace Point-in-Time Recovery (TSPITR)"

This chapter describes how to recover one or more tablespaces to a past point in
time without affecting the rest of the database.

Chapter 11, "Duplicating a Database with Recovery Manager"

This chapter describes how to use DUPLI CATE to create a copy of the target
database.

Chapter 12, "Migrating Databases To and From ASM with Recovery Manager"
This chapter describes how to use RMAN to move databases into and out of

Automatic Storage Management disk groups.

Chapter 13, "Managing the Recovery Catalog"
This chapter describes how to create and manage a recovery catalog.

Chapter 14, "Tuning Backup and Recovery"
This chapter gives tips for improving RMAN backup and restore performance.

XXV



Chapter 15, "Recovery Manager Troubleshooting”
This chapter gives tips for diagnosing and responding to RMAN problems.

Part 1ll, "Performing User-Managed Backup and Recovery"

This section describes how to use operating system utilities to back up and restore a
database and how to use the SQL*Plus RECOVER command.

Chapter 16, "Making User-Managed Backups"
This chapter describes how to use operating system command to back up database
files and archived redo logs.

Chapter 17, "Performing User-Managed Database Flashback and Recovery"

This chapter describes how to use the SQL*Plus FLASHBACK DATABASE and
RECOVER commands.

Chapter 18, "Advanced User-Managed Recovery Scenarios"
This chapter describes advanced scenarios involving user-managed restore and
recovery.

Chapter 19, "Performing User-Managed TSPITR"
This chapter describes how to perform user-managed TSPITR.

Chapter 20, "Troubleshooting User-Managed Media Recovery"

This chapter describes how to diagnose and solve problems in user-managed media
recovery.

Related Documentation

XXVi

For more information, see these Oracle resources:

» Oracle Database Backup and Recovery Basics

«  Oracle Database Recovery Manager Reference

«  Oracle Database Utilities

« http://ww. oracl e. com dat abase/recovery

You can access information about the Backup Solutions Program at

http://otn. oracl e. condepl oy/ avai | abi l ity



Many books in the documentation set use the sample schemas of the seed database,
which is installed by default when you install Oracle. Refer to Oracle Database
Sample Schemas for information on how these schemas were created and how you
can use them yourself.

Oracle error message documentation is only available in HTML. If you only have
access to the Oracle Documentation CD, you can browse the error messages by
range. Once you find the specific range, use your browser's "find in page" feature to
locate the specific message. When connected to the Internet, you can search for a
specific error message using the error message search feature of the Oracle online
documentation.

Printed documentation is available for sale in the Oracle Store at

http://oracl estore. oracl e. cont

To download free release notes, installation documentation, white papers, or other
collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at

http:// ot n. or acl e. cond nenber shi p/

If you already have a username and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http://otn. oracl e. con docunent at i on/

Conventions

This section describes the conventions used in the text and code examples of this
documentation set. It describes:

« Conventions in Text

= Conventions in Code Examples
Conventions in Text

We use various conventions in text to help you more quickly identify special terms.
The following table describes those conventions and provides examples of their use.
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Convention

Meaning

Example

Bold

Italics

UPPERCASE
nonospace
(fixed-wi dth)
font

| ower case
nonospace
(fixed-wi dth)
font

| ower case
italic
nonospace
(fixed-wi dth)
f ont

Bold typeface indicates terms that are
defined in the text or terms that appear in

a glossary, or both.

Italic typeface indicates book titles or

emphasis.

Uppercase monospace typeface indicates
elements supplied by the system. Such
elements include parameters, privileges,
datatypes, RMAN keywords, SQL
keywords, SQL*Plus or utility commands,
packages and methods, as well as
system-supplied column names, database
objects and structures, usernames, and

roles.

Lowercase monospace typeface indicates
executables, filenames, directory names,
and sample user-supplied elements. Such
elements include computer and database
names, net service names, and connect
identifiers, as well as user-supplied
database objects and structures, column
names, packages and classes, usernames
and roles, program units, and parameter

values.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

Lowercase italic monospace font
represents placeholders or variables.

When you specify this clause, you create an
index-organized table.

Oracle Database Concepts

Ensure that the recovery catalog and target
database do not reside on the same disk.

You can specify this clause only for a NUVBER
column.

You can back up the database by using the
BACKUP command.

Query the TABLE_NAME column in the USER _
TABLES data dictionary view.

Use the DBMS_STATS.GENERATE_STATS
procedure.

Enter sql pl us to open SQL*Plus.
The password is specified in the or apwd file.

Back up the datafiles and control files in the
/ di sk1/ or acl e/ dbs directory.

Thedepart nment _i d,depart nent _name, and
| ocati on_i d columns are in the
hr . depart ment s table.

Setthe QUERY_REWRI TE_ENABLEDinitialization
parameter tot r ue.

Connect as oe user.
The JRepUti | class implements these methods.

You can specify the par al | el _cl ause.

RunUol d_r el ease. SQLwhereol d_r el ease
refers to the release you installed prior to
upgrading.
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Conventions in Code Examples

Code examples illustrate SQL, PL/SQL, SQL*Plus, or other command-line
statements. They are displayed in a monospace (fixed-width) font and separated
from normal text as shown in this example:

SELECT user nane FROM dba_users WHERE usernane = ' M GRATE ;



The following table describes typographic conventions used in code examples and

provides examples of their use.

Convention Meaning Example

[ ] Brackets enclose one or more optional DEQMAL (digits [ , precision])
items. Do not enter the brackets.

{1} Braces enclose two or more items, one of {ENABLE | DO SABLE}

Other notation

Italics

which is required. Do not enter the
braces.

A vertical bar represents a choice of two
or more options within brackets or braces.
Enter one of the options. Do not enter the
vertical bar.

Horizontal ellipsis points indicate either:

«  That we have omitted parts of the
code that are not directly related to
the example

« That you can repeat a portion of the
code

Vertical ellipsis points indicate that we
have omitted several lines of code not
directly related to the example.

You must enter symbols other than
brackets, braces, vertical bars, and ellipsis
points as shown.

Italicized text indicates placeholders or
variables for which you must supply
particular values.

{ENABLE | D SABLE}
[ GCOMPRESS | NOOOMPRESS]

CREATE TABLE ... AS subquery;

SEH ECTcol 1, col 2, ..., col n FROMenpl oyees;

SQ > SHECT NAME FROM VBDATAH LE;
NAME

/fsl/dbs/tbs_01. dof
/fs1/ dbs/ t bs_02. dbf

/%51 / dbs/ t bs_09. dbf
9 rows sel ect ed.

acctbal NUMBER(11, 2);
acct QONSTANT NMBER(4) @ = 3;

QO\NECT SYSTEM syst em passwor d
DB NAME = dat abase_nane
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Convention

Meaning Example

UPPERCASE

| ower case

Uppercase typeface indicates elements SH_ECTI ast _nane, enpl oyee_i dFROvVenpl oyees;
supplied by the system. We show these SH ECT * FROM USER TABLES,

terms in uppercase in order to distinguish pROP TABLE hr. enpl Byees;

them from terms you define. Unless terms

appear in brackets, enter them in the

order and with the spelling shown.

However, because these terms are not

case sensitive, you can enter them in

lowercase.

Lowercase typeface indicates SELECTI ast _nane, enpl oyee_i dFROVenpl oyees;
programmatic elements that you supply.  sql plus hr/ hr

For example, lowercase indicates names  CREATE USER nj ones | DENTI Fl ED BY t y3MD;
of tables, columns, or files.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

Documentation Accessibility

XXX

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of
assistive technology. This documentation is available in HTML format, and contains
markup to facilitate access by the disabled community. Standards will continue to
evolve over time, and Oracle Corporation is actively engaged with other
market-leading technology vendors to address technical obstacles so that our
documentation can be accessible to all of our customers. For additional information,
visit the Oracle Accessibility Program Web site at

htt p: // waw or acl e. cond accessi bi |ity/

Accessibility of Code Examples in Documentation JAWS, a Windows screen
reader, may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, JAWS may not always read a line of text that
consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation This
documentation may contain links to Web sites of other companies or organizations
that Oracle Corporation does not own or control. Oracle Corporation neither



evaluates nor makes any representations regarding the accessibility of these Web
sites.
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What's New in Backup and Recovery?

This section describes new features of Recovery Manager in Oracle Database
Release 10g and provides pointers to additional information. For information on

new features in Oracle9i and previous releases, refer to the documentation for those
releases.

XXXiii



Oracle Database Release 10g New Features in Backup and Recovery

The new features for this release greatly increase the manageability of RMAN,
making backup and recovery simpler and more performant.

XXXIV

Flash Recovery Area

A flash recovery area is a directory, file system, or Automatic Storage
Management disk group that serves as the default storage area for files related
to recovery. Such files include

— Multiplexed copies of the control file and online redo logs
— Archived redo logs and flashback logs

- RMAN backups

—  Files created by RESTORE and RECOVER commands

Recovery components of the database interact with the flash recovery area to
ensure that the database is completely recoverable using files in the flash
recovery area. The database manages the disk space in the flash recovery area,
and when there is not sufficient disk space to create new files, the database
creates more room automatically by deleting the minimum set of files from
flash recovery area that are obsolete, backed up to tertiary storage, or
redundant.

See Also:

«  Oracle Database Backup and Recovery Basics to learn how to set up
the flash recovery area

« "Configuring the Flash Recovery Area: Advanced Topics" on
page 6-2

Oracle Flashback Database

With the FLASHBACK DATABASE command, you can quickly revert a database
to a previous time--without restoring datafiles and performing media recovery.
When you enable the Flashback Database feature, the database automatically
creates, deletes, and manages flashback logs inside the flash recovery area.
When you run the FLASHBACK DATABASE command, the database uses the
flashback logs as well as the archived redo logs to reconstruct its contents at the
specified time.



See Also: "Oracle Flashback Database: Alternative to
Point-In-Time Recovery" on page 9-15
Incrementally Updated Backups: Rolling Forward Image Copies

You can apply backup incrementals to datafile image copies—not current
datafiles—to roll them forward to a specified point in time. In this way, you can
potentially reduce recovery time by applying incrementals to copies and avoid
taking a full image copy again after incremental backups.

See Also: Oracle Database Backup and Recovery Basics to learn how
to roll forward image copies

Disk Topology and Automatic Performance Tuning

The new disk topology API extends RMAN’s capability to more platforms and
file types. RMAN is also able to tune its parameters automatically according to
disk topology information, which decreases the degree of user intervention

required for performance tuning. RMAN can automatically tune the following:

— The contents of the backup sets that define which files are multiplexed
— The level of multiplexing

— The number and size of the input and output disk buffers

See Also: "Tuning Recovery Manager: Overview" on page 14-2 to
learn more about RMAN performance tuning

Automatic Datafile Creation

RMAN can create datafiles automatically when the user executes RESTORE or
RECOVER commands in the following situations:

— The control file has metadata for the datafile, that is, the control file was
backed up after datafile creation, but the datafile itself is not backed up.

— The control file does not have metadata for the datafile, that is, the user did
not back up the control file after datafile creation.

See Also: Oracle Database Recovery Manager Reference to learn
about the behavior of the RECOVER command
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Recovery Through Resetlogs

RMAN simplifies recovery with backups taken from an earlier incarnation so
that it is as easy as recovering a backup from the same incarnation. Hence, you
no longer need to make new backups of a database after a RESETLOGS. The
procedure is as easy and transparent as recovering a backup from the same
incarnation. Also, the ALTER DATABASE OPEN RESETL OGS statement is now
modified so that the database now archives the current online redo logs (if
possible) before clearing the logs.

See Also: "Point-in-Time Recovery to a Previous Incarnation” on
page 8-4

Restore Failover

If a backup piece is inaccessible or corrupted, then RMAN can automatically fail
over to another copy of this backup piece during RESTORE. If all copies of this
backup set are unusable, then RMAN can fail over to previous redundant
backup sets. RMAN continously fails over to previous backups until it exhausts
all possibilities. This feature is similar to archived log failover.

See Also:

« "Restore Failover" on page 3-4 for details of restore failover
behavior.

« Oracle Database Recovery Manager Reference to learn about the
behavior of the RESTORE command

BACKUP Command Creates Backup Sets or Image Copies

In previous releases, RMAN had two separate commands to back up datafiles:
BACKUP and COPY. The BACKUP command backed up the datafile into a backup
set, which is a proprietary format that allows multiple datafiles to be
multiplexed together. The COPY command generated image copies, that is,
bit-by-bit copies of datafiles.

Starting in Release 10g, the COPY command is deprecated in favor of an
enhanced BACKUP command that enables you to specify whether RMAN
should create copies or backup sets. As a result, BACKUP AS COPY can copy a
database or multiple tablespaces, datafiles, archived logs and datafile copies.



See Also:

«  Oracle Database Backup and Recovery Basics to learn how to copy
files

«  Oracle Database Recovery Manager Reference to learn about the
output of the BACKUP command

Proxy Archived Log Backups
RMAN can create and restore proxy backups of archived redo logs.
Cataloging Backup Pieces

Users can now catalog user-specified backup pieces with the CATALOG
command. Cataloging a backup piece adds it to the RMAN repository so that it
is available for use in recovery operations. This enhanced functionality is useful
when you make a copy of a backup piece with an operating system utility, or
when you move a backup piece from one disk to another so that it has a
different absolute path name.

See Also: Oracle Database Backup and Recovery Basics to learn how
to catalog backup pieces, and Oracle Database Recovery Manager
Reference for CATALOG syntax

Fast Incremental Backups

If you enable block change tracking, then the database automatically tracks
which datafile blocks have changed in change tracking files. When you execute
BACKUP | NCREMENTAL, RMAN uses the change tracking file to more quickly
identify the blocks changed since the previous incremental backup. As a result,
RMAN creates incremental backups much faster than in prior releases.

See Also:

« Oracle Database Backup and Recovery Basics to learn how to
enable block change tracking and manage the change tracking
file

Channel Failover

If multiple channels are allocated for a BACKUP command, and if RMAN
encounters a retriable error (for example, an unplanned instance shutdown in
RAC, or a media management error), then RMAN attempts to move the backup
to a different channel and complete the work.
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See Also: "Channel Failover" on page 2-11

Deferred Error Reporting

For most RMAN commands, RMAN will report errors in the output when they
occur and then continue to execute the command if possible. If RMAN can retry
a job step on another channel, then it will report a message to this effect. If some
job steps could not be completed, then the error stack at the end of command
execution will display errors for failed steps.

Improved RMAN Reporting Through V$ Views

The V$RMAN_OUTPUT memory-only view shows the output of a currently
executing RMAN job, whereas the VERMAN_STATUS control file view indicates
the status of both executing and completed RMAN jobs. The VEBACKUP_FI LES
provides access to the information used as the basis of the LI ST BACKUP and
REPORT OBSOLETE commands.

Automatic Instance Creation for RMAN TSPITR

RMAN can create an auxiliary instance automatically when you perform
RMAN TSPITR. RMAN creates the auxiliary instance in the same machine as
the target database. RMAN provides intelligent defaults for the instance, but
you can provide nondefault initialization parameters if desired. RMAN
automatically dismantles the auxiliary database and instance after a successful
TSPITR.

See Also: "RMAN Tablespace Point-in-Time Recovery (TSPITR)"
on page 10-1
Cross-Platform Tablespace Conversion

The RMAN command CONVERT TABLESPACE enables you to transport a
tablespace from a database running on one platform (for example, Solaris) to a
database running on a different platform (for example, Windows).

See Also: Oracle Database Recovery Manager Reference to learn
about the CONVERT command
Enhanced Stored Scripts Commands

The recovery catalog now supports global stored scripts, which can be applied
to any database in the recovery catalog. A number of new commands have been



added to allow for easier manipulation and displaying of stored scripts from
the recovery catalog.

See Also: "Working with RMAN Stored Scripts in the Recovery
Catalog" on page 13-15 for the new commands and options

Binary Compression of Backup Sets

RMAN can now write backup sets in a format that uses binary compression to
reduce backup set size. Using compressed backup sets can save storage space,
as well as network bandwidth when backing up across a network.

See Also: Oracle Database Backup and Recovery Basics for more
details on using compressed backupsets.

Enhanced Reporting: RESTORE PREVIEW

The PREVIEW option to the RESTORE command can now tell you which
backups will be accessed during a RESTORE operation.

See Also: Oracle Database Backup and Recovery Basics for more
details on RESTORE PREVIEW

Managing Backup Duration and Throttling

The BACKUP command now accepts a DURATION clause, which lets you
specify limited time windows for backup activities and minimize load imposed
by backup activities during those backup windows. .

See Also: "Managing Backup Windows and Performance:
BACKUP... DURATION" on page 2-55 for more details on
managing backup duration and throttling
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Recovery Manager Advanced Architecture

and Concepts

Part | describes the architecture of the RMAN environment and introduces basic
concepts. This part contains these chapters:

Chapter 1, "
Chapter 2, "
Chapter 3, "
Chapter 4, "
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RMAN Backups Concepts"
RMAN Recovery Concepts"
RMAN Maintenance Concepts"
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Recovery Manager Architecture

This chapter describes the Recovery Manager (RMAN) interface and the basic
components of the RMAN environment.

This chapter contains these topics:

« About the RMAN Environment
« RMAN Command Line Client

« RMAN Repository

« Media Management
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About the RMAN Environment

About the RMAN Environment

Recovery Manager (RMAN) is a client application that performs backup and
recovery operations. The Recovery Manager environment consists of the various
applications and databases that play a role in a backup and recovery strategy.

Table 1-1 lists possible components of the RMAN environment.

Table 1-1 Components of the RMAN Environment

Component

Description

Required?

Target database

The control files, datafiles, and optional archived
redo logs that RMAN is in charge of backing up or
restoring. RMAN uses the target database control
file to gather metadata about the target database
and to store information about its own operations.
The work of backup and recovery is performed by
server sessions running on the target database.

Yes

RMAN client

The client application that manages backup and
recovery operations for a target database. The
RMAN client can use Oracle Net to connect to a
target database, so it can be located on any host that
is connected to the target host through Oracle Net.

Yes

Recovery catalog
database

A database containing the recovery catalog schema,
which contains the metadata that RMAN uses to
perform its backup and recovery operations.

No

Recovery catalog
schema

The user within the recovery catalog database that
owns the metadata tables maintained by RMAN.
RMAN periodically propagates metadata from the

target database control file into the recovery catalog.

No

Standby database

A copy of the primary database that is updated
using archived logs created by the primary
database. RMAN can create or back up a standby
database. You can fail over to the standby database
if the primary database goes down.

No

Duplicate database

A copy of the primary database that you can use for
testing purposes.

Media management
application

A vendor-specific application that allows RMAN to
back up to a storage system such as tape.

Media management
catalog

A vendor-specific repository of information about a
media management application.
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Table 1-1 Components of the RMAN Environment

Component Description Required?

Enterprise Manager A browser-based interface to the Oracle database, No
including backup and recovery through RMAN.

The only required components in an RMAN environment are the target database
and the RMAN client, but most real-world configurations are more complicated.
One might use an RMAN client connecting to multiple media managers and
multiple target, recovery catalog, and auxiliary databases, all accessed through
Enterprise Manager.

RMAN Session Architecture

The RMAN client application directs database server sessions to perform all backup
and recovery tasks. The meaning of "session" in this sense depends on the operating
system. For example, on UNIX, a server session corresponds to a server process,
while on Windowvs it corresponds to a thread within the database service.

The RMAN client itself does not perform backup, restore, or recovery operations.
When you connect the RMAN client to a target database, RMAN allocates server
sessions on the target instance and directs them to perform the operations. The
RMAN client uses internal, undocumented PL/SQL packages to communicate with
the target database and recovery catalog.

RMAN Command Line Client

Use the RMAN command line client to enter commands that you can use to manage
all aspects of backup and recovery operations.

Even when you use the backup and recovery features in Enterprise Manager that
are built on top of RMAN, an RMAN client executes behind the scenes.

Note: All RMAN commands for Oracle release 8.1 and higher also
work in Oracle Databse Release 10g.

How RMAN Compiles and Executes Commands
RMAN processes most commands in the two phases discussed in this section:
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Compilation Phase

During the compilation phase, RMAN determines which objects the command will
access (for example, resolving a tablespace name into its component datafiles).
Then, RMAN constructs a sequence of remote procedure calls (RPCs) that instruct
the server sessions on the target database to perform the desired operation.

Execution Phase

During the execution phase, RMAN sends the RPC calls to the target database,
monitors their progress, and collects the results. If more than one channel is
allocated, then RMAN can execute certain commands in parallel so that all of the
channels’ target database sessions are concurrently executing an RPC call.

Issuing RMAN Commands

RMAN uses a command language interpreter (CLI) that can execute commands in
interactive or batch mode.

Entering Commands at the RMAN Prompt

To run RMAN commands interactively, start RMAN and then type commands into
the command-line interface. For example, you can start RMAN from the UNIX
command shell and then execute interactive commands as follows:

% rman TARGET SYS/oracl e@rgt CATALOG rman/ cat @at db

After the RMAN prompt is displayed, you can enter commands such as the
following:

RVAN> BACKUP DATABASE,;

Using RMAN with Command Files

A command file is a text file which contains RMAN commands as you would enter
them at the command line. You can run the a command file by specifying its name
on the command line. The contents of the command file will be interpreted as if
entered at the command line. If the LOG command line argument is specified,
RMAN directs output to the named log file. Command files are one way to
automate scheduled backups through an operating system job control facility.

In this example, a sample RMAN script is placed into a command file called
conmandf i | e. r cv. You can run this file from the operating system command line
and write the output into the log file out fi | e. t xt as follows:

% rman TARGET / CATALOG rman/ cat @atdb CVMDFI LE commandfile.rcv LOG outfile.txt
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See Also: Oracle Database Recovery Manager Reference for more
information about RMAN command line options

Stored Scripts

A stored script is a block of RMAN job commands that is stored in the recovery
catalog. By storing scripts in the recovery catalog, the script is available to any
RMAN client that connects to the catalog and the target database. Stored scripts can
be associated with a single database in the catalog, or they can be global stored
scripts, which can be executed against any target database in the catalog.

See Also: "Working with RMAN Stored Scripts in the Recovery
Catalog" on page 13-15 for more on stored scripts. Also refer to the
sample scripts in the ?/ r dbns/ deno directory.

Commands Valid Only in RUN Blocks

There are RMAN commands which are only valid in RUN blocks. These typically

involve setting up the environment within which the statements in the RUN block
will execute. Typical of this group are ALLOCATE CHANNEL and SET NEWNAME FOR
DATAFI LE. Using these commands outside of a RUN block will generate an error.

See Also: The syntax diagrams for the RUN command in Oracle
Database Recovery Manager Reference regarding which commands
are valid in RUN blocks

Commands Not Valid in RUN Blocks

There are a number of RMAN commands which cannot be used in RUN blocks.
Typically these are used to control the RMAN environment (connecting to different
databases, or configuring RMAN defaults), or to manage or query the recovery
catalog (including creating and using stored scripts). Here are some examples:

=  CONNECT

= CONFI GURE

« CREATE CATALOG, DROP CATALOG, UPGRADE CATALOG
« CREATE SCRI PT, DELETE SCRI PT, REPLACE SCRI PT
« LIST

« REPORT
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You can include these commands inside command files, as long as they are not
wrapped inside a RUN block. You cannot use them inside a stored script from the
recovery catalog, because the contents of a stored script are executed within a RUN
block.

See Also: The syntax diagrams for the RUN command in Oracle
Database Recovery Manager Reference regarding which commands
are valid in RUN blocks

Controlling RMAN Output

When you run RMAN in command line mode, it sends the output to the terminal. If
you specify the LOGoption, then RMAN writes the output to a specified log file
instead.

Output for currently executing RMAN jobs is also stored in the V$RMAN_OUTPUT
view, which reads only from memory (that is, the information is not stored in the
control file). The VBRMAN_STATUS view stores metadata about jobs in progress as
well as completed jobs. The metadata for completed jobs is stored in the control file.

RMAN Pipe Interface

The RMAN pipe interface is an alternative method for issuing commands to RMAN
and receiving the output from those commands. With this interface, RMAN obtains
commands and sends output by using the DBVS_PI PE PL/SQL package. RMAN
does not read or write any data using the operating system shell. By using this
interface, it is possible to write a portable programmatic interface to RMAN.

The pipe interface is invoked by using the Pl PE command-line parameter. RMAN
uses two private pipes: one for receiving commands and the other for sending
output. The names of the pipes are derived from the value of the Pl PE parameter.
For example, you can invoke RMAN with the following command:

% rman PIPE abc TARGET SYS/oracle@r gt
RMAN opens the two pipes in the target database: ORASRMAN _ABC | N, which

RMAN uses to receive user commands, and ORASRVAN_ABC_COUT, which RMAN
uses to send all output back to RMAN.

All messages on both the input and output pipes are of type VARCHAR2.

Note that RMAN does not permit the pipe interface to be used with public pipes,
because they are a potential security problem. With a public pipe, any user who
knows the name of the pipe can send commands to RMAN and intercept its output.
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See Also: "Executing RMAN Commands Through a Pipe" on
page 5-7 to learn how to execute RMAN commands through a pipe

RMAN Repository

The RMAN repository is the collection of metadata about the target databases that
RMAN uses for backup, recovery, and maintenance. RMAN always stores this
information in records in the control file. The version of this information in the
control file is the authoritative record of RMAN'’s backups of your database. This is
one reason why protecting your control file is a important part of your backup
strategy. RMAN can conduct all necessary backup and recovery operations using
just the control file to store the RMAN repository information, and maintains all
records necessary to meet your configured retention policy.

You can also create a recovery catalog, an external Oracle database in which to store
this information. The control file has finite space for records of backup activities,
while a recovery catalog can store a much longer history. The added complexity of
operating a recovery catalog database can be offset by the convenience of having the
extended backup history available if you have to do a recovery that goes further
back in time than the history in the control file.

There are also a few features of RMAN that only function when you use a recovery
catalog. For example, RMAN stored scripts are stored in the recovery catalog, so
commands related to them require the use of a recovery catalog. Other RMAN
commands are specifically related to managing the recovery catalog and so are not
available (and not needed) if RMAN is nhot connected to a recovery catalog.

The recovery catalog’s version of the RMAN repository is maintained solely by
RMAN. The target instance never accesses it directly. RMAN propagates
information about the database structure, archived redo logs, backup sets, and
datafile copies into the recovery catalog from the target database's control file after
any operation that updates the repository, and also before certain operations.

See Also: Oracle Database Backup and Recovery Basics for details on
how to manage the RMAN repository, and Chapter 13, "Managing
the Recovery Catalog" to learn more about features specific to the
recovery catalog

Storage of the RMAN Repository in the Recovery Catalog

It is recommended that you store the recovery catalog in a dedicated database. If
you store the recovery catalog alongside other data in some other database, then if
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you lose that other database you will lose your recovery catalog as well. This will
make your recovery more difficult.

Registration of Databases in the Recovery Catalog

The enrolling of a database in a recovery catalog is called registration. You can
register more than one target database in the same recovery catalog. For example,
you can register databases pr od1, pr od2, and pr od3 in a single catalog owned by
cat owner in the database cat db. Because RMAN distinguishes databases by
unique database identifier (DBID), each database registered in a given catalog must
have a unique DBID.

See Also: "Registering a Database in the Recovery Catalog" on
page 13-5, and Oracle Database Utilities to learn how to use the
DBNEWID utility to change the DBID of a database

Contents of the Recovery Catalog
The recovery catalog contains information about RMAN operations, including:

« Datafile and archived redo log backup sets and backup pieces

« Datafile copies

« Archived redo logs and their copies

« Tablespaces and datafiles on the target database

« Stored scripts, which are named user-created sequences of RMAN commands

« Persistent RMAN configuration settings

Resynchronization of the Recovery Catalog

The recovery catalog obtains crucial RMAN metadata from the target database
control file. Resynchronization of the recovery catalog ensures that the metadata
that RMAN obtains from the control file stays current. Resynchronizations can be
full or partial.

See Also: "Types of Records in the Control File" on page 1-10 for
more information about control file records, and "When Should You
Resynchronize?" on page 13-13

Snapshot Control File RMAN creates a snapshot control file, which is a temporary
backup control file, in an operating system specific location each time it performs a
full resynchronization. This snapshot control file ensures that RMAN has a
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consistent view of the control file. Because the snapshot control file is intended for
RMAN's short-term use, it is not registered in the recovery catalog. RMAN records
the snapshot control file checkpoint in the recovery catalog to indicate the currency
of the recovery catalog.

The database server ensures that only one RMAN session accesses a snapshot
control file at any point in time. This safeguard is necessary to ensure that two
RMAN sessions do not interfere with each other's use of the snapshot control file.

Note: You can specify the name and location of the snapshot
control file. For instructions, refer to "Setting the Snapshot Control
File Location" on page 6-26.

See Also: "Managing the Control File When You Use a Recovery
Catalog" on page 13-21 to learn how to resynchronize the recovery
catalog, and Oracle Database Recovery Manager Reference for syntax

Backups of the Recovery Catalog

A single recovery catalog is able to store information for multiple target databases.
Consequently, loss of the recovery catalog can be disastrous. You should back up
the recovery catalog frequently.

If the recovery catalog is destroyed and no backups of it are available, then you can
partially reconstruct the catalog from the current control file or control file backups.
Nevertheless, you should always aim to have a valid, recent backup of the catalog.

See Also: "Backing Up the Recovery Catalog" on page 13-22 to
learn how to back up the recovery catalog

Compatibility of the Recovery Catalog

When you use RMAN with a recovery catalog in an environment where you have
run past versions of the Oracle database, you can wind up with versions of the
RMAN client, recovery catalog database, recovery catalog schema, and target
database that all originated in different releases of the database. You will find a
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compatibility matrix in Oracle Database Recovery Manager Reference that describes
supported interoperability scenarios.

Storage of the RMAN Repository in the Control File

Because most information in the recovery catalog is also available in the target
database's control file, RMAN supports an operational mode in which it uses the
target database control file instead of a recovery catalog. This mode is especially
appropriate for small databases where installation and administration of a separate
recovery catalog database is burdensome. The only RMAN feature that is not
supported in NOCATALOG mode is stored scripts.

Types of Records in the Control File

When you do not use a recovery catalog, the control file is the exclusive source of
information about backups and copies as well as other relevant information. The
control file contains two types of records: circular reuse records and noncircular
reuse records.

Circular Reuse Records Circular reuse records contain noncritical information that is
eligible to be overwritten if the need arises. These records contain information that
is continually generated by the database. Circular reuse records are arranged in a
logical ring. When all available record slots are full, the database either expands the
control file to make room for a new record or overwrites the oldest record. The
CONTROL_FI LE_RECCORD_KEEP_TI ME initialization parameter specifies the
minimum age in days of a record before it can be reused.

See Also: Oracle Database Backup and Recovery Basics to learn how
to manage the handling of circular reuse records

Noncircular Reuse Records Noncircular reuse records contain critical information that
does not change often and cannot be overwritten. Some examples of information in
noncircular reuse records include datafiles, online redo logs, and redo threads.

Recovery Without a Recovery catalog
To make it easier to restore and recover the database without using a recovery
catalog, Oracle Corporation recommends that you:

« Enable the control file autobackup feature, which causes RMAN to
automatically back up the control file, and also enables RMAN to restore the
control file autobackup without access to a repository
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« Keep arecord of your DBID, which you may need to recover your database in
the event that you lose your control file

« Use a minimum of two multiplexed or mirrored control files on separate disks
« Keep all Recovery Manager backup logs.

If you lose the current control files, then you can restore a control file autobackup
even if you do not use a recovery catalog.

See Also: "Control File and Server Parameter File Autobackups"
on page 2-38 to learn about disaster recovery using control file
autobackups

Media Management

Oracle Corporation’s Media Management Layer (MML) API lets third-party
vendors build a media manager, software that works with RMAN and the vendor’s
hardware to allow backups to sequential media devices such as tape drives. The
media manager handles loading, unloading and labeling of sequential media such
as tapes. You must install media manager software to use RMAN with sequential
media devices.

When backing up or restoring, the RMAN client connects to the target instance and
directs the instance to send requests to its media manager. No direct communication
occurs between the RMAN client and media manager.

Performing Backup and Restore with a Media Manager

Before performing backup or restore to a media manager, you must allocate one or
more channels to handle the commuication with the media manager. You can also
configure default channels for use with the media manager, which will be applied
for all backup and recovery tasks that use the media manager where you do not
explicitly allocate channels. For a conceptual overview of channels, see "About
RMAN Channels" on page 2-2. Configuring or allocating channels for backups is
discussed further in "Configuring and Allocating Channels for Use in Backups" on
page 7-2.

For example, this sequence of commands would configure channels for the media
manager and back up the database to the media manager:

RVAN> CONFI GURE DEVI CE TYPE sbt PARALLELI SM 1;
RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbt;
RVAN> CONFI GURE CHANNEL DEVI CE TYPE sht PARMS ' ENV=( NSR_SERVER=bksvr1)';
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RMAN> BACKUP DATABASE;

When RMAN executes the BACKUP DATABASE command, it sends the backup
request to the database server session performing the backup. The database server
session identifies the output channel as a media management device and makes a
request to the media manager to write the output.

RMAN does not issue specific commands to load, label, or unload tapes. When
backing up, RMAN gives the media manager a stream of bytes and associates a
unique name with that stream. When RMAN needs to restore the backup, it asks the
media manager to retrieve the byte stream. All details of how and where that
stream is stored are handled entirely by the media manager.

The media manager labels and keeps track of the tape and names of files on each
tape, and automatically loads and unloads tapes, or signals an operator to do so.

Some media managers support proxy copy functionality, in which they handle the
entire data movement between datafiles and the backup devices. Such products
may use technologies such as high-speed connections between storage and media
subsystems to reduce load on the primary database server. RMAN provides a list of
files requiring backup or restore to the media manager, which in turn makes all
decisions regarding how and when to move the data.

Backup Solutions Program

The Oracle Backup Solutions Program (BSP), part of the Oracle Partner Program, is
a group of leading media manager vendors whose products are compliant with
Oracle Corporation's MML specification. Several products may be available for
your platform from media management vendors. For more information, you can
contact your Oracle representative for a list of available products, contact individual
vendors to ask them if they participate, or access the Backup Solutions Program
Web site at:

http://otn.oracle.conm depl oy/availability

Note that Oracle Corporation does not certify media manager vendors for
compatibility with RMAN. Questions about availability, version compatibility, and
functionality can only be answered by the media manager vendor, not Oracle
Corporation.

1-12 Backup and Recovery Advanced User's Guide



2

RMAN Backups Concepts

This chapter describes the basic concepts involved in backing up the database with
the Recovery Manager (RMAN) utility.

This chapter contains these topics:

About RMAN Channels

About RMAN Backups

Multiple Copies of RMAN Backups

RMAN Backup Options: Naming, Sizing, and Speed
RMAN Backup Types

Control File and Server Parameter File Autobackups
Backup Retention Policies

Backup Optimization

Restartable Backups

Managing Backup Windows and Performance: BACKUP... DURATION

RMAN Backup Errors
Tests and Integrity Checks for Backups
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About RMAN Channels

An RMAN channel represents one stream of data to a device type, and corresponds
to one server session. Most backup and recovery commands in RMAN are executed
by server sessions. As illustrated in Figure 2-1, each channel establishes a
connection from the RMAN client to a target or auxiliary database instance by
starting a server session on the instance. The server session performs the backup,
restore, and recovery.

Figure 2-1 Channel Allocation
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You can use the CONFI GURE CHANNEL command to configure channels for use with
disk or tape in all RMAN sessions using automatic channel allocation, or allocate
channels manually within a RUN block. RMAN comes preconfigured with one

DI SK channel that you can use for backups to disk.

When you run a command that requires a channel without allocating a channel
explicitly, then RMAN automatically allocates the channels with the options
specified in the CONFI GURE command. For the BACKUP command, RMAN allocates
only a single type of channel, such as DI SK. For the RESTORE command and
maintenance commands (for example, DELETE), RMAN allocates all necessary
channels for the device types required to execute the command.
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To specify the device type to use for an operation explicitly, use the ALLOCATE
CHANNEL command, which must be used within a RUN block, or ALLOCATE
CHANNEL FOR MANTAI NANCE, which must be executed at the RMAN prompt.

In a Real Application Clusters configuration, there are special considerations
regarding channel allocation and backups. See Oracle Real Application Clusters
Administrator’s Guide for more details.

How and when the ALLOCATE CHANNEL or CONFI GURE CHANNEL commands cause
the media manager to allocate resources is vendor-specific. Some media managers
allocate resources when you issue the command; others do not allocate resources
until you open a file for reading or writing.

See Also: Oracle Database Recovery Manager Reference for
ALLOCATE CHANNEL syntax and Oracle Database Recovery Manager
Reference on ALLOCATE CHANNEL FOR MAI NTENANCE

Automatic and Manual Channel Allocation

You can use the automatic channel allocation feature to configure a set of persistent,
automatic channels for use in all RMAN sessions. You can use the manual channel
allocation feature to specify channels for commands used within a RUN block.

RMAN allocates automatic channels according to the settings in these commands:
« CONFI GUREDEVI CE TYPE. .. PARALLELI SM

» CONFlI GURE DEFAULT DEVI CE TYPE

»  CONFI GURE CHANNEL

For example, you can issue the following commands at the RMAN prompt:

# since you do not manual ly allocate channels, RVAN uses preconfigured channels
BACKUP DATAFI LE 3;
RESTORE TABLESPACE users;

When you run a command that requires channels, and no channels have been allocated using
the ALLOCATE command, RMAN automatically allocates channels according to values
set with the CONFI GURE command in the following cases:

= You use commands such as BACKUP, RESTORE, or DELETE outside of a RUN
block.

= You use commands within a RUN block but do not allocate any channels within
the RUN block.
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You can override automatic channel allocation settings by manually allocating
channels within a RUN block. Manual channels always override automatic channels.
For example, you override automatic channel allocation when you issue a
command as follows:

RUN

{
ALLOCATE CHANNEL c1 DEVI CE TYPE sbt;

BACKUP DATABASE PLUS ARCHI VELOG
}

RMAN optimizes automatic channel allocation by leaving automatic channels
allocated so long as each new command requires exactly the same channel
configuration as the previous command. For example, RMAN can use the same
preallocated channels for the following series of commands:

BACKUP DATAFI LE 1;
BACKUP CURRENT CONTROLFI LE;
BACKUP ARCHI VELOG ALL;

If you issue a command such as ALLOCATE or CONFI GURE, then RMAN
automatically releases the preallocated channels.

See Also: "Configuring Automatic Channels" on page 6-12 to
learn how to configure automatic channels

Automatic Channel Device Configuration and Parallelism

The CONFI GURE DEVI CETYPE. . . PARALLELI SMcommand specifies the number
of automatic channels to allocate for a specified device type. For example, if you
configure parallelism to 3 for a device type, then RMAN allocates three channels for
the device type when using automatic channels.

You can change a parallelism setting by issuing another CONFI GURE DEVI CE TYPE
. PARALLELI SMcommand. This example configures PARALLEL| SM2 and then
changes it to 3:

CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 2;
CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 3;

The parallelism setting defines the number of channels for a device that RMAN
allocates in parallel. It does not have to correspond to the actual number of channels
configured for the device. For example, you can manually configure four different
sbt channels and set PARALLEL| SMfor sbt to 2, 1, or 10.
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You can view the default setting for parallelism by running the SHOWDEVI CE TYPE
command. For example:

RVAN> SHOW DEVI CE TYPE;
RMAN configuration parameters are:
CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 1 BACKUP TYPE TO BACKUPSET; #def aul t

As always when the SHONMcommand is used to view the value of a parameter,
RMAN includes a "#def aul t " comment at the end of the line if the RMAN default
value has not been overridden.

The following example configures the default device to sbt and then displays the
resulting configuration using the SHOW DEVI CE TYPE command:

RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbht;

new RVAN configuration paraneters:

CONFI GURE DEFAULT DEVI CE TYPE TO 'sbt';

new RMAN configuration parameters are successfully stored

RVAN> SHOW DEVI CE TYPE;

RVAN configuration paraneters are:

CONFI GURE DEVI CE TYPE SBT PARALLELISM 1; # defaul t

CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 1 BACKUP TYPE TO BACKUPSET; #
def aul t

See Also: "Configuring a Generic Automatic Channel for a Device
Type" on page 6-13

Automatic Channel Default Device Types

Run the CONFI GURE DEFAULT DEVI CE TYPE command to specify a default device
type for automatic channels. For example, you may make backups to tape most of
the time and only occasionally make a backup to disk. In this case, configure
channels for disk and tape devices, but make sbt the default device type:

CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 1; # configure device disk
CONFI GURE DEVI CE TYPE sbt PARALLELISM 2; # configure device sht
CONFI GURE DEFAULT DEVI CE TYPE TO sbht;

Now, RMAN will, by default, use sbt channels for backups. For example, if you run the
following command:

BACKUP TABLESPACE users;

RMAN only allocates channels of type sbt during the backup because sbt is the
default device.
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You can override the default device for backups by specifying a different device on
the command. For example:

BACKUP DEVI CE TYPE sbt DATABASE;

If the default device type is DI SK, then the preceding command overrides this
default and uses the sbt channel configuration. Note that this command fails
unless you have configured the sbt device or configured sbt channels.

When restoring files, RMAN allocates all automatic channels according to the
settings configured for each device type. The default device type configuration is
irrelevant. For example, if you configure PARALLELI SMto 3 for the default sbt
device and PARALLELI SMto 2 for DI SK, then RMAN automatically allocates three
sbt channels and two DI SK channels during the restore.

Automatic Channel Naming Conventions

RMAN uses the following convention for channel naming: ORA_devi cet ype_n,
where devi cet ype refers to the user’s device type (such as DI SKor sbt _t ape)
and n refers to the channel number.

Note: The sbt and sbt _t ape device types are synonymous, but
RMAN output always displays sbt _t ape whether the input is
sbt orsbt _tape.

For example, RMAN names the first DI SK channel ORA DI SK 1, the second ORA _
DI SK 2, and so forth. RMAN names the first sbt channel ORA_SBT TAPE 1, the
second ORA_SBT_TAPE 2, and so forth. When you parallelize channels, RMAN
always allocates channels in numerical order, starting with 1 and ending with the
parallelism setting (CONFI GURE DEVI CETYPE. . . PARALLELI SMn), as in this
example:

ORA_SBT_TAPE_1
ORA_SBT_TAPE 2
ORA_SBT_TAPE_3

Automatic channel allocation also applies to maintenance commands. If RMAN
allocates an automatic maintenance channel, then it uses the same naming
convention as any other automatically allocated channel. If you manually allocate a
maintenance channel using ALLOCATE CHANNEL FOR MAI NTENANCE, then RMAN
uses the following convention for channel naming: ORA_MAI NT_devi cet ype_n,
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where devi cet ype refers to the user’s device type (for example, DI SK or sbt ) and
n refers to the channel number. For example, RMAN uses these names for two
manually allocated disk channels:

ORA_MAINT DI SK_1
ORA_MAI NT_DI SK_2

Note that if you run the CONFI GURE DEVI CE TYPE command to configure a device
type and do not run CONFI GURE CHANNEL for this device type, then RMAN
allocates all channels without other channel control options. For example, assume
that you configure the sbt device and run a backup as follows:

CONFI GURE DEVI CE TYPE sht PARALLELI SM 1;
BACKUP DEVI CE TYPE sht DATABASE;

In effect, RMAN does the following:

RUN

{
ALLOCATE CHANNEL ORA_SBT_TAPE_ 1 DEVI CE TYPE sht;

BACKUP DATABASE;
}

Channel names beginning with the ORA _ prefix are reserved by RMAN for its own
use. You cannot manually allocate a channel with a name that begins with ORA .

Automatic Channel Generic Configurations

The CONFI GURE CHANNEL DEVI CE TYPE command configures generic settings that
are used for all automatic channels of the specified device type. In other words, the
command creates a template of settings that RMAN uses for all channels allocated
on the device. For example, you can configure disk and tape channels as follows:

CONFI GURE CHANNEL DEVI CE TYPE sbt PARMS=" ENV=( NSR_SERVER=bksvr1)';
CONFI GURE CHANNEL DEVI CE TYPE DI SK RATE 5M FORVAT="?/ or adat a/ %J';

Because you do not specify channel numbers for these channels, the channel
settings are generic to all automatic channels of the specified type. The
configuration acts as a template. For example, if you set PARALLEL| SMfor DI SK to
10, and the default device type is DI SK, then RMAN allocates ten disk channels
using the settings in the CONFI GURE CHANNEL DEVI CE TYPE DI SK command.

See Also: "Configuring a Generic Automatic Channel for a Device
Type" on page 6-13
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Automatic Channel-Specific Configurations

You can also configure parameters that apply to a specific automatic channel. If you
are using a media manager that requires different settings on each channel, then
you may find it useful to configure individual channels.

You can mix a CONFI GURE CHANNEL command that creates a generic configuration
with a CONFI GURE CHANNEL command that creates a specific configuration. A
generic automatic channel creates a configuration that can be used for any channel
that is not explicitly configured.

For example, assume that you run these commands:

CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 3;
CONFI GURE CHANNEL DEVI CE TYPE DI SK MAXPI ECESI ZE = 2M
CONFI GURE CHANNEL 3 DEVI CE TYPE DI SK MAXPI ECESI ZE = 900K;

In this scenario, RMAN allocates ORA DI SK 1 and ORA DI SK_2 with option
MAXPI ECESI ZE = 2M using the settings for the DI SK channel with no number.
RMAN allocates ORA_DI SK_3 with MAXPI ECESI ZE = 900K because this channel
was manually assigned a channel number. RMAN always allocates the number of
channels specified in the parallelism parameter.

See Also: "Configuring a Generic Automatic Channel for a Device
Type" on page 6-13

Clearing Automatic Channel Settings

You can specify the CLEAR option for any CONFI GURE command. The CLEAR
option returns the specified configuration to its default value. Assume you run
these commands:

CONFI GURE DEVI CE TYPE DI SK CLEAR; # returns DISK to default PARALLELISM 1

# and backup type to BACKUPSET
CONFI GURE DEFAULT DEVI CE TYPE CLEAR # returns to default device type of DI SK
CONFI GURE CHANNEL DEVI CE TYPE sbt CLEAR; # renoves all options for sbht channel
CONFI GURE CHANNEL 3 DEVICE TYPE DI SK CLEAR, # renoves configurations for 3rd ch.

Each CONFI GURE. . . CLEAR command removes the user-entered settings and
returns the configuration to its default value.

The only way to find out the default setting for parameters set through CONFI GURE
is to use CONFI GURE... CLEARto un-set the parameter, so that it takes on the default
value, and then run SHOWALL to view all parameters. For any parameter for which
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the value is currently set to RMAN'’S default, RMAN includes a "#def aul t "
comment at the end of that line of the output from SHOW ALL.

See Also: Oracle Database Recovery Manager Reference for the
default settings for each CONFI GURE command

Determining Channel Parallelism to Match Hardware Devices

RMAN can perform the 1/0 required for many commands in parallel, to make
optimal use of your hardware resources. To perform 1/0 in parallel, however, the
I/0 must be associated with a single RMAN command, not a series of commands.
For example, if backing up three datafiles, issue the command

BACKUP DATAFILE 5,6, 7,

rather than issuing the commands

BACKUP DATAFI LE 5;
BACKUP DATAFI LE 6;
BACKUP DATAFI LE 7;

When all three datafiles are backed up in one command, RMAN recognizes the
opportunity for parallelism and can use multiple channels to do the 1/0 in parallel.
When three separate commands are used, RMAN can only perform the backups one
at a time, regardless of available channels and 170 devices.

The number of channels available (whether allocated in a RUN block or configured
in advance) for use with a device at the moment that you run a command
determines whether RMAN will read from or write to that device in parallel while
carrying out the command. Failing to allocate the right number of channels
adversely affects RMAN performance during 1/0 operations.

As a rule, the number of channels used in carrying out an individual RMAN
command should match the number of physical devices accessed in carrying out
that command. If manually allocating channels for a command, allocate one for
each device; if configuring automatic channels, configure the PARALLELISM
setting appropriately.

When backing up to tape, you should allocate one channel for each tape drive.
When backing up to disk, allocate one channel for each physical disk, unless you
can optimize the backup for your disk topography by using multiple disk channels.
Each manually allocated channel uses a separate connection to the target or
auxiliary database.
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The following script creates three backups sequentially: three separate BACKUP
commands are used to back up one file each. Only one channel is active at any one
time because only one file is being backed up in each command.

RUN

{
ALLOCATE CHANNEL c1 DEVI CE TYPE sbt;

ALLOCATE CHANNEL c2 DEVI CE TYPE sbt;
ALLOCATE CHANNEL c3 DEVI CE TYPE sbt;
BACKUP DATAFI LE 5;
BACKUP DATAFI LE 6;
BACKUP DATAFI LE 7;

}

The following statement uses parallelization on the same example: one RMAN
BACKUP command backs up three datafiles, with all three channels in use. The three
channels are concurrently active—each server session copies one of the datafiles to
a separate tape drive.

RUN

{
ALLOCATE CHANNEL c1 DEVI CE TYPE sht;

ALLOCATE CHANNEL c2 DEVI CE TYPE sbt;
ALLOCATE CHANNEL c3 DEVI CE TYPE sbt;
BACKUP DATAFI LE 5,6, 7;

See Also: Oracle Real Application Clusters Administrator's Guide for
information about parallelization in a Real Application Clusters
(RAC) configuration. In a RAC configuration you may want to
specify different CONNECT strings for each channel, to connect to
different instances of the target database and distribute work across
the cluster. You may also want to use more than one channel for
each device in a RAC configuration.

Channel Control Options for Manual and Automatic Channels

Whether you allocate channels manually or automatically, you can use channel
control commands and options to do the following:

« Control the operating system resources RMAN uses when performing RMAN
operations

« Affect the degree of parallelism for a backup or restore command
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« Set limits on I/0 bandwidth consumption in kilobytes, megabytes, or gigabytes
(ALLOCATE CHANNEL . . . RATE, CONFI GURE CHANNEL . . . RATE)

« Set limits on the size of backup pieces (the MAXPI ECESI ZE parameter specified
on the CONFI GURE CHANNEL and ALLOCATE CHANNEL commands)

= Set limits on the size of backup sets (the MAXSETSI ZE parameter specified on
the BACKUP and CONFI GURE commands)

« Send vendor-specific commands to the media manager (SEND)

« Specify vendor-specific parameters for the media manager (ALLOCATE
CHANNEL . . . PARMS, CONFI GURE CHANNEL . . . PARMS)

« Specify which instance performs the operation (ALLOCATE CHANNEL . . .
CONNECT, CONFI GURE CHANNEL . . . CONNECT)

In releases 8.1.5 and later of the Oracle database, the ALLOCATE CHANNEL command
causes RMAN to contact the media manager whenever the type specified is other
than DI SK. In earlier releases, the ALLOCATE CHANNEL command does not cause
RMAN to contact the media manager; RMAN does not call the media manager until
a BACKUP, RESTORE, or RECOVER command is issued.

Note: When you specify DEVI CE TYPE DI SK with any version of
RMAN, RMAN does not allocate operating system resources other
than for the creation of the server session and does not call the
media manager.

Because RMAN has one preconfigured automatic DI SK channel, you do not have to
manually allocate a maintenance channel when running CHANGE, CROSSCHECK, or
DELETE against a disk file (that is, an ARCH VELOG DATAFI LECOPY, or
CONTROLFI LECOPY).

A maintenance channel is useful only for a maintenance task; you cannot use it as
an input or output channel for a backup or restore.

See Also: Oracle Database Recovery Manager Reference for
ALLOCATE CHANNEL syntax, and Oracle Database Recovery Manager
Reference for CONFI GURE syntax

Channel Failover

A BACKUP command is decomposed into multiple independent backup steps by
RMAN. Each independent step can be executed on any channel allocatedfor the
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type of device used in the command. If you have multiple channels allocated, and
one channel fails or encounters a problem during a backup step, then RMAN
attempts to complete the work on another channel. Typically, such retriable errors
can occur when a media manager encounters problems with one of several tape
drives, or when an instance fails in a RAC environment.

RMAN reports a message in V$RMAN_OUTPUT and in the output to the interactive
session or log file when it encounters such problems, as in the following example
(refer to bold text):

channel ORA _SBT_TAPE 1: backup set failed, re-triable on other channel

ORA-19506: failed to create sequential file, name="/bkup/63d3c3o0g_1_1", parns=

ORA-27028: skgfqcre: sbtbackup returned error

ORA-19511: Error received fromnedia manager layer, error text: failed to open

file /bkup/63d3c30og_1 1 for backup, errno = 2

channel ORA_SBT TAPE 2: finished piece 1 at 06- SEP-01 pi ece handl e=5l d3blun_1 1
comrent =APl Version 2.0, M5 Version 3.2.0.0

channel ORA_SBT_TAPE 2: backup set conplete, elapsed tine: 00:00: 04

retrying ORA SBT_TAPE 1 failed backup step on ORA_SBT_TAPE 2

channel ORA SBT TAPE 2: starting full datafile backupset

channel ORA_SBT_TAPE 2: specifying datafile(s) in backupset input datafile
fno=00004 name=/oracle/dbs/tbs_12.f input datafile
fno=00017 nanme=/ oracl e/ dbs/ths_14.f

channel ORA_SBT TAPE 2: starting piece 1 at 06- SEP-01 pi ece handl e=5] d3buds_1_1
coment =API Version 2.0, MMS Version 3.2.0.0

channel ORA_SBT_TAPE 2: backup set conplete, elapsed tine: 00:00:06

Note that if RMAN is executing a script, then the next command in the script will
not be executed if there were any errors in the previous command.

See Also: "Interpreting RMAN Message Output” on page 15-2 to
learn more about RMAN message and error reporting

About RMAN Backups

When you execute the BACKUP command in RMAN, you create one or more backup
sets or image copies. By default, RMAN creates backup sets regardless of whether
the destination is disk or a media manager.

About Image Copies

An image copy is an exact copy of a single datafile, archived redo log file, or control
file. Image copies are not stored in an RMAN-specific format. They are identical to
the results of copying a file with operating system commands. RMAN can use
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image copies during RMAN restore and recover operations, and you can also use
image copies with non-RMAN restore and recovery techniques.

To create image copies and have them recorded in the RMAN repository, run the
RMAN BACKUP AS COPY command (or, alternatively, configure the default backup
type for disk as image copies using CONFI GURE DEVI CE TYPE DI SK BACKUP
TYPE TO COPY before performing a backup). A database server session is used to
create the copy, and the server session also performs actions such as validating the
blocks in the file and recording the image copy in the RMAN repository.

You can also use an operating system command such as the UNIX dd command to
create image copies, though these will not be validated, nor are they recorded in the
RMAN repository. You can use the CATALOGcommand to add image copies created
with native operating system tools in the RMAN repository.

Using RMAN-Created Image Copies

If you run a RESTORE command, then by default RMAN restores a datafile or
control file to its original location by copying an image copy backup to that location.
Image copies are chosen over backup sets because of the extra overhead of reading
through an entire backup set in search of files to be restored.

However, if you need to restore and recover a current datafile, and if you have an
image copy of the datafile available on disk, then you do not actually need to have
RMAN copy the image copy back to its old location. You can instead have the
database use the image copy in place, as a replacement for the datafile to be
restored. The SW TCHcommand updates the RMAN repository indicate that the
image copy should now be treated as the current datafile. Issuing the SW TCH
command in this case is equivalent to issuing the SQL statement ALTER DATABASE
RENAME FI LE. You can then perform recovery on the copy.

User-Managed Image Copies

RMAN can use image copies created by mechanisms outside of RMAN, such as
native operating system file copy commands or third-party utilities that leave image
copies of files on disk. These copies are known as user-managed copies or
operating system copies.

The RMAN CATALOGcommand causes RMAN to inspect an existing image copy
and enter its metadata into the RMAN repository. Once cataloged, these files can be
used like any other backup with the RESTORE or SW TCH commands.

Some sites store their datafiles on mirrored disk volumes, which permit the creation
of image copies by breaking a mirror. After you have broken the mirror, you can
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notify RMAN of the existence of a new user-managed copy, thus making it a
candidate for a backup operation. You must notify RMAN when the copy is no
longer available, by using the CHANGE . . . UNCATALOGcommand. In this example,
before resilvering the mirror (not including other copies of the broken mirror), you
must use a CHANGE . . . UNCATALOGcommand to update the recovery catalog and
indicate that this copy is no longer available.

See Also:

«  Oracle Database Backup and Recovery Basics to learn how to
catalog datafile and archived log image copies

«  "Making Split Mirror Backups with RMAN" on page 7-5
« Oracle Database Recovery Manager Reference for CHANGE syntax

About Proxy Copies

During a proxy copy, RMAN turns over control of the data transfer to a media
manager that supports this feature. Proxy copy can only be used with media
managers that support it, not with disk. The PROXY option of the BACKUP command
specifies that a backup should be a proxy copy.

For each file that you attempt to back up with the BACKUP PROXY command,
RMAN queries the media manager to determine whether it can perform a proxy
copy. If the media manager cannot proxy copy the file, then RMAN backs the file up
as if the PROXY option had not been used. (Use the PROXY ONLY option to force
RMAN to fail if a proxy copy cannot be performed.)

Proxy copy can be used with datafiles or archived redo logs, as shown in these
examples:

BACKUP DEVI CE TYPE sht PROXY DATAFILE 3;
BACKUP DEVI CE TYPE sht PROXY ONLY DATABASE;
BACKUP DEVI CE TYPE sbt PROXY ONLY ARCH VELOG ALL;

The examples assume that sbt channels have been configured with the appropriate
parameters.

Note that control files are never backed up with proxy copy. If the PROXY option is
specified on an operation backing up a control file, it is silently ignored for the
purposes of backing up the control file.
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See Also:

« Oracle Database Reference for more information about VSPROXY _
DATAFI LE and V$PROXY_ARCHI VEDLOG

« Oracle Database Recovery Manager Reference for the BACKUP
command and the PROXY option

Storage of Backups on Disk and Tape

RMAN can create backups on disk or a third-party media device such as a tape
drive. If you specify DEVI CE TYPE DI SK, then your backups are created on disk, in
the file name space of the target instance that is creating the backup. You can make a
backup on any device that can store a datafile.

To create backups on non-disk media, such as tape, you must use third-party media
management software, and allocate channels with device types, such as SBT, that
are supported by that software.

Backups of Archived Logs

There are several features of RMAN backups specific to backups of archived redo
logs.

Deletion of Archived Logs After Backups

RMAN can delete one or all copies of archived logs from disk after backing them up
to backup sets. If you specify the DELETE | NPUT option, then RMAN backs up
exactly one copy of each specified log sequence number and thread from an archive
destination to tape, and then deletes the specific file it backed up while leaving the
other copies on disk. If you specify the DELETE ALL | NPUT option, then RMAN
backs up exactly one copy of each specified log sequence number and thread, and
then deletes that log from all archive destinations. Note that there are special
considerations related to deletion of archived redo logs in standby database
configurations. See Oracle Data Guard Concepts and Administration for details.

Backup Failover for Archived Redo Logs

RMAN'’s archived redo log failover allows RMAN to complete a backup even
when some archived log destinations are missing logs or have logs with corrupt
blocks. If at least one log corresponding to a given log sequence and thread is
available in any of the archiving destinations, then RMAN tries to back it up. If
RMAN finds a corrupt block in a log file during backup, it searches other
destinations for a copy of that log without corrupt blocks.
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By default, RMAN only backs up one copy of each distinct log sequence number.
For example, assume that you archive logs 121 through 124 to two archiving
destinations: / ar chl and / ar ch2. The control file contains archived log records as

follows:
Sequence | Filename in /archl Filename in /arch2
121 /archl/archivel _121.arc |/arch2/archivel_121.arc
122 [archl/archivel_122.arc |/arch2/archivel_122.arc
123 [archl/archivel_123.arc |/arch2/archivel_123.arc
124 [archl/archivel_124.arc |/arch2/archivel_124.arc

However, unknown to RMAN, a user deletes logs 122 and 124 from the / ar chl
directory. Then, you run the following backup:

BACKUP ARCHI VELOG FROM SEQUENCE 121 UNTIL SEQUENCE 125;

With failover, RMAN completes the backup, using logs 122 and 124 in / ar ch2.

Multiplexed Backup Sets

When creating backup sets, you can multiplex files. In this case, RMAN
simultaneously reads multiple files from disk and and then writes their blocks into
the same backup set. (Image copies, by contrast, are never multiplexed.) For
example, RMAN can read from two datafiles simultaneously, and then combine the
blocks from these datafiles into a single backup piece.

As Figure 2-2 illustrates, RMAN can back up three datafiles into a backup set that
contains only one backup piece. This backup piece contains the intermingled data
blocks of the three input files.
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Figure 2-2 Datafile Multiplexing
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Algorithm for Multiplexed Backups
RMAN multiplexing is determined by the following algorithm:

1. The number of files in each backup set is determined by computing the lesser
of the following values:

— The default number of files in a backup set (16 for archived logs, and 4 for
datafiles)

— The number of files read by each channel.
2. The level of multiplexing is determined by the lesser of the following values:
— The number of files in the backup set (as calculated by the preceding step)

— The default number of files that RMAN reads simultaneously on a single
channel (8 files for each channel)

Assume that you are backing up twelve datafiles with one RMAN channel. The
number of files in each backup set is 4. To determine the level of multiplexing,
compare this value to 8 and take the lesser, which is 4. Because the level of
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multiplexing is 4, the channel includes blocks from four separate datafiles into each
backup set.

See Also:

« "I/0 Buffer Allocation" on page 14-2 to learn how multiplexing
affects allocation of disk buffers during backups

« Oracle Database Recovery Manager Reference for BACKUP syntax

Multiplexing by the Media Manager

Media manager multiplexing occurs when the media manager writes the
concurrent output from multiple RMAN channels to a single sequential device,
such as a tape drive.

Caution: Although media manager multiplexing can sometimes
provide a performance benefit during backup, it can have a
negative impact on restore performance. Oracle Corporation
recommends using RMAN multiplexing instead of using
multiplexing by the media manager.

Manual Parallelization of Backups

When you configure PARALLELI SMto greater than 1 or manually allocate multiple
channels, RMAN writes multiple backups sets or image copies in parallel. The
channels divide the work of backing up the specified files.

Note: You cannot stripe a single backup set across multiple
channels.

By default, RMAN determines which channels should back up which database files.
You can use the CHANNEL option of the BACKUP command to manually assign a
channel to back up specified files. This example shows a parallelized backup to the
default disk location that uses the default automatic DI SK channels:

BACKUP
(DATAFILE 1,2,3
CHANNEL ORA DI SK_1)
( DATAFI LECOPY '/t np/ systenD1. dbf', '/tnp/tool sO1. dbf'
CHANNEL ORA DI SK_2)
( ARCHI VELOG FROM SEQUENCE 100 UNTIL SEQUENCE 102 THREAD 1
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CHANNEL ORA DI SK_3);

You can also manually allocate channels as in the following example:

RUN
{
ALLOCATE CHANNEL c1 DEVI CE TYPE sht PARVB="ENv=( BACKUP_SERVER=t ape_serverl)";
ALLOCATE CHANNEL c2 DEVI CE TYPE sht PARVS="ENvV=( BACKUP_SERVER=t ape_server2)";
ALLOCATE CHANNEL c3 DEVI CE TYPE sht PARMS="ENV=( BACKUP_SERVER-t ape_server3)";
BACKUP
(DATAFILE 1,2,3

CHANNEL c1)

( DATAFI LECOPY '/t np/ systenD1. dbf', '/tnp/tool sO1. dbf’
CHANNEL c2)

( ARCHI VELOG FROM SEQUENCE 100 UNTIL SEQUENCE 102 THREAD 1
CHANNEL c3);

}

Figure 2-3 shows an example of parallelization in which channel ch1 backs up
datafiles, channel ch2 backs up datafile copies, and channel ch3 backs up logs.

Figure 2-3 Parallelization of Backups
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See Also:

« "Determining Channel Parallelism to Match Hardware Devices"
on page 2-9 for an overview of how allocated channels affect
parallelization

« "Determining How Channels Distribute a Backup Workload:
Example" on page 7-20 to learn how to parallelize backups

«  Oracle Database Recovery Manager Reference for reference
material on the CHANNEL parameter of the BACKUP command

Multiple Copies of RMAN Backups

In RMAN, there are two ways to make multiple, identical copies of backups:

«  Duplex your backups within the BACKUP AS BACKUPSET command, in which
case RMAN creates more than one copy of each backup set

« Back up your files as backup sets or image copies, and then back up the backup
sets or image copies using the RMAN BACKUP BACKUPSET or BACKUP COPY
commands.

Duplexed Backup Sets

When backing up datafiles, archived redo log files, server parameter files and
control files into backup pieces, RMAN can duplex the backup set, producing up to
four identical copies of each backup piece in the backup set on different backup
destinations with one BACKUP command. (Note that duplexing is not supported for
backup operations that produce image copies.)

There are three ways to specify duplexing of backup sets when using the BACKUP
command:

« Specify a default level of duplexing with CONFI GURE. . . BACKUP COPI ES

All backup commands that back up data into backup sets will be affected if you
use this option, unless you specify different duplexing options for a command
using SET BACKUP COPI ES or provide a COPI ES option for the BACKUP
command.

« Use SET BACKUP COPI ESin a RUNblock

All commands in the RUN block will be affected, overriding any CONFI GURE...
BACKUP COPI ES setting, except those where you provide a COPI ES option as
part of the BACKUP command.
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« Provide a COPI ES option to the BACKUP command

For this specific BACKUP command, files will be duplexed to produce the
number of copies you specify.

The FORMAT option of the BACKUP command specifies the destinations to be used
when performing duplexed backups. You can specify up to 4 values for the FORVAT
option. RMAN uses the second, third, and fourth values only when BACKUP

COPI ES, SET BACKUP COPI ES, or CONFI GURE . . . BACKUP COPI ES is specified.
The following example creates 3 copies of the backup of datafile 7:

BACKUP DEVI CE TYPE DI SK COPI ES 3 DATAFILE 7 FORVAT
"Itnpl W), " ?/oradata/ W, ?/ W ;

RMAN places the first copy of each backup piece in/ t np, the second in

?/ or adat a, and the third in the Oracle home. Note that RMAN does not produce 3
backup sets, each with a different unique backup set key. Rather, RMAN produces
one backup set with a unique key, and generates 3 identical copies of each backup
piece in the set, as shown in this sample LI ST output:

Li st of Backup Sets

BS Key Type LV Size

1 Ful'l 64K
List of Datafiles in backup set 1
File LV Type Ckp SCN Ckp Tinme Name

7 Ful | 98410 08- FEB- 03 /oracl e/ oradata/trgt/tool s01. dbf

Backup Set Copy #1 of backup set 1
Devi ce Type El apsed Time Conpletion Tine Tag

DI SK 00: 00: 01 08- FEB- 03 TAG20030208T152314

List of Backup Pieces for backup set 1 Copy #1
BP Key Pc# Status Pi ece Name

1 1 AVAILABLE /tnp/01dg9tbh2 1 1

Backup Set Copy #2 of backup set 1
Devi ce Type El apsed Time Conpletion Tine Tag

DI SK 00:00: 01 08- FEB- 03 TAG20030208T152314
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List of Backup Pieces for backup set 1 Copy #2
BP Key Pc# Status Pi ece Nane

2 1 AVAILABLE /oraclel/oradata/01dg9th2_1 2

Backup Set Copy #3 of backup set 1
Devi ce Type El apsed Time Conpletion Tine Tag

DI SK 00:00: 01 08- FEB- 03 TAG20030208T152314

List of Backup Pieces for backup set 1 Copy #3
BP Key Pc# Status Pi ece Nane

3 1 AVAILABLE /oracle/01dg9th2 1 3

When choosing which FORMAT value to use for each backup piece, RMAN uses the
first format value for copy number 1, the second format value for copy number 2,
and so forth. If the number of format values exceeds the number of copies, then the
extra formats are not used. If the number of format values is less than the number of
copies, then RMAN reuses the format values, starting with the first one.

See Also:

« "Duplexing Backup Sets" on page 7-3 to learn how to duplex
backups

«  Oracle Database Recovery Manager Reference for CONFI GURE
syntax

« Oracle Database Recovery Manager Reference for SET syntax

Backups of Backup Sets

The RMAN BACKUP BACKUPSET command backs up previously created backup
sets. Only backup sets that were created on device type DISK can be backed up, and
they can be backed up to any available device type.

Note: RMAN issues an error if you attempt to run BACKUP AS
COPY BACKUPSET.

The BACKUP BACKUPSET command uses the default disk channel to copy backup
sets from disk to disk. To back up from disk to tape, you must either configure or
manually allocate a non-disk channel.
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Uses for Backups of Backup Sets

The BACKUP BACKUPSET command is a useful way to spread backups among
multiple media. For example, you can execute the following BACKUP command
weekly as part of the production backup schedule:

# makes backup sets on disk
BACKUP DEVI CE TYPE DI SK AS BACKUPSET DATABASE PLUS ARCH VELOG
BACKUP DEVI CE TYPE sht BACKUPSET ALL; # copies backup sets on disk to tape

Note: Backups to sbt that use automatic channels require that
you first run the CONFI GURE DEVI CE TYPE sht command.

In this way, you ensure that all your backups exist on both disk and tape. You can
also duplex backups of backup sets, as in this example:

BACKUP COPI ES 2 DEVI CE TYPE sht BACKUPSET ALL;

(Again, control file autobackups are never duplexed.)

You can also use BACKUP BACKUPSET to manage backup space allocation. For
example, to keep more recent backups on disk and older backups only on tape, you
can regularly run the following command:

BACKUP DEVI CE TYPE sht BACKUPSET COMPLETED BEFORE ' SYSDATE-7' DELETE | NPUT;

This command backs up backup sets that were created more than a week ago from
disk to tape, and then deletes them from disk. Note that DELETE | NPUT here is
equivalent to DELETE ALL | NPUT;RMAN deletes all existing copies of the backup
set. If you duplexed a backup to four locations, then RMAN deletes all four copies
of the pieces in the backup set.

Backup Optimization When Backing Up Backup Sets

If backup optimization is enabled when you issue the command to back up a
backup set, and if the identical backup set has already been backed up to the same
device type, then RMAN skips the backup of this backup set. For example, when
backup optimization is turned on, the following command backs up to tape only
those backup sets not already backed up on device type sbt :

BACKUP DEVI CE TYPE sbt BACKUPSET ALL;
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Backup Failover When Backing Up Backup Sets

When backing up backup sets, if RMAN discovers that one copy of a backup set is
corrupted or missing, then it searches for other copies of the same backup set, based
on the RMAN repository records about the backup set. This behavior is similar to
the behavior of RMAN when backing up archived redo logs that exist in multiple
archiving destinations.

For example, assume that backup set with key 872 contains three backup pieces,
and that BACKUP COPI ES 3 was issued so that three copies of each backup piece
were created, each on a different file system. Also assume that some copies have
been deleted or corrupted, so that the following table describes the current status of
the backup copies:

Backup Piece Number Copy Number of the Piece | Status of Copy

Corrupted

Intact

Corrupted

Missing

Corrupted

Intact

Intact

Corrupted

W W W I NN DN
Wi NP WIN|FP|W[N]| PP

Missing

The following command will cause RMAN to perform automatic failover:
BACKUP BACKUPSET 872,

RMAN copies only the backup pieces listed as "Intact" in the preceding table in its
backup set.

Backups of Image Copies

You can use the following commands to back up image copies of database files
either as backup sets or as image copies:

= BACKUPAS COPY
COPY OF DATABASE;
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« BACKUP AS BACKUPSET
COPY OF TABLESPACE;

« BACKUP AS BACKUPSET
COPY OF DATAFI LE;

When using these commands, there must already exist an image copy of every

datafile specified in the command. If there are multiple copies of a datafile, the

latest one is used. RMAN issues an error if image copies of every datafile in the
database or tablespace do not exist.

RMAN Backup Options: Naming, Sizing, and Speed

Recovery Manager provides a number of options to control filenames, sizes of
backups and speed during backup.

Filenames for Backup Pieces

You can either let RMAN determine a unique name for backup pieces or use the
FORMAT parameter to specify a name. For example, enter:

BACKUP TABLESPACE users;

RMAN automatically generates unique names for the backup pieces in the default
backup location.

The FORMAT parameter provides substitution variables that you can use to generate
unique filenames. For example, you can run a command as follows:

BACKUP TABLESPACE users FORMAT = '/tnp/users_%%%" ;

As described in "Manual Parallelization of Backups" on page 2-18, you can specify
up to four FORMAT values. RMAN uses the second, third, and fourth values only
when you run BACKUP COPI ES, SET BACKUP COPI ES, or CONFI GURE . . . BACKUP
COPI ES.

Note: If you use a media manager, then check your vendor
documentation for restrictions on FORMAT such as the size of the
name, the naming conventions, and so forth.
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See Also: Oracle Database Recovery Manager Reference for
descriptions of the FORMAT parameter and the substitution
variables

Filenames for Image Copies

FORMAT variables are also used to specify the names of image copies. The default
format %J is defined differently for image copies than for backup pieces. RMAN
produces image copies of three types of files: datafiles, control files, and archived
logs. The following table describes the meaning of %J for each type of file.

Type of File Meaning of %U

Datafile data-D-%_id-% _TS- % FNO- % _%u
Archived log arch-D %-id-% _S-%_T-%_A-%_%
Control file cf-D %-id-9%_%

When creating image copies (and only image copies), you can also hame the output
copies with the DB_FI LE_NAME_CONVERT option of the BACKUP command. This
parameter works identically to the initialization parameter DB_FI LE_NANE_
CONVERT. Pairs of filename prefixes are provided to change the names of the output
files. If a file is not converted by any of the pairs, then RMAN uses the FORVAT
specification; if no FORMAT is specified, then RMAN uses the default format %4J.

For example, you can run the following command to copy the datafiles whose
filename is prefixed with / mai ndi sk/ or adat a/ user s so that they are prefixed
with / backups/ users_ts:

BACKUP AS COPY TABLESPACE users
DB_FI LE_NAME_CONVERT=("/ mai ndi sk/ or adat a/ users','/backups/users_ts');

Tags for RMAN Backups

You can assign a user-specified character string called a tag to backup sets and
image copies (either copies created by RMAN or copies created by an operating
system utility). A tag is a symbolic name for a backup set or file copy, such as
weekl y _backup. You can specify the tag rather than the filename when executing
the RESTORE or CHANGE command. The maximum length of a tag is 30 bytes.
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Default RMAN Backup Tag Format

If you do not specify a tag, then RMAN creates a default tag for backups (except for
control file autobackups) in the format TAGYYYYMVDDTHHMVSS, where YYYY is the
year, MMis the month, DD is the day, HH is the hour (in 24-hour format), MMis the
minutes, and SS is the seconds. For example, a backup of datafile 1 may receive the
tag TAG20030208T133437. The date and time refer to when RMAN started the
backup, in the time zone of the instance performing the backup. If multiple backup
sets are created by one BACKUP command, then each backup piece is assigned the
same default tag.

How Tags Are Applied

When applied to a backup set, a tag applies to a specific copy of the backup set. If
you do not duplex a backup set, that is, make multiple identical copies of it, then
the backup set has just one tag. For example,

BACKUP COPI ES 1 DATAFILE 7 TAG foo

creates one backup set with tag FOO. Tags are stored in uppercase, regardless of the
case used when entering them. However, you can back up this backup set and give
this new copy of the backup set the tag BAR. So, the backup set has two identical
copies: one tagged FOOand the other tagged BAR.

When applied to image copies, a tag applies to each individual image copy. For
example, you run the following command:

# Back up as inmage copies the datafiles of tablespaces users and tools
# all copies get the TAG 'users-tools'
BACKUP AS COPY TAG users-tools TABLESPACE users, tools;

You can also copy an image copy with a specific tag, and give the output copy a
different tag, as in the following example:

# Create new copies of all inmage copies of the database that have the tag
# 'full _cold_copy', and give the new copies the tag 'new full _col d_copy'
BACKUP AS COPY
COPY OF DATABASE
FROM TAG=f ul | _col d_copy
TAG=new _ful | _col d_copy;

# Create backup sets of the inmmge copy of tablespace users that has the tag
# 'nmonday_users', and of tabl espace SYSTEM which has the tag 'nonday_systeni.
# Al these new backup # sets receive the tag 'for_audit'.
BACKUP AS BACKUPSET TAG for_audit

COPY OF TABLESPACE users FROM TAG nonday_user s
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TABLESPACE SYSTEM FROM TAG nonday_syst em

Uniqueness of Backup Tags

Tags do not need to be unique, so multiple backup sets or image copies can have the
same tag, for example, weekl y_backup. When you specify that a datafile should
be restored from backups that have a specific tag, and more than one backup of the
requested file has the desired tag, RMAN restores the most recent backup that has
the desired tag (within any other constraints of the restore command, of course,
such as a point in time).

Tags can indicate the intended purpose or usage of different classes of backups or
copies. For example, datafile copies that are suitable for use in a SW TCH can be
tagged differently (f or _swi t ch_onl y) from file copies that should be used only
for RESTORE (f or _restore_only).

Note: If you specify the FROMtag option to the RESTORE or

SW TCHcommand, then RMAN considers only backup sets and
image copies with a matching tag when choosing which backup to
use

See Also: Oracle Database Recovery Manager Reference for SW TCH
syntax, and Oracle Database Recovery Manager Reference for RESTORE
syntax

Size of Backup Pieces

RMAN will, by default, put the entire contents of a backup set into one backup
piece, regardless of the size of the backup set. If you are backing up to a file system
or media manager that has a limit on the maximum file size that can be created,
then you may need to restrict the size of backup pieces that RMAN will create.To
restrict the size of each backup piece, specify the MAXPI ECESI ZE option of the
CONFI GURE CHANNEL or ALLOCATE CHANNEL commands. This option limits
backup piece size to the specified umber of bytes. If the total size of the backup set
is greater than the specified backup piece size, then multiple physical pieces will be
created to hold the backup set contents.

For example, if datafile 1 is 6GB, you can still restrict the backup piece size for disk
backups to 2 GB by configuring an automatic disk channel, and then run a backup
as follows:

CONFI GURE CHANNEL DEVI CE TYPE DI SK MAXPI ECESI ZE = 2G
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BACKUP AS BACKUPSET DATAFILE 1;

A LI ST BACKUP command reveals that RMAN created five backup pieces rather
than one backup piece to conform to the MAXPI ECESI ZE size restriction:

BS Key Type LV Size Devi ce Type El apsed Time Conpletion Tine
29 Ful | 9728M DI SK 00: 00: 35 NOV 02 2002 18:29: 26
List of Datafiles in backup set 29
File LV Type Ckp SCN Ckp Tine Name
1 Ful | 177590 NOV 02 2002 18:28:51 /oracl e/ oradatal/trgt/systenDl. dbf
Backup Set Copy #1 of backup set 29
Devi ce Type El apsed Time Conpletion Tine Tag
DI SK 00: 00: 35 NOV 02 2002 18:29:26 TAR0021102T152701

List of Backup Pieces for backup set 29 Copy #1

BP Key Pc# Status Pi ece Nane

53 1 AVAILABLE /oracle/dbs/10d85733 1 1
54 2 AVAILABLE /oracle/dbs/10d85733 2 1
55 3 AVAILABLE /oracle/dbs/10d85733_3 1
56 4  AVAILABLE /oracle/dbs/10d85733_4_1
57 5 AVAILABLE /oracle/dbs/10d85733_5_1

This option can be used for media managers that cannot manage a backup piece
that spans more than one tape. For example, if a tape can hold 10GB, but the backup
set being created must hold 80GB of data, then RMAN must be instructed to create
backup pieces of 10GB, small enough to fit on the tapes used with the media
manager. The backup set media will in this case consist of eight tapes. Media
managers supporting SBT2.0 can return a value to RMAN indicating the largest
supported backup piece size, which RMAN will use in planning backup activities.

See Also:

«  Oracle Database Recovery Manager Reference for ALLOCATE
CHANNEL syntax

«  Oracle Database Recovery Manager Reference for CONFI GURE
syntax
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Number and Size of Backup Sets

Use the backupSpec clause of the BACKUP command to specify the objects that you
want to back up as well as specify other options. Each backupSpec clause
produces at least one backup set. The total number and size of backup sets depends
for the most part on an internal RMAN algorithm, although you can tune RMAN
behavior to a certain extent with the MAXSETSI ZE parameter.

Factors Affecting the Number and Size of Backup Sets

In determining the characteristics of the RMAN backup sets, the internal algorithm
is influenced by the following factors:

The number of input files specified in each backupSpec clause
The number of channels that you allocate

The default number of files in each backup set (4 for datafiles and 16 for
archived logs)

The default number of files read simultaneously by a single channel (8)

The MAXSETSI ZE parameter (specified on the CONFI GURE and BACKUP
commands), which specifies a maximum backup set size

The most important rules in the algorithm for backup set creation are:

Each allocated channel that performs work in the backup job—that is, each
channel that is not idle—generates at least one backup set.

Note: RMAN writes backup pieces sequentially; striping a backup
piece across multiple output devices is not supported. For example,
RMAN does not simultaneously write half of a backup piece to one
device and the other half to another device, nor can it write the first
piece of a backup set to one device andthe second piece to another
device.

RMAN always tries to divide the backup load so that all allocated channels
have roughly the same amount of work to do.

The default number of datafiles in each backup set is determined by an internal
RMAN limit (16 for archived logs, 4 for datafiles).
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« The number of datafiles multiplexed in a backup set is limited by the lesser of
the number of files in each backup set and the default number of files read by a
single channel simultaneously (8).

« The maximum size of a backup set is determined by the MAXSETSI ZE
parameter of the CONFI GURE or BACKUP command.

See Also: Oracle Database Recovery Manager Reference to learn the
syntax for the backupSpec clause, and Chapter 14, "Tuning
Backup and Recovery" to learn about RMAN buffer management

Overview of the MAXSETSIZE Parameter

To specify the maximum size of each backup set, use the MAXSETSI ZE parameter in
the CONFI GURE or BACKUP command. By limiting the overall size of the backup set,
the parameter indirectly limits the number of files in the set and can possibly force
RMAN to create additional backup sets.

Specifying MAXSETSIZE: Example Assume that you want to back up 50 datafiles, each
containing 1000 blocks. To set the maximum size of each backup set to 10 MB, use
the following command:

BACKUP DATABASE MAXSETSI ZE = 10M

Caution: If a datafile being backed up is bigger than MAXSETSI ZE
then your backup will fail. Always ensure that MAXSETSI ZE is as
large as your largest datafile.

See Also: Oracle Database Recovery Manager Reference for
information on the MAXSETSI ZE parameter

I/0 Read Rate of Backups

By default, RMAN uses all available 1/0 bandwidth to read/write to disk. You can
limit the 1/0 resources consumed by a backup job with the RATE option of the
ALLOCATE CHANNEL or CONFI GURE CHANNEL commands. The RATE option
specifies the maximum number of bytes for each second that RMAN reads on the
channel.

For example, you can configure automatic channels to limit each channel to read 1
MB a second:

CONFI GURE DEVI CE TYPE sht PARALLELI SM 2;
CONFI GURE DEFAULT DEVI CE TYPE TO sbt;
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CONFI GURE CHANNEL DEVI CE TYPE sht RATE 1M

In effect, the RATE option throttles RMAN so that a backup job does not consume
excessive 1/0 bandwidth on the computer.

See Also: "Tuning RMAN Backup Performance: Examples” on
page 14-8 for tips about how to optimize RMAN performance

RMAN Backup Types

As explained in Table 2-1, RMAN backups can be classified in these ways:

« Full or incremental

« Open or closed

« Consistent or inconsistent

Note that these backup classifications apply only to datafile backups. Backups of
other files, such as archivelogs and control files, always include the complete file
and are never inconsistent.

Table 2-1 Backup Types

Backup Type

Definition

Full

A backup that includes every block in the file being backed up, except
never-used blocks omitted due to unused block compression. A full
backup cannot be part of an incremental backup strategy; it cannot be the
parent for a subsequent incremental backup

Note: A full backup is different from a whole database backup, which is a
backup of all datafiles and the current control file.

Incremental

An incremental backup is either a level 0 backup, which includes every
block in the file except blocks compressed out because they have never
been used, or a level 1 backup, which includes only those blocks that have
been changed since the parent backup was taken. A level 0 incremental
backup is physically identical to a full backup. The only difference is that
the level 0 backup can be used as the parent for a level 1 backup, but a full
backup will never be used as the parent for a level 1 backup.

Open

A backup of online, read/write datafiles when the database is open.

Closed

A backup of any part of the target database when it is mounted but not
open. Closed backups can be consistent or inconsistent.
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Table 2-1 Backup Types

Backup Type | Definition

Consistent A backup taken when the database is mounted (but not open) after a
normal shutdown. The checkpoint SCNs in the datafile headers match the
header information in the control file. None of the datafiles has changes
beyond its checkpoint. Consistent backups can be restored without
recovery.

Note: If you restore a consistent backup and open the database in
read/write mode without recovery, transactions after the backup are lost.
You still need to perform an OPEN RESETLOGS.

Inconsistent A backup of any part of the target database when it is open or when a
crash occurred or SHUTDOWN ABORT was run prior to mounting.

An inconsistent backup requires recovery to become consistent.

Incremental Backups

The goal of an incremental backup is to back up only those data blocks that have
changed since a previous backup. You can use RMAN to create incremental
backups of datafiles, tablespaces, or the whole database.

During media recovery, RMAN examines the restored files to determine whether it
can recover them with an incremental backup. If it has a choice, then RMAN always
chooses incremental backups over archived logs, as applying changes at a block
level is faster than reapplying individual changes.

RMAN does not need to restore a base incremental backup of a datafile in order to
apply incremental backups to the datafile during recovery. For example, you can
restore non-incremental image copies of the datafiles in the database, and RMAN
can recover them with incremental backups.

Incremental backups allow faster daily backups, use less network bandwidth when
backing up over a network, and provide better performance when tape 1/0
bandwidth limits backup performance. They also allow recovery of database
changes not reflected in the redo logs, such as direct load inserts. Finally,
incremental backups can be used to back up NOARCHI VELOG databases, and are
smaller than complete copies of the database (though they still require a clean
database shutdown).

One effective strategy is to make incremental backups to disk (as image copies), and
then back up these image copies to a media manager with BACKUP AS BACKUPSET.
Then, you do not have the problem of keeping the tape streaming that sometimes
occurs when making incremental backups directly to tape. Because incremental
backups are not as big as full backups, you can create them on disk more easily.
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2-34 Backup and

Incremental Backup Algorithm

Each data block in a datafile contains a system change number (SCN), which is the
SCN at which the most recent change was made to the block. During an incremental
backup, RMAN reads the SCN of each data block in the input file and compares it
to the checkpoint SCN of the parent incremental backup. (If block change tracking is
enabled, RMAN does not read the portions of the file known to have not changed
since the parent incremental backup.) If the SCN in the input data block is greater
than or equal to the checkpoint SCN of the parent, then RMAN copies the block.

One consequence of this mechanism is that RMAN applies all blocks containing
changed data during recovery—even if the change is to an object created with the
NOLOGGE NGoption. Hence, making incremental backups is a safeguard against the
loss of changes made by NOLOGGE NG operations.

See Also: Oracle Database Concepts for more information about
NOLOGGE NGmode

Multilevel Incremental Backups

RMAN can create multilevel incremental backups. Each incremental level is
denoted by a value of 0 or 1. A level 0 incremental backup, which is the base for
subsequent incremental backups, copies all blocks containing data. The only
difference between a level 0 incremental backup and a full backup is that a full
backup is never included in an incremental strategy.

A level 1 incremental backup can be either of the following types:

« Adifferential backup, which backs up all blocks changed after the most recent
incremental backup at level 1 or 0

« A cumulative backup, which backs up all blocks changed after the most recent
incremental backup at level 0

Incremental backups are differential by default.

Note: Cumulative backups are preferable to differential backups
when recovery time is more important than disk space, because
fewer incremental backups need to be applied during recovery.

The size of the backup file depends solely upon the number of blocks modified and
the incremental backup level.
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Differential Incremental Backups

In a differential level 1 backup, RMAN backs up all blocks that have changed since
the most recent incremental backup at level 1 (cumulative or differential) or level 0.
For example, in a differential level 1 backup, RMAN determines which level 1
backup occurred most recently and backs up all blocks modified after that backup.
If no level 1 is available, RMAN copies all blocks changed since the base level 0
backup.

If no level 0 backup is available, then the behavior varies with the compatibility
mode setting. If compatibility is >=10.0.0, RMAN copies all blocks that have been
changed since the file was created. Otherwise, RMAN behaves as it did in previous
releases, by generating a level 0 backup.

Figure 2—-4 Differential Incremental Backups
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In the example shown in Figure 2-4, the following occurs each week:

« Sunday
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An incremental level 0 backup backs up all blocks that have ever been in use in
this database.

« Monday - Saturday

On each day from Monday through Saturday, a differential incremental level 1
backup backs up all blocks that have changed since the most recent incremental
backup at level 1 or 0. The Monday backup copies blocks changed since Sunday
level 0 backup, the Tuesday backup copies blocks changed since the Monday
level 1 backup, and so forth.

Cumulative Incremental Backups

In a cumulative level 1 backup, RMAN backs up all the blocks used since the most
recent level 0 incremental backup. Cumulative incremental backups reduce the
work needed for a restore by ensuring that you only need one incremental backup
from any particular level. Cumulative backups require more space and time than
differential backups, however, because they duplicate the work done by previous
backups at the same level.
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Figure 2-5 Cumulative Incremental Backups
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In the example shown in Figure 2-5, the following occurs each week:
« Sunday

An incremental level 0 backup backs up all blocks that have ever been in use in
this database.

« Monday - Saturday

A cumulative incremental level 1 backup copies all blocks changed since the
most recent level 0 backup. Because the most recent level 0 backup was created
on Sunday, the level 1 backup on each day Monday through Saturday backs up
all blocks changed since the Sunday backup.

Planning an Incremental Backup Strategy

Choose a backup scheme according to an acceptable MTTR (mean time to recover).
For example, you can implement a three-level backup scheme so that a full or level
0 backup is taken monthly, a cumulative level 1 is taken weekly, and a differential
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level 1 is taken daily. In this scheme, you never have to apply more than a day's
worth of redo for complete recovery.

When deciding how often to take full or level 0 backups, a good rule of thumb is to
take a new level 0 whenever 20% or more of the data has changed. If the rate of
change to your database is predictable, then you can observe the size of your
incremental backups to determine when a new level 0 is appropriate. The following
query displays the number of blocks written to a backup set for each datafile with at
least 50% of its blocks backed up:

SELECT FI LE#, | NCREMENTAL_LEVEL, COMPLETION_TIME, BLOCKS, DATAFILE_BLOCKS
FROM V$BACKUP_DATAFI LE
VWHERE | NCREMENTAL_LEVEL > 0
AND BLOCKS / DATAFI LE_BLOCKS > .5
CRDER BY COWPLETI ON_TI ME;

Compare the number of blocks in differential or cumulative backups to a base level
0 backup. For example, if you only create level 1 cumulative backups, then take a
new level 0 backup when the most recent level 1 backup is about half of the size of
the base level 0 backup.

See Also: Oracle Database Backup and Recovery Basics to learn how
make incremental backups

Control File and Server Parameter File Autobackups

Having recent backups of your control file and server parameter file is extremely
valuable in many recovery situations. To increase the likelihood that you will have
such backups, the Oracle database supports control file and server paramter file
autobackups. RMAN can automatically back up the control file and server
parameter file (SPFILE) in situations in which the RMAN repository data for your
database has been updated in a way that affects RMAN'’s ability to restore your
database.

With a control file autobackup, RMAN can recover the database even if the current
control file, recovery catalog, and server parameter file are inaccessible. Because the
path used to store the autobackup follows a well-known format, RMAN can search
for and restore the server parameter file from that autobackup.

After you have started the instance with the restored server parameter file, RMAN
can restore the control file from the autobackup. After you mount the control file,
use the RMAN repository in the mounted control file to restore the datafiles.
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A control file autobackup lets you restore the RMAN repository contained in the
control file when the control file is lost and you have no recovery catalog. You do
not need a recovery catalog or target database control file to restore the control file
autobackup. For example, you can issue:

RESTORE CONTROLFI LE FROM AUTOBACKUP;

After you restore and mount the control file, you have the backup information
necessary to restore and recover the database. You can connect to the target instance
in NOCATALOG mode and recover the database. You can also create a new
recovery catalog and register the target database. The RMAN repository records in
the control file will be copied to the new recovery catalog.

The automatic backup of the control file occurs independently of any backup of the
current control file explicitly requested as part of your backup command. You can
turn the autobackup feature on or off by running the following commands:

CONFI GURE CONTROLFI LE AUTOBACKUP ON,
CONFI GURE CONTROLFI LE AUTOBACKUP CFF;

Oracle Corporation recommends that CONFI GURE CONTROLFI LE AUTOBACKUP be
set to ON.

How RMAN Performs Control File Autobackups

The first channel allocated during the backup job creates the autobackup and places
it into its own backup set; for autobackups after database structural changes, the
default disk channel makes the backup. If a server parameter file is used, it is
backed up in the same backup set as the control file during a control file
autobackup.

After the control file autobackup completes, the database writes a message
containing the complete path of the backup piece and the device type to the alert
log.

The RMAN behavior when the BACKUP command includes datafile 1 depends on
the CONFI GURE CONTROLFI LE AUTOBACKUP setting. If control file autobackups are
ON and the backup includes datafile 1, RMAN writes the control file and SPFILE to
a separate autobackup backup set. If control file autobackups are OFF and the
backup includes datafile 1, then RMAN includes the current control file and SPFILE
in the same backup set as the datafiles.

The control file autobackup filename has a default format of %- for all device types,
so that RMAN can guess the file location and restore it without a repository. The
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substitution variable %- is defined in the description of the CONFI GURE command
in Oracle Database Backup and Recovery Basics. You can specify a different format with
the CONFI GURE CONTROLFI LE AUTOBACKUP FORMAT command. All autobackup
formats must include the % variable.

The SET CONTROLFI LE AUTOBACKUP FORMAT command, which you can specify
either within a RUN block or at the RMAN prompt, overrides the configured
autobackup format in the session only. The order of precedence is:

1. SET within a RUN block
2. SET at RVAN prompt
3. CONFI GURE CONTROLFI LE AUTOBACKUP FCRVAT

You can configure the autobackup format even when CONFI GURE CONTROLFI LE
AUTOBACKUP is set to OFF, but RMAN does not generate autobackups in this case.
For RMAN to make autobackups, you must set CONFI GURE CONTROLFI LE
AUTOBACKUP to ON.

See Also:

« Oracle Database Recovery Manager Reference for BACKUP syntax
« Oracle Database Recovery Manager Referencefor RESTORE syntax

When RMAN Performs Control File Autobackups

By default, control file autobackups are turned off, and no control file autobackups
are performed. If CONFI GURE CONTROLFI LE AUTOBACKUP is ON, then RMAN
automatically backs up the control file and the current server parameter file (if used
to start up the database) in one of two circumstances: when a successful backup
must be recorded in the RMAN repository, and when a structural change to the
database affects the contents of the control file which therefore must be backed up.

Control File Autobackups After Backup Acivities
This means that the control file is backed up in the following situations:

«  After every BACKUP command issued at the RMAN prompt.
« Atthe end of a RUNblock, if the last command in the block was BACKUP.

=« Whenever a BACKUP command within a RUN block is followed by a command
that is not BACKUP.
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The first channel allocated during the backup job creates the autobackup and places
it into its own backup set. The control file autobackup may be written to disk or
tape.

Control File Autobackups After Database Structural Changes

The control file is also automatically backed up after database structural changes
such as adding a new tablespace, altering the state of a tablespace or datafile (for
example, bringing it online), adding a new online redo log, renaming a file, adding
a new redo thread, and so on. Losing this information would compromise your
ability to recover the database.

This backup is performed by the server process itself, rather than one of the RMAN
channels. This type of autobackup, unlike autobackups that occur after a successful
backup, is always created on disk. You can use CONFI GURE CONTRCLFI LE
AUTOBACKUP FOR DEVI CE TYPE DI SK to set the location for this disk based control
file autobackup. Note that a failure of the automatic control file autobackup after a
structural change never causes the associated structural change to fail. For example,
if you add a datafile, and if the resulting control file autobackup fails, then the
datafile addition is still successful.

Backup Retention Policies

You can use the CONFI GURE RETENTI ON POLI CY command to create a persistent
and automatic backup retention policy. When a backup retention policy is in effect,
RMAN considers backups of datafiles and control files as obsolete, that is, no
longer needed for recovery, according to criteria that you specify in the CONFI GURE
command. You can then use the REPORT OBSCLETE command to view obsolete files
and DELETE OBSOLETE to delete them.

As you produce backups over time, older backups become obsolete as they are no
longer needed to satisfy the retention policy. RMAN can identify the obsolete files
for you, but it does not automatically delete them. You must use the DELETE
OBSOLETE command to delete files that are no longer needed to satisfy the
retention policy.

If you have a flash recovery area configured, however, then the database
automatically deletes unnecessary files from the flash recovery area based on its
internal disk quota rules. The disk quota rules are distinct from the backup
retention policy rules, but the database will never delete files in violation of the
retention policy to satisfy the disk quota.
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The term obsolete does not mean the same as expired. A backup is obsolete when
REPORT OBSOLETE or DELETE OBSOLETE determines, based on the user-defined

retention policy, that it is not needed for recovery. A backup is considered expired
only when RMAN performs a crosscheck and cannot find the file. In short, obsolete
means "not needed,” whereas expired means "not found."

From the perspective of a retention policy, a datafile backup is a full or level 0
backup of an individual datafile or control file. It does not matter whether the
backup is a datafile image copy, a proxy copy, or part of a backup set. For datafile
copies and proxy copies, if RMAN determines that the copy or proxy copy is not
needed, then the copy or proxy copy can be deleted. For datafile backups in backup
sets, RMAN cannot delete the backup set until all of the individual datafile backups
within the backup set are obsolete.

Besides affecting full or level 0 datafile and control file backups, the retention policy
affects archived redo logs and level 1 incremental backups. First, RMAN decides
which datafile and control file backups are obsolete. Then, RMAN considers as
obsolete all archived logs and incremental level 1 backups that are not needed to
recover the oldest datafile or control file backup that must be retained.

Note: RMAN cannot implement an automatic retention policy if
backups are deleted by non-RMAN methods, for example, through
the media manager’s tape retention policy. The media manager
should never expire a tape until all RMAN backups on that tape
have been removed from the media manager’s catalog.

There are two mutually exclusive options for implementing a retention policy:
redundancy and recovery window. If no retention policy is configured by the user, then the
REPORT OBSOLETE and DELETE OBSOLETE commands use a default retention policy of
REDUNDANCY 1.

To configure a retention policy based on a recovery window, use the following
command:

« CONFI GURE RETENTI ONPOLI CY TORECOVERY W NDOW
To configure a retention policy based on redundancy, use the following command:
« CONFI GURE RETENTI ON POLI CY TOREDUNDANCY

You can also disable the retention policy completely, meaning that RMAN does not
consider any backup to be obsolete. To do so, use the following command:

CONFI GURE RETENTI ON POLI CY TO NONE;
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Recovery Window

A recovery window is a period of time that begins with the current time and
extends backward in time to the point of recoverability. The point of recoverability
is the earliest time for a hypothetical point-in-time recovery, that is, the earliest
point to which you can recover following a media failure. For example, if you
implement a recovery window of one week, then this window of time must extend
back exactly seven days from the present so that you can restore a backup and
recover it to this point. You implement this retention policy as follows:

CONFI GURE RETENTI ON POLI CY TO RECOVERY W NDOW OF 7 DAYS;
This command ensures that for each datafile one backup that is older than the point
of recoverability must be retained. For example, if the recovery window is 7, then

there must always exist one backup of each datafile that satisfies the following
condition:

SYSDATE - BACKUP CHECKPOI NT TIME >= 7
All backups older than the most recent backup that satisfied this condition are
obsolete.

Assume the following retention policy illustrated in Figure 2-6. The retention policy
has the following aspects:

« The recovery window is 7 days.
« Database backups are scheduled every two weeks on these days:
- January 1
— January 15
— January 29
— February 12

« The database runs in ARCH VELOGmode, and archived logs are saved on disk
only as long as needed for the retention policy.
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Figure 2-6 Recovery Window, Part 1
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As illustrated in Figure 2-6, the current time is January 23 and the point of
recoverability is January 16. Hence, the January 14 backup is needed for recovery,
and so are the archived logs from log sequence 500 through 850. The logs before 500
and the January 1 backup are obsolete because they are not needed for recovery to a
point within the window.

Assume the same scenario a week later, as depicted in Figure 2-7.
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Figure 2-7 Recovery Window, Part 2

Recovery Window =7

il l

-
o

«Q
=
o
o

Log 250

-
o

«Q
a
o
o

Log 750 Log 1000 Log 1150

=

]
Jan 1 Jan 7 Jan 14 Jan 21 Jan 28 Feb 4

L0
0

Backup

od]
]
o
<L
c
©

Jan 23 Jan 30
Point of Current
Recoverability Time

In this scenario, the current time is January 30 and the point of recoverability is
January 23. Note how the January 14 backup is not obsolete even though a more
recent backup (January 28) exists in the recovery window. This situation occurs
because restoring the January 28 backup does not enable you to recover to the
earliest time in the window, January 23. To ensure recoverability to any point within
the window, you must save the January 14 backup as well as all archived redo logs
from log sequence 500 to 1150.

Backup Redundancy

A redundancy-based retention policy specifies how many backups of each datafile
must be retained. For example, you can specify:

CONFI GURE RETENTI ON POLI CY TO REDUNDANCY 2;

Although the recovery window is the best practice for specifying a retention policy,
it can complicate disk space usage planning because the number of backups that
must be kept by the recovery window is not constant and depends on the backup
schedule. Use the CONFI GURE RETENTI ON POLI CY TOREDUNDANCY n command
to implement a retention policy that maintains a constant number of backups of
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each datafile. RECOVERY W NDOW and REDUNDANCY-based retention policies are
mutually exclusive.

The default retention policy is REDUNDANCY = 1, to maintain compatibility with the
behavior of REPORT OBSCLETE in earlier RMAN releases. You can also run the
following command to disable the retention policy altogether:

CONFI GURE RETENTI ON PCLI CY TO NONE;

If the retention policy is configured to NONE, then REPORT OBSOLETE and DELETE
OBSCOLETE do not consider any backups to be obsolete.

Batch Deletes of Obsolete Backups

Run the REPORT OBSOLETE command to determine which backups are currently
obsolete according to the retention policy.

If you configure the retention policy to NONE, then RMAN does not consider any
backups as obsolete. Consequently, RMAN issues an error when you run REPORT
OBSOLETE without any other options and the retention policy is set to NONE.

A companion command, DELETE OBSOLETE, deletes all files which are obsolete
according to the retention policy. You should run DELETE OBSOLETE periodically
to minimize space wasted by storing obsolete backups. For example, you can run
DELETE OBSOLETE in a weekly script.

You can also specify the REDUNDANCY or RECOVERY W NDOWoptions on the
REPORT or DELETE commands, to overrride the configured retention policy.

The REPORT OBSOLETE and DELETE OBSCOLETE commands work in two steps:

1. For each datafile for which there are full backup, datafile copy, or level 0
incremental backups, RMAN identifies the oldest full or level 0 backup or
copy that is not obsolete under the retention policy being tested. Any full
backup, level 0 incremental backup, or datafile copy of a datafile older than
the one identified in this step is considered obsolete.

2. Any archived logs and level 1 incremental backups that are older than the
oldest non-obsolete full backup are then obsolete because there is no full or
level 0 backup to which they can be applied.
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See Also:

« Oracle Database Backup and Recovery Basics to generate reports
and delete backups

« Oracle Database Recovery Manager Reference for DELETE syntax

« Oracle Database Recovery Manager Reference for REPORT syntax

Exempting Backups from the Retention Policy

You may want to store a long-term backup, potentially offsite, for much longer than
the time dictated by the retention policy. For example, you may make a database
backup on the first day of every year to satisfy some regulatory requirement,
independent of backups taken for your ongoing backup and recovery strategy.

Such long-term backups should be recorded in the RMAN repository, but they must
be exempted from the retention policy because RMAN would quickly consider
them obsolete, and they would be removed the next time the DELETE OBSOLETE
command is used.

You can exempt a backup from the retention policy by using the KEEP option with
the BACKUP command when you create the backup, or the KEEP option of the
CHANGE command to exempt an existing backup. Note that backups exempted from
the retention policy are still fully valid backups, which can be used in restore and
recovery operations like any other if RMAN judges them to be the best choice
available.

You can change the exempt status of a backup using the CHANGE. . . KEEP and
CHANGE. .. NOKEEP commands. The NOKEEP option (default) indicates that the
backup is not immune from the configured retention policy.

You can specify the LOGS option to save archived logs for a possible incomplete
recovery of the long-term backup. When LOGS is specified, all logs more recent than
the backup are kept as long as the backup is kept. In other words, KEEP UNTI L

TI ME. . . LOGS means that RMAN will keep all logs required to recover the backup
as long as the backup is kept. If you specify NOLOGS, then RMAN does not keep the
logs required to recover the backup. Note that if you use KEEP UNTI L TI ME. ..
with an inconsistent backup, you must use the LOGS option, or that backup will
become unusable when the logs required to recover it are deleted as obsolete.

You can specify an end date using the UNTI L clause, or either specify that the
backup should be kept FOREVER . If you specify UNTI L, then RMAN will not mark
the backup as obsolete until after the UNTI L date has passed. Note that it is an error
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to specify KEEP FOREVER with the LOGS option, as this would require keeping all
redo logs forever.

The following commands are examples of long-term backups:

# Creates a backup and exenpts it fromretention policy until last day of 2003
BACKUP DATABASE KEEP UNTIL TIME "TO DATE(' 31- DEC-2003', 'dd-non-yyyy')" NOLCGS;

# Specifies that backupset 231 is no longer exenpt fromthe retention policy
CHANGE BACKUPSET 231 NOKEEP,

# Creates a backup that is indefinitely exenpt fromthe retention policy
BACKUP TABLESPACE users KEEP FOREVER NOLOGS;

See Also: Oracle Database Recovery Manager Reference for CHANGE
syntax

Relationship Between Retention Policy and Flash Recovery Area Rules

The RMAN status OBSCOLETE is always determined in reference to a retention
policy. For example, if a database backup is OBSOLETE in the RMAN repository, it is
because it is either not needed for recovery to a point within the recovery window,
or it is redundant.

If you configure a flash recovery area, then the database uses an internal algorithm
to delete files from the flash recovery area that are no longer needed because they
are redundant, orphaned, and so forth. The backups with status OBSOLETE form a
subset of the files deemed eligible for deletion by the disk quota rules.

There is one important difference between the flash recovery area criteria for
OBSCOLETE status and the disk quota rules for deletion eligibility. Assume that
archived logs 1000 through 2000, which are on disk, are needed for the currently
enabled recovery window and so are not obsolete. If you back up these logs to tape,
then the retention policy still considers the disk logs as required, that is, not
obsolete. Nevertheless, the flash recovery area disk quota algorithm considers the
logs on disk as eligible for deletion because they have already been backed up to
tape. The logs on disk do not have OBSCOLETE status in the repository, yet are
eligible for deletion by the flash recovery area. Note, though, that the retention
policy is never violated when determining which files to delete from the flash
recovery area.
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Backup Optimization
Backup optimization is a feature that avoids creating identical backup copies of files
that have not changed since the last time they were backed up. If you enable backup
optimization, then the BACKUP command skips the backup of a file when the
identical file has already been backed up to the allocated device type.

Backup Optimization Algorithm
Table 2-3 describes criteria that RMAN uses to determine whether a file is identical
to afile that it already backed up.

Table 2—2 Criteria to Determine an ldentical File

Type of File Criteria to Determine an Identical File

Same DBID, checkpoint SCN, creation SCN, and RESETLOGS SCN
and time. The datafile must be offline-normal, read-only, or closed

normally.

Datafile

Archived redo log Same thread, sequence number, and RESETLOGS SCN and time.

Backup set Same backup set recid and stamp.

If RMAN determines that a file is identical and it has already been backed up, then
it is a candidate to be skipped. However, RMAN must do further checking to
determine whether to skip the file, because both the retention policy and the backup
duplexing feature are factors in the algorithm that determines whether RMAN has

sufficient backups on the specified device type.

Table 2-3 describes the algorithm that backup optimization uses when determining
whether to skip the backup of an identical file.
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Table 2-3 Backup Optimization Algorithm

For an

Identical ... | Backup Optimization Algorithm

Datafile If you configured a recovery window, then RMAN skips a datafile backup only if the latest
backup of afile is earlier than the earliest point in the window. In other words, RMAN takes
another backup of a file, ignoring any possible optimization, if the latest file was backed up
longer ago than the recovery window. This is done to allow media to be recycled after the media
expires. This is not done for device type DISK.
If you did not configure a recovery window, then RMAN sets r =1 by default and searches for
values of n in this order of precedence (that is, values higher on the list override values lower
on the list):
1. If CONFI GURE RETENTI ONPOLI CY TOREDUNDANCY r is enabled, then RMAN only skips

datafiles when n=r +1 backups exist.

2. BACKUP... COPI ESn
3. SET BACKUP COPI ESn
4.  CONFI GURE DATAFI LE BACKUP COPI ESFORDEVI CETYPE. .. TOn
RMAN skips backup only if at least n backups of an identical file exist on the specified device. If
RMAN does not skip the backup, then it makes the backup exactly as specified.

Archived log | By default, n=1. RMAN searches for values of n in this order of precedence (that is, values
higher on the list override values lower on the list):
1. BACKUP... COPI ESn
2. SET BACKUP COPI ESn
3. CONFI GURE ARCHI VELOGBACKUP COPI ESFORDEVI CETYPE. .. TOn
RMAN skips backup only if at least n backups of an identical file exist on the specified device. If
RMAN does not skip the backup, then it makes the backup exactly as specified.

Backup set By default, n=1. RMAN searches for other values of n in this order of precedence (that is, values

higher on the list override values lower on the list):
1. BACKUP... COPI ESn
2. SET BACKUP COPI ESn

RMAN skips backup only if at least n backups of an identical file exist on the specified device. If
RMAN does not skip the backup, then it makes the backup exactly as specified.

For example, assume that at 9 a.m. you back up three copies of all existing archived
logs to tape:

BACKUP DEVI CE TYPE sht COPIES 3 ARCHI VELOG ALL;
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Later, you enable the following configuration setting in preparation for another
backup:

CONFI GURE ARCHI VELOG BACKUP COPI ES FOR DEVI CE TYPE sbt TO 4;
CONFI GURE BACKUP OPTI M ZATI ON ON;

Then, you run the following archived log backup at noon:
BACKUP DEVI CE TYPE sbt COPIES 2 ARCHI VELOG ALL;

In this case, the BACKUP . . . COPI ES setting overrides the CONFI GURE . . .

COPI ES setting, so RMAN sets n=2. RMAN skips the backup of a log only if at least
two copies of the log exist on the sbt device. Because three copies of each log exist
on sbht of all the logs generated before 9 a.m., RMAN skips the backups of these
logs. However, RMAN backs up two copies of all logs generated after 9 a.m.
because these logs have not yet been backed up to tape.

At this point, three copies of the logs created before 9 a.m. exist on tape, and two
copies of the logs created after 9 a.m. exist on tape. Assume that you run the
following backup at 3 p.m.:

RUN

{
SET BACKUP CCPI ES 3;

BACKUP DEVI CE TYPE sht ARCH VELOG ALL;
}

In this case, RMAN sets n=3 and so will not back up the logs created before 9 a.m.
because three copies already exist on tape. However, only two copies of the logs
created after 9 a.m. exist on tape, so RMAN does not optimize backups of these
logs. Hence, RMAN backs up three copies of the logs created after 9 a.m.

Requirements for Enabling and Disabling Backup Optimization
Backup optimization is used when the following conditions are true:

« The CONFI GURE BACKUP OPTI M ZATI ON ONcommand has been run.

= You run BACKUP DATABASE, BACKUP ARCHI VELOGwith ALL or LI KE options,
or BACKUP BACKUPSET ALL.

«  Only one type of channel is allocated, that is, you do not mix channels of type
DI SKand sbt .

For example, assume that you run these commands:
BACKUP DEVI CE TYPE sht DATABASE PLUS ARCH VELOG
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BACKUP DEVI CE TYPE sbt BACKUPSET ALL;

If none of these files has changed since the last backup, then RMAN does not back
up the files again, nor signal an error if it skips all files specified in the command.

To override backup optimization and back up all files whether or not they have
changed, specify the FORCE option on the BACKUP command. To disable backup
optimization on a persistent basis, use the following command:

RMAN> CONFI GURE BACKUP OPTI M ZATI ON OFF,

Effect of Retention Policies on Backup Optimization

The retention policy influences backup optimization. Because the retention policy
defaults to REDUNDANCY=1, a retention policy is always in place unless it is
explicitly disabled with CONFI GURE RETENTI ON POLI CY TONONE.

Note: Use caution when enabling backup optimization if you use
a media manager with its own internal expiration policy. Run
CROSSCHECK periodically to synchronize the RMAN repository
with the media manager. Otherwise, RMAN may skip backups due
to optimization without recognizing that the media manager has
discarded backups stored on tape.

Backup Optimization and a Recovery Window

If optimization is enabled, and if a recovery window retention policy is in effect,
then RMAN always backs up datafiles whose most recent backup is older than the
recovery window. For example, assume that:

« Today is February 21.

« The recovery window is 7 days.

« The most recent backup of tablespace t ool s to tape is January 3.
« Tablespacet ool s is read-only.

On February 21, when you issue a command to back up tablespace t ool s to tape,
RMAN backs it up even though it did not change after the January 3 backup
(because it is read-only). RMAN makes the backup because no backup of the
tablespace exists within the 7-day recovery window.

This behavior allows the media manager to expire old tapes. Otherwise, the media
manager would be forced to keep the January 3 backup of tablespace t ool s
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indefinitely. By making a more recent backup of tablespace t ool s on February 21,
RMAN allows the media manager to expire the tape containing the obsolete
January 3 backup.

Backup Optimization and Redundancy

Assume that you configure a retention policy for redundancy. In this case, RMAN
only skips backups of offline or read-only datafiles when there are r + 1 backups of
the files, where r is set in CONFI GURE RETENTI ON POLI CY TOREDUNDANCY r .

Assume that you enable backup optimization and set the following retention policy:

CONFI GURE DEFAULT DEVI CE TYPE TO sbt;
CONFI GURE BACKUP OPTI M ZATI ON ON;
CONFI GURE RETENTI ON POLI CY TO REDUNDANCY 2;

So, RMAN only skips backups when three identical files are already backed up.
Also assume that you have never backed up the user s tablespace, which is
read/write, and that you perform the actions described in Table 2-4 over the course
of the week.

Table 2-4 Effect of Redundancy Setting on Backup Optimization

Day Action Result Redundant Backup
Monday Take tablespace
user s offline normal.

Tuesday BACKUP DATABASE The user s tablespace is
backed up.

Wednesday | BACKUP DATABASE The user s tablespace is
backed up.

Thursday BACKUP DATABASE The user s tablespace is Tuesday backup
backed up.

Friday BACKUP DATABASE The user s tablespace is not | Tuesday backup
backed up.

Saturday BACKUP DATABASE The user s tablespace is not | Tuesday backup
backed up.

Sunday DELETE OBSOLETE The Tuesday backup is
deleted.

Monday BACKUP DATABASE The user s tablespace is Wednesday backup
backed up.
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The backups on Tuesday, Wednesday, and Thursday back up the offline user s
tablespace to satisfy the condition that three backups must exist (one more than
redundancy setting). The Friday and Saturday backups do not back up the user s
tablespace because of backup optimization. Note that the Tuesday backup of user s
is obsolete beginning on Thursday.

On Sunday, you delete all obsolete backups, which removes the Tuesday backup of
user s. The Tuesday backup is obsolete because of the retention policy setting. The
whole database backup on Monday then backs up the user s tablespace to satisfy
the condition that three backups must exist (one more than redundancy setting). In
this way, you can recycle your tapes over time.

See Also: "Backing Up Files Using Backup Optimization" on
page 7-9, and "Configuring Backup Optimization" on page 6-21

Restartable Backups

2-54 Backup and

Using the restartable backups feature, RMAN can back up only those files that
have not been backed up since a specified date. Use this feature after a backup fails
to back up the parts of the database missed by the failed backup.

The unit of restartability is a backup set. If the backup generates multiple backup
sets, then the backups that completed successfully do not have to be rerun. If the
entire database is written into one backup set, and if the backup fails halfway
through, then the entire backup has to be restarted.

To take better advantage of restartable backups, you can use set the MAXSETSI ZE
parameter of the BACKUP command. If, for instance, you set MAXSETSI ZE to 10MB
for a given backup command, a new backup set is produced for each 10MB of
backup output. If the backup fails after some backup sets have been produced and
must be restarted, the data backed up in those backup sets will not have to be
backed up again. (Note that MAXSETSI ZE must be large enough that any file can be
accomodated in a single backup piece, because large files cannot span backup
pieces.)

For example, if the largest datafile is less than 10 MB, then you can back up the
database daily as follows:

BACKUP DATABASE MAXSETSI ZE = 10M

Then, after a failure you can back up all files in the database that were not backed
up in the last 24 hours by issuing:

BACKUP DATABASE NOT BACKED UP SI NCE TI ME ' SYSDATE-1';
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If the SI NCE TI ME is later than the completion time, then RMAN backs up the file.
If you use "BACKUP DATABASE NOT BACKED UP" without the SI NCE TI ME
parameter, then RMAN only backs up files that have never been backed up.

When determining whether a file has been backed up, RMAN compares the SI NCE
TI ME date with the completion time of the most recent backup of the file. The
completion time for a backup piece is the completion time of the entire backup set,
not an individual backup piece; in other words, all files in the same backup set have
the same completion time.

See Also: "Restarting a Backup After It Partially Completes” on
page 7-9 and Oracle Database Recovery Manager Reference for BACKUP
syntax

Managing Backup Windows and Performance: BACKUP... DURATION

A backup window is a period of time during which a backup activity must
complete. For example, you may want to restrict your database backup activities to
a window of time when user activity on your system is low, such as between 2:00
AM and 6:00 AM.

The BACKUP command supports a DURATI ON argument which lets you specify how
long a given backup job is allowed to run. You could, for example, run the following
command at 2:00AM:

BACKUP DURATI ON 4: 00 TABLESPACE users;

RMAN backs up the specified data at the maximum possible speed. If the backup is
not complete in four hours, the backup is interrupted. Any completed backupsets
are retained and can be used in restore operations, even if the entire backup is not
complete. Any incomplete backupsets are discarded.

Controlling RMAN Behavior when Backup Window Ends with PARTIAL

By default, when a BACKUP... DURATI ON command runs out of time before the
backup completes, RMAN reports an error. (The effect of this is that if the command
is running in a RUN block, the RUN block terminates.) You can control this
behavior by adding the PARTI AL option to the BACKUP... DURATI ONcommand, as
in this example:

BACKUP DURATI ON 4: 00 PARTI AL TABLESPACE users FILESPERSET 1,
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When PARTI AL is used, no error is reported when a backup command is
interrupted due to the end of the backup window. Instead, a message showing
which files could not be backed will be displayed. If the BACKUP command is part
of a RUN block, then the remaining commands in the RUN block will continue to
execute.

When using DURATI ON the least recently backed up files are backed up first. Thus,
if you retry a job that was interrupted when the available duration expired, each
successive attempt covers more of the files needing backup.

Note also the use of FI LESPERSET 1 in this example. With this option, RMAN
puts each file into its own backupset. This way, when a backup is interrupted at the
end of the backup window, only the backup of the file currently being backed up is
lost. All backup sets completed during the window are saved, minimizing the lost
work due to the end of the backup window.

Managing Backup Performance with MINIMIZE TIME and MINIMIZE LOAD

When using DURATI ON you can run the backup with the maximum possible
performance, or run as slowly as possible while still finishing within the allotted
time, to minimize the performance impact of backup tasks. To maximize

performance, use the M NI M ZE TI ME option with DURATI ON, as shown in this
example:

BACKUP DURATI ON 4: 00 PARTIAL M NI M ZE TI ME DATABASE FI LESPERSET 1;

To extend the backup to use the full time available, use the M NI M ZE LOAD
option, as in this example:

BACKUP DURATI ON 4: 00 PARTIAL M NI M ZE LOAD DATABASE FI LESPERSET 1;
RMAN monitors the progress of the running backup, and periodically estimates

how long the backup will take to complete at its present rate. If RMAN estimates
that the backup will finish before the end of the backup window, it slows down the

2-56 Backup and Recovery Advanced User's Guide



RMAN Backup Errors

rate of backup so that the full available duration will be used. This reduces the
overhead on the database associated with the backup.

Note: Note these issues when using DURATI ONand M NI M ZE
LOAD with a tape backup:

« Efficient backup to tape requires tape streaming. If you use
M NI M ZE LQAD, RMAN may reduce the rate of backup to the
point where tape streaming is not optimal.

« RMAN will hold the tape resource for the entire duration of the
backup window. This prevents the use of the tape resource for
any other purpose during the backup window.

Because of these concerns, it is not recommended that M NI M ZE
LOAD be used with tape. See "Factors Affecting Backup Speed to
Tape" on page 14-6 for more details on efficient tape handling.

RMAN Backup Errors

RMAN detects and responds to two primary types of backup errors: 1/0 errors and
corrupt blocks. Any 170 errors that RMAN encounters when reading files or
writing to the backup pieces or image copies cause RMAN to terminate the backup
jobs. For example, if RMAN tries to back up a datafile but the datafile is not on disk,
then RMAN terminates the backup. If multiple channels are being used, or
redundant copies of backups are being created, RMAN may be able to continue the
backup without user intervention.

If BACKUP AS BACKUPSET creates more than one complete backup set and an error
occurs, then RMAN needs to rewrite the backup sets that it was writing at the time
of the error. However, it retains any backup sets that it successfully wrote before
terminating. The NOT BACKED UP S| NCE option of the BACKUP command restarts a
backup that partially completed, backing up only files that did not get backed up.

RMAN copies datafile blocks that are already identified as corrupt into the backup.
If RMAN encounters datafile blocks that have not already been identified as
corrupt, then RMAN stops the backup unless SET MAXCORRUPT has been used.
Setting MAXCORRUPT allows a specified number of previously undetected block
corruptions in datafiles during the execution of an RMAN BACKUP command. If
RMAN detects more than this number of corruptions while taking the backup, then
the command terminates. The default limit is zero, meaning that RMAN does not
tolerate corrupt blocks by default.
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When RMAN finds corrupt blocks, until it finds enough to exceed the MAXCORRUPT
limit, it writes the corrupt blocks to the backup with a reformatted header
indicating that the block has media corruption. If the backup completes without
exceeding MAXCORRUPT, t hen the database records the address of the corrupt
blocks and the type of corruption in the control file. Access these records through
the VSDATABASE_BLOCK_CORRUPTI ONview. Note that if more than MAXCORRUPT
corrupt blocks are found, the VEDATABASE _BLOCK_CORRUPTI ONview is not
populated. In such a case, you should set MAXCORRUPT higher and re-run the
command to identify the corrupt blocks.

See Also:

« "Tests and Integrity Checks for Backups" on page 2-58 for more
information about fractured and corrupt blocks

» "Restartable Backups" on page 2-54 for more information about
the NOT BACKED UP Sl NCE clause

»  Oracle Database Reference for a description of V$DATABASE
BLOCK_CORRUPTI ON

»  Oracle Database Recovery Manager Reference for SET
MAXCORRUPT syntax

Tests and Integrity Checks for Backups

The database prevents operations that result in unusable backup files or corrupt
restored datafiles. The database server automatically does the following:

« Blocks access to datafiles while they are being restored or recovered
« Allows only one restore operation for each datafile at a time

« Ensures that incremental backups are applied in the correct order

« Stores information in backup files to allow detection of corruption

You can use the BACKUP VALI DATE and RESTORE VALI DATE commands to test
backup and restore operations without creating output files. In this way, you can
check your datafiles for possible problems. If you run RMAN with the following
configuration, then it detects all types of corruption that are possible to detect:

« Intheinitialization parameter file, set DB_BLOCK_CHECKSUM=TRUE

« Inthe RMAN BACKUP and RESTORE commands, do not specify the
MAXCORRUPT option, do not specify the NOCHECKSUMoption, but do specify the
CHECK LOd CAL option
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See Oracle Database Backup and Recovery Basics for more details on BACKUP
VALI DATE and RESTORE VALI DATE.

Detecting Physical and Logical Block Corruption

Because an database server session is performing the backups and has a great
understanding of files being backed up or copied, the server session is able to detect
many types of physically corrupt blocks during the backup process. Each new
corrupt block not previously encountered in a backup is recorded in the control file
and inthe al ert . | og. By default, error checking for physical corruption is
enabled.

At the end of a backup, RMAN stores the corruption information in the recovery
catalog and control file. Access this data using the V$DATABASE BLOCK
CORRUPTI ONview.

If the server session encounters a datafile block during a backup that has already
been identified as corrupt by the database, then the server session copies the
corrupt block into the backup and the corrupt block is recorded the control file as
either a logical or media corruption. RMAN copies the block in case the user wants
to try to salvage the contents of the block.

If RMAN encounters a datafile block that has media corruption but that has not
already been identified as corrupt by the database, then it writes the block to the
backup with a reformatted header indicating that the block has media corruption.

Detection of Logical Block Corruption

Besides testing for media corruption, the database can also test data and index
blocks for logical corruption, such as corruption of a row piece or index entry. If
RMAN finds logical corruption, then it logs the block in the alert.log. If CHECK
LOAQ CAL was used, the block is also logged in the server session trace file. By
default, error checking for logical corruption is disabled.

For BACKUP commands the MAXCORRUPT parameter sets the total number of
physical and logical corruptions permitted in a file. If the sum of physical and
logical corruptions for a file is less than its MAXCORRUPT setting, the RMAN
command completes successfully. If MAXCORRUPT is exceeded, the command
terminates and RMAN does not read the rest of the file. VEDATABASE BLOCK
CORRUPTI ON is populated with corrupt block ranges if the command succeeds.
Otherwise, you must set MAXCORRUPT higher and re-run the backup to find out the
corrupt block ranges.
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See Also: Oracle Database Recovery Manager Reference for BACKUP
. MAXCORRUPT syntax

Detection of Fractured Blocks During Open Backups

One danger in making online backups is the possibility of inconsistent data within a
block. For example, assume that you are backing up block 100 in datafile

user s. dbf . Also, assume that the copy utility reads the entire block while
database writer is in the middle of updating the block. In this case, the copy utility
may read the old data in the top half of the block and the new data in the bottom
top half of the block. In this case, the block is a fractured block, meaning that the
data contained in this block is not consistent.

When performing open backups without using RMAN, you must put tablespaces in
backup mode in case the copy utility reads a block for a backup that is currently
being written by the database writer. When not in backup mode, the database
records only changed bytes in the redo stream. When a tablespace is in backup
mode, each time a block is changed the datbase writes the before-image ofthe entire
block to the redo log before modifying it. Then, the database also records the
changes to the block in the redo log. When you recover using SQL*Plus, the
database applies both the block images and the changes from the redo logs during
recovery. Applying the block images repairs any possible fractured blocks in the
backup being restored and recovered.

RMAN does not require that you use backup mode (and it is an error to use backup
mode with RMAN). During an RMAN backup, a database server session reads each
block of the datafile and checks whether each block is fractured by comparing the
block header and footer. If a block is fractured, the session re-reads the block. If the
same fracture is found, then the block is considered permanently corrupt. If
MAXCORRUPT is exceeded, the backup stops.

Backup Validation with RMAN

You can run the BACKUP . . . VALI DATE command to check datafiles for physical
and logical corruption, or to confirm that all database files exist in the correct
locations. No backup is taken, but all specified files are scanned to verify that they
can be backed up. Here is an example:

BACKUP VALI DATE DATABASE ARCH VELOG ALL,;

You cannot use the MAXCORRUPT or PROXY parameters with the VALI DATE option.
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See Also: Oracle Database Recovery Manager Reference for BACKUP
syntax and "Validating Backups with RMAN" on page 10 for more
details on using BACKUP VALI DATE.
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RMAN Recovery Concepts

This chapter describes the basic concepts involved in using RMAN to restore,
recover, and duplicate databases.

This chapter contains these topics:

Restoring Files with RMAN

Datafile Media Recovery with RMAN

Block Media Recovery with RMAN

Database Duplication with RMAN

Physical Standby Database Creation with RMAN
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Restoring Files with RMAN

Use the RMAN RESTORE command to restore the following types of files from disk
or other media:

« Database (all datafiles)
« Tablespaces

« Control files

« Archived redo logs

= Server parameter files

Because a backup set is in a proprietary format, you cannot simply copy it as you
would a backup database file created with an operating system utility; you must
use the RMAN RESTORE command to extract its contents. In contrast, the database
can use image copies created by the RMAN BACKUP AS COPY command without
additional processing.

Note: You do not normally restore archived logs because RMAN
performs this operation automatically as needed during recovery.
You can improve recovery performance, however, by manually
restoring backups of archived redo logs that you need for recovery.

See Also:  Oracle Database Recovery Manager Reference for
RESTORE syntax and prerequisites

Mechanics of Restore Operations

RMAN automates the procedure for restoring files. You do not need to go into the
operating system, locate the backup that you want to use, and manually copy files
into the appropriate directories. When you issue a RESTORE command, RMAN
directs a server session to restore the correct backups to either:

« The default location, overwriting the files with the same name currently there
« A new location, which you can specify with the SET NEWNAME command

To restore a datafile, either mount the database or keep it open and take the datafile
to be restored offline. When RMAN performs a restore, it creates the restored files as
datafile image copies and records them in the repository. The following table
describes the behavior of the RESTORE, SET NEWNAME, and SW TCH commands.
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Run SET

NEWNAME? | RESTORE Behavior Run SWITCH?

No RMAN restores the files to their N/A
current path names and
immediately removes the
repository records for the datafile
copies created during the restore.

Yes RMAN restores the files to the path | If yes, then RMAN updates the
names specified by SET NEWNAME | datafile names in the control file to
and does not remove the repository | the names of the restored files; if no,
records for the datafile copies then RMAN does not update the
created during the restore. filenames in the control file and the

restored files become datafile copies.

For example, if you restore datafile ?/ or adat a/ tr gt / t ool s01. dbf to its default
location, then RMAN restores the file ?/ or adat a/ t r gt / t ool sO1. dbf and
overwrites any file that it finds with the same filename. If you run a SET NEWNAVE
command before you restore a file, then RMAN creates a datafile copy with the
name that you specify. For example, assume that you run the following commands:

SET NEWNAME FOR DATAFILE ' ?/oradata/trgt/tool s01.dbf' TO '/tnp/tool sO1.dbf";
RESTORE DATAFI LE ' ?/oradatal/trgt/tool s01.dbf";

In this case, RMAN creates a datafile copy of ?/ or adat a/ tr gt/ t ool sO1. dbf
named / t np/ t ool sO1. dbf and records it in the repository. To change the name
for datafile ?/ or adat a/trgt/t ool sO1. dbf to/t np/tool sO1. dbf inthe
control file, run a SW TCHcommand so that RMAN considers the restored file as the
current database file. For example:

SW TCH DATAFI LE ' /tnp/tool s01. dbf' TO DATAFI LECOPY ' ?/oradata/trgt/tool sO1. dbf";

The SW TCHcommand is the RMAN equivalent of the SQL statement ALTER
DATABASE RENAME FI LE.

See Also: Oracle Database Recovery Manager Reference for SET
NEWNANME syntax, and Oracle Database Recovery Manager Reference for
SW TCH syntax

File Selection in Restore Operations

RMAN uses the repository to select the best available backups for use in the restore
operation. The most recent backup available, or the most recent backup satisfying
any UNTI L clause specified in the RESTORE command, is always the preferred
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choice. If two backups are from the same point in time, RMAN prefers to use image
copies over backup sets because RMAN can restore more quickly from image copies
than from backup sets (especially those stored on tape).

All specifications of the RESTORE command must be satisfied before RMAN
restores a backup. Unless limited by the DEVI CE TYPE clause, the RESTORE
command searches for backups on all device types of configured channels.

If no available backup in the repository satisfies all the specified criteria, then
RMAN returns an error during the compilation phase of the restore job. If you
manually allocate channels, and if the file cannot be restored because no backups
exist on the device types allocated in the job, then create a new job specifying
channels for devices containing the existing backups. This problem does not occur
when you configure automatic channels.

See Also: "Configuring Automatic Channels" on page 6-12

Restore Failover

During a RESTORE operation, if a backup piece, image copy or proxy copy is
inaccessible (for instance, deleted from the device) or a block in the backup is
corrupted, then RMAN automatically looks for a another usable copy of this backup
piece or image copy, on the same device or another device, based on the
information in the RMAN repository. If no usable copies are available, then RMAN
searches for prior backups. RMAN searches all prior backups for the most recent
available backup usable in the current operation until it has exhaused all
possibilities.

Restore failover is also used when there are errors restoring archivelogs during
RECOVER, BLOCKRECOVER, and FLASHBACK DATABASE commands.

When RMAN performs restore failover to another backup of the same file, you will
see a message similar to this one in the output of RMAN:

failover to piece handl e=/u0l/backup/db_1 tag=BACKUP_031009

Also, details about block corruptions will be printed in the alert log and trace files.

When restore failover cannot locate another copy of the same backup and searches
for a prior backup, the message generated is similar to this example:

ORA-19624: operation failed, retry possible
ORA-19505: failed to identify file "/u0l/backup/db_1"
ORA-27037: unable to obtain file status

SVR4 Error: 2: No such file or directory

Addi tional information: 3
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failover to previous backup

Restore Optimization

By default, RMAN does not perform a restore if the file to be restored is in the
correct place and its header contains the expected information. RMAN only restores
afile if the header check does not succeed, although you can use the FORCE option
of the RESTORE command to override this behavior and restore the requested files
unconditionally.

Note: Restore optimization only checks the datafile header and
does not the scan the datafile body for corrupted blocks.

Restore optimization is particularly useful in cases where a restore only partially
completes. For example, assume that a full database restore encounters a power
failure after all except one of the datafiles has been restored. If you start the same
restore again, then RMAN only restores the single datafile that was not restored
during the previous attempt.

See Also: Oracle Real Application Clusters Administrator's Guide for
description of RESTORE behavior in a RAC configuration

Datafile Media Recovery with RMAN

The concept of datafile media recovery is the application of online or archived redo
logs or incremental backups to a restored datafile in order to update it to the current
time or some other specified time. Use the RMAN RECOVER command to perform
media recovery and apply logs or incremental backups automatically.

RMAN Media Recovery: Basic Steps

If possible, make the recovery catalog available to perform the media recovery. If it
is not available, or if you do not maintain a recovery catalog, then RMAN uses
metadata from the target database control file. If both the control file and recovery
catalog are lost, then you can still recover the database—assuming that you have
backups of the datafiles and at least one autobackup of the control file.
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The generic steps for media recovery using RMAN are as follows:

1.

Place the database in the appropriate state: mounted or open. For example,
mount the database when performing whole database recovery, or open the
database when performing online tablespace recovery.

To perform incomplete recovery, use the SET UNTI L command to specify the
time, SCN, or log sequence number at which recovery terminates. Alternatively,
specify the UNTI L clause on the RESTORE and RECOVER commands.

Restore the necessary files with the RESTORE command.
Recover the datafiles with the RECOVER command.

Place the database in its normal state. For example, open it or bring recovered
tablespaces online.

Figure 3-1 illustrates an example of RMAN media recovery. The DBA runs the
following commands:

RESTORE DATABASE;
RECOVER DATABASE;

RMAN then queries the repository, which in this example is a recovery catalog. The
recovery catalog obtains its metadata from the target database control file. RMAN
then decides which backup sets to restore, and which incremental backups and
archived logs to use for recovery. A server session on the target database instance
performs the actual work of restore and recovery.
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Figure 3-1 Performing RMAN Media Recovery
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See Also:

« Chapter 8, "Advanced RMAN Recovery Techniques" for
detailed restore and recovery procedures

« "Control File and Server Parameter File Autobackups" on
page 2-38

«  Oracle Database Recovery Manager Reference for RESTORE syntax
«  Oracle Database Recovery Manager Reference for RECOVER syntax

Mechanics of Recovery: Incremental Backups and Redo Logs

If RMAN has a choice between applying an incremental backup or applying redo to
the restored datafiles to meet a recovery objective, then it always chooses an
incremental backup. If overlapping levels of incremental backup are available, then
RMAN automatically chooses the one covering the longest period of time.

RMAN does not need to apply incremental backups to a restored level 0
incremental backup: it can also apply archived logs. RMAN restores the datafiles
that it needs from available backups, applies incremental backups to the datafiles if
they are available, and then applies archived logs.
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How RMAN Searches for Archived Redo Logs During Recovery

If RMAN cannot find an incremental backup, then it looks in the repository for the
names of archived redo logs to use for recovery. The database records an archived
log in the control file whenever one of the following occurs:

= The archiver process archives a redo log
« RMAN restores an archived log
« The RMAN BACKUP AS COPY command copies a log

« The RMAN CATALOGcommand catalogs a user-managed backup of an
archived log

If you use a recovery catalog, then RMAN propagates archived log data into the
recovery catalog during resynchronization, classifying archived logs as image
copies. You can view the log information through:

« Thell ST ARCHI VELOGcommand
«  The V$BACKUP_FI LES control file view
«  The VSARCHI VED_LOGcontrol file view

During recovery, RMAN looks for the needed logs using the filenames specified in
the VSARCHI VED_LOGview. If the logs were created in multiple destinations or
were generated by the BACKUP AS COPY, CATALOG, or RESTORE commands, then
multiple, identical copies of each log sequence number exist on disk. RMAN does
not have a preference for one copy over another during recovery: all copies of a log
sequence number listed as AVAI LABLE are candidates. In a sense, RMAN is blind to
the fact that the logs were generated in different destinations or in different ways.

If the RMAN repository indicates that a log has been deleted or uncataloged, then
RMAN ceases to consider it as available for recovery. For example, assume that the
database archives log 100 to directories / dest 1 and / dest 2. The RMAN
repository indicates that / dest 1/ 1 0g100. ar ¢ and / dest 2/ |1 0g100. ar c exist. If
you delete / dest 1/ 1 0g100. ar ¢ with the DELETE command, then the repository
indicates that only / dest 2/ 1 0g100. ar c is available for recovery.

If the RMAN repository indicates that no copies of a needed log sequence number
exist on disk, then RMAN looks in backups and restores archived redo logs as
needed to perform the media recovery. By default, RMAN restores the archived
redo logs to the first local archiving destination specified in the initialization
parameter file. You can run the SET ARCHI VELOGDESTI NATI ON command to
specify a different restore location. If you specify the DELETE ARCH VELOGoption
on RECOVER, then RMAN deletes the archived logs after restoring and applying
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them. If you also specify MAXSI ZE i nt eger on the RECOVER command, then
RMAN restores archived logs until the disk space allowed by MAXSI ZE is
consumed, then applies redo from the logs and deletes the restored logs to free
space, until there is room enough to restore another archived log. RMAN continues
restoring, applying and deleting logs, within the MAXSI ZE limit, until recovery is
complete.

RMAN Behavior When the Repository Is Not Synchronized

If an archived log is deleted from disk and the repository does not reflect this fact,
then RMAN does not perform automatic failover during recovery. For example, if
the repository indicates that / dest 1/ 1 0g100. ar c is on disk when in fact this log
was deleted using an operating system command, and if RMAN attempts to apply
this log file during recovery, then recovery terminates with an error. RMAN does
not automatically attempt to apply other copies of log 100 that are listed as available
in the repository.

This situation can sometimes occur when you delete an archived log with an
operating system utility and then fail to run CROSSCHECK to synchronize the
repository. If you run a CROSSCHECK so that the repository is synchronized, then
recovery can proceed by applying available copies of the log or restoring a backup
of the log if no disk copies are available.

See Also: Oracle Database Recovery Manager Reference for
CROSSCHECK syntax

Incomplete Recovery

RMAN can perform either complete or incomplete recovery. You can specify a time,
SCN, or log sequence number as a limit for incomplete recovery with the SET

UNTI L command or with an UNTI L clause specified directory on the RESTORE and
RECOVER commands. The easiest method is run the SET UNTI L command before
issuing the RESTORE and RECOVER commands. After performing incomplete
recovery, you must open the database with the RESETLOGS option.

See Also: Oracle Database Recovery Manager Reference for the
UNTI L clause syntax
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Tablespace Point-in-Time Recovery

Recovery Manager automated Tablespace Point-in-Time Recovery (TSPITR) enables
you to recover one or more tablespaces to a point in time that is different from that
of the rest of the database. RMAN TSPITR is most useful in these cases:

« Torecover from an erroneous drop or truncate table operation
« Torecover a table that has become logically corrupted

« Torecover from an incorrect batch job or other DML statement that has affected
only a subset of the database

« Incases where there are multiple logical schemas in separate tablespaces of one
physical database, and where one schema must be recovered to a point different
from that of the rest of the physical database

« For VLDBs (very large databases), even if a full database point-in-time recovery
would suffice, you might choose to do tablespace point-in-time recovery rather
than restore the whole database from a backup and perform a complete
database roll forward

Similar to a table export, RMAN TSPITR enables you to recover a consistent data
set; however, the data set is the entire tablespace rather than a single object.

See Also: Chapter 10, "RMAN Tablespace Point-in-Time Recovery
(TSPITR)" to learn how to perform TSPITR using RMAN

Block Media Recovery with RMAN

Although datafile media recovery is the principal form of recovery, you can also use
the RMAN BLOCKRECOVER command to perform block media recovery. Block
media recovery recovers an individual corrupt datablock or set of datablocks within
a datafile. In cases when a small number of blocks require media recovery, you can
selectively restore and recover damaged blocks rather than whole datafiles.

Block media recovery provides several advantages over datafile media recovery. For
example, block media recovery

« Lowers the Mean Time to Recovery (MTTR) because only blocks needing
recovery are restored and only necessary corrupt blocks undergo recovery.
Block media recovery minimizes redo application time and avoids 1/0
overhead during recovery.

« Allows affected datafiles to remain online during recovery of the blocks.
Without block-level recovery, if even a single block is corrupt, then you must
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restore a backup of the entire datafile and apply all redo generated for that file
after the backup was created.

Note these restrictions of block media recovery:

= You can only perform block media recovery with RMAN. No SQL*Plus
recovery interface is available.

= You can only perform complete recovery of individual blocks. In other words,
you cannot stop recovery before all redo has been applied to the block.

« You can only recover blocks marked media corrupt. The VEDATABASE_BLOCK _
CORRUPTI ONview indicates which blocks in a file were marked corrupt since
the most recent BACKUP or BACKUP . . . VALI DATE command was run against
the file.

« You must have a full RMAN backup. Incremental backups are not allowed.
Note that Block media recovery is able to restore blocks from parent incarnation
backups and recover the corrupted blocks through a RESETLOGS.

« Blocks that are marked media corrupt are not accessible to users until recovery
is complete. Any attempt to use a block undergoing media recovery results in
an error message indicating that the block is media corrupt.

See Also: "Performing Block Media Recovery with RMAN" on
page 8-21 and Oracle Database Recovery Manager Reference for
BL OCKRECOVER syntax

When Block Media Recovery Should Be Used

Block media recovery is not intended for cases where the extent of data loss or
corruption is unknown and the entire datafile requires recovery. In such cases,
datafile media recovery is the best solution. Block media recovery is not a
replacement for traditional datafile media recovery, but a supplement to it.

In most cases, the database marks a block as media corrupt, invalidates the block in
the instances (or all enabled instances in a Real Application Clusters configuration),
and then writes it to disk when the corruption is first encountered. No subsequent
read of the block will be successful until the block is recovered. You can only
perform block recovery on blocks that are marked corrupt. This corrupt status
effectively takes the block offline in all database instances and prevents user access
during recovery.

Block media recovery is most useful for data losses that affect specific blocks.
Block-level data loss usually results from intermittent, random 1/0 errors that do
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not cause widespread data loss, as well as memory corruptions that get written to
disk. Typically, these types of block corruption are reported in the following
locations:

« Error messages in standard output

« Thealertlog

« User trace files

« Results of the SQL commands ANALYZE TABLE and ANALYZE | NDEX
« Results of the DBVERIFY utility

« Third-party media management output

For example, you may discover the following messages in a user trace file:

ORA-01578: ORACLE data bl ock corrupted (file # 7, block # 3)
ORA-01110: data file 7: '/oracle/oradatal/trgt/tool sOl. dbf’
ORA-01578: ORACLE data block corrupted (file # 2, block # 235)
ORA-01110: data file 2: '/oracle/oradatal/trgt/undotbhs0l. dbf'

You can then specify the corrupt blocks in the BLOCKRECOVER command as follows:

BLOCKRECOVER
DATAFI LE 7 BLOCK 3
DATAFI LE 2 BLOCK 235;

Block Media Recovery When Redo Is Missing

Like datafile media recovery, block media recovery cannot generally survive a
missing or inaccessible archived log (although it will attempt restore failover when
looking for usable copies of archived redo log files, as described in "Restore
Failover" on page 3-4). Nevertheless, block media recovery can survive gaps in the
redo stream if the missing or corrupt redo records do not affect the blocks being
recovered. Whereas datafile recovery requires an unbroken series of redo changes
from the beginning of recovery to the end, block media recovery only requires an
unbroken set of redo changes for the blocks being recovered.

Note: Each block is recovered independently during block media
recovery, so recovery may be successful for a subset of blocks.

When RMAN first detects missing or corrupt redo records during block media
recovery, it does not immediately signal an error because the block undergoing
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recovery may become a newed block later in the redo stream. When a block is
newed all previous redo for that block becomes irrelevant because the redo applies
to an old incarnation of the block. For example, the database can new a block when
users delete all the rows recorded in the block or drop a table.

Assume that media recovery is performed on block 13 as depicted in Figure 3-2.

Figure 3-2 Performing RMAN Media Recovery

Change 100 Change 120 Change 140 Change 160
| | | | > Redo
I 1 1 1 application
Block 13 is Missing redo Block 13 is Last change
restored in for block 13 newed for block 13
datafile 4

After block recovery begins, RMAN discovers that change 120 is missing. RMAN
does not terminate recovery in the hope that block 13 will be newed later in the redo
stream. Assume that in change 140 a user drops the table EMPLOYEE stored in block
13. At this point, the database formats block 13 as a new block. Because the redo for
block 13 in change 120 related to the EMPLOYEE table, and the EMPLOYEE table was
dropped in change 140, RMAN can skip this missing change and apply the redo
between changes 140 and 160.

Database Duplication with RMAN

Use the RMAN DUPLI CATE command to create a copy of the target database in
another location. The command restores backups of the primary database files and
creates a new database.

As part of the duplication, RMAN manages the following:

« Restores the target datafiles into the duplicate database and performs
incomplete recovery using all available archived log and incremental backups

« Opens the duplicate database with the RESETLOGS option after incomplete
recovery to create the online redo logs

« Generates a new, unique database identifier for the duplicate database

Note the following features of RMAN duplication. You can:

RMAN Recovery Concepts 3-13



Database Duplication with RMAN

« Skip read-only tablespaces with the SKI P READONLY clause (read-only
tablespaces are included by default). You can also exclude any tablespace with
the SKI P TABLESPACE clause so long as it is not the SYSTEMor SYSAUX
tablespace and does not contain rollback or undo data. If you omit tablespaces,
then you can add them later.

« Create the duplicate database in a new host. If the same directory structure is
available, then you can use the NOFI LENAMECHECK option and reuse the target
datafile filenames for the duplicate datafiles.

« Create the duplicate database by using the SET UNTI L command or UNTI L
clause of the DUPLI CATE command to recover it to a past time. By default, the
DUPLI CATE command creates the database using the most recent backups of
the target database and then performs recovery to the most recent consistent
point contained in the incremental and archived redo log backups.

« Use the duplicate database without a recovery catalog.

« Register the duplicate database in the same recovery catalog as the target
database. This option is possible because the duplicate database receives a new
database identifier during duplication. If you copy the target database with
operating system utilities, then the database identifier of the copied database
remains the same so you cannot register it in the same recovery catalog (unless
you change its DBID with the DBNEWID utility, described in Oracle Database
Utilities ).

Figure 3-3 illustrates a case of database duplication. In this example, RMAN creates
two duplicate database by using one set of datafile backups: one database on the
local host and one database on a remote host.
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Figure 3-3 Creating a Duplicate Database from Backups

Datafile
backups

uu RMAN pegumnmns lllll> Oracle IIIIIIIIIIIIII> Duplicate
Net database

’ M
N

v

Target

Duplicate
database

database

Host 1 Host 2

The method you use to duplicate your database depends on whether you are
creating your duplicate database on the same or a different host and whether the
duplicate directory structure is the same as your target database directory structure.
For example, in some cases you can keep the same directory structure and filenames
in your duplicate database, while other times you must rename the files.

See Also:

Chapter 11, "Duplicating a Database with Recovery Manager" to
learn how to make a duplicate database

Oracle Database Recovery Manager Reference for DUPLI CATE
command syntax

Oracle Database Utilities to learn how to use the DBNEW D utility

Physical Standby Database Creation with RMAN

You can use the RMAN DUPLI CATE command to create a physical standby
database. (Note that RMAN cannot be used to create a logical standby database,
because it is not a block-for-block duplicate of the primary database.) RMAN
automates the following steps of the creation procedure:

1. Restores the standby control file.

2. Restores the primary datafile backups.
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3. Optionally, RMAN recovers the standby database (after the control file has been
mounted) up to the specified time or to the latest archived redo log generated.

4. RMAN leaves the database mounted so that the user can activate it, place it in
manual or managed recovery mode, or open it in read-only mode.

RMAN cannot fully automate creation of the standby database because you must
manually create an initialization parameter file for the standby database, start the
standby instance without mounting the control file, and perform any Oracle Net
setup required before performing the creation of the standby. Also, you must have
RMAN backups of all datafiles available as well as a control file backup that is
usable as a standby control file.

RMAN can back up the standby datafiles, control file and archived redo logs of a
physical standby database. Backups of datafiles and archived redo logs taken from a
physical standby database are fully interchangeable with primary backups. In other
words, you can restore a backup of a physical standby datafile to the primary
database, and you can restore a backup of a primary datafile to the physical standby
database. The standby control file backups can be used to restore the standby
control file without needing to re-instantiate the standby in cases where the standby
control file is lost.

See Also: Oracle Data Guard Concepts and Administration to learn

how to create and back up a physical standby database with
RMAN
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RMAN Maintenance Concepts

This chapter describes the basic concepts involved in using the Recovery Manager
(RMAN) utility.

This chapter contains these topics:

RMAN Reporting

Crosschecks of RMAN Backups

Deletion of RMAN Backups

CHANGE AVAILABLE and CHANGE UNAVAILABLE with RMAN Backups
Changing Retention Policy Status of RMAN Backups
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RMAN Reporting

The RMAN repository contains extensive records of about backups as well as other
useful information such as database schema and configuration settings. You can use
RMAN commands LI ST, REPORT, and SHOWto access this repository information.

In addition to these general reporting commands, you can also make use of the
RESTORE... PREVI EWcommand to see which backup files are required to restore
specific database objects from backup. See Oracle Database Backup and Recovery Basics
for more details on RESTORE... PREVI EW

Using the RMAN LIST Command
The LI ST command is used to query the RMAN repository and obtain data about:

« Backup sets and image copies generated by the RMAN BACKUP command;

« Specified objects contained in the BACKUP-generated files, that is, archived logs,
datafiles, control files, and server parameter files;

« Incarnations of a specified database, or of all databases known to a recovery
catalog.

RMAN LIST output is sent either to standard output or to the message log (though
not to both at the same time). You can also control how the output is organized as
well as the level of detail in the output.

You can also list backups by querying V$BACKUP_FI LES and the RC_BACKUP_
FI LES recovery catalog view. These views provide access to the same information
as the LI ST BACKUPSET command.

The LI ST command displays the same files that the CROSSCHECK and DELETE
commands operate on. Consequently, you can issue LI ST to see what is in the
repository, and then run CROSSCHECK to ensure that these files exist on disk or tape.
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RMAN Reports

See Also:

« Oracle Database Backup and Recovery Basics to learn how to
generate lists

« "Querying the Recovery Catalog Views" on page 13-29 to learn
how to use views as an alternative to L1 ST

« Oracle Database Recovery Manager Reference for LI ST command
syntax

« Oracle Database Recovery Manager Reference for LOG
command-line syntax

RMAN reports are intended to provide analysis of your backup and recovery
situation. An RMAN report can answer questions such as:

Which datafiles need a backup?

Which backups are obsolete because they are redundant or because they are not
needed for recovery within a recovery window?

Are any datafiles now unrecoverable because they have been the target of
unrecoverable operations?

What is the current physical schema of the database, or what was it at some
previous time?

Which backups are orphaned, that is, unusable in a restore operation, because
they belong to incarnations of the database that are not direct predecessors of
the current incarnation?

RMAN'’s reporting can be used to monitor and validate your ongoing backup
strategy. The REPORT NEED BACKUP and REPORT UNRECOVERABLE commands let
you ensure that the necessary backups are available for media recovery, and that
you can perform media recovery within a reasonable amount of time.

Also, if you are managing backup storage yourself instead of using a flash recovery
area, then you should run REPORT OBSCLETE regularly to identify backups no
longer needed to meet your retention policy. You can then delete these backups
with DELETE OBSOLETE.
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Note: A datafile that does not have a backup is still considered
recoverable by RMAN, as long as a complete set of archived redo
logs is available, from the time the datafile was created to the
present. During recovery, an empty datafile is created, and then all
of the changes to the datafile from the archived redo logs are
applied to reconstruct the full contents of the file.

Reports of Obsolete Backups

The REPORT OBSOLETE command displays backups of datafiles, control files, and
archived redo logs that can be deleted because they are no longer needed. You can
define what makes a file obsolete in the following mutually exclusive ways:

Parameter Meaning
REDUNDANCY Atleasti nt eger more recent backups of this file already exist.
i nteger

RECOVERY W NDOW | The backup is not needed for recovery to any point within the

i nteger recovery window of i nt eger days. For each datafile, one backup
that is older than the recovery window must exist. In other words,
one backup of each datafile must satisfy the condition SYSDATE -
CHECKPQO NT_TI ME >= RECOVERY W NDOW All backups older than
the most recent backup that satisfies this condition are obsolete.

In addition to obsolete datafile backups, RMAN reports obsolete archived logs and
archived log backups. Regardless of which parameter is specified, RMAN uses this
setting to determine which backups of datafiles are no longer needed, which in turn
determines when archived logs (and backups of archived logs) are no longer
needed. Note that if a datafile has never been backed up, then all archived redo logs
back to the creation time of the file will be retained. With a full set of logs, the file
can be completely re-created during media recovery. An empty datafile is
automatically created during recovery, and all changes ever applied to the original
datafile that was not backed up are re-applied to the newly created file.

The REPORT OBSOLETE command lets you identify files which are no longer
needed to satisfy backup retention policies. By default, the REPORT OBSOLETE
commannd reports which files are obsolete under the currently configured retention
policy. To generate reports of which files are obsolete according to different
retention policies by using REDUNDANCY or RECOVERY W NDOWretention policy
options with the REPORT OBSOLETE command. For example, if you run any of
these commands:
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RMAN> REPCRT OBSCLETE REDUNDANCY 2;
RMAN> REPORT OBSCLETE RECOVERY W NDOW OF 5 DAYS;

RMAN displays backups that are obsolete according to those retention policies,
regardless of the actual configured retention policy.

If you disable the retention policy completely (that is, if you run CONFI GURE
RETENTI ONPCLI CY TONONE), then RMAN does not consider any backups to be
obsolete. If you run REPORT OBSOLETE with no options and no retention policy is
configured, then RMAN issues an error message.

You can also query VSBACKUP_FI LES and RC_BACKUP_FI LES, using the
OBSCOLETE column to identify backup sets, datafile copies, and archived logs that
are obsolete according to the configured retention policy.

Note: An obsolete backup differs from an expired backup. An
obsolete backup is no longer needed according to the user’s
retention policy. An expired backup is a backup that the
CROSSCHECK command fails to find on the specified media device.

See Also: Oracle Database Recovery Manager Reference for
CONFI GURE command syntax

Reports of Orphaned Backups

The REPORT OBSOLETE ORPHAN command displays orphaned backups. To
understand orphaned backups, you must understand the ide aof a database
incarnation.

Understanding Database Incarnations A new incarnation of a database is created
whenever each time the database is opened with the RESETLOGS option.
Performing an OPEN RESETLOGS archives the current online redo logs, resets the
log sequence number to 1, and then gives the online redo logs a new time stamp
and SCN.

RMAN is able to restore backups from direct ancestor incarnations and recover to
the current time, even across OPEN RESETL OGS operations, as long as a continuous
path of archived logs exists from the earliest backups to the point to which you
want to recover.

When a database goes through multiple incarnations, some backups can become
orphaned. Orphaned backups are backups that are unusable because they belong to
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incarnations of the database that are not direct ancestors of the current incarnation.
That is, they are not in an unbroken incarnation path from the current incarnation.

Figure shows a database that goes through three incarnations.

Figure 4-1 Database Incarnations and Orphaned Backups

SCN 1

>

Incarnation A

Incarnation A of the database started at SCN 1. At SCN 10, assume that you
performed a RESETLOGS operation and created incarnation B. At SCN 20, you
performed another RESETLOGS operation on incarnation B and created a new
incarnation C.

The following table explains which backups in this example are orphans, depending
on which incarnation is current.

Current

Incarnation Usable Backups (Nonorphaned) Orphaned Backups

Incarnation A | All backups from incarnation A All backups from incarnations B
and C
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Current
Incarnation Usable Backups (Nonorphaned) Orphaned Backups

Incarnation B |« All backups from incarnation A |«  Backups from incarnation A

prior to SCN 10 after SCN 10.
« All backups fromincarnationB |«  All backups from incarnation
C
Incarnation C |«  All backups from incarnation A |«  All backups from incarnation
prior to SCN 10 A after SCN 10
«  All backups from incarnationB |«  All backups from incarnation
prior to SCN 20 B after SCN 20

= All backups from incarnation C

See Also: Oracle Database Backup and Recovery Basics to learn how
to generate reports, and Oracle Database Recovery Manager Reference
for REPORT syntax

SHOW Command Output

The SHONcommand can display any configuration set by the CONFI GURE
command. For example, to display the CONFI GURE CHANNEL settings, run SHOW
CHANNEL. You can run SHOWNALL to display all current configurations. This
configuration data is also stored in the VERMAN_CONFI GURATI ON view.

See Also:  Oracle Database Recovery Manager Reference for SHOW
syntax

Crosschecks of RMAN Backups

RMAN'’s record of backups can become out of step with the actual backups that
exist on tape or disk. For example, a user may inadvertently delete backup pieces
from disk using operating system commands, or one of the tapes used by the media
manager may become corrupted.

To ensure that data about backups in the recovery catalog or control file is
synchronized with actual files on disk or in the media management catalog,
perform a crosscheck. The CROSSCHECK command operates only on files that are
recorded in the RMAN repository.
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Figure 4-2 illustrates a crosscheck of the media manager. RMAN queries the RMAN
repository for the names and locations of the four backup pieces to be checked.
RMAN sends this information to the target database server, which queries the
media management software about the backups. The media management software
then checks its media catalog and reports back to the server that backup set 3 is
missing. RMAN updates the status of backup set 3 to EXPI RED in the repository.
The record for backup set 3 will now be deleted if you run DELETE EXPI RED.

Figure 4-2 Crosschecking the Media Manager
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Crosschecks are useful because they can

« Update outdated information about backups that disappeared from disk or tape
or became corrupted

« Update the repository if you delete archived redo logs or other files with
operating system commands

Use the crosscheck feature to check the status of a backup on disk or tape. If the
backup is on disk, then CROSSCHECK checks whether the header of the file is valid.
If a backup is on tape, then the command checks that the backups exist in the media
management software’s catalog.

Backup pieces and image copies can have the status AVAI LABLE, EXPI RED, or
UNAVAI LABLE. You can view the status information in the output of the LI ST
command and the recovery catalog views.

You can issue the DELETE EXPI RED command to delete all expired backups.
RMAN removes the record for the expired file from the repository. If for some
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reason the file still exists on the media, then RMAN issues warnings and lists the
mismatched objects that cannot be deleted.

Note: The CROSSCHECK command does not delete operating
system files or remove repository records. You must use the
DELETE command for these operations.

See Also:

«  Oracle Database Backup and Recovery Basics to learn how to
perform crosschecks

« Oracle Database Recovery Manager Reference for CROSSCHECK
syntax and a description of the possible status values

«  Oracle Database Recovery Manager Reference for DELETE syntax

Monitoring RMAN Through V$ Views

When LIST, REPORT and SHOW do not provide all the information you need on
RMAN activities, there are a number of useful V$ views that can provide more

details.

Sometimes it is useful to identify exactly what a server session performing a backup
or recovery task is doing. You have access to several views that can assist in
monitoring the progress of or obtaining information about RMAN jobs, as described

in the following table.

View

Description

VSRVAN_QUTPUT

Displays messages reported by an RMAN job in progress.

V$RMAN_STATUS

Shows the success/failure status of all recently completed
RMAN jobs.

V$PROCESS Identifies currently active processes.
V$RECOVER_FI LE Identifies which datafiles require recovery.
V$SESSI ON Identifies currently active sessions. Use this view to determine

which database server sessions correspond to which RMAN
allocated channels.

V$SESSI ON_LONGOPS

Provides progress reports on RMAN backup and restore jobs.

RMAN Maintenance Concepts 4-9



Monitoring RMAN Through V$ Views

View Description

V$SESSI ON_WAI T Lists the events or resources for which sessions are waiting.

V$BACKUP_SYNC | O Displays rows when the 170 is synchronous to the process (or
thread on some platforms) performing the backup.

V$BACKUP_ASYNC | O | Displays rows when the 170 is asynchronous to the process (or
thread on some platforms) performing the backup.

Asynchronous 1/0 is obtained either through the use of slave I/0 processes or
because it is supported by the underlying operating system.

You can use RMAN to perform the checks discussed in the following sections:
« Correlating Server Sessions with RMAN Channels

« Monitoring RMAN Job Progress

« Monitoring RMAN Interaction with the Media Manager

« Monitoring RMAN Job Performance

« Determining Which Datafiles Require Recovery

Correlating Server Sessions with RMAN Channels

To identify which server sessions correspond to which RMAN channels, you can
query V$SESSI ON and V$PROCESS. The SPI D column of V$PROCESS identifies the
operating system ID number for the process or thread. For example, on UNIX the
SPI D column shows the process ID, whereas on Windows the SPI D column shows
the thread ID. You have two basic methods for obtaining this information,
depending on whether you have multiple RMAN sessions active concurrently.

Matching Server Sessions with Channels When One RMAN Session Is Active

When only one RMAN session is active, the easiest method for determining the
server session ID for an RMAN channel is to execute the following query on the
target database while the RMAN job is executing:

COLUWN CLI ENT_I NFO FORMAT a30
COLUW SI D FORVAT 999
COLUWN SPI D FORMAT 9999

SELECT s.SID, p.SPID, s.CLIENT_INFO

FROM V$PROCESS p, V$SESSI ON s
WHERE p. ADDR = s. PADDR
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AND CLI ENT_I NFO LI KE ' r man%

If you do not run the SET COMVAND | Dcommand in the RMAN job, then the
CLI ENT_I NFOcolumn displays in the following format:

rnman channel =channel _i d

For example, the following shows sample output:
SID SPID CLI ENT_I NFO

14 8374 rman channel =ORA _SBT TAPE 1

Matching Server Sessions with Channels in Multiple RMAN Sessions

If more than one RMAN session is active, it is possible for the
V$SESSI ON. CLI ENT_I NFOcolumn to yield the same information for a channel in
each session. For example:

SID SPID CLI ENT_I NFO
14 8374 rman channel =ORA_SBT_TAPE_1
9 8642 rman channel =ORA_SBT_TAPE_1

In this case, you have the following methods for determining which channel
corresponds to which SI D value.

Obtaining the Channel ID from the RMAN Output In this method, you must first obtain
the si d values from the RMAN output and then use these values in your SQL
query.

To correlate a process with a channel during a backup:

1. In one of the active sessions, run the RMAN job as normal and examine the
output to get the si d for the channel. For example, the output may show:

Starting backup at 21-AUG 01
al | ocated channel: ORA SBT TAPE 1
channel ORA SBT TAPE 1: sid=14 devtype=SBT_TAPE

2. Start a SQL*Plus session and then query the joined V$SESSI ONand
V$PROCESS views while the RMAN job is executing. For example, enter:

COLUWN CLI ENT_I NFO FORMAT a30
COLUWN SI D FORMAT 999
COLUWN SPI D FORMAT 9999
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SELECT s.SID, p.SPID, s.CLIENT_INFO
FROM V$PROCESS p, V$SESSI ON s

WHERE p. ADDR = s. PADDR

AND CLI ENT_I NFO LI KE ' r man%

/

Use the si d value obtained from the first step to determine which channel
corresponds to which server session;

SID SPID CLI ENT_I NFO
14 2036 rman channel =ORA_SBT_TAPE 1
12 2066 rman channel =ORA_SBT_TAPE_1

Correlating Server Sessions with Channels by Using SET COMMAND ID In this method, you
specify a command ID string in the RMAN backup script. You can then query
V$SESSI ON. CLI ENT_I NFOfor this string.

To correlate a process with a channel during a backup:

1. Ineach session, set the COVWWAND | Dto a different value after allocating the
channels and then back up the desired object. For example, enter the following
in session 1:

RMAN> RUN

{
ALLCOCATE CHANNEL c1 TYPE sbt;
SET COWAND ID TO ' sessl';
BACKUP DATABASE;

}

Set the command ID to a string such as sess2 in the job running in session 2:

RUN

{
ALLOCATE CHANNEL c1 TYPE sbt;
SET COWAND I D TO 'sess2';
BACKUP DATABASE;

}

2. Start a SQL*Plus session and then query the joined V$SESSI ONand
V$PROCESS views while the RMAN job is executing. For example, enter:

SQL> SELECT SID, SPID, CLIENT_INFO
FROM V$PROCESS p, V$SESSI ON s
VHERE p. ADDR = s. PADDR

4-12 Backup and Recovery Advanced User’s Guide



Monitoring RMAN Through V$ Views

AND CLI ENT_I NFO LI KE ' % d=sess% ;

If you run the SET COMMAND | D command in the RMAN job, then the CLI ENT_
I NFOcolumn displays in the following format:

i d=command_i d, rman channel =channel _id

For example, the following shows sample output:

SID SPID CLI ENT_I NFO
11 8358 i d=sessl
15 8638 i d=sess2
14 8374 i d=sessl, rman channel =c1
9 8642 i d=sess2, rman channel =c1

The rows that contain the string r man channel show the channel performing
the backup. The remaining rows are for the connections to the target database.

See Also: Oracle Database Recovery Manager Reference for SET
COVVAND | D syntax, and Oracle Database Reference for more
information on V$SESSI ON and V$PROCESS

Monitoring RMAN Job Progress

Monitor the progress of backups and restores by querying the view V$SESSI ON
LONGOPS. RMAN uses two types of rows in VESESSI ON_L ONGOPS: detail and
aggregate rows. Detail rows describe the files being processed by one job step, while
aggregate rows describe the files processed by all job steps in an RMAN command.
A job step is the creation or restore of one backup set or datafile copy. Detail rows
are updated with every buffer that is read or written during the backup step, so
their granularity of update is small. Aggregate rows are updated when each job step
completes, so their granularity of update is large.

Table 4-1 describes column in VESESSI ON_LONGOPS that are most relevant for
RMAN. Typically, you will view the detail rows rather than the aggregate rows to
determine the progress of each backup set.

Table 4-1 Columns of V$SESSION_LONGOPS Relevant for RMAN

Column Description for Detail Rows

SID The server session ID corresponding to an RMAN channel.

SERI AL# The server session serial number. This value changes each time a server
session is reused.
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Table 4-1 Columns of V$SESSION_LONGOPS Relevant for RMAN

Column Description for Detail Rows

OPNAVE A text description of the row. Examples of details rows include RVAN:
dat afil e copy, RMAN: ful | datafil ebackup,and RVAN: ful |
datafilerestore.

Note: RVAN: aggr egat e i nput and RMAN: aggr egat e out put are the
only aggregate rows.

CONTEXT For backup output rows, this value is 2. For all other rows except proxy
copy (which does not update this column), the value is 1.

SOFAR The meaning of this column depends on the type of operation described by
this row:

. For image copies, the number of blocks that have been read.

«  For backup input rows, the number of blocks that have been read from
the files being backed up.

«  For backup output rows, the number of blocks that have been written
to the backup piece.

«  For restores, the number of blocks that have been processed to the files
that are being restored in this one job step.

« For proxy copies, the number of files that have been copied.

TOTALWORK | The meaning of this column depends on the type of operation described by
this row:

. For image copies, the total number of blocks in the file.

«  For backup input rows, the total number of blocks to be read from all
files processed in this job step.

«  For backup output rows, the value is 0 because RMAN does not know
how many blocks that it will write into any backup piece.

«  For restores, the total number of blocks in all files restored in this job
step.

«  For proxy copies, the total number of files to be copied in this job step.

Each server session performing a backup or restore reports its progress compared to
the total amount of work required for a job step. For example, if you perform a
database restore that uses two channels, and each channel has two backup sets to
restore (a total of four sets), then each server session reports its progress through a
single backup set. When that set is completely restored, RMAN begins reporting
progress on the next set to restore.
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To monitor job progress:

1. Before starting the job, create a script file (called, for this example, | ongops)
containing the following SQL statement:

SELECT SID, SERI AL#, CONTEXT, SOFAR, TOTALWORK,
ROUND( SOFAR/ TOTALWORK* 100, 2) "% COWPLETE"
FROM V$SESSI ON_LONGOPS
WHERE OPNAME LI KE ' RMAN%
AND OPNAME NOT LI KE ' %aggr egat e%
AND TOTALWORK !'= 0
AND SOFAR <> TOTALWORK

2. After connecting to the target database and, if desired, the recovery catalog
database, start an RMAN job. For example, enter:

RESTORE DATABASE;
3. While the job is running, start SQL*Plus connected to the target database, and

execute the | ongops script to check the progress of the RMAN job. If you
repeat the query while the restore progresses, then you see output such as the

following:
SQL> @ ongops
SID SERI AL# CONTEXT SOFAR  TOTALWORK % COVPLETE
8 19 1 10377 36617 28. 34

SQL> @ ongops
SID SERI AL# CONTEXT SOFAR  TOTALWORK % COMPLETE

8 19 1 21513 36617 58.75

SQL> @ ongops
SID SERI AL# CONTEXT SOFAR  TOTALWORK % COMPLETE

8 19 1 29641 36617 80. 95

SQL> @ ongops
SID SERI AL# CONTEXT SOFAR  TOTALWORK % COVPLETE

SQL> @ ongops
no rows selected
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4. If you run the script at intervals of two minutes or more and the % COVPLETE
column does not increase, then RMAN is encountering a problem. Refer to
"Monitoring RMAN Interaction with the Media Manager" on page 4-16 to
obtain more information.

If you frequently monitor the execution of long-running tasks, you could create a
shell script or batch file under your host operating system that runs SQL*Plus to
execute this query repeatedly.

Monitoring RMAN Interaction with the Media Manager

You can use the event names in the dynamic performance event views to monitor
RMAN calls to the media management API. The event names have one-to-one
correspondence with sbt functions, as shown in the following examples:

sbtinit
sbt open
sbtread
shtwite
sbt backup

Before making a call to any of functions in the media management API, the server
adds a row in V$SESSI ON_WAI T, with the STATUS column including the string
WAI T. The VESESSI ON_WAI T. SECONDS_| N_WAI T column shows the number of
seconds that the server has been waiting for this call to return. After an sbt
function is returned from the media manager, this row disappears.

A row in V$SESSI ON_WAI T corresponding to an sbt event name does not indicate
a problem, because the server updates these rows at runtime. The rows appear and
disappear as calls are made and returned. However, if the SECONDS | N WAI T
column is high, then the media manager may be hung.

To monitor the sbt events, you can run the following SQL query:

COLUMN EVENT FORMAT al0

COLUMN SECONDS_| N WAI T FORVAT 999
COLUWN STATE FORMAT a20

COLUMN CLI ENT_| NFO FORMAT a30

SELECT p. SPI D, EVENT, SECONDS_IN WAIT AS SEC WAI T,
STATE, CLIENT_I NFO
FROM V$SESSI ON_ WAI T sw, V$SESSI ON s, V$PROCESS p
VHERE sw. EVENT LI KE ' sht %
AND s. Sl D=sw. SI D
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AND s. PADDR=p. ADDR
/

Examine the SQL output to determine which sbt functions are waiting. For
example, the following output indicates that RMAN has been waiting for the
sbt backup function to return for ten minutes:

SPI D EVENT SEC WAI T STATE CLI ENT_I NFO

8642 sbt backup 600 VWAI TI NG rman channel =ORA_SBT_TAPE_1

Note: The VSSESSI ON_WAI T view shows only database events,
not media manager events.

See Also: Oracle Database Reference for descriptions of
V$SESSI ON WAI T

Monitoring RMAN Job Performance

Monitor backup and restore performance by querying VSBACKUP_SYNC | Oand
V$BACKUP_ASYNC | O

See Also: Oracle Database Reference for more information on these
V$ views, and "Step 5: Query V$ Views to ldentify Bottlenecks" on
page 14-11 to learn how to use these views to tune backup
performance

Determining Which Datafiles Require Recovery

You can often use the dynamic performance view VSRECOVER _FI LE to determine
which files need to be recovered and why they need to be recovered. The following
guery shows the file numbers of datafiles that require recovery, as well as the reason
for recovery (if known) and the SCN and time when recovery needs to begin:

COL FI LE# FORMAT 999
COL ERROR FORMAT al0
SELECT * FROM V$RECOVER_FI LE;

FILE# ONLINE ONLINE_ ERROR CHANGE# TI ME
4 ONLINE ONLINE FILE NOT 0
FOUND
5 ONLINE ONLINE FILE NOT 0
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FOUND
8 OFFLINE OFFLI NE OFFLI NE 0
NORVAL

Note: The view is not useful if the control file currently in use is a
restored backup or a new control file created after the media failure
occurred. A restored or re-created control file does not contain the
information needed to update VSRECOVER_FI LE accurately.

You canperform a useful join between VSRECOVER_FILE, V$DATAFILE and
V$TABLESPACE to see which datafiles and tablespaces are in need of recovery, as
shown in the following example:

COL df # FORMAT 999

COL df _name FORMAT a35
COL thsp_nanme FORMAT all
COL status FORVAT a7
COL error FORMAT all

SELECT r.FILE# AS df#, d.NAME AS df _nane, t.NAME AS tbsp_nane,
d. STATUS, r.ERROR, r.CHANGE#, r.TIME

FROM VSRECOVER _FI LE r, VSDATAFILE d, V$TABLESPACE t

VWHERE t. TS# = d. TS#

AND d. FI LE# r.FlLE#

Sample output follows:

DF# DF_NAVE TBSP_NAME STATUS  ERROR CHANGE# TI ME
4 |oracleloradatal/trgt/drsys01. dbf DRSYS ONLINE  FILE NOT 0
FOUND
5 /oracl e/ oradata/trgt/exanpl e0l. dbf EXAMPLE ONLINE  FILE NOT 0
FOUND
8 /oracl e/ oradatal/trgt/users0l.dbf  USERS OFFLINE OFFLINE 0
NORMAL

Deletion of RMAN Backups

Every RMAN backup produces a corresponding record in the RMAN repository.
This record is stored in the control file. If a recovery catalog is used, the record can
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also be found in the recovery catalog after the recovery catalog is resynced from the
control file.

For example, if you generate a full database backup set, then you can view the
record for this backup set in the VEBACKUP_SET control file view. If you use a
recovery catalog, then you can also access the record in the RC_BACKUP_SET
catalog view.

The V$ control file views and recovery catalog tables differ in the way that they
store information, and this affects how RMAN handles repository records. The
recovery catalog RMAN repository is stored in actual database tables, while the
control file version of the repository is stored in an internal structure in the control
file.

When you use an RMAN command to delete a backup, RMAN performs the
following steps:

« Removes the physical file from the operating system
« Updates the backup records in the control file to status DELETED

« Removes the backup records from the recovery catalog tables (if a recovery
catalog is used)

Because of the way that control file data is stored, RMAN cannot remove the record
from the control file, only update it to DELETED status. However, because the
catalog tables are ordinary database tables, RMAN removes rows from them.

Summary of RMAN Deletion Methods

Table 4-2 describes the functionality of the various RMAN deletion commands. All
of these work whether you store the RMAN repository only in the control file or use
a recovery catalog.

Table 4-2 Maintenance Commands and Scripts (Page 1 of 2)

Command or Script Purpose

DELETE To delete physical backups, update the control file records
to status DELETED, and remove their records from the
recovery catalog (if a recovery catalog is used).

You can specify that DELETE should remove backups that
are EXPI RED or OBSOLETE. If you run DELETE EXPI RED
on a backup that exists, RMAN issues a warning and does
not delete the backup. You can override this behavior and
delete the backup by running DELETE FORCE.
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Table 4-2 Maintenance Commands and Scripts (Page 2 of 2)

Command or Script Purpose

BACKUP. .. DELETE[ ALL] | To back up archived logs, datafile copies, or backup sets,

I NPUT then delete the input files from the operating system after
the successful completion of the backup. RMAN also
deletes and updates repository records for the deleted
input files.

If you specify DELETE | NPUT (without ALL), then RMAN
deletes only the specific files that it backs up. If you specify
ALL | NPUT, then RMAN deletes all copies of the files
recorded in the RMAN repository.

CHANGE . . . UNCATALOG To delete recovery catalog records for specified backups
and change their control file records to status DELETED.
Note that the CHANGE . . . UNCATALOGcommand does not
delete files from the operating system.

See Also: "Crosschecks of RMAN Backups" on page 4-7

Removal of Backups with the DELETE Command

The DELETE command can remove any file that the LI ST and CROSSCHECK
commands can operate on. For example, you can delete backup sets, archived redo
logs, and datafile copies. The DELETE command removes both the physical file and
the catalog record for the file.

Advantage of Using DELETE Instead of Operating System Commands

Always use DELETE command within RMAN to remove RMAN backups, rather
than an operating system or media manager utility or command. Otherwise, the

RMAN repository can contain records of backups that are no longer available for
use in restore operations.

If you delete backups without using RMAN, you can use one of the following
methods within RMAN to update the RMAN repository directly without
performing a crosscheck:

« Run CROSSCHECK to change the status of these files to EXPI RED and then run
DELETE EXPI RED to delete the records from the RMAN repository

« Run CHANGE. .. UNCATALOGto remove the catalog records
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Deletion of Obsolete Backups

The DELETE OBSOLETE command provides a convenient way to delete backups
that are no longer needed. It uses the same REDUNDANCY, RECOVERY W NDOWand
ORPHAN options as the REPORT OBSOLETE command.

If you have configured a retention policy, then you can run DELETE OBSOLETE
periodically to delete all backups considered obsolete by this policy. For example,
you can run DELETE OBSCLETE in a script every night with a scheduling utility,
freeing disk and tape space used by backups that are no longer needed.

Note that using a flash recovery area as the destination for all backups eliminates
the need to manage obsolete backups. Obsolete backups will be deleted from the
flash recovery area automatically as disk space is needed to store backup-related

files.

See Also: "Reports of Obsolete Backups" on page 4-4

Deletion of Expired Backups

The CROSSCHECK command updates the repository status for a backup to EXPI RED
when it cannot locate it at the location to which it was backed up. This condition
could occur if, for example, a backup was deleted from disk at the operating system
level. You can identify expired backups by running the CROSSCHECK command as
in the following example:

RVAN> CROSSCHECK BACKUP;

crosschecked backup piece: found to be ' AVAI LABLE

backup pi ece handl e=0ad8d32i _1 1 reci d=10 stanp=445025363
crosschecked backup piece: found to be ' AVAI LABLE

backup pi ece handl e=c-1334876723-20011105-00 reci d=11 stanp=445025367
crosschecked backup piece: found to be ' EXPl RED

backup pi ece handl e=0cd8d361_1_1 reci d=12 stanp=445025473
crosschecked backup piece: found to be ' AVAI LABLE

backup pi ece handl e=c-1334876723-20011105-01 reci d=13 st anp=445025475
Crosschecked 4 objects

If you run CROSSCHECK while some backup device is temporarily not accessible.
This can happen if a disk is unmounted or if RMAN does not correctly connect to a
media manager. In such a case, fix the problem that prevented RMAN from finding
the backups and rerun CROSSCHECK.

The DELETE EXPI RED command removes the recovery catalog records for expired
backups, and updates their control file records to status DELETED.
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This command is especially useful if a user inadvertently deletes RMAN backups or
archived logs from disk with an operating system utility. In such a case, the RMAN
repository is not synchronized with the actual contents of disk. By running the
CROSSCHECK command, RMAN marks the backups that it cannot find as expired.
Then, you can run DELETE EXPI RED to remove the records for these files.

Deletion of Archived Redo Logs That Are Already Backed Up

You may want to delete files such as archived logs only if they have been backed up
a specified number of times to tape. The DELETE command supports this behavior.
The following example deletes all archived redo logs that have already been backed
up at least two times to tape:

RVAN> DELETE ARCHI VELOG ALL BACKED UP 2 TIMES TO DEVI CE TYPE sbt;

Behavior of DELETE Command When the Repository and Media Do Not Correspond

The repository record for an object can sometimes fail to reflect the physical status
of the object. For example, you backup an archived redo log to disk and then use an
operating system utility to delete the object. If you do not run the CROSSCHECK
command to update the repository, and if you then run DELETE against the object,
then the repository shows that the object is AVAI LABLE while the object is in fact
missing. The following table indicates the behavior of DELETE in such situations.

Repository Status Physical Status Behavior of DELETE Command

AVAI LABLE Not found on Does not delete the object and reports the list of
media mismatched objects at the end of the job. RMAN
does not update the repository status.

EXPI RED Found on media  Does not delete the object and reports the list of
mismatched objects at the end of the job. RMAN
does not update the repository status.

UNAVAI LABLE Any Removes repository record and deletes object if it
exists. All 170 errors are ignored.

If you use the FORCE option of DELETE, RMAN will remove the repository record
and delete the file if it exists. All I/0 errors are ignored, and RMAN displays the
number of objects deleted at the end of the job.
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Removal of Backups with the BACKUP ... DELETE INPUT Command

The BACKUP . . . DELETE | NPUT command can delete archived redo logs, datafile
copies, and backup sets after backing them up. This functionality is especially
useful when backing up archived logs on disk to tape. RMAN backs up one copy of
each log sequence number, and then deletes the file that it backs up. For example,
assume that you issue:

RMAN> BACKUP ARCHI VELOG ALL DELETE I NPUT;

In this command, RMAN backs up one copy of each log for each available sequence
number, and then deletes only the archived redo log file that it actually backs up. If
you have multiple redo log archiving destinations, the other copies of the same log

sequence number are not deleted.

If you specify the DELETE ALL | NPUT option, then RMAN deletes whichever files
match the criteria that you specify, even if there are several files of the same log
sequence number. For example, assume that you archive to three different
directories. Then, you issue this command:

RVAN> BACKUP ARCHI VELOG ALL FROM SEQUENCE 1200 DELETE ALL I NPUT;

In this case, RMAN backs up only one copy of each log sequence between 1200 and
the most recent sequence, but deletes all logs with these sequence numbers
contained in the three archive destinations.

During backup of archived redo logs, RMAN checks the file being backed up for
corruption. If corruption is found, RMAN automatically switches to reading
another copy of the same archived redo log, if one exists. For example, assume that
/1 0ogl and/ | og2 are the only enabled archiving destinations, and that they
contain logs with sequence number up through 150. You run this command:

RVAN> BACKUP ARCHI VELOG FROM SEQUENCE 123 DELETE ALL | NPUT;
RMAN can start reading from any cpoy of a given log. For example, if RMAN starts
reading the copy of log sequence 123 from / | og1 and discovers corruption in the

file, it continues reading from the copy in/ | 0g2. Because DELETE ALL | NPUT is
specified, RMAN deletes all copies of logs on disk of sequence 123 and higher.
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See Also:

«  Oracle Database Backup and Recovery Basics to learn how to delete
backups and exempt them from a retention policy

« Oracle Database Recovery Manager Reference for CHANGE syntax
« Oracle Database Recovery Manager Reference for DELETE syntax

CHANGE AVAILABLE and CHANGE UNAVAILABLE with RMAN Backups

RMAN can update the repository to show backups as AVAI LABLE or

UNAVAI LABLE. An unavailable backup is one that cannot be accessed at a particular

moment but that has not been deleted. For example, you may have backups on

tape that are temporariliy stored offsite and are inaccesible. You can use the CHANGE
. UNAVAI LABLE command to update the repository status for these backups to

UNAVAI LABLE so that RMAN will not try to use them for its backup and recovery

operations.

When the tapes become available again, you can issue the CHANGE . . . AVAI LABLE
command to update the RMAN repository to show that these backups now can be
used. After setting the files back to status AVAI LABLE, you can also run a
CROSSCHECK to verify that RMAN can access the files.

See Also:

»  Oracle Database Backup and Recovery Basics to learn how to make
backups available or unavailable

« Oracle Database Recovery Manager Reference for CHANGE syntax

Changing Retention Policy Status of RMAN Backups

Use CHANGE. .. KEEP or CHANGE. . . NOKEEP to specify whether a backup
should be subject to the configured retention policy or kept until a different date or
even indefinitely.

The KEEP option exempts a backup from the current retention policy either
indefinitely or until the specified UNTI L time. RMAN does not mark the files as
obsolete even if they would be considered obsolete under the retention policy. Such
backups are called long-term backups. CHANGE . . . NOKEEP is used to undo the
effects of CHANGE . . . KEEP, so that the configured retention policy applies to the
backup.
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For example, the following command blocks RMAN from considering backupsets
with the tag ’ year _end_2002’ as obsolete under the retention policy:

RMAN> CHANGE BACKUPSET TAG year _end_2002 KEEP;
To allow backupsets with the tag year _end_2002 to be marked as obsolete based
on the retention policy, use this command:
RVAN> CHANGE BACKUPSET TAG year end_2002 NOKEEP;
If you want to prevent the use of a backup marked with KEEP in restore and
recovery operations, then mark these backups as UNAVAI LABLE. RMAN will not
delete the records for these backups from the RMAN repository, but will not try to
use them in restore and recovery until they are marked AVAI LABLE again.

See Also:

«  Oracle Database Recovery Manager Reference for CHANGCE. . . KEEP
and CHANGE. . . NOKEEP syntax
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Part Il

Performing Advanced RMAN Backup and
Recovery

Part Il describes how to use the RMAN utility to perform advanced backup and
recovery operations, including the creation of duplicate and standby databases. It
also explains RMAN performance tuning and troubleshooting.

This part contains these chapters:

« Chapter 5, "Connecting to Databases with RMAN"

« Chapter 6, "Configuring the RMAN Environment: Advanced Topics"

« Chapter 7, "Making Backups with RMAN: Advanced Topics"

« Chapter 8, "Advanced RMAN Recovery Techniques"

« Chapter 9, "Flashback Technology: Recovering from Logical Corruptions"
« Chapter 10, "RMAN Tablespace Point-in-Time Recovery (TSPITR)"

« Chapter 11, "Duplicating a Database with Recovery Manager"

« Chapter 12, "Migrating Databases To and From ASM with Recovery Manager"
« Chapter 13, "Managing the Recovery Catalog"

« Chapter 14, "Tuning Backup and Recovery"

« Chapter 15, "Recovery Manager Troubleshooting"
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Connecting to Databases with RMAN

This chapter gives detailed instructions for starting the Recovery Manager (RMAN)
command-line interface and making database connections. This chapter contains
these topics:

Starting RMAN Without Connecting to a Database

Connecting to a Target Database and a Recovery Catalog

Connecting to an Auxiliary Database

Hiding Passwords When Connecting to Databases

Sending RMAN Output Simultaneously to the Terminal and a Log File
Executing RMAN Commands Through a Pipe
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Starting RMAN Without Connecting to a Database

You can start RMAN at the operating system command line without connecting to a
database by issuing the RMAN command without any arguments. For example,
enter:

% r man

If you did not specify the CVDFI LE, SCRI PT or @option at the command line, then
RMAN displays the RMAN prompt:

RVAN>

After the RMAN prompt is displayed, you can issue further commands to connect
to the target database, recovery catalog database, or auxiliary database.

If you start RMAN without specifying either CATALOG or NOCATALOG on the
command line, then RMAN makes no recovery catalog connection. The first time a
command is issued that requires the RMAN repository, RMAN performs the
operation in NOCATALOG mode if you have not connected to a recovery catalog
yet. After that point, the CONNECT CATALOGcommand can no longer be used
without exiting and restarting the RMAN client.

Connecting to a Target Database and a Recovery Catalog

The following examples use the following sample connection data, and assume that
a recovery catalog is being used.

Value Description

SYS User with SYSDBA privileges

oracl e The password for connecting as SYSDBA specified in the target
database's password file

trgt The net service name for the target database

rman User that owns the recovery catalog schema. This is a user

defined in the recovery catalog database that has been granted
the RECOVERY_CATALOG_OWNERTrole.

cat The password for connecting to the recovery catalog as user
RMAN
catdb The net service name for the recovery catalog database
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Connecting to the Target Database and Recovery Catalog from the Command Line

You can specify either operating system or Oracle Net authentication information
on the command line when you start the RMAN client.

This example shows how to use operating system authentication to connect to the
target database and Oracle Net authentication for the recovery catalog:

% rman TARGET / CATALOG rman/ cat @at db

This example shows how to use Oracle Net authentication to connect to both the
target database and the recovery catalog:

% rman TARGET SYS/oracle@rgt CATALOG rman/ cat @at db

Connecting to the Target Database and Recovery Catalog from the RMAN Prompt

You can also start RMAN and connect to the target database from the RMAN
prompt. The following example uses operating system authentication for the target
database and Oracle Net authentication for the recovery catalog:

% r man
RVAN> CONNECT TARGET /
RVAN> CONNECT CATALOG rman/ cat @at db

The following example uses Oracle Net password file authentication for the target
database, which requires that the target database be using a password file, that
defines the password for user SYS to be "oracle’. Oracle Net authentication is also
used for the recovery catalog.

% r man
RMAN> CONNECT TARGET SYS/ oracl e@r gt
RVAN> CONNECT CATALGG rman/ cat @at db

See Also: Oracle Real Application Clusters Administrator's Guide for
details on connecting RMAN to a RAC cluster.
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Connecting to an Auxiliary Database

To use the DUPLI CATE command, you need to connect to an auxiliary instance. To
perform RMAN TSPITR, you may also need to connect to an auxiliary instance if,
for example, you do not let RMAN manage the auxiliary instance for you.

See Also:

« Chapter 11, "Duplicating a Database with Recovery Manager"
for more details on using the DUPLICATE command

« Chapter 10, "RMAN Tablespace Point-in-Time Recovery
(TSPITR)" for more details on performing TSPITR

If the auxiliary instance uses a password file for authentication, then you can
connect using a password for either local or remote access. If you are connecting
remotely through a net service name, then authentication through a password file is
mandatory.

The following dummy values have been substituted into the following examples:

Value Description

aux The password for connecting as SYSDBA specified in the
auxiliary database's or apwd file

auxdb The net service name for the auxiliary database

Connecting to an Auxiliary Database from the Command Line

To launch RMAN connected to an auxiliary instance from the operating system
command line, enter the following:

% rman AUXI LI ARY SYS/ aux@uxdb

To connect to target, auxiliary, and recovery catalog databases, launch the RMAN
client with these command line arguments:

% rman TARGET SYS/oracl e@rgt AUXI LI ARY SYS/ aux@uxdb CATALOG rman/ cat @at db

Connecting to an Auxiliary Database from the RMAN Prompt

To launch RMAN without connecting to an auxiliary, and connect to the auxiliary
database from the RMAN prompt, enter the following commands:

% rman
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RVAN> CONNECT AUXI LI ARY SYS/ aux@uxdb
To connect to the target, auxiliary, and recovery catalog databases from within
RMAN, enter the following commands:

% r man

RMAN> CONNECT TARGET SYS/ oracl e@r gt

RVAN> CONNECT CATALOG rman/ cat @at db

RVAN> CONNECT AUXI LI ARY SYS/ aux@uxdb

Diagnosing Connection Problems

When diagnosing errors RMAN encounters in connecting to the target, catalog and
auxiliary databases, using SQL*Plus to connect to the databases directly can reveal
underlying problems with the connection information or the databases.

Diagnosing Target and Auxiliary Database Connection Problems

RMAN always connects to target and auxiliary databases using the SYSDBA role.
Thus, when using SQL*Plus to diagnose connection problems to the target or
auxiliary databases, request a SYSDBA connection to reproduce RMAN'’s behavior.

For example, if the following RMAN command encountered connection errors:

RMAN> CONNECT target sys/oracle@arget

you would reproduce the connection attempt with the SQL*Plus command:
SQL> CONNECT sys/oracl e@arget AS SYSDBA

Diagnosing Recovery Catalog Connection Problems

When RMAN connects to the recovery catalog database, it does not use the
SYSDBA role. So, when you are using SQL*Plus to diagnose connection problems to
the recovery catalog database, you must enter the catalog connect string exactly as it
was entered into RMAN. Do not also specify AS SYSDBA.

Hiding Passwords When Connecting to Databases

If you create an RMAN command file which uses a CONNECT command with
database level credentials (user name and password), then anyone with read access
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to this file can learn the password. There is no secure way to incorporate a CONNECT
string with a password into a command file.

It is also possible, using the ps command under Unix or some similar command
under other operating systems, to view command lines and arguments entered into
the shell or other host operating system command line interpreter. Therefore, it is
risky to invoke RMAN with a command line like this example:

% rman TARGET sys/oracl e@ar get
To connect to RMAN from the operating system command line and hide
authentication information, you can start RMAN without connecting to databases,

and then enter CONNECT commands at the RMAN prompt. You can also start
RMAN without a password in the connect string, as in this example:

% rman TARCGET sys@ ar get

RMAN will prompt for a password in such a case.

If you create an RMAN command file which uses a CONNECT command that
includes authentication information, RMAN does not echo the connect string when
you run the command file with the "@" command. This prevents connect strings
from appearing in any log files that contain RMAN output.

For example, create a command file | i st bkup. r man which reads:

CONNECT target sys/oracle@arget
LI ST BACKUP;

Then execute this script by running RMAN with the @ command line option:

% rman @kup. rman

When the command file executes, RMAN replaces the connection string with an
asterisk, as shown in the following output:

Recovery Manager: Release 10.1.0.2.0 - Production
Copyright (c) 1995, 2003, Oracle. Al rights reserved.
RVAN> connect target *

2> |ist backup;

3>

connected to target database: RDBMS (DBI D=771530996)

using target database controlfile instead of recovery catal og
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Li st of Backup Sets

...rest of output onitted

Sending RMAN Output Simultaneously to the Terminal and a Log File

If you specify the LOGoption at the command line, then RMAN displays command
input but does not display the RMAN output. The easiest way to send RMAN
output both to a log file and to standard output is to use the UNIX t ee command or
its equivalent on another operating system. For example:

%rmn | tee rman.log
RVAN>

In this way, both input and output are visible within the RMAN command-line
interface.

Executing RMAN Commands Through a Pipe

The RMAN pipe interface is an alternative method for issuing commands to RMAN
and receiving the output. By using a pipe, RMAN can interface with the DBVS
Pl PE PL/SQL package and avoid the operating system command shell altogether.

If the pipes are not already initialized, then RMAN creates them as private pipes. If
you want to put commands on the input pipe before starting RMAN, be careful to
first create the pipe by calling DBMS_PI PE. CREATE_PI PE. Whenever a pipe is not
explicitly created as a private pipe, the first access to the pipe automatically creates
it as a public pipe, and RMAN returns an error if it is told to use a public pipe.

RMAN does not permit the pipe interface to be used with public pipes, because
they are a potential security problem. With a public pipe, any user who knows the
name of the pipe can send commands to RMAN and intercept its output.

Note: If multiple RMAN sessions can run against the target
database, then use unique pipe names for each session of RMAN.
The DBV5_PI PE. UNI QUE_SESSI ON_NAME function is one method
that can be used to generate unique pipe names.
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Executing Multiple RMAN Commands In Succession Through a Pipe: Example

This scenario assumes that the application controlling RMAN wants to run multiple
commands in succession. After each command is sent down the pipe and executed and the
output returned, RMAN will pause and wait for the next command.

1. Start RMAN by connecting to a target database (required) and specifying the
Pl PE option. For example, issue:

% rman Pl PE abc TARGET SYS/oracle@r gt

You can also specify the TI MEQUT option, which forces RMAN to exit
automatically if it does not receive any input from the input pipe in the
specified number of seconds. For example, enter:

% rman Pl PE abc TARGET SYS/oracle@rgt TIMEQUT = 60

2. Connect to the target database and put the desired commands on the input pipe
by using DBMS_PI PE. PACK_MESSAGE and DBMS_PI PE. SEND MESSAGE. In
pipe mode, RMAN issues message RMAN- 00572 when it is ready to accept
input instead of displaying the standard RMAN prompt.

3. Read the RMAN output from the output pipe by using DBVS_PI PE. RECEI VE_
MESSAGE and DBVMS_PI PE. UNPACK _MESSAGE.

4. Repeat steps 2 and 3 to execute further commands with the same RMAN
instance that was started in step 1.

5. If you used the TI MEQUT option when starting RMAN, RMAN terminates
automatically after not receiving any input for the specified length of time. To
force RMAN to terminate immediately, send the EXI T command.

Executing RMAN Commands In a Single Job Through a Pipe: Example

This scenario assumes that the application controlling RMAN wants to run one or more
commands as a single job. After running the commands that are on the pipe, RMAN will exit.

1. After connecting to the target database, create a pipe (if it does not already exist
under the name ORASRMAN_pi pe_I N).

2. Put the desired commands on the input pipe. In pipe mode, RMAN issues
message RMAN- 00572 when it is ready to accept input instead of displaying the
standard RMAN prompt.

3. Start RMAN with the Pl PE option, and specify TI MEQUT = 0. For example,
enter:
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% rman Pl PE abc TARGET SYS/oracle@rgt TIMEQUT = 0

RMAN reads the commands that were put on the pipe and executes them by
using DBMS_PI PE. PACK MESSAGE and DBMS_PI PE. SEND MESSAGE. When it
has exhausted the input pipe, RMAN exits immediately.

Read RMAN output from the output pipe by using DBVS_PI PE. RECEI VE_
MESSAGE and DBMS_PI PE. UNPACK_MESSACE.

See Also: PL/SQL Packages and Types Reference for documentation
on the DBMS_PI PE package and "RMAN Pipe Interface” on
page 1-6 for a brief overview of RMAN pipes
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Configuring the RMAN Environment:
Advanced Topics

This chapter describes how to perform setup and configuration tasks. This chapter
contains these topics:

« Configuring the Flash Recovery Area: Advanced Topics

« Configuring RMAN to Make Backups to a Media Manager

« Configuring Automatic Channels

« Configuring the Maximum Size of Backup Sets and Pieces

« Configuring Backup Optimization

« Configuring Backup Duplexing: CONFIGURE... BACKUP COPIES

« Configuring Tablespaces for Exclusion from Whole Database Backups
« Setting the Snapshot Control File Location

« Setting Up RMAN for Use with a Shared Server

See Also: Oracle Database Backup and Recovery Basics for basic
RMAN configuration information
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Configuring the Flash Recovery Area: Advanced Topics

To take maximum advantage of the flash recovery area, it should be used to store
and manage as many different types of file as possible: online redo logs, archived
redo logs, control files and RMAN'’s own working files for backup and restore
operations.

This section contains the following topics:

» Configuring Online Redo Log Creation in the Flash Recovery Area
« Configuring Control File Creation in the Flash Recovery Area

« Archived Redo Log Creation in the Flash Recovery Area

« RMAN File Creation in the Flash Recovery Area

Configuring Online Redo Log Creation in the Flash Recovery Area
The following statements can create online redo logs in the flash recovery area:
. CREATE DATABASE
. ALTER DATABASE ADD LOGFI LE
. ALTER DATABASE ADD STANDBY LOGFI LE
. ALTER DATABASE OPEN RESETLOGS

The default size of an online log created in the flash recovery area is 100 MB. The
log member filenames are automatically generated by the database.

The initialization parameters that determine where online redo log files are created
are DB_CREATE_ONLI NE_LOG DEST_n, DB_RECOVERY_FI LE_DEST and DB_
CREATE_FI LE_DEST. Details of the effect of various combinations of these
parameters on online redo log creation can be found inOracle Database SQL Reference
in the description of the LOGFI LE clause of the CREATE DATABASE statement.

Configuring Control File Creation in the Flash Recovery Area

The initialization parameters CONTROL_FI LES, DB_CREATE_ONLI NE_LOG DEST _
n, DB_RECOVERY_FI LE_DEST, and DB_CREATE_FI LE_DEST all interact to
determine the location where the database control files are created.

For a full description of how these parameters interact, see the "Semantics" section
of the description of CREATE CONTROLFI LE in Oracle Database SQL Reference.
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If the database creates an Oracle managed control file, and if the database uses a
server parameter file, then the database sets the CONTROL_FI LES initialization
parameter in the server parameter file. If the database uses a client-side
initialization parameter file, then you must set the CONTROL_FI LES initialization
parameter manually in the initialization parameter file.

Archived Redo Log Creation in the Flash Recovery Area

It is recommended that you the use flash recovery area as an archived log location
because the archived logs are automatically managed by the database. Whatever
archiving scheme you choose, it is always advisable to create multiple copies of
archived logs.

You have the following basic options, listed from most to least recommended:

1. Enable archiving to the flash recovery area only and use disk mirroring to create
copies of the archived redo logs.

2. Enable archiving to the flash recovery area and set other LOG_ARCHI VE_DEST _
n initialization parameter to locations outside the flash recovery area.

3. Set LOG_ARCHI VE_DEST n initialization parameters to archive only to
non-flash recovery area locations.

If you want to use the flash recovery area, you cannot use the LOG_ARCHI VE_DEST
and LOG_ARCHI VE_DUPLEX DEST initialization parameters. You must use instead
the LOG_ARCHI VE_DEST _n parameters, which have somewhat different semantics.
Once your database is using LOG_ARCHI VE_DEST _n, you can configure a flash
recovery area.

Rules for Initialization Parameters Affecting Redo Log File Destinations

The interactions among different initialization parameters affecting redo log
archiving desintations are as follows:

« If LOG_ARCHI VE_DEST (and, optionally, LOG_ARCHI VE_DUPLEX_DEST) is set,
these parameters will specify the only redo log archiving destinations.

« If DB_RECOVERY_FI LE DEST is specified (that is, if a flash recovery area is
configured) and no LOG_ARCHI VE_DEST n is specified, then LOG_ARCHI VE_
DEST_10 is implicitly set to the flash recovery area. (You can override this
behavior by explicitly setting LOG_ARCHI VE_DEST 10 to an empty string.)

« If you set any local destinations for LOG_ARCHI VE_DEST n, then archived redo
logs are stored only in the destinations you specify using those parameters. In
this case, redo log files are not archived in the flash recovery area by default. If
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you have a flash recovery area configured, you can explicitly add the flash
recovery area to the set of archiving destinations by setting one of the LOG_
ARCHI VE_DEST_n parameters to LOCATI ON=USE_DB_RECOVERY_FI| LE_DEST
(note that this does not have to be LOG_ARCHI VE_DEST_10).

« Ifyou do not set any value for LOG_ARCHI VE_DEST, LOG_ARCHI VE_DEST _n,
or DB_RECOVERY_FI LE_DEST, then the redo logs are archived to a default
location that is platform-specific. On Solaris, for example, the default is ?/ dbs.

Filenames for Archived Redo Log Files in the Flash Recovery Area

The generated filenames for the archived redo logs in the flash recovery area are
Oracle Manged Filenames and are not determined by LOG_ARCHI VE_FORNAT.

RMAN File Creation in the Flash Recovery Area

This section describes RMAN commands or implicit actions (such as control file
autobackup) that can create files in the flash recovery area, and how to control
whether a specific command creates files there or in some other destination. The
assumption in all cases is that a flash recovery area has already been configured for
your database. The commands are:

« BACKUP

Do not specify a FORMAT option to the BACKUP command, and do not
configure a FORMAT option for disk backups. In such a case, RMAN creates
backup pieces and image copies in the flash recovery area, with names in Oracle
Managed Files name format.

« Control File Autobackup

RMAN can create control file autobackups in the flash recovery area. Use the
RMAN command CONFI GURE CONTROLFI LE AUTOBACKUP FORMAT FOR
DEVI CE TYPE DI SK CLEAR to clear any configured format option for the
control file autobackup location on disk. Control file autobackups will be placed
in the flash recovery area when no other destination is configured.

« RESTORE ARCH VELOG

Explicitly or implicitly (as in the case of ), set one of the LOG_ARCHI VE_DEST _
n) parameters to 'LOCATI ON=USE_DB_RECOVERY_FI LE_DEST'. If you do not
specify SET ARCHIVELOG DESTINATION to override this behavior, then
restored archived redo log files will be stored in the flash recovery area.

« RECOVER DATABASE or TABLESPACE, BLOCKRECOVER, and FLASHBACK
DATABASE
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These commands restore archived redo logs from backup for use during media
recovery, as required by the command. RMAN restores any redo log files
needed during these operations to the flash recovery area, and delete them once
they are applied during media recovery.

To direct the restored archived redo logs to the flash recovery area, set one of
the LOG_ARCHI VE_DEST _n parameters to 'LOCATI ON=USE_DB_RECOVERY _
FI LE_DEST", and make sure you are not using SET ARCHI VELOG

DESTI NATI ONto direct restored archived logs to some other destination.

Configuring RMAN to Make Backups to a Media Manager

On most platforms, to back up to and restore from sequential media such as tape
you must integrate a media manager with your Oracle database. A media manager
is not an Oracle product and must be obtained from a third-party vendor. If you
choose to use RMAN with a media manager, then you must obtain all
product-specific information from the vendor.

This section describes the generic steps for configuring RMAN for use with a media
manager. The actual steps depend on the media management product that you
install and the platform on which you are running the database.

Read the following sections in order when configuring the media manager:
1. Prerequisites for Using a Media Manager with RMAN

2. Locating the Media Management Library: The SBT_LIBRARY Parameter
3. Testing Whether the Media Manager Library Is Integrated Correctly

4. Configuring Automatic Channels for Use with a Media Manager

See Also: "Media Management” on page 1-11 for an overview of
media management software and its implications for RMAN

Prerequisites for Using a Media Manager with RMAN

Before you can begin using RMAN with a media manager, you must install it and
make sure that RMAN can communicate with it. Instructions for this procedure
should be available in the media manager vendor’s software documentation.

In general, you should begin by installing and configuring the media management
software on the target host or production network. Ensure that you can make
non-RMAN backups of operating system files on the target database host. This step
makes later troubleshooting much easier, by confirming that the basic integration of
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the media manager with the target host has been successful. Refer to your media
management documentation to learn how to back up files to the media manager
outside of RMAN.

Then, obtain and install the third-party media management module for integration
with the database server. This module contains the media management library that
the Oracle database loads and uses when accessing the media manager. It is
generally a third-party product which must be purchased separately. Contact your
media management vendor for details.

Locating the Media Management Library: The SBT_LIBRARY Parameter

When allocating or configuring channels for RMAN to use to communicate with a
media manager, specify the SBT LI BRARY parameter to provide the path to the
media management software library. When RMAN actually allocates channels to
communicate with a media manager, it attempts to load the library indicated by the
SBT_LI BRARY parameter.

If you do not provide a value for this parameter, RMAN looks in a platform-specific
default location. On UNIX, the default library filename is SORACLE

HOVE/ | i b/ |'i bobk. so, with the extension name varying according to platform:

. s0,.sl,. a, and so forth. On Windows the default library location is %0RACLE _
HOVE% bi n\ orasbt . dl | .

Note: The default media management library file is not part of the
standard database installation. It is only present if you install
third-party media management software.

If the database is unable to locate a media management library in the location
specified by the SBT_LI BRARY parameter or the default location, then RMAN
issues an ORA- 27211 error and exits.

Whenever channel allocation fails, the database writes a trace file to the USER _
DUMP_DEST directory. The following shows sample output:

SKGFQ OSD: Error in function shtinit on line 2278
SKGFQ OSD: Look for SBT Trace nmessages in file /oracle/rdbns/|og/sbtio.log
SBT Initialize failed for /oracle/lib/libobk.so
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See Also:

« Your operating system specific Oracle documentation and the
documentation supplied by your media vendor for instructions
on how to achieve media manager integration on your platform

« "After Installation of Media Manager, RMAN Channel
Allocation Fails: Scenario” on page 15-17 for troubleshooting
scenarios involving media manager problems

Testing Whether the Media Manager Library Is Integrated Correctly

After you have confirmed that the database server can load the media management
library, test to make sure that RMAN can back up to the media manager. The
process for testing the media management library is described in the following
sections:

« Configuring Media Management Software for RMAN Backups
« Testing ALLOCATE CHANNEL on the Media Manager
« Testing a Backup to the Media Manager

Configuring Media Management Software for RMAN Backups

After installing the media management software, perform whatever configuration
that your vendor requires so that the software can accept RMAN backups.
Depending on the type of media management software that you installed, you may
have to define media pools, configure users and classes, and so forth.

Then, determine which PARVS settings are needed for the ALLOCATE CHANNEL or
CONFI GURE CHANNEL commands as well as the recommended FORMAT string for
the BACKUP command (if needed). The PARMS parameter sends instructions to the
media manager. For example, the following vendor-specific PARMS setting instructs
the media manager to back up to a volume pool called or acl e_t apes:

PARMS=" ENV=( NSR_DATA_VOLUME_PQOOL=or acl e_t apes)"’
Refer to your third-party vendor documentation for the appropriate settings.
See Also:

«  Oracle Database Recovery Manager Reference for ALLOCATE
CHANNEL syntax

« Oracle Database Recovery Manager Reference for channel control
options
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Configuring Backup Piece Names and Sizes for a Media Manager

To work with restrictions on file names and sizes imposed by your media manager,
you may need to configure RMAN settings that control the naming and size of
backup pieces.

Configuring Backup Piece Names for RMAN Backups to a Media Manager You may need to
manage the naming of backup pieces to be written to the media manager, so that
backup pieces have unique names. A backup piece name is determined by the
FORMAT string specified in the BACKUP command, the CONFI GURE CHANNEL
command, or the ALLOCATE CHANNEL command. The media manager considers the
backup piece name as the filename of the backup file, so this name must be unique
in the media manager catalog.

You can use the substitution variables provided by RMAN to generate unique
backup piece names. If you do not specify the FORMAT parameter, then RMAN
automatically generates a unique filename with the %J substitution variable.

Note: Refer to your media management documentation to
determine the string character limit for the media manager. For
example, some media managers only support a 14-character
backup piece name, and some require special FORMAT strings. The
unique backup piece names generated by %J are less than 14
characters.

See Also: Oracle Database Recovery Manager Reference for the
complete list of variables allowable in format strings with the
BACKUP command

Configuring Backup Piece Sizes for RMAN Backups to a Media Manager Some media
managers have limits on the maximum size of files that they can back up or restore.
You must ensure that RMAN does not produce backup sets larger than limits
imposed by your media manager.

To limit backup piece sizes, use the parameter MAXPI ECESI ZE, which you can set
in the CONFI GURE CHANNEL and ALL OCATE CHANNEL commands. Refer to the
*_r cv scripts in the deno subdirectory on your system, which is located in an
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operating system specific location ($ORACLE_HOVE/ r dbns on UNIX) for an
example.

See Also: Oracle Database Recovery Manager Reference and "Size of
Backup Pieces" on page 2-28for details on how to set
MAXPI ECESI ZE

Testing ALLOCATE CHANNEL on the Media Manager

Use the following steps to confirm that RMAN is able to load the media
management library when allocating a channel for your media manager.

1. Start RMAN and connect to the target database. For example, enter:
% rman TARCGET /

2. Run the ALLOCATE CHANNEL command with the PARMVS required by your
media management software. For example, run this command:

RUN

{
ALLOCATE CHANNEL c1 DEVI CE TYPE sbt

PARMS=" SBT_LI BRARY=/ medi avendor /| i b/1ibobk.so ENV=(NSR_SERVER=t ape_
srv, NSR_GROUP=or acl e_t apes) ' ;
}

If you do not receive an error message, then the database successfully loaded the
media management library. If you receive the ORA- 27211 error, the media
management library could not be loaded:

RMAN- 00571:
RMAN- 00569: =============== ERROR MESSAGE STACK FOLLONS ===============
RVAN- 00571:
RVAN- 03009: failure of allocate command on ¢l channel at 11/30/2001 13:57:18
ORA-19554: error allocating device, device type: SBT TAPE, device nane:
ORA-27211: Failed to | oad Media Managenent Library

Addi tional information: 25

In this case, you must check your media management installation to make sure that
the library is correctly installed, and re-check the value for the SBT_LIBRARY
parameter as described in "Locating the Media Management Library: The SBT _
LIBRARY Parameter" on page 6-6.

For any other errors, check the trace file in USER_DUMP_DEST directory for more
information.
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See Also: "After Installation of Media Manager, RMAN Channel
Allocation Fails: Scenario” on page 15-17 for a troubleshooting
scenario

Testing a Backup to the Media Manager

After testing a channel allocation on the media manager, make a test backup. For
example, to test whether your backup goes successfully to tape, you might run the
following command:

RUN

{
ALLCOCATE CHANNEL c1 DEVI CE TYPE sht

PARMS=" SBT_LI BRARY=/ medi avendor /| i b/ i bobk.so ENV=(NSR_SERVER-=t ape_srv, NSR_
GROUP=0r acl e_t apes)';
BACKUP CURRENT CONTRCLFI LE;
}

The specifics of your PARMS and FORMAT settings depend on the media
management software that you are using.

If the backup succeeds, then you are ready to make backups to your media
manager.

Possible failures include the following cases:

Case Response

The backup hangs. A hanging backup usually indicates that the media manager is
waiting to mount a tape. Check if there are any media manager
jobs in "tape mount request” mode and fix the problem.

Ensure that the steps in "Configuring RMAN to Make Backups to a
Media Manager" on page 6-5 are correctly done. Refer to "Backup
Job Is Hanging: Scenario” on page 15-19 if the problem persists.

The backup fails with | This error indicates that the media management software is not
an ORA- 19511 correctly configured. Ensure that the steps in "Configuring RMAN
to Make Backups to a Media Manager" on page 6-5 are correctly
done. Also, ensure that you have the correct PARVS and FORMAT
strings required by your media management software.

See Also: "Testing the Media Management API" on page 15-10
and "RMAN Troubleshooting Scenarios" on page 15-16 for more
information about troubleshooting RMAN with a media manager
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Configuring Automatic Channels for Use with a Media Manager

This section describes how to configure automatic channels specifically for use with
a media manager. For an overview of automatic channels and how they are used,
refer to the section "Configuring Automatic Channels" on page 6-12. The following
setup procedure references the sections in "Configuring Automatic Channels” where
it is appropriate.

To configure automatic channels for use with a media manager:

1.

Configure a generic channel of DEVI CE TYPE sht as described in "Configuring
a Generic Automatic Channel for a Device Type" on page 6-13. In the
configuration enter all parameters that you tested in the section "Testing a
Backup to the Media Manager"” on page 6-10. For example, assume that your
media vendor requires PARMS settings as follows:

RVAN> CONFI GURE CHANNEL DEVI CE TYPE sht
PARMS=" SBT_LI BRARY=/ medi avendor /| i b/1ibobk.so ENV=(NSR_SERVER=t ape_svr, NSR_
CLI ENT=or acl ecl nt, NSR_GROUP=or a_t apes) '

FORMAT " BACKUP_%J";

After configuring the channel, test by backing up something small, such as the
control file:
RVAN> BACKUP DEVI CE TYPE sht CURRENT CONTRCLFI LE;

Check your configuration by running the following command:

RMAN> SHOW CHANNEL FOR DEVI CE TYPE sbt;

Configure the default device to sbt so that RMAN sends all backups to the
media manager. For example:

RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbht;

After configuring the default device, make a test backup to determine whether
it is really going to the media manager:

RVAN> BACKUP CURRENT CONTROLFI LE;

Check your configuration by running the following command:
RVAN> SHOW DEFAULT DEVI CE TYPE;

If you use more than one tape device, then you must specify the channel
parallelism as described in "Configuring Parallelism for Automatic Channels"
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on page 6-12. Assume that you want to back up to your media manager using
two tape drives in parallel. In this case, you can run the following commands:

RVAN> CONFI GURE DEVI CE TYPE sht PARALLELI SM 2;
RMAN> BACKUP DATABASE;

Configuring Automatic Channels

You can save persistent configuration information such as channel parameters,
parallelism, and the default device type in the RMAN repository. Hence, you do not
have to manually allocate channels for each backup. Instead, you can configure
automatic channels for use in backup, restore, recovery, and maintenance jobs.

You can always override automatic channels with ALLOCATE CHANNEL to allocate
channels manually for a particular backup job.

By default, RMAN has preconfigured a disk channel so that you can back up to disk
without doing any manual configuration. You may, however, want to parallelize the
channels for disk or tape devices to improve performance.

See Also: "About RMAN Channels" on page 2-2 for a conceptual
overview of automatic and manual channels, and Oracle Database
Recovery Manager Reference for syntax

Configuring Parallelism for Automatic Channels

By default, channel parallelism for each configured device is set to 1. As a rule,
allocate one channel for each physical device. If you are backing up to only one disk
location or only one tape drive, then you need only one channel.

The CONFI GURE DEVI CETYPE. . . PARALLELI SMi nt eger command specifies
how many channels (up to 254) RMAN should allocate for jobs on the specified
device type. This command allocates three channels for jobs on device type DI SK:

RMAN> CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 3;

These commands back up to a media manager using two tape drives in parallel:

RMAN> CONFI GURE DEFAULT DEVI CE TYPE TO sht; # default backup device is tape
RMAN> CONFI GURE DEVI CE TYPE sht PARALLELI SM 2; # configure two tape channels
RMAN> BACKUP DATABASE; # backup goes to two tapes, in two parallel streans

Each configured sbt channel will back up roughly half the total data.
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See Also: "Determining Channel Parallelism to Match Hardware
Devices" on page 2-9

Configuring a Generic Automatic Channel for a Device Type

By default, RMAN automatically allocates a preconfigured DI SK channel without
any options. However, you may use a media manager that requires special options
(PARNMSB, FORVAT, MAXPI ECESI ZE, and so forth) or you may want to change the
default DI SK setting. By configuring channels, you define which parameters are
used when RMAN automatically allocates channels.

Use the CONFI GURE CHANNEL command to configure automatic channel options for
the available device types: DI SKand sbt . You can use the same options for

CONFI GURE CHANNEL that you use for ALLOCATE CHANNEL, and you must specify
at least one of these options. For example, you can configure generic disk and tape
channels as in this example:

RMAN> CONFI GURE CHANNEL DEVI CE TYPE DI SK FORVAT = ' ?/ bkup_%J ;
RVAN> CONFI GURE CHANNEL DEVI CE TYPE sbt

PARMS=" SBT_LI BRARY=/ medi avendor /| i b/l ibobk.so ENvV=(NSR_SERVER=t ape_svr, NSR_
CLI ENT=or acl ecl nt, NSR_GROUP=o0r a_t apes) ' ;

To configure a generic channel, that is, a template that is used for all parallelized
channels, do not assign a number for the channel. If you set the PARALLELI SMfor a
device, and then make the device default, then RMAN uses the same channel
configuration for each parallelized channel.

To configure new generic channel settings for a specified device type, simply run a
new command for the device type. The following example configures the default
DI SK channel to MAXPI ECESI ZE 2G then erases this setting and sets a FORMAT:

RMAN> CONFI GURE CHANNEL DEVI CE TYPE DI SK MAXPI ECESI ZE 2G,
RVAN> CONFI GURE CHANNEL DEVI CE TYPE DI SK FORMAT = /tnp/ %J;

Configured Channels and the Default Device Type

The automatic channel that RMAN allocates for its backups depends on the default
device type. If the default device type is DI SK, then RMAN uses the DI SK channel
only. If the default device type is sbt , then RMAN uses the sbt channel only.
RMAN cannot automatically allocate channels in backup jobs for multiple device
types simultaneously (and, in fact, you should never attempt to use channels for
multiple device types simultaneously for any backup job).

The following example creates a configuration in which all backups go to two tapes
in parallel. For this example, the media management software requires additional
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parameters besides specifying the SBT_LI BRARY: ENV=( NSR_DATA VOLUME_
POOL=or acl e_t apes). The chosen FORVAT for backup file names is %4J

backup.

CONFI GURE DEFAULT DEVI CE TYPE TO sbht; # by default, backup goes to ML
CONFI GURE DEVI CE TYPE sbt PARALLELI SM 2; # two tapes in parallel

CONFI GURE CHANNEL DEVI CE TYPE # sets paraneters for all channels

PARMS ' SBT_LI BRARY=/ medi avendor /| i b/1ibobk.so ENvV=(NSR_DATA VOLUME
POOL=or acl e_t apes)' FORMAT ' %J backup';
BACKUP DATABASE; # backs up database

Showing the Automatic Channel Configuration Settings

The SHOW CHANNEL, SHOW DEVICE TYPE and SHOW DEFAULT DEVICE
TYPE commands are used to display the current configured settings for automatic
channels.

Showing the Automatic Channel Settings

After connecting to the target database and recovery catalog (if you use one), issue
the SHONCHANNEL command to display the settings for all automatically allocated
channels. For example, connect the RMAN client to the target and possibly catlaog
databases, and enter:

RVAN> SHOW CHANNEL; # shows the CONFI GURE setting for the automatic channels

Sample output for SHONMCHANNEL follows:

RVMAN configuration paraneters are:
CONFI GURE CHANNEL DEVI CE TYPE ' SBT' RATE 1500K;

Showing the Configured Device Types

Issue the SHOWDEVI CE TYPE command to display the configured devices and their
PARALLELI SMand backup type settings. The DI SK device type is preconfigured.

To show the default device type and configuration for automatic channels:

After connecting to the target database and recovery catalog (if you use one), run
the SHOWDEVI CE TYPE command. For example, enter:

SHOW DEVI CE TYPE; # shows the CONFI GURE DEVICE TYPE ... PARALLELI SM settings

Sample output for SHONDEVI CE TYPE follows:

RVAN configuration paraneters are:
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CONFI GURE DEVI CE TYPE ' SBT_TAPE' PARALLELI SM 1 BACKUP TYPE TO BACKUPSET;
CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 1 BACKUP TYPE TO COVPRESSED BACKUPSET; # def aul t

Note: As with all SHOW commands, the output of SHOW
DEVICE TYPE is in the form of a valid RMAN CONFIGURE
command. You can in fact enter one command, like those shown in
the preceding sample output, to configure the backup type and
parallelism simultaneously. Refer to the syntax diagrams for
CONFIGURE in Oracle Database Recovery Manager Reference for
details on all of the possible ways of combining arguments to the
CONFIGURE command.

Showing the Default Device Type

Issue the SHOWDEFAULT DEVI CE TYPE command to display the settings for the
default device type used by the automatic channels. When you issue the BACKUP
command, RMAN allocates only default channels of the type set by the CONFI GURE
DEFAULT DEVI CE TYPE command. This default device type setting is not in effect
when you use commands other than BACKUP. Note that you cannot disable the
default device type: it is always either DI SK (default setting) or sbt .

To show the default device type for automatic channels:

After connecting to the target database and recovery catalog (if you use one), run
the SHOWDEFAULT DEVI CE TYPE command. For example, enter:

SHOW DEFAULT DEVI CE TYPE; # shows the CONFI GURE DEFAULT DEVI CE TYPE setting

Sample output for SHONDEFAULT DEVI CE TYPE follows:

RVAN configuration paraneters are:
CONFI GURE DEFAULT DEVI CE TYPE TO ' SBT';

Manually Overriding Configured Channels

If you manually allocate a channel during a job, then RMAN disregards any
automatic channel settings. For example, assume that the default device type is
configured to sht , and you execute this command:

RMAN> RUN

{
ALLOCATE CHANNEL c1 DEVI CE TYPE DI SK;

BACKUP TABLESPACE users;
}
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In this case, RMAN uses only the disk channel that you manually allocated within
the RUN block, overriding any defaults set by using CONFI GURE DEVI CE TYPE,
CONFI GURE DEFAULT DEVI CE, or CONFI GURE CHANNEL settings.

See Also:

« "About RMAN Channels" on page 2-2 to learn about automatic
channels

«  Oracle Database Recovery Manager Reference for ALLOCATE
syntax

« Oracle Database Recovery Manager Reference for CONFI GURE
syntax

Configuring a Specific Channel for a Device Type

Besides configuring a generic channel for a device, you can also configure one or
more specific channels for each device type by manually assigning your own
channel numbers to the channels. Run the CONFI GURE CHANNEL n command
(where n is a positive integer less than 255) to configure a specific channel. When
manually numbering channels, you must specify one or more channel options (for
example, MAXPI ECESI ZE or FORNAT) for each channel. When you use that specific
numbered channel in a backup, the configured settings for that channel will be used
instead of the configured generic channel settings.

Configure specific channels by number when it is necessary to control the
parameters set for each channel separately. This could arise in the following
situations:

=«  When running a Real Application Clusters (RAC) configuration, in which
multiple nodes back up the cluster requiring different connect strings

«  When running a Real Application Cluster and using a media manager with
multiple tape drives requiring different PARMS settings

Configuring Specific Channels: Examples

For example, assume that you have two tape drives and want one tape drive to use
tapes from the first pool and the second tape drive to use tapes from second tape
pool. You run the following commands:

CONFI GURE DEFAULT DEVI CE TYPE TO sht; # backup goes to sbht
CONFI GURE DEVI CE TYPE sbt PARALLELISM 2; # two tapes used in parallel
# configure first streamto go to data vol ume pool named first_pool
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CONFI GURE CHANNEL 1 DEVI CE TYPE sht

PARMS ' SBT_LI BRARY=/ medi avendor /| i b/ i bobk. so ENV=(NSR_DATA VOLUME_POOL=first _
pool )" ;
# configure second streamto go to data vol une pool naned second_pool
CONFI GURE CHANNEL 2 DEVI CE TYPE shbt

PARMS ' SBT_LI BRARY=/ nedi avendor /i b/l i bobk.so ENvV=(NSR_DATA VOLUME_
POOL=second_pool )" ;
BACKUP DATABASE; # first streamgoes to 'first_pool' and second to 'second_pool’

In this example, you want to back up to two different disks because not enough
space exists on a single disk. So, you do the following:

CONFI GURE DEFAULT DEVI CE TYPE TO di sk; # backup goes to disk

CONFI GURE DEVI CE TYPE sht PARALLELI SM 2; # two channels used in in parallel
CONFI GURE CHANNEL 1 DEVI CE TYPE DI SK FORMAT ' /diskl/%J # 1st channel to diskl
CONFI GURE CHANNEL 2 DEVI CE TYPE DI SK FORVAT ' /disk2/%J # 2nd channel to disk2
BACKUP DATABASE; # backup - first channel goes to diskl and second to disk2

Mixing Generic and Specific Channels

When parallelizing, RMAN always allocates channels beginning with CHANNEL 1
and ending with channel number equal to the PARALLELI SMsetting. Hence,
RMAN uses a specific configuration for a given channel if you have configured it;
otherwise, it uses a generic configuration.

Assume you enter the following channel configuration:

# di sk channel configuration

CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 4;

CONFI GURE CHANNEL DEVI CE TYPE DI SK FORMAT = '/t np/ backup_AJ ;
CONFI GURE CHANNEL 2 DEVI CE TYPE DI SK MAXPI ECESI ZE = 20M
CONFI GURE CHANNEL 4 DEVI CE TYPE DI SK MAXPI ECESI ZE = 40M

# sbt channel configuration
CONFI GURE DEVI CE TYPE sht PARALLELI SM 3;
CONFI GURE CHANNEL DEVI CE TYPE sbt
PARMS=" SBT_LI BRARY=or acl e. di sksbt, ENvV=(BACKUP_DI R=?/ or adata)"';
CONFI GURE CHANNEL 3 DEVI CE TYPE sht
PARMS=" SBT_LI BRARY=or acl e. di sksbt, ENV=(BACKUP_DI R=/tnp)";

The following table illustrates the channel names and channel settings that RMAN
allocates when the default device is DI SK and PARALLELI SMfor DI SKis set to 4.
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Channel Name Setting

ORA DI SK_1 FORMAT ="' / t np/ backup_%J
ORA_DI SK_2 MAXPI ECESI ZE = 20M
CRA DI SK_3 FORMAT ="' / t np/ backup_%J
ORA_DI SK_4 MAXPI ECESI ZE = 40M

The following table illustrates the channel names and channel settings that RMAN
allocates when the default device is sbt and PARALLELI SMfor sht is setto 3.

Channel Name Setting

ORA_SBT_TAPE_1 PARVB=' ENV=( BACKUP_DI R=?/ or adat a)
ORA_SBT_TAPE 2 PARMB=" ENV=( BACKUP_DI R=?/ or adat a) '
ORA_SBT_TAPE_3 PARVS=' ENV=( BACKUP_DI R=/t np) "

Relationship Between CONFIGURE CHANNEL and Parallelism Setting

The PARALLELI SMsetting is not constrained by the number of specifically
configured channels. For example, if you back up to 20 different tape devices, then
you can configure 20 different sbt channels, each with a manually assigned
number (from 1 to 20) and each with a different set of channel options. In such a
situation, you can set PARALLELI SMto any value up to the number of devices, in
this instance 20.

RMAN always numbers parallel channels starting with 1 and ending with the
PARALLELI SMsetting. For example, if the default device is sht and PARALLELI| SM
for sbt is set to 3, then RMAN names the channels as follows:

ORA_SBT_TAPE_1
ORA_SBT_TAPE 2
ORA_SBT_TAPE_3

RMAN always uses the name ORA_SBT_TAPE _n even if you configure DEVI CE
TYPE sbt (not the synonymous sbt _t ape). RMAN always allocates the number of
channels specified in PARALLELI SM using specifically configured channels if you
have configured them and generic channels if you have not.
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See Also: "Automatic Channel-Specific Configurations” on
page 2-8 for concepts about manually numbered channels, and
"Configuring Specific Channels: Examples” on page 6-16

Clearing Channel and Device Settings

To clear a configuration is to return it to its default settings. You can clear channel
and device settings by using these commands:

« CONFI GUREDEVI CETYPE. .. CLEAR

« CONFI GURE DEFAULT DEVI CE TYPE CLEAR

« CONFI GURE CHANNEL DEVI CETYPE. .. CLEAR

« CONFI GURE CHANNEL n DEVI CETYPE. .. CLEAR (where n is an integer)

Each CONFI GURE . . . CLEARcommand clears only itself. For example, CONFI GURE
DEVI CETYPE. .. CLEARdoes not clear CONFI GURE DEFAULT DEVI CE TYPE. The
CONFI GURE DEVI CETYPE. . . CLEARcommand removes the configuration for the
specified device type and returns it to the default (PARALLELI SM1).

Note: You cannot specify any other options when clearing a
device type.

The CONFI GURE DEFAULT DEVI CE TYPE. . . CLEARcommand clears the
configured default device and returns it to DI SK (the default setting).

The CONFI GURE CHANNEL DEVI CETYPE. .. CLEARcommand erases the channel
configuration for the specified device type. RMAN does not change the
PARALLELI SMsetting for the device type because PARALLEL| SMis specified
through a separate CONFI GURE command.

If you have manually assigned options to automatic channels, then clear the options
for these channels individually by specifying the channel number in CONFI GURE
CHANNEL n DEVI CETYPE. .. CLEAR For example, assume that you run the
following:

RVAN> CONFI GURE CHANNEL DEVI CE TYPE DI SK MAXPI ECESI ZE = 1800K;
RVAN> CONFI GURE CHANNEL 3 DEVI CE TYPE DI SK FORMAT = /t np/ %J;
RMAN> CONFI GURE CHANNEL 3 DEVI CE TYPE DI SK CLEAR;

In this case, RMAN clears the settings for CHANNEL 3, but leaves the settings for the
generic DI SK channel (the channel with no number manually assigned) intact.
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See Also: "Clearing Automatic Channel Settings" on page 2-8

Configuring the Maximum Size of Backup Sets and Pieces

The CONFI GURE MAXSETSI ZE command limits the size of backup sets created on a
channel. This CONFI GURE setting applies to any channel, whether manually or
automatically allocated, when the BACKUP command is used to create backup sets.

You can set MAXSETSI ZE in bytes (default), kilobytes (K), megabytes (M), and
gigabytes (G. The default value is given in bytes and is rounded down to the lowest
kilobyte value. For example, if you set the maximum set size to 2000, then RMAN
rounds down this value to 1 kilobyte (1024 bytes). If you set the maximum set size
to 2049, then RMAN rounds down this value to 2 kilobytes (2048 bytes).

The value set by the CONFI GURE MAXSETSI ZE command is a default for the given
channel. You can override the configured MAXSETSI ZE value by specifying a
MAXSETSI ZE option for an individual BACKUP command.

Assume that you issue the following commands at the RMAN prompt:

CONFI GURE DEFAULT DEVI CE TYPE TO sbt;

CONFI GURE CHANNEL DEVI CE TYPE sht PARMS ' ENV=( NSR_DATA VOLUME_POOL=first _pool)";
CONFI GURE MAXSETSI ZE TO 7500K;

BACKUP TABLESPACE users;

BACKUP TABLESPACE t ool s MAXSETSI ZE 5G

The results will be as follows:

« The backup of the user s tablespace uses the automatic sbt channel and the
configured default MAXSETSI ZE setting of 7500K.

« The backup of thet ool s tablespace uses the MAXSETSI ZE setting of 5Gused in
the BACKUP command.

Note: There is no equivalent to MAXSETSI ZE for controlling the
size of image copies. Since an image copy is an exact duplicate of
the file being backed up, its size must be identical to the source file.

This fact can present a problem with some older operating systems
which limit the size of individual files. If you are using a raw
partition to store a 10GB datafile, and your operating system only
supports 4GB files on the file system, you cannot take image copy
backups of that file.

6-20 Backup and Recovery Advanced User's Guide



Configuring Backup Optimization

See Also: Oracle Database Recovery Manager Reference for BACKUP
syntax

Showing the Default Maximum Size of Backup Sets: SHOW MAXSETSIZE

You can use SHOW MAXSETSI ZE to view the maximum backup set size set using
CONFI GURE MAXSETSI ZE. The size of a backup set is measured in the total bytes of
the included backup pieces. After connecting to the target database and recovery
catalog (if you use one), issue the SHOMMAXSETSI ZE command. For example,
enter:

SHOW MAXSETSI ZE; # shows the CONFI GURE MAXSETSI ZE settings

Sample output for SHOVMMAXSETSI ZE follows:

RMAN configuration parameters are:
CONFI GURE MAXSETSI ZE TO 3072K;

Configuring Backup Optimization

Run the CONFI GURE command to enable and disable backup optimization. Backup
optimization skips the backup of files in certain circumstances if the identical file or
an identical version of the file has already been backed up. Full details on the
backup optimization algorithm are provided in "Backup Optimization" on

page 2-16.

Note that backup optimization applies only to the following commands:
» BACKUP DATABASE

« BACKUP ARCHI VELOGwith ALL or LI KE options

» BACKUP BACKUPSET ALL

You can override optimization at any time by specifying the FORCE option on the
BACKUP command. For example, you can run:

BACKUP DATABASE FORCE;

BACKUP ARCHI VELOG ALL FORCE;

By default, backup optimization is configured to OFF. To enable backup
optimization, run the following command:

CONFI GURE BACKUP OPTI M ZATI ON ON,
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To disable backup optimization, run the following command:
CONFI GURE BACKUP OPTI M ZATI ON OFF;

To clear the current backup optimization setting, that is, return backup optimization
to its default setting of OFF, run this command:

CONFI GURE BACKUP OPTI M ZATI ON CLEAR;

See Also:

« "Backup Optimization Algorithm" on page 2-49 for the
complete criteria that determine whether a file is identical and
the conditions under which backup optimization is operative

« "Backing Up Files Using Backup Optimization" on page 7-9 for
examples of how to optimize RMAN backups

Displaying Backup Optimization Setting: SHOW BACKUP OPTIMIZATION

You can use SHOW BACKUP OPTI M ZATI ONto view the current settings of backup
optimization as configured with the CONFI GURE BACKUP OPTI M ZATI ON
command. After connecting to the target database and recovery catalog (if you use
one), issue the SHOWBACKUP OPTI M ZATI ONcommand. For example, enter:

SHOW BACKUP OPTI M ZATI ON;

Sample output for SHONVBACKUP OPTI M ZATI ON follows:

RMAN configuration parameters are:
CONFI GURE BACKUP OPTI M ZATI ON ON,

Configuring Backup Duplexing: CONFIGURE... BACKUP COPIES

Use the CONFI GURE . . . BACKUP COPI ES command to specify how many copies of
each backup piece should be created on the specified device type for the specified
type of file. This feature is known as duplexing. The CONFI GURE settings applies
only to backup sets of datafiles (which includes the current control file) and
archived redo logs. It does not affect image copies.

Note: Control file autobackups on disk are a special case and are
never duplexed: RMAN always creates one and only one copy.
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To configure the number of backup set copies, specify an integer. The following
examples show possible configurations:

# Makes 2 disk copies of each datafile and control file backup set
# (autobackups excl uded)

CONFI GURE DATAFI LE BACKUP COPI ES FOR DEVI CE TYPE DI SK TO 2;

# Makes 3 copies of every archived redo | og backup to tape

CONFI GURE ARCHI VELOG BACKUP COPI ES FOR DEVI CE TYPE sbt TO 3;

If you use the duplexing feature in conjunction with multiple FORMAT strings, then
you can name each individual backup set copy. For example, assume that you
configure BACKUP COPI ES to 3. Then, you can issue:

BACKUP DATABASE FORMAT '/tnp/9%J , '?/dbs/%J), '?/oradata/ W ;

RMAN generates 3 identical copies of each backup piece in the backup set, and
names each piece according to the specified FORMAT string: the first copy is placed
in the / t np directory, the second in the ?/ dbs directory, and the third in the

?/ or adat a directory. Note that you can specify the FORVAT string on the BACKUR,
CONFI GURE CHANNEL, and ALLOCATE CHANNEL commands.

To return a BACKUP COPI ES configuration to its default value, run the same
CONFI GURE command with the CLEAR option, as in this example:

CONFI GURE DATAFI LE BACKUP COPI ES FOR DEVI CE TYPE sht CLEAR

By default, CONFI GURE . . . BACKUP COPI ESiis set to 1 for each device type.

Note: If you do not want to create a persistent copies
configuration, then you can specify copies with the BACKUP
COPI ES and SET BACKUP COPI ES commands.

See Also:
« "Manual Parallelization of Backups" on page 2-18 for concepts
« Oracle Database Recovery Manager Reference for BACKUP syntax

«  Oracle Database Recovery Manager Reference for CONFI GURE
syntax

« Oracle Database Recovery Manager Reference for SET syntax
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Showing the Configured Degree of Duplexing: SHOW... BACKUP COPIES

SHOW .. BACKUP COPI ES lets you view how you have used CONFI GURE . . .
BACKUP COPI ES command to set the number of identical copies that RMAN makes
of each of several types of backup.

After connecting to the target database and recovery catalog (if you use one), run
the SHOWARCHI VEL OG BACKUP COPI ES or SHOWDATAFI LE BACKUP COPI ES
commands. For example, enter:

SHOW DATAFI LE BACKUP CCPI ES; # shows CONFI GURE DATAFI LE BACKUP COPI ES setting

Sample output for SHOWDATAFI LE BACKUP COPI ES follows:

RVAN configuration paraneters are:
CONFI GURE DATAFI LE BACKUP COPI ES FOR DEVI CE TYPE SBT_TAPE TO 1; # default
CONFI GURE DATAFI LE BACKUP COPIES FOR DEVICE TYPE DI SK TO 1; # default

Configuring Tablespaces for Exclusion from Whole Database Backups

You can run CONFI GURE EXCLUDE FOR TABLESPACE to exempt the specified
tablespace from the BACKUP DATABASE command. The exclusion condition applies
to any datafiles that you add to this tablespace in the future.

This tablespace exclusion feature is useful when you do not want to make a
specified tablespace part of the regular backup schedule, as in these cases:

« Atablespace is easy to rebuild, so it is more cost-effective to rebuild it than back
it up every day.

« Atablespace contains temporary or test data that you do not need to back up.

« A tablespace does not change often and therefore should be backed up on a
different schedule from other backups.

For example, you can exclude testing tablespaces cwm i t e and exanpl e from
whole database backups as follows:

CONFI GURE EXCLUDE FOR TABLESPACE cwriite;

CONFI GURE EXCLUDE FOR TABLESPACE exanpl e;

If you run the following command, then RMAN backs up all tablespaces in the
database except cwnl i t e and exanpl e:

BACKUP DATABASE;
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You can still back up the configured tablespaces by explicitly specifying them in a
BACKUP command or by specifying the NOEXCLUDE option on a BACKUP DATABASE
command. For example, you can enter one of the following commands:

# backs up the whol e database, including cwriite and exanple
BACKUP DATABASE NOEXCLUDE;
BACKUP TABLESPACE cwrite, exanple; # backs up only cwrite and exanmple

You can disable the exclusion feature for cw i t e and exanpl e as follows:

CONFI GURE EXCLUDE FOR TABLESPACE cwniite CLEAR;
CONFI GURE EXCLUDE FOR TABLESPACE exanpl e CLEAR;

RMAN includes these tablespaces in future whole database backups.

Showing the Tablespaces Excluded from Backups

SHOW EXCLUDE shows how you have used the CONFI GURE EXCLUDE command to
exclude tablespaces from whole database backups.

After connecting to the target database and recovery catalog (if you use one), run
the SHOWEXCLUDE command. For example, enter:;

RVAN> SHOW EXCLUDE; # shows the CONFI GURE EXCLUDE setting

Sample output for SHONVEXCL UDE follows:

RMAN configuration parameters are:
CONFI GURE EXCLUDE FOR TABLESPACE ' OLD_ACCOUNTS ;

See Also:
« Oracle Database Recovery Manager Reference for BACKUP syntax

«  Oracle Database Recovery Manager Reference for CONFI GURE
syntax

Configuring Auxiliary Instance Datafile Names: CONFIGURE AUXNAME

When performing tablespace point-in-time recovery (TSPITR) or duplicating a
database using RMAN, you may want to set the names of datafiles in the auxiliary
instance before startingthe actual TSPITR or database duplication.

The command for doing so is:
CONFI GURE AUXNAME FOR dat afileSpec TO 'fil enane’;
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where dat af i | eSpec identifies some datafile by its original name or datafile
number, and f i | enane is the new path for the specified file.

For example, you might configure a new auxiliary name for datafile 2 as follows:
CONFI GURE AUXNAME FOR DATAFILE 2 TO '/ newdi sk/dat afil es/df 2. df;’

As with other settings, this CONFI GURE setting is persistent across RMAN sessions
until cleared using CONFI GURE... CLEAR, as shown here:

CONFI GURE AUXNAME FOR DATAFI LE 2 CLEAR;

If you are performing TSPITR or running the DUPLI CATE command, then by using
CONFI GURE AUXNANME you can preconfigure the filenames for use on the auxiliary
database without manually specifying the auxiliary filenames during the procedure.

When renaming files with the DUPLI CATE command, CONFI GURE AUXNAME is an
alternative to SET NEWNAME. The difference is that after you set the AUXNAME the
first time, you do not need to reset the filename when you issue another

DUPLI CATE command: the AUXNAME setting remains in effect until you issue
CONFI GURE AUXNAME ... CLEAR In contrast, you must reissue the SET NEVWAME
command every time you rename files.

See Chapter 10, "RMAN Tablespace Point-in-Time Recovery (TSPITR)" for more
details on using CONFI GURE AUXNAME in connection with TSPITR, and Chapter 11,
"Duplicating a Database with Recovery Manager" for more on using CONFI GURE
AUXNAME in performing database duplication.

Showing the Default Filenames Configured for Auxiliary Channels

To view auxiliary datafile names currently configured for your database, you can
use the SHOW AUXNAME command:

RVAN>  SHOW AUXNAME;

Sample output follows:

RMAN configuration parameters are:
CONFI GURE AUXNAME FOR DATAFI LE '/oracl e/ oradata/trgt/tool sO1.dbf' TO
"/tnp/tool sOL. dbf";

Setting the Snapshot Control File Location

When RMAN needs to resynchronize from a read-consistent version of the control
file, it creates a temporary snapshot control file. RMAN needs a snapshot control
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file only when resynchronizing with the recovery catalog or when making a backup
of the current control file.

The default value for the snapshot control file is platform-specific and depends on
the Oracle home. For example, the default filename on some UNIX platforms in
Oracle Database 10g is $ORACLE_HOWVE/ dbs/ snapcf _@ f . Note that if you have a
flash recovery area configured, the default location for the snapshot control file is
not the flash recovery area.

In general, you should only need to set the control file location when you are
upgrading to the current release from a release earlier than 8.1.7. In these earlier
releases, the default location for the snapshot control file was not dependent on the
Oracle home, whereas in the current release the default location is dependent on the
Oracle home.

Default Location of the Snapshot Control File

By default, the location of the snapshot control file is determined by the rules in the
following table:

If you ... Then ...

Create a new database | The snapshot control file location uses the default value. In this
in the current release case, the default snapshot control file location changes if you
change the Oracle home.

Upgrade to the current | The snapshot control file location is not set to the default value.
release from a release Instead, RMAN uses the snapshot location that is already stored
prior to 8.1.7 in the control file. In this case, the snapshot control file location
does not change if you change the Oracle home.

Viewing the Configured Location of the Snapshot Control File

You can see the current snapshot location by running the SHOAMcommand. This
example shows a snapshot location that is determined by the default rule:

RVAN> SHOW SNAPSHOT CONTROLFI LE NAME;
CONFI GURE SNAPSHOT CONTROLFI LE NAME TO '/oracl e/ dbs/ snapcf _trgt.f'; # default

This example shows a snapshot control file that has a nondefault filename:

RVAN>  SHOW SNAPSHOT CONTROLFI LE NAME;
CONFI GURE SNAPSHOT CONTROLFI LE NAME TO '/oracl e/ oradata/trgt/snap_trgt.ctl';
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Setting the Location of the Snapshot Control File

Use the CONFI GURE SNAPSHOT CONTROLFI LENAME TO' fi | enane’ command to
change the name of the snapshot control file. Subsequent snapshot control files that
RMAN creates use the specified filename.

For example, start RMAN and then enter:
CONFI GURE SNAPSHOT CONTROLFI LE NAME TO '/oracl e/ oradata/trgt/snap_trgt.ctl';

You can also set the snapshot control file name to a raw device:
CONFI GURE SNAPSHOT CONTROLFI LE NAME TO ' /dev/vgd_1_0/rlvt5';

If one RMAN job is already backing up the control file while another needs to create
a new snapshot control file, you may see the following message:

wai ting for snapshot controlfile enqueue

Under normal circumstances, a job that must wait for the control file enqueue waits
for a brief interval and then successfully retrieves the enqueue. Recovery Manager
makes up to five attempts to get the enqueue and then fails the job. The conflict is
usually caused when two jobs are both backing up the control file, and the job that
first starts backing up the control file waits for service from the media manager.

See Also: "Backup Fails Because of Control File Enqueue:
Scenario” on page 15-25, Oracle Real Application Clusters
Administrator’s Guide for handling of snapshot control files in RAC
configurations, and Oracle Database Recovery Manager Reference for
CONFI GURE syntax

To reset the snapshot control file location to the default, run the CONFI GURE
SNAPSHOT CONTROLFI LE LOCATI ON CLEAR command.

Showing the Current Snapshot Control File Name

Issue the SHOWSNAPSHOT CONTROLFI LE command to display the value set by
CONFI GURE SNAPSHOT CONTROLFI LE NAME.

Note: In releases prior to Oracle9i, the CONFI GURE SNAPSHOT
CONTRCOLFI LE command was called SET SNAPSHOT
CONTROLFI LE.
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To show the snapshot control file filename:

After connecting to the target database and recovery catalog (if you use one), run
the SHONSNAPSHOT CONTROLFI LE command. For example, enter:

SHOW SNAPSHOT CONTROLFI LE NAME; # shows CONFI GURE SNAPSHOT CONTRCLFILE setting

Sample output for SHONSNAPSHOT CONTRCOLFI LE follows:

RMAN configuration parameters are:
CONFI GURE SNAPSHOT CONTROLFI LE NAME TO '/ oracl e/ dbs/cf _snap.f';

See Also: "Setting the Snapshot Control File Location" on
page 6-26 to learn about the snapshot control file and its function

Setting Up RMAN for Use with a Shared Server

RMAN cannot connect to the target database through a shared server dispatcher.
RMAN requires a dedicated server process. Nevertheless, you can connect specified
sessions to dedicated servers, even when the target is configured for a shared server.

To ensure that RMAN does not connect to a dispatcher when the target database is
configured for a shared server, the net service name used by RMAN must include
( SERVER=DEDI CATED) in the CONNECT_DATA attribute of the connect string.

Oracle Net configuration varies greatly from system to system. The following
procedure illustrates only one method. This scenario assumes that the following
service name in the t nsnames. or a connects to the target database using the
shared server architecture, where i nst 1 is a value of the SERVI CE_NAMES
initialization parameter:

instl shs =
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=i nst 1_host) (port 1521))
( GONNECT_DATA=( SERV CE_NAME= nst 1) ( SERVER=shar ed) )

)
To use RMAN with a shared server:

1. Create a net service name in the t nsnanes. or a file that connects to the
nonshared SID. For example, enter:

instl ded =
( DESCRI PTI ON=
( ADDRESS=( PROTOCCOL=t cp) ( HOST=i nst 1_host ) (port 1521))
( CONNECT_DATA=( SERVI CE_NAME=i nst 1) ( SERVER=dedi cat ed))

)
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2. Start SQL*Plus and then connect using both the shared server and dedicated
server service names to confirm the mode of each session. For example, to
connect to a dedicated session you can issue:

CONNECT SYS/ oracl e@nst1 ded
SELECT SERVER
FROM V$SESSI ON
WHERE SI D = (SELECT DI STINCT SID FROM V3MYSTAT) ;

DEDI CATED
1 row sel ected.

To connect to a shared server session, you can issue:

CONNECT SYS/ oracl e@nst1_shs AS SYSDBA
SELECT SERVER
FROM V$SESSI ON
WHERE SID = (SELECT DI STINCT SID FROM V$MYSTAT) ;

SHARED
1 row sel ected.

3. Connect to the target database (and optionally the recovery catalog) with the
dedicated service name. For example, enter:
% rman TARGET SYS/oracl e@nst1_ded CATALOG rman/ cat @at db
See Also: Your operating system-specific Oracle documentation

and your Oracle Net Services Reference Guide for a complete
description of Oracle Net connect string syntax
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Making Backups with RMAN: Advanced

Topics

This chapter describes how to use RMAN to make backups. This chapter contains
these topics:

Configuring and Allocating Channels for Use in Backups
Configuring the Default Backup Type for Disk
Duplexing Backup Sets

Making Split Mirror Backups with RMAN

Backing Up Backup Sets with RMAN

Restarting and Optimizing RMAN Backups

Validating Backups with RMAN

RMAN Backup Examples
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Configuring and Allocating Channels for Use in Backups
You have the following options for executing backups:

« Configure automatic channels with the CONFI GURE command, and then issue
BACKUP commands at the RMAN prompt or within a RUN block

= Within a RUN block only, you can allocate channels manually with the
ALLOCATE CHANNEL command, and then issue BACKUP commands using
those channels

The easiest way to make backups is to configure automatic channels. For example,
so long as you have already configured an sbt device type, you can configure a
default sbt channel as follows (note that the PARMS value is vendor-specific) and
then back up the database using these defaults:

RVAN> CONFI GURE DEVI CE TYPE sbt PARALLELI SM 1,

RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbht;

RVAN> CONFI GURE CHANNEL DEVI CE TYPE sht PARMS ' ENV=( NSR_SERVER=bksvr1)';
RMAN> BACKUP DATABASE;

RMAN preconfigures a DI SK channel for you, so you can make disk backups using
automatic channels without performing any configuration whatsoever.

The other method is to allocate channels manually within a RUN command. For
example, this command allocates multiple disk channels and then backs up the
database and archived redo logs:

RMAN> RUN

{
ALLOCATE CHANNEL chl DEVI CE TYPE DI SK;

ALLOCATE CHANNEL ch2 DEVI CE TYPE DI SK;
ALLOCATE CHANNEL ch3 DEVI CE TYPE DI SK;
BACKUP DATABASE PLUS ARCHI VELOG

}

The following example manually allocates an sbt channel (with a vendor-specific
PARMS value) and backs up a datafile copy:

RVAN> RUN

{
ALLOCATE CHANNEL chl DEVI CE TYPE sht PARMS ' ENV=( NSR_SERVER=bksvr1)';

BACKUP DATAFI LECOPY '/t np/ systenD1. dbf ' ;
}

For the most part, the procedures in this chapter assume that you have configured
automatic channels.
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Configuring the Default Backup Type for Disk

When backing up to disk, it is recommended to create image copies, rather than
backup sets. Some features of RMAN backups, such as incrementally updated
backups, require the use of image copies. Also, image copy backups are more
convenient to use in some restore and recovery scenarios. However, by default, the
BACKUP command creates backups as backup sets, when backing up to disk as well
as to tape. (Backups to tape must be stored as backup sets.)

To configure RMAN to create image copies by default when backing up to disk, use
the following command:

RVAN> CONFI GURE DEVI CE TYPE DI SK BACKUP TYPE TO CCPY;

To return RMAN to its default behavior of producing backup sets, use the following
command:

RVAN> CONFI GURE DEVI CE TYPE DI SK BACKUP TYPE CLEAR

Duplexing Backup Sets

It is safer to make multiple copies of backups to protect against disaster, media
damage, or human error. RMAN can make up to four copies of a backup set
simultaneously, each an exact duplicate of the others. A copy of a backup set is a
copy of each backup piece in the backup set, with each copy getting a unique copy
number (for example, Ot cnBu2s_1 1 and Ot cnBu2s_1 2).

In most cases, the easiest method is to use BACKUP. . . COPI ES or CONFI GURE . . .
BACKUP COPI ES to duplex backup sets. There is little value in creating multiple
copies on the same physical media. For DI SK channels, specify multiple values in
the FORMAT option to direct the multiple copies to different physical disks. For sbt
channels, if you use a media manager that supports Version 2 of the SBT API, then
the media manager will automatically put each copy onto a separate medium (for
example, a separate tape).

Note that it is not possible to duplex backup sets to the flash recovery area, and that
duplexing only applies to backup sets, not image copies. It is an error to specify the
BACKUP. . . COPI ES when creating image copy backups, and the CONFI GURE. . .
BACKUP COPI ES setting is ignored for image copy backups.

Duplexing Backup Sets with CONFIGURE BACKUP COPIES

The CONFI GURE . . . BACKUP COPI ES command specifies the number of identical
backup sets that you want to create on the specified device type. This setting applies
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to all backups except control file autobackups (because the autobackup of a control
file always produces one copy) and backup sets when backed up with the BACKUP
BACKUPSET command. You must have automatic channels configured.

To duplex a backup with CONFIGURE BACKUP COPIES:

1. Configure the number of copies on the desired device type for datafiles and
archived redo logs on the desired device types. This example configures
duplexing for datafiles and archived logs on tape as well as duplexing for
datafiles (but not archived logs) on disk:

RVAN> CONFI GURE DEVI CE TYPE sht PARALLELI SM 1;

RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbt;

RVAN> CONFI GURE CHANNEL DEVI CE TYPE DI SK FORMAT ' /savel/ %J , '/save2/ W ;
RVAN> CONFI GURE DATAFI LE BACKUP COPI ES FOR DEVI CE TYPE sht TO 2;

RVAN> CONFI GURE ARCHI VELOG BACKUP COPI ES FOR DEVI CE TYPE sht TO 2;

RVAN> CONFI GURE DATAFI LE BACKUP COPI ES FOR DEVI CE TYPE DI SK TO 2;

2. Execute the BACKUP command. The following command backs up the database
and archived logs to tape, making two copies of each datafile and archived redo
log:

RVAN> BACKUP DATABASE PLUS ARCHI VELOG, # uses default sbt channel
Because of the configured formats for the disk channel, the following command

backs up the database to disk, placing one copy of the backupsets produced in
the / savel directory and the other in the / save?2 directory:

RVAN> BACKUP DEVI CE TYPE DI SK AS COPY DATABASE;

3. Issue a Ll ST BACKUP command to see a listing of backup sets and pieces . For
example, enter:

RVAN> LI ST BACKUP SUMVARY;

The #Copi es column shows the number of backupsets, which may have been
produced by duplexing or by multiple backup commands.

Duplexing Backupsets with BACKUP... COPIES

The COPI ES option of the BACKUP command overrides every other COPI ES or
DUPLEX setting to control duplexing of backupsets.
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To duplex a backup with BACKUP COPIES:

1. Specify the number of identical copies with the COPI ES option of the BACKUP
command. For example, run the following to make three copies of each backup
set in the default DI SK location:

RMAN> BACKUP AS BACKUPSET DEVI CE TYPE DI SK
COPIES 3
| NCREMENTAL LEVEL 0
DATABASE;

Because you specified COPI ES on the BACKUP command, RMAN makes three
backupsets of each datafile regardless of the CONFI GURE DATAFI LE COPI ES
setting.

2. lIssue a Ll ST BACKUP command to see a listing of backup sets and pieces (the
#Copi es column shows the number of copies, which may have been produced
through duplexing or through multiple invocations of the BACKUP command).
For example, enter:

RVAN> LI ST BACKUP SUMVARY;

Making Split Mirror Backups with RMAN

Many sites keep an backup of the database stored on disk in case a failure occurs on
the primary database or an incorrect user action such as a DROP TABLE requires
point-in-time recovery. A datafile backup on disk simplifies the restore step of
recovery, making recovery much quicker and more reliable.

Caution: Never make backups, split mirror or otherwise, of online
redo logs. Restoring online redo log backups can create two
archived logs with the same sequence number but different
contents. Also, it is best to use the BACKUP CONTROLFI LE
command rather than a split mirror to make control file backups.

One way of creating a datafile backup on disk is to use disk mirroring. For example,
you can use the operating system to maintain three identical copies of each file in
the database. In this configuration, you can split off a mirrored copy of the database
to use as a backup.
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RMAN does not automate the splitting of mirrors, but can make use of split mirrors
in backup and recovery operations. For example, RMAN can treat a split mirror of a
datafile as a datafile copy, and can also back up this copy to disk or tape.

The following procedure shows how to make a split mirror backup with the
SUSPEND/RESUNME functionality. The SUSPEND/ RESUME feature is not required for
split mirror backups in most cases, although it is necessary if your system requires
the database cache to be free of dirty buffers before the volume can be split.

To make a split mirror backup of a tablespace by using SUSPEND/RESUME:

1.

Start RMAN and then place the tablespaces that you want to back up into
backup mode with the ALTER TABLESPACE . . . BEG NBACKUP statement. (To
place all tablespaces in backup mode, you can use ALTER DATABASE BEG N
BACKUP instead.)

For example, to place tablespace user s in backup mode, start RMAN and run
the following commandes:

RMAN> CONNECT TARGET SYS/ oracl e@r gt
RVAN> CONNECT CATALOG rman/ cat @at db
RMAN> SQL ' ALTER TABLESPACE users BEG N BACKUP' ;

Suspend the 1/0s if your mirroring software or hardware requires it. For
example, enter the following SQL statement:
RVAN> SQL ' ALTER SYSTEM SUSPEND ;

Split the mirrors for the underlying datafiles contained in these tablespaces.
Take the database out of the suspended state:
RVAN> SQL ' ALTER SYSTEM RESUME'

Take the tablespaces out of backup mode. For example, enter:

RVAN> SQL ' ALTER TABLESPACE users END BACKUP' ;

You could also use ALTER DATABASE END BACKUP to take all tablespaces out
of backup mode.

Start an RMAN session and then catalog the user-managed mirror copies as
datafile copies with the CATALOGcommand. For example, enter:

RMAN> CATALOG DATAFI LECOPY '/ dk2/oradata/trgt/users0l.dbf'; # catalog split
mrror
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7. Back up the datafile copies. For example, assuming that you have configured
automatic channels, run the BACKUP DATAFI LECOPY command at the prompt;

RVMAN> BACKUP DATAFI LECOPY '/ dk2/ oradatal/trgt/users0l. dbf';
8. When you are ready to resilver the split mirror, first use the CHANGE . . .

UNCATALOGcommand to uncatalog the datafile copies you cataloged in step 6.
For example, enter:

RVAN> CHANGE DATAFI LECOPY '/ dk2/ oradatal/trgt/users0l. dbf' UNCATALOG
9. Resilver the split mirror for the affected datafiles.

See Also: Oracle Database SQL Reference for ALTER SYSTEM
SUSPEND syntax

Backing Up Backup Sets with RMAN

Use the BACKUP BACKUPSET command to back up backup sets rather than database
files. This command is especially useful in the following scenarios:

« Ensuring that all backups exist both on disk and on tape

« Moving backups from disk to tape and then deallocating the space on disk

Note: You cannot duplex backups when running BACKUP
BACKUPSET. RMAN always makes one and only one copy on the
specified media when performing BACKUP BACKUPSET.

To back up backup sets from disk to tape:

1. Assuming that you have configured an automatic sbt channel, issue the
BACKUP BACKUPSET command at the RMAN prompt. This example backs up
all disk backup sets to tape:

RVAN> BACKUP DEVI CE TYPE sht BACKUPSET ALL;

This example backs up all disk backup sets to tape and then deletes the input
disk backups:

RVAN> BACKUP DEVI CE TYPE sht BACKUPSET ALL DELETE | NPUT;

2. lIssue a Ll ST command to see a listing of backup sets and pieces.
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Backing Up Image Copies with RMAN

Use the BACKUP COPY OF command to back up image copies of datafiles, control
files, and archived logs. The output of the BACKUP command can be either backup
sets or image copies, so you can generate backup sets from your image copies. This
technique is useful when you want to back up a database backup on disk to tape,
because all backups to tape must be backup sets. You can use the MAXSETSI ZE
parameter of the BACKUP command to set a maximum size for each backup set.

To back up image copies from disk to tape:

1. Assuming that you have configured an automatic sbt channel, issue the
BACKUP COPY OF command at the RMAN prompt. This example backs up the
latest image copy of the database to tape:

RVAN> BACKUP DEVI CE TYPE sht COPY OF DATABASE;

This example backs up the latest image copy backup of a database in backup
sets on tape, and then deletes the input disk backups:

RVAN> BACKUP DEVI CE TYPE sht COPY OF DATABASE DELETE | NPUT;

2. lIssue a Ll ST command to see a listing of backup sets and pieces.

When backing up your image copies, identifying the image copy to back up is
easier if you provide tags for your backups. Image copies of datafiles and archived
redo logs have associated tags (if you do not provide one, one is automatically
generated). The tag of an image copy is inherited by default when the image copy is
backed up as a new image copy. You can also specify your own tag.

To take advantage of the tags associated with your image copy backups, use the

W TH TAG selector. As explained previously, the tag of the image copy being
backed up will also be assigned to the new backup. When multiple image copies
have the same tag, the most recent image copy of a file with the specified tag will be
backed up.

Restarting and Optimizing RMAN Backups

RMAN supports two distinct features by which it can back up only those files that
require backups: restartable backups and backup optimization.

With the restartable backup feature, RMAN backs up only those files that were not
backed up after a specified date. For example, by specifying the NOT BACKED UP

SI NCE Tl ME clause, you can direct RMAN to back up only those files that were not
backed up within the last day.
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With backup optimization, the BACKUP command skips the backup of a file if the
identical file has already been backed up to the allocated device type. To override
this behavior and back up all files whether or not they have changed, specify the
FORCE option on the BACKUP command. To enable or disable backup optimization,
specify ON or OFF on the CONFI GURE BACKUP OPTI M ZATI ONcommand.

Additionally, BACKUP . . . PLUS ARCHI VELOGcan archive unarchived online logs
as well as back up archived logs.

See Also: "Backup Optimization" on page 2-49 for a conceptual
overview of optimization, and "Restartable Backups" on page 2-54
for a conceptual overview of restartable backups

Backing Up Files Using Backup Optimization

For backup optimization to be enabled, you must CONFI GURE BACKUP
OPTI M ZATI ONto ON. Backup optimization is OFF by default.

To use backup optimization with a backup operation:

1. If you have not already enabled backup optimization, then enable it by running
the CONFI GURE BACKUP OPTI M ZATI ONcommand. For example, enter:

RVAN> CONFI GURE BACKUP OPTI M ZATI ON ON;
2. Back up the desired files. The following example backs up to an sbt device

any archived redo logs that either have not been already backed up, or where
the existing backups do not satisfy the current duplexing setting:

RVAN> BACKUP DEVI CE TYPE sbt ARCHI VELOG ALL;

RMAN does not signal an error when it skips backing up files due to backup
optimization.

See Also: "Backup Optimization" on page 2-49 for a conceptual
overview of optimization and backup retention policies

Restarting a Backup After It Partially Completes

Use the SI NCE TI ME parameter of the BACKUP command to specify a date after
which a new backup is required. If you do not specify the SI NCE parameter, then
RMAN only backs up files that have never been backed up.
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To only back up files that were not backed up after a specified date:

Specify a valid date in the SI NCE Tl ME parameter. For example, this command uses
the default configured channel to back up all database files and archived redo logs
that have not been backed up in the last two weeks:

RMAN> BACKUP NOT BACKED UP SINCE TI ME ' SYSDATE- 14
DATABASE PLUS ARCH VELGG,

Validating Backups with RMAN
You can use the VALI DATE keyword of the BACKUP command to do the following:
« Check datafiles for physical and logical corruption
= Confirm that all database files exist and are in the correct locations

RMAN does not actually produce backup sets, but rather reads the specified files in
their entirety, to determine whether they can be backed up and are not corrupted. In
this sense, the BACKUP VALI DATE command is similar to the RESTORE VALI| DATE
command, except for backups rather than restore jobs.

If the backup validation discovers corrupt blocks, then RMAN updates the
V$DATABASE BLOCK CORRUPTI ON view with rows describing the corruptions.
After a corrupt block is repaired, the row identifying this block is deleted from the
view.

For example, you can validate that all database files and archived redo logs can be
backed up by running a command as follows:

RMAN> BACKUP VALI DATE DATABASE ARCHI VELOG ALL;
This form of the command would check for physical corruption. To check for logical
corruption,

RVAN> BACKUP VALI DATE CHECK LOG CAL DATABASE ARCHI VELOG ALL;
RMAN displays the same output that it would if it were really backing up the files.

If RMAN cannot validate the backup of one or more of the files, then it displays an
error message. For example, RMAN may show output similar to the following:

RVAN- 00571:
RMAN- 00569: =============== ERROR MESSAGE STACK FOLLOANS ===============
RVAN- 00571:
RMAN- 03002: failure of backup command at 08/29/2001 14:33:47

ORA-19625: error identifying file /oracle/oradataltrgt/arch/archivel_6.dbf
ORA-27037: unable to obtain file status

SVR4 Error: 2: No such file or directory
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Additional information: 3
You cannot use the MAXCORRUPT or PROXY parameters with the VALI DATE option.

See Also:
« Oracle Database Recovery Manager Reference for BACKUP syntax

« "Recovering Blocks Listed in VSDATABASE_BLOCK _
CORRUPTION" on page 8-23 to learn how to repair corrupt
blocks discovered by BACKUP . . . VALI DATE

RMAN Backup Examples

This section contains these topics:

« Specifying the Device Type on the BACKUP Command: Example

« Skipping Tablespaces when Backing Up a Database: Example

» Restarting a Backup: Example

» Spreading a Backup Across Multiple Disk Drives: Example

« Backing Up a Large Database to Multiple File Systems: Example

« Specifying the Size of Backup Sets: Example

« Limiting the Size of Backup Pieces: Example

« Backing Up Archived Redo Logs in a Failover Scenario: Example

« Backing Up Archived Logs Needed to Recover an Online Backup: Example
« Backing Up and Deleting Multiple Copies of an Archived Redo Log: Example
« Performing Differential Incremental Backups: Example

« Performing Cumulative Incremental Backups: Example

« Determining How Channels Distribute a Backup Workload: Example

« Backing Up in NOARCHIVELOG Mode: Example

« Cataloging User-Managed Datafile Copies: Example

» Keeping a Long-Term Backup: Example

«  Optimizing Backups: Examples

« Handling Errors During Backups: Example
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Specifying the Device Type on the BACKUP Command: Example
Assume that you configure an automatic sbt channel as follows:

RMAN> CONFI GURE DEVI CE TYPE sht PARALLELI SM 1; # configure device

RMAN> CONFI GURE CHANNEL DEVI CE TYPE shbt PARMS='"...'; # configure options for
channel s

RMAN> CONFI GURE DEFAULT DEVICE TYPE to sht; # set default device type

Assume that you want to back up the database to disk and use the default
configured DI SK channel. You can specify that the BACKUP command should use a
DI SK channel as follows:

RVAN> BACKUP DEVI CE TYPE DI SK DATABASE;

To back up the database to the sbt device run this command:
RVAN> BACKUP DATABASE;

Skipping Tablespaces when Backing Up a Database: Example

The following example assumes that the database is running in ARCHI VELOGmode
and that you have an automatic sbt channel configured as follows:

RVAN> CONFI GURE DEVI CE TYPE sht PARALLELI SM 1;

RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbht;

RMAN> CONFI GURE CHANNEL DEVI CE TYPE sbt PARMS=" ENV=( NSR_DATA_ VOLUME_
POOL=BackupPool )" ;

To back up the database while skipping offline and read-only tablespaces, you can
run the following command:

RMAN> BACKUP DATABASE
SKI' P READONLY
SKI'P OFFLI NE;

You need to back up a read-only tablespace only once after it has been made
read-only. You can use the SKI P READONLY option to skip read-only datafiles. If
you use the SKI P OFFLI NE option, then the BACKUP command does not attempt to
access offline datafiles. Use this option if the offline datafiles are not available.

Another way to persistently skip tablespaces across RMAN sessions is to issue the
CONFI GURE EXCLUDE command for each tablespace that you always want to skip.
For example, you may always want to skip the exanpl e tablespace, which has
been made read-only. You can then issue:

RVAN> CONFI GURE EXCLUDE FOR TABLESPACE exanpl e;
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Then, whenever you run BACKUP DATABASE, RMAN skips this tablespace. You do
not have to specify a SKI P clause on the BACKUP command. You can override this
behavior and include the exanpl e tablespace as follows:

RMAN> BACKUP DATABASE NCEXCLUDE;

Restarting a Backup: Example

Assume that you back up the database and archived logs every night to tape by
running this command:

RVAN> BACKUP
MAXSETSI ZE 10G
DATABASE PLUS ARCHI VELOG

The preceding command sets an upper limit to the size of each backup set so that
RMAN produces multiple backup sets. Assume that the media management device
fails halfway through the backup and is then restarted. The next day you discover
that only half the backup sets completed. In this case, you can run this command in
the evening:

RVAN> BACKUP

# Note that the NOT BACKED UP SINCE cl ause shoul d be placed imediately after
the BACKUP

# keyword or after each individual backupSpec clause

NOT BACKED UP SI NCE TI ME ' SYSDATE- 1'

MAXSETSI ZE 10M

DATABASE PLUS ARCHI VELOG

RMAN backs up only files that were not backed up during in the previous 24 hours.
When RMAN finds out that particular file is already backed up it displays output
similar to the following:

RMAN- 06501: skipping datafile 1; already backed up on NOV 02 2003 18:10:00
RVAN- 06501: ski pping datafile 2; already backed up on NOV 02 2003 18:09: 45
RVAN- 06501: ski pping datafile 3; already backed up on NOV 02 2003 18:09: 45

Spreading a Backup Across Multiple Disk Drives: Example

Typically, you do not need to specify a format when backing up to tape because the
default %4J variable generates a unique filename for tape backups. When backing up
to disk, however, you can specify a format if you need to spread the backup across

several drives for improved performance. In this case, allocate one DI SK channel for
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each disk drive and specify the format string on the ALLOCATE CHANNEL command
so that the filenames are on different disks. For example, issue:

RUN

{
ALLOCATE CHANNEL di skl DEVI CE TYPE DI SK FORMAT ' /di sk1/%l_backups/ WJ ;
ALLOCATE CHANNEL di sk2 DEVI CE TYPE DI SK FORMAT ' /di sk2/%l_backups/ WJ ;
ALLOCATE CHANNEL di sk3 DEVI CE TYPE DI SK FORMAT '/ di sk3/ %l_backups/ WJ ;
BACKUP AS COPY DATABASE,

}

You can accomplish the same result by configuring automatic channels as follows:

CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 3;

CONFI GURE DEFAULT DEVI CE TYPE TO DI SK;

CONFI GURE CHANNEL 1 DEVI CE TYPE DI SK FORMAT ' /di sk1/9%l_backups/ WJ ;
CONFI GURE CHANNEL 2 DEVI CE TYPE DI SK FORMAT '/ di sk2/ %i_backups/ WJ ;
CONFI GURE CHANNEL 3 DEVI CE TYPE DI SK FORMAT '/ di sk3/ %l_backups/ %J ;
BACKUP AS COPY DATABASE;

If you specify a nonexistent directory, RMAN displays output such as the following:

RMAN- 00571:

RMAN- 00569: =============== ERROR MESSAGE STACK FOLLOANS ===============

RVAN- 00571:

RMAN- 03009: failure of backup command on ORA DI SK 1 channel at 08/29/2001
14: 36: 04

ORA-19504; failed to create file "/nosuchdi sk/0Ocd2nom 1 1"
ORA-27040: skgfrcre: create error, unable to create file
SVR4 Error: 2: No such file or directory

Backing Up a Large Database to Multiple File Systems: Example

In this scenario, you have a 35 GB database that you want to back up to disk.
Because RMAN can only write one backup piece on a raw disk device, you decide
to spread the backup across four file systems. You decide to make each backup set
roughly the same size: 10 GB. You want each backup piece to be no more than 2 GB
so that each backup set contains up to five backup pieces.

You decide to use the FORMAT parameter of the CONFI GURE CHANNEL command so
that each channel will write to a different file system. You use conversion variables
to guarantee unique names for the backup pieces. For example, the following
commands configure four channels, configures their formats so that they write to
the four file systems (/ f s1,/fs2,/fs3,/f s4) and groups the datafiles so that
each backup set is about the same size.
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RMAN> CONFI GURE DEVI CE TYPE DI SK PARALLELI SM 4;

RVAN> CONFI GURE CHANNEL 1 DEVI CE TYPE DI SK FORVAT='/fs1/9%J MAXPI ECESI ZE 2G
RVAN> CONFI GURE CHANNEL 2 DEVI CE TYPE DI SK FORMAT='/fs2/ %J MAXPI ECESI ZE 2G
RVAN> CONFI GURE CHANNEL 3 DEVI CE TYPE DI SK FORMAT='/fs3/ % MAXPI ECESI ZE 2G
RVAN> CONFI GURE CHANNEL 4 DEVI CE TYPE DI SK FORMAT='/fs4/ %J MAXPI ECESI ZE 2G
RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO DI SK;

Then, you can run this command every night to generate four backup sets, each in a
different directory and each approximately the same size:

RMAN> BACKUP AS BACKUPSET DATABASE,

You can also back up the backup sets from disk to four different tapes from a tape
pool by setting PARALLEL| SM=4 for the sbt device (and specifying the appropriate
vendor-specific PARMS for the sbt channel), as in the following example:

RVAN> CONFI GURE DEVI CE TYPE sbt PARALLELI SM 4;
RVAN> CONFI GURE CHANNEL DEVI CE TYPE sbt PARMB="...';
RVAN> BACKUP DEVI CE TYPE sht BACKUPSET ALL DELETE | NPUT;

Note that this example makes certain assumptions, such as no datafile is too large to
fit into a backup piece, that there are at least four datafiles in the database, and so
on. In extrapolating from this example you must take into account the specifics of
your own circumstances.

Specifying the Size of Backup Sets: Example

When making backups, RMAN divides the total number of files requiring backups

by the number of allocated channels to calculate the number of files to place in each
backup set. Use the MAXSETSI ZE parameter to override this calculation and specify
how many files should go in each backup set.

The MAXSETSI ZE parameter specifies a maximum size for a backup set in units of
bytes (default), kilobytes, megabytes, or gigabytes. Thus, to limit a backup set to 305
MB, specify MAXSETSI ZE=305M RMAN attempts to limit all sets to this size.

You can use MAXSETSI ZE to limit the size of backup sets so that the database is
divided among more than one backup set. If you configure MAXSETSI ZE so that
you generate multiple backup sets, however, then if the backup fails partway
through, you can use the restartable backup feature to back up only those files that
were not backed up during the previous attempt. See "Restartable Backups" on
page 2-54 for a conceptual overview of restartable backups.
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The following example configures a tape device, then backs up archived redo logs
to tape, limiting the size to 100 MB so that if the backup fails partway through, it
can be restarted:

RVAN> CONFI GURE DEVI CE TYPE sht PARALLELI SM 1;
RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbt;
RVAN> BACKUP MAXSETSI ZE = 100M ARCHI VELOG ALL;

This example accomplishes the same result with CONFI GURE MAXSETSI ZE:

RVAN> CONFI GURE DEFAULT DEVI CE TYPE TO sbht;
RVAN> CONFI GURE MAXSETSI ZE = 100M
RMAN> BACKUP ARCHI VELOG ALL;

Note that if you specify a MAXSETSI ZE value that is too small to contain the biggest
file that you are backing up (either the actual size of that file, or if binary
compression is specified, then the size of tha tfile after compression), then RMAN
displays an error stack such as the following:

RVAN- 00571:

RMAN- 00569: =============== ERROR MESSAGE STACK FOLLOANS ===============

RVAN- 00571:

RMAN- 03002: failure of backup command at 11/03/03 14:40: 33

RMAN- 06182: archive log larger than MAXSETSI ZE: thread 1 seq 1
/oracl e/ oradata/trgt/arch/archivel_1. dbf

Limiting the Size of Backup Pieces: Example

Backup piece size is an issue in those situations where it exceeds the maximum file
size of the file system or media management software. Use the MAXPI ECESI ZE
parameter of the CONFI GURE CHANNEL or ALLOCATE CHANNEL command to limit
the size of backup pieces.

For example, to limit the backup file size to 2GB or less, you can configure the
automatic DI SK channel as follows and then run BACKUP DATABASE:

# max file size for backup pieces is 2@B
RVAN> CONFI GURE CHANNEL DEVI CE TYPE DI SK MAXPI ECESI ZE 2GB;
RVAN> BACKUP DATABASE;

Note that in version 2.0 of the media management API, media management
vendors can specify the maximum size of a backup piece that can be written to their
media manager. RMAN will respect this limit regardless of the settings you
configure for MAXPI ECESI ZE.
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Backing Up Archived Redo Logs in a Failover Scenario: Example

Assume that you set your initialization parameters so that you archive to the
following local destinations:

LOG_ARCHI VE_DEST 1
LOG_ARCHI VE_DEST 2
LOG_ARCH VE_DEST 3

" LOCATI ON=/ di sk1/arch/'
" LOCATI ON=/ di sk2/ arch/'
' LOCATI ON=/ di sk3/ arch/'

Each directory contains the same set of logs, starting with log sequence 1 and
ending at log sequence 400. Unknown to you, a user inadvertently deletes logs 300
through 400 from / di sk1/ ar ch and logs 350 through 400 from / di sk2/ ar ch.
You run this backup command:

RVAN> BACKUP ARCHI VELOG
FROM SEQUENCE 288 UNTI L SEQUENCE 388
THREAD 1
DELETE | NPUT;

RMAN begins backing up logs starting with log sequence 288. If the copy of log 300
that was deleted from / di sk1/ ar ch is the one that RMAN attempts to back up,
then RMAN checks the repository to determine whether other copies of this log
sequence exist, and backs up the log in either / di sk2/ ar ch or/ di sk3/ ar ch.
Hence, because a copy of each log in sequence 288 through 388 is located in at least
one of the three directories, RMAN can back up all the specified logs.

Backing Up Archived Logs Needed to Recover an Online Backup: Example

Assume that you back up database t r gt while it is open. You want to back up only
those archived redo logs required to recover this online backup.

The recommended solution to this problem is to add the PLUS ARCHI VELOG
clause to your database backup command, as shown here:

RMAN> BACKUP DATABASE PLUS ARCH VELOG
See Oracle Database Backup and Recovery Basics and Oracle Database Recovery Manager
Reference for details on using BACKUP. . . PLUS ARCHI VELOG

Prior to Oracle Database Release 10g , however, you could manually determine
which archived logs are required and back them up, using the following procedure.

To determine the archived logs needed for recovery of an online backup:
1. Start SQL*Plus and archive all unarchived logs, including the current log:
SQL> ALTER SYSTEM ARCHI VE LOG CURRENT;
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Query VSLOGto determine the log sequence number of the current redo log, as
in the following example (which includes output):

SQL> SELECT SEQUENCE# FROM V3LOG WHERE STATUS = ' CURRENT' ;

SEQUENCE#

Start RMAN and make an online backup of the database. For example, enter:
RVAN> BACKUP DATABASE;

Archive all unarchived logs, including the current log:

RMAN> SQL ' ALTER SYSTEM ARCHI VE LOG CURRENT' ;

In SQL*Plus, query V$LOGto determine the log sequence number of the current
redo log:

SQ.> SELECT SEQUENCE# FROM V$LOG WHERE STATUS = ' CURRENT' ;

SEQUENCE#

Back up the logs beginning with the first sequence number that you queried,
and ending with the last sequence number minus 1. The log before the current
log is the most recent archived log. For example, if the first query returned 9100,
then start at 9100. If the second query returned 9112, then end at 9111.

For example, issue the following to back up the necessary archived logs:
RMAN> BACKUP ARCHI VELOG FROM SEQUENCE 9100 UNTIL SEQUENCE 9111;

Backing Up and Deleting Multiple Copies of an Archived Redo Log: Example

In this scenario, you set initialization parameters so that you automatically archive
redo logs to two directories: ?/ or adat a/ trgt/ arch/ dest _1 and

?/oradat a/trgt/arch/dest_ 2. Therefore, you have two identical copies of the
archived redo log for each log sequence number. You decide to back up each copy of
the archived redo logs and then delete the originals. (Note that the degree of backup
duplexing configured or specified in the BACKUP command determines the number
of output files, independent of the number of input files. See "Duplexing Backup
Sets" on page 7-3 for details.)
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The easiest solution in this case is to use the DELETE ALL | NPUT option means that
RMAN deletes all logs that match the ARCHI VELOGcriteria. Hence, it can remove
all logs from both ?/ or adat a/ tr gt/ arch/ dest 1 and
?/oradata/trgt/arch/dest_ 2.

For example, run the following command to back up all logs that could be used to
recover from a point 10 days ago, and then delete all logs within the specified time
range from disk:

RVAN> BACKUP DEVI CE TYPE sbt
ARCHI VELOG ALL FROM TI ME ' SYSDATE- 10'
DELETE ALL | NPUT;

Performing Differential Incremental Backups: Example

A differential incremental backup contains only blocks that have been changed
since the most recent backup at the same level or lower. The first incremental
backup must be a level 0 backup that contains all used blocks. The following is a
level 0 base backup:

RMAN> BACKUP | NCREMENTAL LEVEL O DATABASE;

An incremental backup at level 1 will contain all blocks changed since the most
recent level 1 backup. If no previous level 1 backup is available, then RMAN copies
all blocks changed since the base level 0 backup. The following is a level 1 backup
of the database:

RMAN> BACKUP | NCREMENTAL LEVEL 1 DATABASE;

You can perform incremental backups in NOARCHI VELOG mode, but the backups
must be consistent. Hence, you cannot take online incremental backups.

Performing Cumulative Incremental Backups: Example

A cumulative incremental backup at level 1 contains only blocks that have been
changed since the most recent backup at level 0. Cumulative backups require more
storage space than differential backups, but they are preferable during a restore
operation because only one backup for a given level is needed. Note that the first
incremental backup must be a level 0 backup that contains all used blocks.

In contrast to a cumulative backup, a differential backup at level 1 will determine
which level 0 or level 1 backup occurred most recently and copy all blocks changed
since this backup.

BACKUP | NCREMENTAL LEVEL 1 CUMJLATI VE DATABASE; # bl ocks changed since level 0
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Determining How Channels Distribute a Backup Workload: Example

When you create multiple backup sets and allocate multiple channels, RMAN
automatically writes multiple backup sets in parallel. The allocated server sessions
share the work of backing up the specified datafiles, control files, and archived redo
logs. Note that you cannot stripe a single backup set across multiple channels.

RMAN automatically assigns a backup set to a device. You can use the CHANNEL
parameter so that RMAN writes all backup sets for a backupSpec to a specific
channel.

For example, this example parallelizes the backup operation by specifying which
channels RMAN should back up to disk and which to sbt :

RMAN> RUN

{
ALLOCATE CHANNEL chl DEVI CE TYPE DI SK FORMAT = '/ backup/ df/ %J ;
ALLOCATE CHANNEL ch2 DEVI CE TYPE DI SK FORMAT = '/ backup/cf/%J ;

ALLOCATE CHANNEL ch3 DEVI CE TYPE sbht;

BACKUP AS BACKUPSET # all output files are in backup sets
# channel chl backs up datafiles to /backup/df directory
DATAFILE 1,2,3,4
CHANNEL chl
# channel ch2 backs up control file copy to /backup/cf directory
CONTROLFI LECOPY ' /tnp/control O1.ctl'

CHANNEL ch2;

BACKUP AS BACKUPSET

# channel ch3 backs up archived redo logs to tape
ARCHI VELOG FROM TI ME ' SYSDATE- 14'

CHANNEL ch3;

}

You cannot back up to DI SKand sbt at the same time using automatic channels:
you must manually allocate them.

Backing Up in NOARCHIVELOG Mode: Example

This script puts the database into the correct mode for a consistent, whole database
backup and then backs up the database. The script performs a shutdown, startup,
shutdown, and then startup again before creating multiple copies of the backup:

# Shut down database cleanly with imediate option. This type of shutdown lets
# current calls to the database conplete, but prevents further |ogons or calls.
# If the database is not up, you receive a nessage saying so but RVAN will not
# treat this situation as an error.

SHUTDOMN | MVEDI ATE;
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Start up the database in case it suffered instance failure or was

closed with SHUTDOM ABORT before starting this script.

The script perforns instance recovery if

needed. Oracle uses the default init.ora file. Alternatively, use this form
STARTUP FORCE DBA pfile=filenane.

Use the DBA option because you are going to shut down again

and do not want to let users in during the short interval. Use the FORCE
option because it cannot hurt and might help in certain situations.

STARTUP FORCE DBA;

SHUTDOM | MVEDI ATE;

H o H H O H H H

# The database is cleanly closed and ready for a consistent backup. RVAN
# requires that the database be started and nmounted to performa backup.
RVAN> STARTUP MOUNT;

# this exanple uses automatic channels to make the backup
BACKUP

COPI ES 2

| NCREMENTAL LEVEL 0

MAXSETSI ZE 10M

DATABASE;

# Now that the backup is conplete, open the database.
ALTER DATABASE OPEN,

You can skip tablespaces, but any skipped tablespace that has not been offline or
read-only since its last backup will be lost if the database has to be restored from a
backup. When backing up to disk, make sure that the destination file system has
enough free space.

Cataloging User-Managed Datafile Copies: Example

You can use operating system utilities to make copies of datafiles and then catalog
them in the recovery catalog.

If the database is open and the datafile is online, then issue ALTER TABLESPACE

. BEG N BACKUP to put the datafile in backup mode. (If you will be copying all
datafiles, you can use ALTER DATABASE BEGQ N BACKUP to put all tablespaces in
backup mode, instead of issuing individual commands for each tablespace.) Then
copy the files using native operating system commands. Once the copy is
completed, use ALTER TABLESPACE... END BACKUP to take the datafile out of
backup mode (or use ALTER DATABASE END BACKUP to take all tablespaces in
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backup mode out of backup mode). Finally, catalog the resulting datafile copy using
the RMAN CATALOG DATAFI LECOPY command.

For example, if you created a copy of your datafile / or acl e/ or adat a/ user s01. dbf into
file / t np/ user s01. dbf , this command will add / t np/ user s01. dbf to the catalog:

CATALOG DATAFI LECOPY '/t np/ usersO1. dbf";

If you try to catalog a datafile copy from a database other than the connected target
database, then RMAN issues an error such as the following:

RVAN- 00571:
RMAN- 00569: =============== ERROR MESSAGE STACK FOLLOANS ===============
RMAN- 00571:
RMAN- 03009: failure of catalog command on default channel at 08/29/2001 14:44: 34
ORA-19563: datafile copy header validation failed for file /tnp/tool sOl1. dbf

Keeping a Long-Term Backup: Example

If you configure a retention policy, then you may want to exclude specified backups
from this policy. For example, you may want to archive a consistent backup of the
database once a year to serve as a historical record. This long-term backups does not
function as a backup that you may perform recovery on, but an archived snapshot
of data at a particular time.

To exempt a backup from the retention policy, specify the KEEP option on the
BACKUP command. You can also specify LOGS or NOLOGS to indicate whether
RMAN should save archived logs for possible recovery of this backup. If you
specify NOLOGS, then the backup must be consistent.

This example keeps the backup of the database indefinitely and does not save
archived logs needed to recover it;

RVAN> SHUTDOWN | MVEDI ATE;
RMAN> STARTUP MOUNT; # put database in consistent state
RVAN> BACKUP DATABASE KEEP FOREVER NOLOGS
TAG 'db_archive_1'; # make |ong-term consistent backup

# mark backup as unavailable in the repository so that RVAN does not attenpt to
# restore it unless explicitly specified on the RESTORE comand

RVAN> CHANGE BACKUP TAG ' db_archive_1' UNAVAI LABLE;

RVAN> SQL ' ALTER DATABASE OPEN ;
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Optimizing Backups: Examples
Run the CONFI GURE BACKUP OPTI M ZATI ONcommand to enable backup
optimization. When specific conditions are met (described in "Backup Optimization

Algorithm” on page 2-49), RMAN skips backups of files that are identical to files
that are already backed up.

Assume that you configure optimization and a retention policy as follows:

CONFI GURE DEFAULT DEVI CE TYPE TO sbt;
CONFI GURE BACKUP OPTI M ZATI ON ON;
CONFI GURE RETENTI ON POLI CY TO RECOVERY W NDOW OF 4 DAYS;

Optimizing a Database Backup: Example
Then, you run this command every night to back up the database to tape:

BACKUP DATABASE;

Because backup optimization is configured, RMAN skips backups of offline and
read-only datafiles only if the most recent backups were made on or after the
earliest point in the recovery window. RMAN does not skip backups when the most
recent backups are older than the window. For example, optimization ensures you
do not end up with a new backup of the read-only datafile

?/ oradat a/trgt/ hi storyOl. dbf every night, so long as one backup set
containing this file exists within the recovery window.

For example, if the most recent backup of the datafiles was on Sunday, and the
point of recoverability (that is, the earliest date in the recovery window) is on
Saturday, then RMAN skips the datafiles when you run the Wednesday backup. On
Friday, the point of recoverability is now Monday, so the Sunday backup is now
outside the window. Hence, the Friday backup does not skip the datafiles.

Optimizing a Daily Archived Log Backup to a Single Tape: Example

Assume that you want to back up all the archived logs every night. However, you
do not want to have multiple copies of each log sequence number. So, you configure
backup optimization to ON, then run this command in a script every nightat 1 a.m.:

BACKUP DEVI CE TYPE sbt ARCH VELOG ALL;

RMAN skips all logs except those produced in the last 24 hours. In this way, you
keep only one copy of each archived log on tape.
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Optimizing a Daily Archived Log Backup to Multiple Tapes: Example

In this example, you back up logs that are not already on tape to one tape pool, then
back up the same logs to a second tape pool. Finally, you delete old logs.

For the first step, perform the one-time configuration:

# configure backup optim zation
CONFI GURE BACKUP OPTI M ZATI ON ON;
CONFI GURE DEFAULT DEVI CE TYPE TO sht;

Then, run the following script at the same time every night to back up the logs
generated during the previous day to two separate tape pools:

# The fol |l owing command backs up just the logs that are not on tape. The
# first copies are saved to the tapes fromthe pool "archivel og_pool _1"
RUN
{
ALLOCATE CHANNEL c1 DEVI CE TYPE sht
PARVS=' NSR_DATA VOLUME_POOL=ARCH VELOG POOL_1";
BACKUP ARCHI VELOG ALL;
}
# Make one more copy of the archived logs and save themto tapes froma
# different pool
RUN
{
ALLOCATE CHANNEL c2 DEVI CE TYPE sht
PARVS=" NSR_DATA VOLUME_POOL=ARCH VELOG POOL_2' ;
BACKUP ARCHI VELOG
FROM TI ME ' SYSDATE- 1'
UNTIL TI ME ' SYSDATE'; # specify UNTIL so RVAN does not archive current |og
}
# Delete old logs - for exanple, delete logs created within the last week.
DELETE ARCH VELOG ALL COVPLETED AFTER ' SYSDATE-T7';

Creating a Weekly Secondary Backup of Archived Logs: Example

Assume a more sophisticated scenario in which your goal is to back up the archived
logs to tape every day. However, you are worried about tape failure, so you want to
ensure that you have more than copy of each log sequence number on an separate
tape before you perform your weekly deletion of logs from disk.

First, perform a one-time configuration:

# configure backup optim zation
CONFI GURE BACKUP OPTI M ZATI ON ON;
CONFI GURE DEVI CE TYPE sht PARALLELI SM 1;
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CONFI GURE default DEVI CE TYPE TO sbt;
# configure a default channel that sends backups to tape pool "first_copy”
CONFI GURE CHANNEL DEVI CE TYPE sbht PARMS=' ENV=(NSR_DATA_ VOLUME_POOL=fir st _copy);

Because you have optimization enabled, you can run the following command every
evening to back up all archived logs to the "first_copy" pool that have not already
been backed up:

BACKUP ARCHI VELOG ALL TAG first_copy;

Every Friday evening you create an additional backup of all archived logs in a
different tape pool. Also, at the end of the backup, you want to delete all archived
logs that already have at least two copies on tape. So you run the following script:

RUN
{
# manual |y allocate a channel, in order to specify that the backup run by this
# channel should go to both pools "first_copy" and "second_copy"
ALLOCATE CHANNEL c1 DEVI CE TYPE sbt
PARMS=" ENV=( NSR_DATA_VOLUME_POOL=second_copy) ' ;
ALLOCATE CHANNEL c2 DEVI CE TYPE sbt
PARMS=" ENV=( NSR_DATA VOLUME_POOL=first _copy)";
BACKUP CHANNEL C1 ARCHI VELOG UNTIL TI ME ' SYSDATE'
NOT BACKED UP 2 TIMES # back up only logs without 2 backups on tape
TAG SECOND_CORY;
BACKUP CHANNEL C2 ARCHI VELOG UNTIL TI ME ' SYSDATE'
NOT BACKED UP 2 TIMES # back up only logs w thout 2 backups on tape
TAG FI RST_COPY;
}

# now del ete fromdisk all logs that have been backed up to tape at |east twice
DELETE ARCHI VELOG ALL
BACKED UP 2 TIMES TO DEVI CE TYPE sbt;

The Friday script creates a second copy of all archived logs in the "second_copy"
tape pool. After the backup, you can send the tape from the pool "second_copy" to
secure storage. You should use this tape backup only if the primary tape from pool
"first_copy" is damaged. Because the secondary tape is in a secure place, you do not
want RMAN to use it for recovery, so you can mark the backup as unavailable:

CHANGE BACKUP OF ARCHI VELOG TAG SECOND_COPY UNAVAI LABLE;
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Handling Errors During Backups: Example

By default a checksum is calculated for every block read from a datafile and stored
in the backup or image copy. If you use the NOCHECKSUMoption, then checksums
are not calculated. If the block already contains a checksum, however, then the
checksum is validated and stored in the backup. If the validation fails, then the
block is marked corrupt in the backup.

The SET MAXCORRUPT FOR DATAFI LE command sets how many corrupt blocks in a
datafile that BACKUP will tolerate. If a datafile has more corrupt blocks than
specified by the MAXCORRUPT parameter, the command terminates. If you specify
the CHECK LOG CAL option, RMAN checks for logical and physical corruption.

By default, the BACKUP command terminates when it cannot access a datafile. You
can specify parameters to prevent termination, as listed in the following table.

If you specify the option ... Then RMAN skips...

SKI P 1 NACCESSI BLE Inaccessible datafiles. A datafile is only considered
inaccessible if it cannot be read. Some offline datafiles can still
be read because they exist on disk. Others have been deleted
or moved and so cannot be read, making them inaccessible.

SKI P OFFLI NE Offline datafiles.
SKI P READONLY Datafiles in read-only tablespaces.

The following example uses an automatic channel to back up the database, and sets
the corruption level for the datafile in the SYSTEMtablespace so that up to 10 errors
will be accepted:

RMAN> RUN
{
SET MAXCORRUPT FOR DATAFILE 1 TO 10;
BACKUP DATABASE
SKI'P | NACCESSI BLE
SKI'P READONLY
SKI'P OFFLI NE;

7-26 Backup and Recovery Advanced User's Guide



8

Advanced RMAN Recovery Techniques

This chapter describes how to use Recovery Manager to perform restore and
recovery operations. This chapter contains these topics:

Performing Database Point-In-Time Recovery
Performing Recovery with a Backup Control File
Restoring the Database to a New Host
Performing Disaster Recovery

Performing Block Media Recovery with RMAN
RMAN Restore and Recovery Examples
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Performing Database Point-In-Time Recovery

RMAN can perform recovery of the whole database to a specified past time, SCN,
or log sequence number. This type of recovery is sometimes called incomplete
recovery because it does not completely use all of the available redo. Incomplete
recovery of the whole database is also called database point-in-time recovery
(DBPITR).

If you have enabled the collectionof flashback logs, you may be able to use Oracle
Flashback Database instead of performing DBPITR. Flashback Database is generally
faster and simpler to use, when it is available, because it does not require restoring a
past backup. Depending upon your situation, you may also find one of the other
Oracle flashback features can meet your data recovery need. See "Oracle Flashback
Technology: Overview" on page 9-2 for more details about these alternatives before
deciding whether to use DBPITR.

DBPITR requires restoring your database from an older backup, then performing
media recovery until your specified target time, SCN or log sequence number. Note
that because you need your archived redo log files to perform this process, you
cannot perform database point-in-time recovery if you have been running your
database in NOARCHIVELOG mode.

After database point-in-time recovery, you must open the database with the
RESETL OGS option. Using the RESETLOGS option archives the current online redo
logs, resets the log sequence to 1, and then gives the online redo logs a new time
stamp and SCN. In this way, the database eliminates the possibility of corrupting
datafiles by the application of obsolete archived redo logs.

You have to recover all datafiles: you cannot recover some datafiles before the
RESETL OGS and others after the RESETLOGS.

The OPEN RESETLOGS operation will fail if a datafile is off-line, unless the datafile
went offline normally or is read-only. You can bring files in read-only or offline
normal tablespaces online after the RESETL OGS because they do not need any redo.

When performing DBPITR, consider using the SET UNTI L command to set the
target time at the beginning of the process, rather than specifying the UNTI L clause
on the RESTORE and RECOVER commands individually. SET UNTI L sets the
desired time for any subsequent RESTORE, SW TCH, and RECOVER commands in
the same RUN job.

Note that if you specify a SET UNTI L command after a RESTORE and before a
RECOVER, you may not be able to recover the database to the point in time required
because the restored files may already have time stamps more recent than the set
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time. Hence, it is recommended that you specify the SET UNTI L command before the
RESTORE command.

Performing Point-in-Time Recovery with a Current Control File

The database must be closed to perform database point-in-time recovery. If you are
recovering to a time, then you should set the time format environment variables
before invoking RMAN. The following are sample Globalization Support settings:

NLS LANG = anerican_america. us7ascii
NLS_DATE_FORMAT="Mon DD YYYY HH24: M : SS'

To recover the database until a specified time, SCN, or log sequence number:

1.

After connecting to the target database and, optionally, the recovery catalog
database, ensure that the database is mounted. If the database is open, shut it
down and then mount it:

SHUTDOM | MVEDI ATE;
STARTUP MOUNT;

Determine the time, SCN, or log sequence that should end recovery. For
example, if you discover that a user accidentally dropped a tablespace at 9:02
a.m., then you can recover to 9 a.m.—just before the drop occurred. You will
lose all changes to the database made after that time.

You can also examine the al ert . | og to find the SCN of an event and recover
to a prior SCN. Alternatively, you can determine the log sequence number that
contains the recovery termination SCN, and then recover through that log. For
example, query VSLOG_HI STORY to view the logs that you have archived.

RECI D STAWP THREAD# SEQUENCE# FI RST_CHAN FI RST_TI M NEXT_CHANG
1 344890611 1 1 20037 24- SEP-02 20043
2 344890615 1 2 20043 24- SEP-02 20045
3 344890618 1 3 20045 24- SEP-02 20046

Perform the following operations within a RUN command:

a. Setthe end recovery time, SCN, or log sequence. If specifying a time, then
use the date format specified in the NLS LANGand NLS_DATE_FORNMAT
environment variables.

b. If automatic channels are not configured, then manually allocate one or
more channels.
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c. Restore and recover the database.

The following example performs an incomplete recovery until November 15 at

9am.
RUN
{
SET UNTIL TIME ' Nov 15 2002 09:00: 00';
# SET UNTIL SCN 1000; # alternatively, specify SCN

# SET UNTIL SEQUENCE 9923; # alternatively, specify |og sequence nunber
RESTORE DATABASE;
RECOVER DATABASE;

}
4. If recovery was successful, then open the database and reset the online logs:
ALTER DATABASE OPEN RESETLCGS;

Point-in-Time Recovery to a Previous Incarnation

RMAN can seamlessly restore and recover backups from previous incarnations to
the current incarnation. To perform point-in-time recovery to a target time prior to
the most recent RESETLOGS, however, you must run the RESET DATABASE
command to reset the database to the incarnation current at the desired target time.

Assume the following situation:
« You run RMAN with a recovery catalog.
« You made a backup of target database t r gt on October 2, 2002.

« You performed incomplete recovery on this database and opened it with the
RESETLOGS option on October 10, 2002. A new database incarnation was
created.

On October 25, you discover that you need crucial data that was dropped from the
database at 8:00 a.m. on October 8, 2002. You decide to resett r gt to the prior
incarnation, restore the October 2 backup, and recover to 7:55 a.m. on October 8.

Note: Itis not possible to restore one datafile of a previous
incarnation while the current database is in a different
incarnation—you must restore the whole database.
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To recover the database by means of a backup from the old incarnation:

1.

Obtain the primary key of the prior incarnation with a LI ST command:

# obtain primary key of old incarnation
LI ST | NCARNATI ON OF DATABASE trgt;

Li st of Database Incarnations

DB Key Inc Key DB Name DB ID STATUS Reset SCN Reset Time
1 2 TRGT 1224038686 PARENT 1 02- OCT- 02
1 582 TRGT 1224038686 CURRENT 59727 10- OCT- 02

Make sure the database is started but not mounted:
SHUTDOWN FORCE NOMOUNT

Reset the incarnation to the primary key that you just obtained:

# reset database to old incarnation

RESET DATABASE TO | NCARNATI ON 2;

Recover the database, performing the following actions in the RUN command:
« Set the end time for recovery to the time just before the loss of the data.

« If automatic channels are not configured, then manually allocate one or
more channels.

« Restore the control file and mount it.
« Restore and recover the database.
For example, run the following commands:

RUN

{
# set time to just before data was |ost.
SET UNTIL TIME 'Cct 8 2002 07:55:00';
RESTORE CONTRCLFI LE; # FROM AUTOBACKUP not needed in catal og node
ALTER DATABASE MOUNT; # nount database after restoring control file
RESTORE DATABASE;
RECOVER DATABASE;

}

If recovery is successful, then reset the online redo logs:

# this command automatically resets the database so that this incarnation is
# the new incarnation
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ALTER DATABASE OPEN RESETLGCS;

Performing Recovery with a Backup Control File

If all copies of the current control file are lost or damaged, then you must restore
and mount a backup control file before you can perform recovery. There are two
cases to consider:

Performing Recovery with a Backup Control File and a Recovery Catalog

Performing Recovery with a Backup Control File and No Recovery Catalog

The following notes and restrictions apply regardless of whether you use a recovery
catalog:

You must run the RECOVER command after restoring a backup control file, even
if no datafiles have been restored.

After restoring a backup control file, entries for tempfiles in locally-managed
temporary tablespaces are removed. Hence, you must add new tempfiles to
these tablespaces after you open with the RESETL OGS option. If you do not,
then the database can display the following error when attempting to sort:
ORA- 25153: Tenporary Tabl espacei s Enpty.

You must open the database with the RESETLOGS option after performing
either complete or point-in-time recovery with a backup control file.

If the online redo logs are inaccessible, then you must perform incomplete
recovery to an SCN before the earliest SCN in the online redo logs. This
limitation is necessary because RMAN does not back up online logs.

RMAN automatically searches in specific locations for online and archived redo
logs during recovery that are not recorded in the RMAN repository, and
catalogs any that it finds. RMAN attempts to find a valid archived log in any of
the current archiving destinations with the current log format. The current
format is specified in the initialization parameter file used to start the instance
(or all instances in a Real Application Clusters installation). Similarly, RMAN
attempts to find the online redo logs by using the filenames as specified in the
control file.

If you changed the archiving destination or format during recovery, or if you
added new online log members after the backup of the control file, then RMAN
may not be able to automatically catalog a needed online or archived log. In this
situation, RMAN reports errors similar to the following:

RVAN- 00571:

8-6 Backup and Recovery Advanced User’'s Guide



Performing Recovery with a Backup Control File

RMVAN- 00569: =============== ERROR MESSAGE STACK FOLLOMNS ===============
RVAN- 00571:
RVAN- 03002: failure of recover conmand at 08/29/2001 14:23:09

RMAN- 06054: nedi a recovery requesting unknown | og: thread 1 scn 86945

In this case, you must use the CATALOGcommand to manually add the required
logs to the repository so that recovery can proceed. The cataloging procedure is
described in Oracle Database Backup and Recovery Basics.

Performing Recovery with a Backup Control File and a Recovery Catalog

If you use a recovery catalog and have a backup control file available, then this
procedure does not differ substantially from a standard restore and recovery. The
procedure in this section assumes that you are restoring the control file to its default
location. If you must restore the control file to a new location, then refer to Oracle
Database Backup and Recovery Basics for instructions.

When you perform a restore operation using a backup control file and you use a
recovery catalog, RMAN automatically adjusts the control file to reflect the
structure of the restored backup.

The following procedure assumes that you do not have more than one target
database registered in the catalog with the same name. If multiple target databases
are registered with the same name, then you must specify the DBID with the SET
DBI Dcommand so that RMAN knows which control file to restore. The DBID is the
unique numerical identifier for a database.

See Also: "Performing Recovery with a Backup Control File and
No Recovery Catalog" on page 8-8 to learn how to set the DBID

To recover the database with a backup control file and a recovery catalog:

1. After connecting to the target database and recovery catalog database, start the
instance without mounting the database:

STARTUP NOMOUNT

2. Restore the backup control file, then restore and recover the database. Do the
following:

a. Run the RESTORE CONTROLFI LE command to restore the control file to all
default locations specified in the CONTROL_FI LES initialization parameter.
To restore a control file from an older backup, you can run SET UNTI L or
specify the UNTI L clause on the RESTORE CONTROLFI LE command.
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b. Mount the restored control file.

c. Optionally, run a SET UNTI L command for incomplete recovery. Note that
you can also specify the UNTI L clause on the RESTORE and RECOVER
commands.

d. Restore and recover the database

This example restores the control file to its default location, then restores and
completely recovers the database:

RESTORE CONTROLFI LE;
ALTER DATABASE MOUNT;
RESTORE DATABASE;
RECOVER DATABASE;

3. If recovery was successful, then open the database and reset the online logs:
ALTER DATABASE OPEN RESETLGCCS;

4. If the database uses locally-managed temporary tablespaces, then add new
tempfiles to these tablespaces. For example:

SQL "ALTER TABLESPACE tenp
ADD TEMPFILE "' ?/oradata/trgt/tenp0l. dbf'' REUSE';

Performing Recovery with a Backup Control File and No Recovery Catalog

This section assumes that you have RMAN backups of the control file, but do not
use a recovery catalog. Assuming that you enabled the control file autobackup
feature for the target database, you can restore an autobackup of the control file.
Because the autobackup uses a default format, RMAN can restore it even though it
does not have a repository available that lists the available backups. You can restore
the autobackup to the default or a new location. RMAN replicates the control file to
all CONTROL_FI LES locations automatically.

Note: If you know the backup piece name (for example, from the
media manager or because the piece is on disk), then you can
specify the piece name using the RESTORE CONTROLFI LE FROM
"filenane' command. The server records the location of every
autobackup in the alert log.

Because you are not connected to a recovery catalog, the control file must have a
record of all needed backups. If any backups are not listed in the control file, then
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RMAN cannot restore them. You can add backup pieces and image copies to the
control file repository with the CATALOGcommand.

Because the repository is not available when you restore the control file, run the SET
DBI Dcommand to identify the target database. You should only run the SET DBI D
command in the following specialized circumstances:

You are not connected to a recovery catalog and want to restore the control file
or server parameter file.

You are connected to a recovery catalog and want to restore the control file, but
the database name is not unique in the recovery catalog.

The server parameter file is lost and you want to restore it.

To recover the database with an autobackup of the control file without a recovery
catalog:

1.

Start RMAN and connect to the target database. For example, run:
CONNECT TARGET /

Start the target instance without mounting the database. For example:
STARTUP NOMOUNT;

Set the database identifier for the target database with SET DBl D. RMAN
displays the DBID whenever you connect to the target. You can also obtain it by
inspecting saved RMAN log files, querying the catalog, or looking at the
filenames of control file autobackup. (refer to "Restoring When Multiple
Databases in the Catalog Share the Same Name: Example" on page 8-25). For
example, run:

SET DBI D 676549873,

Restore the autobackup control file, then perform recovery. Do the following:

a. Optionally, specify the most recent backup time stamp that RMAN can use
when searching for a control file autobackup to restore.

b. If anondefault format was used to create the control file, then specify a
nondefault format for the restore of the control file.

c. Ifthe channel that created the control file autobackup was device type sbt ,
then you must allocate one or more sbt channels. Because no repository is
available, you cannot use preconfigured channels. If the autobackup was
created on a disk channel, however, then you do not need to manually
allocate a channel.
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d. Restore the autobackup of the control file, optionally setting the maximum
number of days backward that RMAN can search (up to 366) and the initial
sequence number that it should use in its search for the first day.

e. If you know that your control file contained information about configured
channels that will be useful to you in the rest of the restore process, you can
exit the RMAN client at this point, to clear manually allocated channels
from step “c". If you then restart the RMAN client and mount the database
those configured channels become available for your use in the rest of the
restore and recovery process.

If you do not care about using configured channels from your control file,
then you can simply mount the database at this point.

f.  If the online logs are inaccessible, then restore and recover the database as
described in "Performing Database Point-In-Time Recovery" on page 8-2.
You must terminate recovery by setting the UNTI L clause to a time, log
sequence, or SCN before the online redo logs. If the online logs are usable,
then perform a complete recovery as described in Oracle Database Backup
and Recovery Basics.

In this example, the online redo logs have been lost. This example limits the
restore of the control file autobackup, then performs recovery of the database to
log sequence 13243, which is the most recent archived log:

RUN
{
# Optionally, set upper limt for eligible time stanps of control file
# backups
# SET UNTIL TIME '09/10/2000 13:45:00'";
# Specify a nondefault autobackup format only if required
# SET CONTROLFI LE AUTOBACKUP FORMAT FOR DEVI CE TYPE DI SK
# TO'?/oradatal %. bck';
ALLOCATE CHANNEL c1 DEVICE TYPE sht PARMS="...'; # allocate manually
RESTORE CONTROLFI LE FROM AUTOBACKUP
MAXSEQ 100 # start at sequence 100 and count down
MAXDAYS 180; # start at UNTIL TIME and search back 6 nonths
ALTER DATABASE MOUNT DATABASE;
}
# uses automatic channels configured in restored control file
RESTORE DATABASE UNTI L SEQUENCE 13243;
RECOVER DATABASE UNTI L SEQUENCE 13243; # recovers to latest archived |og

5. If recovery was successful, then open the database and reset the online logs:
ALTER DATABASE OPEN RESETLOGS;
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Restoring the Database to a New Host

Various scenarios are possible when restoring a database to a new host. For
example, you may want to:

« Create a duplicate version of the production database for testing or other
purposes, while retaining the production database on the original host.

«  Test the restore of the production database to a new host, while retaining the
production database on the original host.

=« Move the location of the production database to a new host (possibly because
the original host has failed).

To create a duplicate database for testing while maintaining the original database,
use the DUPLI CATE command instead of the RESTORE command (refer to
"Duplicating a Database with Recovery Manager" on page 11-1). RMAN
automatically creates a unique database identifier for the duplicate database. This
chapter covers the use of the RESTORE command only.

To test the restore of a database to a new host or to move the database to a new host,
run the RESTORE command. If you perform a test restore only, then you should do
the following to prevent overwriting the target records in the recovery catalog:

« Run RMAN in the default NOCATALOG mode when restoring the datafiles.

« If you must use a recovery catalog because the control file is not large enough to
contain all of the backups that you need to restore, then export the catalog and
import it into a different schema or database and use the copied recovery
catalog for the test restore. Otherwise, the catalog considers the restored
database as the current target database.

Table 8-1 describes the impact on the RMAN repository when you are restoring or
duplicating to a new host.

Table 8-1 Restoring and Duplicating to a New Host

Command Catalog? | Effect on Repository

RESTORE yes If you run SW TCHcommands after the restore, then RMAN
considers the restored database on the new host as the new
location of the original target database. If you do not run

SW TCH commands, then RMAN views the restored datafiles as
image copies that are candidates for future restore jobs.
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Table 8-1 Restoring and Duplicating to a New Host

Command

Catalog?

Effect on Repository

RESTORE

no

If you run SW TCHcommands after the restore, then RMAN
considers the restored database as a new target database. This
new database, however, has the same DBID as the original. As a
result, you cannot later register this duplicate in the same
recovery catalog as the original target database.

If you do not run SW TCHcommands, then the restore operation
has no effect on the repository.

DUPLI CATE

yes

Generates a new DBID for the duplicate database, which you
must manually register in the catalog. After registration, the
repository has records of two distinct databases: the target and
the duplicate.

DUPLI CATE

no

Generates a new DBID for the duplicate database. The
repository in the original target control file is unaffected.

Specifying Filenames When Restoring to a New Host

The basic procedure for restoring the database to a new host does not differ
substantially from incomplete recovery on the original host. The principal issue is
whether the path names of the database files on the new host are going to be the
same as the path names of the files on the primary host.

Which restore procedure you should use depends on your situation. If the path
names of the restored files will be the same as the original path names, see
"Restoring Datafile Copies to a New Host: Example" on page 8-13. If the path names
are different, refer to "Performing Disaster Recovery" on page 8-18.

Note the following when restoring to a new host:

« Make the target initialization parameter file accessible on the new host by
copying it from the old host to a new host using an operating system utility.

« Make sure backups used for the restore are accessible on the restore host. For
example, if the backups were made with a media manager, then make sure the
tape device is connected to the new host.

« If the files are in the same location in the new host, then you do not need to
recatalog them. If you transfer the files to a new location, then use the CATALOG
command to update the RMAN repository with the new filenames and use the

UNCATALOGcommand to uncatalog the old filenames.
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Determining the SCN for Incomplete Recovery After Restore

Because the restored database will not have the online redo logs of the production
database, perform incomplete recovery up to the lowest SCN of the most recently
archived log in each thread and then open with the RESETLOGS option. Obtain the
SCN for recovery termination by finding the lowest SCN among the most recent
archived logs for each thread.

Start SQL*Plus and use the following query to determine the necessary SCN:

SQL> SELECT M N(maxnc) FROM
( SELECT MAX(a. NEXT_CHANGE#) maxnc
FROM V$ARCH VED LOG a, V$THREAD t
VHERE a. THREAD# = t. THREAD#
AND a. ARCHI VED=" YES'
AND t . ENABLED=" DI SABLED
GROUP BY a. THREADH) ;

Testing the Restore of a Database to a New Host: Scenario

The DUPLI CATE command is the preferred method of copying the target database.
DUPLI CATE creates a new DBID for the copied database, allowing it to be registered
in the same recovery catalog as the original target database. However, you may
wish to perform a test run of your disaster recovery scenarios that uses exactly the
same steps that you would use in a genuine emergency. If so, then you should use
the RESTORE and RECOVER commands rather than DUPLI CATE.

This scenario assumes the following:
« Two networked machines, host a and host b, are running Sun Solaris
« A media management subsystem is accessible by both machines

« Thedirectory structure of host b is different from hosta, so thatt r gt a is
located in/ net / host a/ dev3/ or acl e/ dbs, but you want to restore the
database to/ net / host b/ or acl e/ or adat a/ t est

« Atarget database named trgta is on hosta and uses a recovery catalog catdb

« Database trgta uses a server parameter file (not a client-side initialization
parameter file)

= You want to test the restore and recovery of t r gt a on host b, while keeping
database trgta up and running on hosta

« The ORACLE_SI Dfor the trgta database is trgta and will not change for the
restored database
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You have recoverable backups on tape of all datafiles
You have backups of the archived logs required to recover the datafiles
You have control file and server parameter file autobackups on tape

You have a record of the DBID fortrgt a

To test the restore of the database to a new host:

1.

Make backups of the target database available to host b. To test disaster
recovery, you need to have a recoverable backup of the target database. When
preparing your disaster recovery strategy, ensure that the backups of the
datafiles, control files, and server parameter file are restorable on host b.
Hence, you must configure the media management software so that host b is a
media manager client and can read the backup sets created on host a. Consult
the media management vendor for support on this issue.

Configure the ORACLE_SI Don host b. This case study assumes that you want
to authenticate yourself through the operating system, which is much faster
than configuring Oracle Net and creating a password file. However, you must
be connected to hostb either locally or through telnet.

While connected to hostb with administrator privileges, edit the / et ¢/ gr oup
file so that you are included:

dba: *: 614: <your _user _nane>

Run the set env command on host b to set the ORACLE_SI D. In this example,
you set the SID to the same value that you used on host a:

% setenv ORACLE SID trgta

Start RMAN and connect to the target instance without connecting to the
recovery catalog.

% rman TARGET / NOCATALOG

Start the instance without mounting it. To start the instance, you first need to set
the DBID. The DBID is recorded in several places, including:

—  V$DATABASE in the target and RC_DATABASE in the catalog
—  The RMAN output (command-line and VRMAN_STATUS)

—  The filename of the control file autobackups
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Run SET DBI Dto set the DBID, then run STARTUP NOMOUNT:

SET DBI D 1340752057;
STARTUP  NOMOUNT

RMAN will fail to find the server parameter file, which has not yet been
restored, but will start the instance with a "dummy" file. Sample output follows:

startup failed: ORA-01078: failure in processing systemparaneters
LRM 00109: coul d not open parameter file
"I'net/hostb/oracle/dbs/inittrgta.ora’

trying to start the Oracle instance wthout parameter files ...
Oracle instance started

Restore and edit the server parameter file. Because you enabled the control file
autobackup feature when making your backups, the server parameter file is
included in the backup sets. Hence, you can allocate a channel to the media
manager and restore the server parameter file to a new location as a client-side
initialization parameter file. Then you can edit the client-side file and restart the
instance with the edited client-side file. For example:

RUN

{
ALLOCATE CHANNEL c1 DEVICE TYPE sht PARMS='"...';

RESTORE SPFILE TO PFILE *?/oradata/test/inittrgta.ora’” FROM AUTOBACKUP;
SHUTDOMWN ABORT;
}

Change any location-specific parameters, for example, those ending in _DEST
and _PATH, to reflect the new directory structure. For example, edit the
following parameters:

- IFILE
- *_DUMP_DEST

- LOG_ARCH VE_DEST*
- CONTROL_FI LES

Restart the instance, specifying the client-side initialization parameter file that
you restored:

STARTUP FORCE NOMOUNT PFILE="?/oradata/test/inittrgta.ora’;

Restore the control file from an autobackup and then mount the database.
Because you edited the init.ora in the preceding step, RMAN restores the
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control file to whatever location you specified in the CONTROL_FI LES
initialization parameter. For example:

RUN

{
ALLOCATE CHANNEL c1 DEVICE TYPE sht PARMB="...’;

RESTORE CONTRCLFI LE FROV AUTOBACKUP;
ALTER DATABASE MOUNT;

}

6. Query the database filenames recorded in the control file on the new host
(host b). Because the control file is from the trgta database, the recorded
filenames use the original hosta filenames. You can query V$ views to obtain
this information. Start a new SQL*Plus session and connect to the newly created
instance on hostb:

% sql plus '/ AS SYSDBA

Run the following query in SQL*Plus:

SQ> COLUWN NAME FORMAT a60

SQL> SPOOL LOG 'db_fil enames. out’

SQL> SELECT FILE# AS "Filel Gp#", NAME FROM V$DATAFI LE
UNI ON
SELECT GROUP#, MEMBER FROM V$LOGFI LE;

SQ.> SPOOL OFF

SQL EXIT

7. Restore and recover the database. At this point you are ready to write the
RMAN recovery script. The script should do the following:

— Run SET NEWNAME for each datafile so it is renamed to its new host b path
name

— Run SQL commands to rename the online redo logs to their new host b
path names

— Perform a SET UNTI L to limit media recovery to the end of the archived
redo logs, as described in "Determining the SCN for Incomplete Recovery
After Restore" on page 8-13

— Run SW TCHso that the control file recognizes the new path names as the
official new names of the datafiles

— Restore and recover the database
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The following is an example of an RMAN script to perform these steps, which is
contained in text filer eco_t est. r man:

RUN

{
# allocate a channel to the tape device
ALLOCATE CHANNEL c1 DEVI CE TYPE sbt PARMB="...';

# rename the datafiles and online redo | ogs

SET NEWNAME FOR DATAFILE 1 TO ' ?/oradataltest/systenDl. dbf’;

SET NEWNAME FOR DATAFI LE 2 TO ' ?/ oradat a/ t est/ undot bs01. dbf’ ;

SET NEWNAME FOR DATAFILE 3 TO ' ?/oradatal/test/cwite0l.dbf’;

SET NEWNAME FOR DATAFILE 4 TO ' ?/oradata/test/drsys0l. dbf’;

SET NEWNAME FOR DATAFILE 5 TO ' ?/ oradat a/ t est/ exanpl e01. dbf’;

SET NEWNAME FOR DATAFILE 6 TO ' ?/oradataltest/indx01. dbf’;

SET NEWNAME FOR DATAFI LE 7 TO ' ?/oradatal/test/tool sO1. dbf’;

SET NEWNAME FOR DATAFI LE 8 TO ' ?/oradatal/test/users01. dbf’;

SQL "ALTER DATABASE RENAME FILE ''/dev3/ oracl e/ dbs/redo01.10g""’
TO '’ ?/oradata/test/redo0l.l10g" " ";

SQ. "ALTER DATABASE RENAME FILE ''/dev3/oracl e/ dbs/redo02.10g"’
TO '’ ?/oradata/test/redo02.10g’ " ";

# Do a SET UNTIL to prevent recovery of the online |ogs
SET UNTIL SCN 123456;

# restore the database and switch the datafile nanmes
RESTORE DATABASE;

SW TCH DATAFI LE ALL;

# recover the database
RECOVER DATABASE;

EXIT

Caution: It is imperative that you not be connected with the
recovery catalog when you run this script, so that you do not
incorporate extraneous repository data about backups into the
recovery catalog.

For example, connect and execute as follows:

% rman TARGET / NOCATALOG
RVAN> @eco_test.rman
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RMAN will apply as many of the archived redo logs as it can and leave the
database in a state in which is can be opened.

8. Open the database. From the RMAN prompt, open the database with the
RESETL OGS options:

RMAN> ALTER DATABASE OPEN RESETLOGS;

9. Remove the test files from the operating system. If the test is successful, then
shut down the instance and exit the RMAN session:

RVAN> SHUTDOWN ABORT
RMAN> EXI T

Remove all test files. You can do this with an operating system utility or in
RMAN. For example, in Unix you could perform the procedure this way:

% rm $ORACLE_HOWE/ or adat a/ t est/*

You can also use RMAN for a procedure that works ok all platforms. For
example:

RMAN> STARTUP FORCE NOMOUNT PFI LE="?/oradata/test/inittrgta.ora’;
RVAN> DRCP DATABASE;

Because you did not perform the restore and recovery when connected to the
recovery catalog, the recovery catalog contains no records for any of the
restored files or the procedures performed during the test. Likewise, the control
file of the t r gt a database is completely unaffected by the test.

Performing Disaster Recovery

If you are in a disaster recovery scenario, then presumably you have lost the target
database, the recovery catalog database, all control files, all online redo logs, and all
parameter files.

To perform a disaster recovery, the minimum required set of backups is backups of
some datafiles, some archived redo logs generated after the time of the backup, and
at least one autobackup of the control file.

See Also: "Control File and Server Parameter File Autobackups”
on page 2-38

The basic procedure for disaster recovery is found in "Performing Recovery with a
Backup Control File” on page 8-6, with an additional first step of restoring an
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autobackup of the server parameter file as described in Oracle Database Backup and
Recovery Basics. After the instance is started, you can restore an autobackup of the
control file, mount it, then restore and recover the datafiles. Because you are
restoring to a new host, you should review the considerations described in
"Restoring the Database to a New Host" on page 8-11.

The following scenario restores and recovers the database to the most recently
available archived log, which in this example is log 1124 in thread 1. It assumes that:

= You are restoring the database to a new host with the same directory structure.

= You have one tape drive containing backups of all the datafiles and archived
redo logs through log 1124, as well as autobackups of the control file and server
parameter file.

= You do not use a recovery catalog.
In this scenario, perform the following steps:

1. If possible, restore all relevant network files such as t nsnanes. or a and
| i st ener. or a by means of operating system utilities.

2. Start RMAN and connect to the target database. If you do not have the Oracle
Net files, then connect through operating system authentication.

3. Specify the DBID for the target database with the SET DBI D command, as
described in "Performing Recovery with a Backup Control File and No
Recovery Catalog"” on page 8-8.

4. Run the STARTUP NOVOUNT command. RMAN attempts to start the instance
with a dummy server parameter file.

5. Allocate a channel to the media manager and then run the RESTORE SPFI LE
FROMAUTOBACKUP command.

6. Run STARTUP FORCE NOMOUNT mode so that the instance is restarted with the
restored server parameter file.

7. Allocate a channel to the media manager and then restore a control file
autobackup (refer to"Performing Recovery with a Backup Control File and No
Recovery Catalog"” on page 8-8).

8. Mount the restored control file.

9. Catalog any backups not recorded in the repository with the CATALOG
command (refer to"Removing Recovery Catalog Records with Status
DELETED" on page 13-11).
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10. Restore the datafiles to their original locations. If volume names have changed,
then run SET NEWNANME commands before the restore and perform a switch after
the restore to update the control file with the new locations for the datafiles
(refer to"Performing Disaster Recovery" on page 8-18).

11. Recover the datafiles. RMAN stops recovery when it reaches the log sequence
number specified.

12. Open the database in RESETLOGS mode. Only complete this last step if you are
certain that no other archived logs can be applied.

# Start RMAN and connect to the target database
% rman TARGET SYS/ oracl e@r gt

# Set the DBID for the target database
RMAN> SET DBI D 676549873;
RMAN> STARTUP FORCE NOMOUNT; # rman starts instance with dumy parameter file
RUN
{
ALLOCATE CHANNEL t1 DEVI CE TYPE sbt;
RESTORE SPFI LE FROM AUTOBACKUP;
}
# Restart instance with restored server paraneter file
RVAN> STARTUP FORCE NOMOUNT;

RVAN> RUN
{
# Manual |y allocate a channel to the nedia manager
ALLOCATE CHANNEL t1 DEVI CE TYPE sbt;
# Restore autobackup of the control file. This exanple assunmes that you have
# accepted the default format for the autobackup name.
RESTORE CONTROLFI LE FROM AUTOBACKUP;
# The set until conmand is used in case the database
# structure has changed in the nost recent backups, and you wish to
# recover to that point-in-time. In this way RVAN restores the database
# to the same structure that the database had at the specified tine.
ALTER DATABASE MOUNT;
SET UNTIL SEQUENCE 1124 THREAD 1;
RESTORE DATABASE;
RECOVER DATABASE;
}
RVMAN> ALTER DATABASE OPEN RESETLOGS; # Reset the online |ogs after recovery
conpl etes
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The following example of the RUN command shows the same scenario except with
new filenames for the restored datafiles:

RVAN> RUN
{

# |If you need to restore the files to new |ocations, tell Recovery Manager
# to do this using SET NEWNAME conmands:

SET NEWNAME FOR DATAFILE 1 TO ' /dev/vgd_1 0/rlvt5 500M 1';

SET NEWNAME FOR DATAFILE 2 TO ' /dev/vgd_1 0/rlvt5 500M 2';

SET NEWNAME FOR DATAFILE 3 TO '/dev/vgd_1 O/rlvt5_500M 3';

ALLOCATE CHANNEL t1 DEVI CE TYPE sbt;

RESTORE CONTROLFI LE FROM AUTOBACKUP;

ALTER DATABASE MOUNT;

SET UNTI L SEQUENCE 124 THREAD 1;

RESTORE DATABASE;

SW TCH DATAFI LE ALL; # Update control file with new | ocation of datafiles.
RECOVER DATABASE;

}
RVAN> ALTER DATABASE OPEN RESETLOGS;

Performing Block Media Recovery with RMAN

The BLOCKRECOVER command can restore and recover individual datablocks
within a datafile. This procedure is useful when a trace file or standard output
reveals that a small number of blocks within a datafile are corrupt.

Block media recovery is not useful in cases where the extent of data loss or
corruption is not known; in this case, use datafile recovery instead.

See Also:

« "Block Media Recovery with RMAN" on page 3-10 for an
overview of block media recovery,

«  Oracle Database Recovery Manager Reference for BLOCKRECOVER
syntax

«  Oracle Database Reference for details about the $SDATABASE _
BLOCK_CORRUPTI ON view

Recovering Datablocks By Using All Available Backups

In this scenario, you identify the blocks that require recovery and then use any
available backup to perform the restore and recovery of these blocks.
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To recover datablocks by using all available backups:

1. Obtain the datafile numbers and block numbers for the corrupted blocks.
Typically, you obtain this output from the standard output, the al ert . | og,
trace files, or a media management interface. For example, you may see the
following in a trace file:

ORA-01578: ORACLE data bl ock corrupted (file # 8, block # 13)
ORA-01110: data file 8: '/oracle/oradatal/trgt/users0l. dbf’
ORA-01578: ORACLE data block corrupted (file # 2, block # 19)
ORA-01110: data file 2: '/oracle/oradatal/trgt/undotbs0l. dbf'

2. Assuming that you have preallocated automatic channels, run the
BLOCKRECOVER command at the RMAN prompt, specifying the file and block
numbers for the corrupted blocks as in the following example:

RVAN> BLOCKRECOVER DATAFI LE 8 BLOCK 13 DATAFILE 2 BLOCK 19;

Recovering Datablocks By Using Selected Backups

In this scenario, you identify the blocks that require recovery, and then use only
selected backups to perform the restore and recovery of these blocks.

To recover datablocks while limiting the type of backup:

1. Obtain the datafile numbers and block numbers for the corrupted blocks.
Typically, you obtain this output from the standard output, the al ert . | og,
trace files, or a media management interface. For example, you may see the
following in a trace file:

ORA-01578: ORACLE data bl ock corrupted (file # 8, block # 13)
ORA-01110: data file 8: '/oracle/oradatal/trgt/users0l. dbf’
ORA-01578: ORACLE data bl ock corrupted (file # 2, block # 19)
ORA-01110: data file 2: '/oracle/oradatal/trgt/undoths0l. dbf'

2. Assuming that you have preallocated automatic channels, execute the
BLOCKRECOVER command at the RMAN prompt, specifying the file and block
numbers for the corrupted blocks and limiting the backup candidates by means
of the available options. For example, you can specify what type of backup
should be used to restore the blocks:

# restore from backupset
RVAN> BLOCKRECOVER DATAFI LE 8 BLOCK 13 DATAFILE 2 BLOCK 19 FROM BACKUPSET;
# restore fromdatafile i mage copy
RVAN> BLOCKRECOVER DATAFI LE 8 BLOCK 13 DATAFILE 2 BLOCK 19
FROM DATAFI LECOPY;
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You can indicate the backup by specifying a tag:

# restore from backupset with tag "nmondayant
RVAN> BLOCKRECOVER DATAFI LE 8 BLOCK 13 DATAFILE 2 BLOCK 199
FROM TAG = nondayam

You can limit the backup candidates to those made before a certain point:

# restore using backups made before one week ago

RVAN> BLOCKRECOVER DATAFI LE 8 BLOCK 13 DATAFILE 2 BLOCK 19
RESTORE UNTI L ' SYSDATE- 7' ;

# restore using backups nade before SCN 100

RVAN> BLOCKRECOVER DATAFI LE 8 BLOCK 13 DATAFILE 2 BLOCK 19
RESTORE UNTIL SCN 100;

# restore using backups made before | og sequence 7024

RVAN> BLOCKRECOVER DATAFI LE 8 BLOCK 13 DATAFILE 2 BLOCK 19
RESTORE UNTI L SEQUENCE 7024;

Note that if you limit the restore of datablocks with the UNTI L clause, then RMAN
must perform more recovery on the blocks, and the recovery phase must scan all
logs for changes to the specified blocks.

Recovering Blocks Listed in VSDATABASE_BLOCK_CORRUPTION

The V$DATABASE BLOCK CORRUPTI ON view indicates which blocks in a datafile
were marked corrupt since the most recent BACKUP or BACKUP VALI DATE
command was run. After a corrupt block is repaired, the row identifying this block
is deleted from the view.

You can check for logical corruption in the database by running the BACKUP (with
or without VALI DATE option) with the CHECK LOd CAL command. If RMAN finds
corrupt blocks, then it populates V$DATABASE_BL OCK_CORRUPTI ON. The backup
will stop if the number of corrupt blocks exceeds MAXCORRUPT. A historical record
of block corruptions in RMAN backups is kept in V$BACKUP_CORRUPTI ONand
V$COPY_CORRUPTI ON.

In this scenario, you identify the blocks that require recovery by querying
V$DATABASE BLOCK CORRUPTI ON, and then instruct RMAN to recover all blocks
listed in this view by means of the CORRUPTI ONLI ST keyword.

To recover datablocks while limiting the type of backup:

1. Query V$DATABASE BLOCK CORRUPTI ONto determine whether corrupt
blocks exist in the most recent backups of the datafiles:
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SQ.> SELECT * FROM V$DATABASE_BLOCK_CORRUPTI ON,

2. Assuming that you have preallocated automatic channels, recover all blocks
marked corrupt in VEDATABASE _BLOCK_CORRUPTI ON by running the
BLOCKRECOVER CORRUPTI ON LI ST command. For example, this command
restores blocks from backups created more than 10 days ago:

BLOCKRECOVER CORRUPTI ON LI ST
RESTORE UNTIL TIME ' SYSDATE- 10" ;

See Oracle Database Recovery Manager Reference for more details on block media
recovery in RMAN.

RMAN Restore and Recovery Examples

The following sections illustrate the use of RMAN restore and recovery techniques
in advanced scenarios.

Restoring Datafile Copies to a New Host: Example

To move the database to a new host by means of datafile copies, you must transfer
the copies manually to the new machine. This example assumes that you are using a
recovery catalog.

1. After connecting to the target database and recovery catalog, runa Ll ST
command to see a listing of datafile copies and their associated primary keys, as
in the following example:

LI ST COPY;

2. Copy the datafile copies to the new host with an operating system utility. For
example, in UNIX:
%cp -r /tnp/*dbf /net/new_host/oracle/oradataltrgt

3. Start RMAN and then uncatalog the datafile copies on the old host. For
example, enter:
CHANCGE COPY OF DATAFILE 1,2,3,4,5,6,7,8 UNCATALCG

4. Catalog the datafile copies, using their new filenames or CATALOG START

W TH (if you know all the files are in directories with a common prefix easily
addressed with a CATALOG START W TH). For example, run:

CATALOG START WTH ' ?/oradata/trgt/’;
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Or this example specifies files individually:

CATALOG DATAFI LECOPY
"?/oradatal/trgt/systenDl. dbf', '?/oradata/trgt/undothbs0l. dbf',
"?/oradata/trgt/cwnite0l.dbf', '?/oradata/trgt/drsys0l.dbf',
'?/oradataltrgt/exanpl e0l. dbf', "?/oradata/trgt/indx01.dbf",
"?/oradatal/trgt/tool sO1. dbf"', '?/oradata/trgt/users0l. dbf";

5. Perform the restore and recovery operation described in "Performing Disaster
Recovery" on page 8-18.

Restoring When Multiple Databases in the Catalog Share the Same Name: Example

As explained in the description for SET DBI D in Oracle Database Recovery Manager
Reference, you must run the SET DBI D command to restore the control file when the
target database is not mounted and multiple databases registered in the recovery
catalog share the same name. In this case, do the following steps in order:

1. Start RMAN and connect to the target database.
2. Run the STARTUP FORCE NOMOUNT command.

3. Run the SET DBI Dcommand to distinguish this connected target database from
other target databases that have the same name.

4. Run the RESTORE CONTROLFI LE command. After restoring the control file, you
can mount the database to restore the rest of the database.

This procedure avoids the RMAN- 20005 message when you attempt to restore the
control file. This message occurs because mor