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Preface

This book describes many aspects of the Solaris™ PC NetLink product from
Sun Microsystems™. This book is intended to help you gain a basic knowledge
of the most common areas of the Solaris PC NetLink software functionality and
provide best practices for its use.

Sun BluePrints Program

The mission of the Sun BluePrints™ Program is to empower Sun customers
with the technical knowledge required to implement reliable, available,
extensible, and secure information systems within the data center using Sun
products. The Sun BluePrints Program is managed by the Enterprise
Engineering Group. This group provides a framework to identify, develop, and
distribute best practices information that applies across the Sun product line.
Technical subject matter experts in various areas contribute to the program and
focus on the scope and usefulness of the information.

The Enterprise Engineering Group is the primary provider of the technical
content of the Sun BluePrints Program that includes books, guides, and online
articles. Through these vehicles, Sun can provide guidance, installation and
implementation experiences, real-life scenarios, and late-breaking technical
information.

The monthly electronic magazine, Sun BluePrints OnLine, is located on the
Web at http://www.sun.com/blueprints
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Who Should Use This Book

Scope of the Book

The book is aimed at the following two types of audiences:

® System Administrators—This book will help system administrators
implement best practice procedures with regards to the PC NetLink
software in the areas of performance tuning, resource management, backup
and deployment, in large enterprise environments.

® System Planners—This book provides in-depth knowledge of the PC
NetLink product for you to explore before you deploy the product. The
sizing information helps determine the correct configuration for meeting the
requirements of your user community.

This book is primarily written for experienced system administrators and
planners who are familiar with UNIX®, the Solaris operating environment, and
Microsoft Windows NT.

System Administrators new to Solaris and to the PC NetLink software will find
this book useful after they have gained a basic understanding of Solaris
administration procedures.

This does not replace the documentation supplied with the Solaris PC NetLink
product. Instead it supplies additional information such as software
architecture, server scaling information, performance tuning tips, and best
practices that are not generally available in the standard documentation.

Solaris PC NetLink Update Information

What’s in a Name

XXVi

This book was written during development and release of Solaris PC NetLink
1.0 and 1.1 software. For up-to-date information and announcements on new
versions and capabilities of the PC NetLink software as it evolves, search the
Sun web site at http://www.sun.com for the term “PC NetLink”.

After reading the description of the Solaris PC NetLink product in Chapter 1,
you may recognize the description but associate it with a different product
name. The Solaris PC NetLink product has been known by a variety of names
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during its development. First, the Solaris PC NetLink product is based on the
AT&T Advanced Server for UNIX (AS/U) product. The AT&T product, in turn,
was based on Microsoft Windows NT 4.0 source code. The AT&T product ships
in various forms for different UNIX environments by several OEMs. When Sun
acquired the code to start development, the internal project name was Project
Cascade. The product’s official product name used for the first release of the
product was SunLink Server.

The product name was immediately changed to Solaris PC NetLink.
Unfortunately, time-to-market issues forced the first versions of the product to
ship with the older name, SunLink Server. If you have one of the first version
of Solaris PC NetLink, your product probably is labeled, documented, and
implemented in code as SunLink Server. That name still appears in the code
and the man pages. Thus, Cascade Project, Sunlink Server, and Solaris PC
NetLink all refer to the same product.

Uses of the Term “PC NetLink”

Throughout the book the term “PC NetLink” is used in several contexts. The
context of the term changes the meaning. Some of the most common uses the
term are:

® Solaris PC NetLink—This is the official name of the product. When the
term “PC NetLink” is used in this context it implies the full product. This
includes all forms of the software as well as the documentation, packaging,
CDROM, and so on.

® PC NetLink Server—This refers to the concept of a Solaris server that is
running the PC NetLink software. A “PC NetLink Server” supports all the
Solaris functionality plus the additional functionality that the Solaris PC
NetLink product offers. This includes PC client file and print access,
Windows NT domain authentication, WINS services, and all other included
client services.

® PC NetLink Software—This implies the server software of the Solaris PC
NetLink product. This usually means the daemons supplied with the Solaris
PC NetLink software. It does not include the PC NetLink Server Manager.

® PC NetLink Server Manager—This refers specifically to the Java based GUI
that manages the configuration of the PC NetLink software. In initial
releases of the Solaris PC NetLink product this software was identified as
the “SunLink Server Manager”.
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How This Book Is Organized

XXViii

Chapter 1, “Introduction to the PC NetLink Software,” provides an overview
of the Solaris PC NetLink product and describes its server functionality.

Chapter 2, “The PC NetLink Software Architecture,” describes the
architecture of the PC NetLink software as well as how it implement its
services.

Chapter 3, “Tuning a Solaris System for use with the PC NetLink software”
focuses on tuning a Solaris server to best support the PC NetLink software.
Benchmarks are used to study how each server subsystem influences PC
NetLink software.

Chapter 4, “PC NetLink Tuning Parameters,” looks at tuning the server from a
PC NetLink software perspective. PC NetLink Registry parameters that control
performance are reviewed and procedures for changing and managing these
parameters is described.

Chapter 5, “Sizing a Solaris PC NetLink Server,” explains how to size a PC
NetLink server. Using a methodology applied to specific examples, it takes you
step-by-step through the sizing exercise. A spreadsheet tool, available on the
Sun web site, helps summarize and implement sizing.

Chapter 6, “Transitioning to a PC NetLink Server,” investigates issues in
transitioning from Windows NT servers and other Solaris-based products that
offer functionality similar to that of Solaris PC NetLink. This chapter also
discusses UNIX and Windows NT user account maintenance.

Chapter 7, “Server Consolidation and Resource Management,” investigates
consolidating the services of several servers onto one larger, scalable that
support multiple services potentially solves system administration and server
room requirements.

Chapter 8, “Monitoring the Resources Used by PC NetLink Software,”
reviews the Solaris commands to monitor system usage. This chapter focuses
on tracking resources consumed by the PC NetLink software. The Chapter
includes scripts to help resolve resource consumption problems by specific
users or clients.
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Chapter 9, “Printing With PC NetLink,” provides procedures for setting up
and maintaining printer services with the Solaris PC NetLink product. It
highlights issues to be aware of when printing using the PC NetLink software
with the different Solaris releases.

Chapter 10, “PC NetLink Setup Maintenance and Troubleshooting
Procedures,” provides procedures for backing up user data and the databases
used by the PC NetLink software. Procedures for setting up Directory
Replication, Roaming Profiles, combining UNIX and Windows NT
permissions, and other PC NetLink services are also provided.

Appendix A, “File Service Benchmark Methodology,” explains how the
benchmarks are used to support sizing in Chapter 5. It also defines the client,
server, and network environment used to execute the Ziff-Davis NetBench
benchmark.

Appendix B, “A Profile of an Average End User,” profiles the end user that
the sizing example presented in Chapter 5 was based on.

Appendix C, “Man Pages and Help Files,” provides the text of all the UNIX
man pages that were supplied by the Solaris PC NetLink product. Useful help
files for the NET command are also listed.

What Typographic Changes Mean
The following table describes the typographic changes used in this book.

Table P-1  Typographic Conventions

Typeface or

Symbol Meaning Example

AaBbCc123 The names of commands, Edit your .login  file.
files, and directories; Usels -a to list all files.
on-screen computer output machine_name% You have malil.
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Table P-1  Typographic Conventions (Continued)

Typeface or

Symbol Meaning Example

AaBbCc123  What you type, contrasted machine_name% su
with on-screen computer Password:
output

AaBbCc123 Command-line placeholder: To delete a file, type rm filename.
replace with a real name or
value

AaBbCcl123 Book titles, new words or Read Chapter 6 in User’s Guide.
terms, or words to be These are called class options.
emphasized You must be root to do this.

Shell Prompts in Command Examples

The following table shows the default system prompt and superuser prompt
for the C shell, Bourne shell, and Korn shell.

Table P-2  Shell Prompts

Shell Prompt
C shell prompt machine_name%
C shell superuser prompt machine_name#

Bourne shell and Korn shell  $
prompt

Bourne shell and Korn shell #
superuser prompt

Related Documentation

The Solaris PC NetLink product ships with several online manuals. The
manuals are available in HTML, PDF, and AnswerBook2™ formats:

® PC NetLink Administration Guide
® PC NetLink Installation Guide

After installation is finished, these sources of information are available to
administrators:
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® PC NetLink Server Administration Guide—Explains critical concepts and
describes how to administer a PC NetLink server. To access this information,
print the PDF version located in the doc folder on the product CD, or point
your browser to one of the following URLSs:
« From the Solaris machine where the PC NetLink software is installed:
file:/opt/lanman/shares/admindoc/TOC.htm .

¢ From a PC client machine: file:// servername/admindoc/toc.htm
where servername is the name of a PC NetLink server.

® PC NetLink Server Manager Online Help—The PC NetLink Server Manager
administration tool includes on-line help to guide you through system
administration and configuration tasks. To start PC NetLink Server Manager
do the following:

¢ On a Solaris system, enter the following command while logged in as root:

hostname% /opt/lanman/sbin/slsmgr &

* On a Microsoft Windows client machine, click Start and select PC NetLink
Server Manager from the Programs submenu.

Once the PC NetLink Server Manager is running, you can access on-line help
topics by clicking the Help Topics button at the lower right part of the window.

® UNIX style man pages for all the utilities and data files are included with
the Solaris PC NetLink product. These man pages and the text of the PC
NetLink net help command are printed in Appendix 3.

The following BluePrint books also offer in depth information on related
subjects that may apply to your installation of PC NetLink.

® Solaris Guide for Windows NT Administrators
® Resource Management

Refer to the BluePrints web site http://www.sun.com/blueprints for
details.

Ordering Sun Documentation

Fatbrain.com, an Internet professional bookstore, stocks select product
documentation from Sun Microsystems, Inc.
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For a list of documents and how to order them, visit the Sun Documentation
Center on Fatbrain.com at:

http://www1.fatbrain.com/documentation/sun

Accessing Sun Documentation Online

The docs.sun.com ™M web site enables you to access Sun technical
documentation on the Web. You can browse the docs.sun.com archive or
search for a specific book title or subject at:

http://docs.sun.com

Accessing BluePrints Updates and Tools Online

Every effort has been made to make this book as accurate as possible. If
corrections are made after publication they will be posted on the BluePrints
web site (http://www.sun.com/blueprints ). In addition to updates, the
sizing tool described in Chapter 5 is available via a link labeled “Scripts and
Tools” on the BluePrints web site. The sizing tool may be updated as new
information is acquired about the Solaris PC NetLink product. Check the site
for the latest version of the tool before planning a new PC NetLink server.

As information is learned about the Solaris PC NetLink product, BluePrints
articles will appear in the online magazine, which is available at:
http://www.sun.com/blueprints . In addition to the monthly publication,
previous articles are listed by date.

The author can be reached via email address don.devitt@sun.com.

Sun Server Performance Information

XXXii

Many performance related papers and tools referenced in several chapters of
this book are available at the sun performance web site
http://www.sun.com/sun-on-net/performance . The paper Solaris
Memory Sizing White Paper by Richard Mc Dougall, referred to in Chapter 4,
explains Solaris memory management as well as the tools to monitor memory
usage. You can download the tools from
http://www.sun.com/sun-on-net/performance/
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SymbEL Toolkit

The SE Toolkit, referred to in Chapter 8, is available at
http://www.sun.com/sun-on-net/performance/se3/ . SymbEL (known
as SE) is an interpreted language that provides an extensive toolkit for building
performance tools and utilities. If you are frustrated with the limitations of
vmstat , iostat and sar, then this is the tool for you. The scripts are
improved versions of the basic utilities with powerful rule-based performance
monitors and viewers.

With this too, you can apply performance rules every 30 seconds or so against
a running system to check for bottle necks.

Multi Router Traffic Grapher (MRTG)

The Multi Router Traffic Grapher (MRTG) is a tool to monitor the traffic load
on network links via SNMP protocol. It is referenced in Chapter 8 as a method
to monitor network activity. For more information, see
http://mrtg.hdl.com/mrtg.html

Common Internet File System (CIFS) Web Site

CIFS, or the Common Internet File System, is based on the existing Server
Message Block (SMB) protocol that the PC NetLink software supports. The
CIFS web site is good source of information. The URL is:
http://www.cifs.com/

Ziff-Davis Benchmark Web Site

You can download the documentation and software for the NetBench
benchmark used in several chapters of this book from the Ziff-Davis web site at
http://www.zdnet.com/zdbop/
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Introduction tothe PC NetLink
Software 1

The Solaris PC NetLink product is a fundamental part of Sun’s PC
interoperability product offering. It is fully compatible with network
technology from Microsoft and provides the network services and resource
sharing facilities required by Microsoft Windows 3.11, Windows NT, Windows
95, Windows 98, and Windows 2000 clients. The PC NetLink software is a
native implementation of the core Microsoft network services found on
Microsoft Windows NT 4.0 Server, but it is also engineered for Sun’s scalable
servers and the Solaris operating environment. With the PC NetLink software,
IT managers can consolidate the functionality of multiple PC servers onto a
single, highly reliable Sun platform scaling up through the Sun Enterprise
Server product line, as well as Solaris Intel Platform Edition environments.

The PC NetLink software running on scalable Sun servers and the Solaris
operating environment itself enables you to configure departmental servers for
enterprise levels of reliability, availability, and serviceability. It provides the
following benefits to small and large enterprises:

® Increases the reliability of Windows NT environments

® Transparently provides key Microsoft network services to users

® Reduces complexity and lowers total cost of ownership

® Provides throughput and headroom to accommodate demand and growth
® Offers higher scalable systems than traditionally offered in the PCs market

® Enables the consolidation of many applications onto fewer servers, and
reducing management costs.
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Provides simple, familiar installation and administration tools

Is fully year 2000 compliant

PC NetLink Versions Available

As of January 2000, the following three versions of the Solaris PC NetLink
product have shipped:

Solaris PC NetLink 1.0 (U.S. Domestic)—Shipped April 1999—This original
version of PC NetLink was bundled with Sun Workgroup servers and also
sold separately. This version supports the SPARC™ platform only.

Solaris PC NetLink 1.0 (Global)—Shipped June 1999—This version (part
number WE239-0) shipped shortly after the domestic release and
superseded the initial release to cover the global market. This version
supports the SPARC platform only.

Solaris PC NetLink 1.1—Shipped September 1999 as part of the Solaris Easy
Access Server (SEAS) product. This version (part number WE247-0) requires
licensing and will not work without an enabling code. This version supports
both Solaris SPARC and Solaris Intel Platform Edition Platforms.

Features of the PC NetLink Software

Based on the AT&T Advanced Server for UNIX, Solaris PC NetLink is Sun’s
PC LAN integration server. While porting the original ASU code to Solaris, Sun
engineers took advantage of enhanced Solaris functionality to allow the
software to perform and scale better that it does on other platforms.

The PC NetLink software provides transparent access to Microsoft Windows
NT 4.0 services, such as file, print, and directory services, in addition to
addressing critical enterprise computing needs. The PC NetLink software
provides:

Native Windows NT services and tools to manage key server and network
functions

Print, file, directory, and security services hosted on Sun Enterprise servers
of up to 64 processors.
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® Coexistence of Sun Enterprise servers running the PC NetLink software
under the Solaris operating environment with servers running Microsoft
Windows NT on the same network.

® Flexibility to choose from a wide array of Sun hardware and software
options (enterprise storage systems, legacy and high performance
networking products, Java technologies)

® Compatibility with Microsoft networking protocols.

® Industry-standard networking protocols

 Security and authentication (SAM/SID)
* NetBIOS and WINS protocols
* File and print services (CIFS, SMB)

® Service Pack 3 compliance (Version 1.0 and 1.1), with some SP4 compliance
with Version 1.1

® Easy installation using install wizards

® Support for all major PC client operating systems, including Microsoft
Windows NT 4.0, Windows 3.11, Windows 95, Windows 98, and Windows
2000

With these features, the PC NetLink software provides PC-based network
clients with the main Microsoft Windows NT 4.0 services they need in addition
to the familiar Solaris services and applications (See Table 1-1 for a more
complete list).

The PC NetLink software from Sun Microsystems implements Microsoft
network services in the Solaris operating environment, providing file, print,
directory, and security and authentication services to Microsoft Windows
clients. The PC NetLink software is fully compatible with Microsoft Windows
NT Server 4.0 networking technology. As a result, Solaris servers can take over
key roles in a Microsoft Windows NT local area network (LAN), replacing
Microsoft Windows NT servers or coexisting with them.

A Solaris server running the PC NetLink software in a LAN enables you to
share computing resources among a community of desktop users, and delivers
powerful new network administration and enhanced security features. The PC
NetLink software interoperates with the following supported client systems
running the following operating environments:

® Microsoft Windows NT Server 4.0
®* Microsoft Windows NT Workstation 4.0 (SP4 and earlier)
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Windows 2000 Professional

Microsoft Windows 95

Microsoft Windows 98

Microsoft Windows for Workgroups 3.11

The term “support” means many things to many people. Here, a supported
client system means a system that Sun has thoroughly tested and will commit
to fixing bugs against. In fact, some DOS-based lanman-based software clients
may work perfectly well with the PC NetLink software and may be used from
time to time by users. However, it is risky to allow production level use of
these PC clients because Sun offers no support if something fails.

PC NetLink is based off of Microsoft Windows NT Server Version 4.0 Service
Pack 3 and provides networking capabilities that are functionally equivalent to
those offered by Microsoft Windows NT Servers.

Interoperability With Other Systems

A server running the PC NetLink software can function as a file and print
server for a small, isolated community of users, or as the foundation of an
enterprise networking scheme for a large network distributed over a wide area
network.

Sun only supports PC clients that it has tested with the product. Thus, Sun
only supports a specific list of PC clients with the PC NetLink software. For
those intimately familiar with file and print protocols, the PC NetLink software
implements the NTLM 0.12 dialect described in the Common Internet File
System (CIFS) specification (available at

http://www.cifs.com/spec.html ). If a PC client other than those on the
above list is compatible with this protocol, then it should work with the PC
NetLink software, but it will not be supported by Sun. What “works” and what
is officially “supported” mean two different things in this context.

You can deploy a server running the PC NetLink software as either an
Windows NT style primary domain controller (PDC) or an Windows NT style
backup domain controller (BDC) in a network composed of other servers
running the PC NetLink software or the Microsoft Windows NT server
software.

In most file, print, authentication, and naming (WINS) network services, you
can replace existing Microsoft Windows NT servers with Solaris servers
running the PC NetLink software. You can do this gradually, by first replacing
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Security

backup domain controllers and later promoting one to Primary Domain
Controller (PDC). Users can benefit immediately from the new resources
offered by the PC NetLink software. Your network should continue to behave
as it did before. Because there is ho change in the way network resources are
accessed, both you and your user community will see little or no difference in
the methods used to access the system. If the names of the servers and
domains are kept the same during the transition, users need not even be aware
that a transition has taken place.

A major feature of the PC NetLink software is that you can replace several
smaller Microsoft Windows NT servers with a single, larger server running the
PC NetLink software. The PC NetLink software scales well as it is placed on
Sun Enterprise servers with many processors.

A server running the PC NetLink software can act as a gateway to an NFS-
mounted file structure on other Solaris servers, but make sure that no writable
file is supported by two servers running the PC NetLink software at the same
time. This restriction exists because the extended attributes and ACLs for the
file must only be supported by one server running the PC NetLink software. If
the file is to be used as a read-only file and you can ensure that write access is
denied the second system, then it may be possible for more than one PC
NetLink server to use the file.

The PC NetLink software offers a logical administrative model that enables
efficient management of large networks. You can set up Windows NT style
domains and trust relationships between Windows NT domains to centralize
user account and other security information, making the network easier to
manage and use. Each user needs only one account and one password. This
account can provide the user with access to resources anywhere on the
network.

The PC NetLink software incorporates enhanced features that support
discretionary access control permissions on individual files, directories, and
resources, and also includes comprehensive auditing capabilities. These
features provide a fine level of control over user and resource permissions and
auditing.
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Note that during normal operation, user accounts maintained by the PC
NetLink software are maintained independently of user accounts that Solaris
supports natively via NIS, NIS+, or locally on the Solaris server itself.

Network Services

After installation, the PC NetLink software starts several network services
automatically when the system is booted so that the capabilities of the network
are available immediately after installation.

Network Activity Tracking

Printing

Browsing

The PC NetLink software enables you to monitor network activity and track
computer usage. For example, you can view servers and see which resources
they are sharing; view which users currently are connected to any network
server; see which files are open; log and view security auditing entries; keep
sophisticated error logs; and specify that alerts be sent to administrators when
certain events occur. You can also use Microsoft Windows NT server
administration tools to monitor network activity.

The PC NetLink software supports Solaris supported printers that are attached
and spooled from the server the PC NetLink software is installed on. You can
attach a printer to a Solaris server running the PC NetLink software, and it will
appear and function the same as other printers in your domain. If you attach a
printer to a Solaris system that is not running the PC NetLink software, it will
not be visible to other computers in the domain. See the PC NetLink
Administration Guide for information about installing a PC NetLink-accessible
printer on a Solaris system.

You can browse domains, workgroups, and computers to look for shared
directories and printers. You can specify a network name to display available
domains and workgroups, a domain or workgroup name to display available
computers, or a computer name to display its shared directories.
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Network File Sharing

The PC NetLink software provides superior performance, reliability, and
security for sharing files and directories among network users. Discretionary
access controls and the security supported by the PC NetLink software on each
file and directory let you specify the groups and users that can access files,
define the levels of access that each group or user is permitted, and control
auditing. Additional features include file ownership and directory replication.

For best performance and functionality, install the PC NetLink software on
systems that have the local file and printer resources that you want to share
within the network. Share local UFS file structures rather than NFS file
structures because a file mounted under NFS that is shared by more than one
system running the PC NetLink software has a separate Access Control List
(ACL) entry for each server. Accessing the same file via two different PC
NetLink servers can cause the ACL entries on the two servers to become
unsynchronized.

User Environment Management

The PC NetLink software supports Microsoft Windows NT user profiles, which
let you control access to network resources and manage Microsoft Windows
NT Workstation user desktops.

Remote Administration

The PC NetLink software includes the PC NetLink Manager software that
enables you to administer the PC NetLink software from the Solaris server and
also from Microsoft Windows client machines on your network. The
application runs and appears the same under all supported operating
environments. The PC NetLink Manager application is not supported on
clients running the Microsoft Windows for Workgroups 3.11 or Microsoft
Windows NT 3.51 operating environments, because these older operating
systems do not support the Java Runtime Environment (JRE) needed to execute
the PC NetLink Manager software. Remote administration is supported for all
network functions, including server management, security management, and
Solaris printer installation.

Introduction to the PC NetLink Software 7



The PC NetLink software can operate and be administered regardless of
whether Microsoft Windows NT is running on the network. In addition, you
can use Microsoft client-based network administration tools running on
Microsoft Windows client computers to remotely administer Microsoft
Windows NT network services provided by the PC NetLink Manager software.
The following Microsoft Windows NT server tools are included in the PC
NetLink kit:

® Server Manager
® User Manager for Domains
® Event Viewer

® Policy Editor (Microsoft Windows NT and Microsoft Windows for
Workgroups only)

®* WINS Manager (Microsoft Windows NT and Microsoft Windows for
Workgroups only)

Sun Microsystems does not support Microsoft Windows NT Server Tools. For
assistance, refer to the on-line help that accompanies those tools.

Solaris Software, PC NetLink Software,
and Windows NT Functionality

Table 1-1 defines what is supported by the Solaris operating environment and
the Windows NT software directly, as well as the server-level functionality
supported by the PC NetLink software. Table 1-1 shows the following kinds of
functionality and server support:

®* Native—Services and functionality natively supported by Windows NT or
the Solaris operating environments.

® Solaris + PC NetLink software—Services and functionality available on a
Solaris server after PC NetLink is installed. These have been placed at the
top of the chart.

® Solaris or Windows NT unbundled—Services and functionality available on
a Solaris or Windows NT server after an unbundled or third-party package
is installed. This functionality is not provided by PC NetLink but as part of
the Windows NT server.
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Table 1-1  Solaris Software, PC NetLink Software, and Windows NT Functionality

Server Functionality

Solaris Software + PC
NetLink Software

Windows NT 4.0

File operations via SMB (CIFS)
protocols

NetBIOS Transport Layer

Print Operations SMB (CIFS)

Windows NT Domain directory (PDC
or BDC) services

Windows Internet Naming Service
(WINS)

Security—ACLs (Access control lists),
SAM (Security Access Manager), SIDs
(Security identifiers)

File Operations (NFS). Available only
to clients with NFS Client code.

NIS (Network Information Service) +
NIS

FTP

Telnet command line

Email IMAP/POP Protocols

SMTP (Simple Mail Transfer Protocol)

Solaris with PC
NetLink

Solaris with PC
NetLink

Solaris with PC
NetLink

Solaris with PC
NetLink

Solaris with PC
NetLink

Solaris with PC
NetLink

Solaris native

Solaris native

Solaris native

Solaris native

Solaris native

Solaris native

Windows NT native

Windows NT native

Windows NT native

Windows NT native

Windows NT native

Windows NT native

Windows NT
unbundled or third-
party software

Not available

Windows NT
unbundled or third-
party add-on

Windows NT
unbundled or third-
party add-on

Windows NT
unbundled or third-
party add-on

Windows NT
unbundled or third-
party add-on
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Table 1-1  Solaris Software, PC NetLink Software, and Windows NT Functionality

Server Functionality

Solaris Software + PC
NetLink Software

Windows NT 4.0

X11 Client Server application support.
X11 package required on Client.

Solaris SPARC or Intel Platform server

application support

SLIP/PPP Dial-up Support
DHCP (Dynamic Host Configuration

Protocol)

Web Services (HTML)

Database operations

Software RAID

LDAP, X.500, ESMTP, MIME

Windows NT Domain Administration

Hardware BUS - PCIl or PCMCIA

support

Intel Platform Edition system support

Solaris native
Solaris native

Solaris native

Solaris native

Solaris unbundled Sun
WebServer™,
JavaServer™, or third-
party server software
such as Netscape™
Enterprise Server or
Apache

Solaris based database
programs such as
ORACLE®, or Sybase

Solaris native Solaris
DiskSuite™ or Veritas

Solaris add-on—SIMS

Windows NT based
tools supplied with PC
NetLink, or use
Windows NT tools that
exist. Solaris command
line commands

Solaris native drivers
or third-party drivers

Solaris Intel Platform
Edition native

Windows NT third-
party software

Not available

Windows NT native

Windows NT native

Windows NT add-on
or third-party
software

Windows NT add-on
or third-party
software

Windows NT native

Windows NT add-on

Windows NT based
tools supplied with
Windows NT

Windows NT native
drivers or third-party
drivers

Windows NT native
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Table 1-1  Solaris Software, PC NetLink Software, and Windows NT Functionality

Solaris Software + PC

Server Functionality NetLink Software Windows NT 4.0
Win 32 Intel Platform-based Solaris add on or third- NT native
application support party software or

hardware

Lotus Notes or Domino Server support SPARC Solaris based NT based Lotus

Notes & Domino Notes Server software
Server available from from Lotus
Lotus
Microsoft Exchange support Not available NT add-on or third-
party
Appletalk support Solaris third-party NT add-on or third-
software Syntax™ party
Totalnet
Novell Netware support Solaris third-party NT native
software Syntax™
Totalnet

PC NetLink Restrictions

PC NetLink is an extremely robust and useful product for solving a variety of
problems related to Windows NT domains. PC NetLink does not, however,
support all the functions that extend beyond those needed to support
Windows NT domains. The following is a list of restrictions to remember when
planning servers that use PC NetLink 1.0 software.

Controller Restrictions

During the installation of the PC NetLink software, you must decide whether
the server will be the primary domain controller (PDC) or a backup domain
controller (BDC) of an Windows NT domain. The PC NetLink software allows
only these two options for a server for Versions 1.0 and 1.1

To work around this restriction, create a new domain that has a one-way
trusted relationship with the domain of which you want to be a member. This
trusted relationship allows authentications that are not supported locally to be

Introduction to the PC NetLink Software 11
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passed through to the trusted domain. A PC NetLink server set up in this way
has no user accounts in its own PDC database. Instead, the user authentication
is passed through to a BDC or the PDC of the trusted domain.

For example, to setup a Solaris server running the PC NetLink software as a
member server of the ENGDOMAIN, you would do the following:

1. When installing the first server running the PC NetLink software, choose the
name of a trusting domain member (for this example use
MEMBERENGDOMAIN) and use it to define the PC NetLink server as a
PDC.

2. After the PC NetLink software is installed, use the Windows NT User
Manager tool to administer the trusted domain (ENGDOMAIN). Define the
trusting domains using the Policies Trust Relationships dialog.

Once the trusted relationship is established, the servers running the PC
NetLink software will pass through all their authentications to the trusted
domain. As long as you never enter any account information into this dummy
domain, you will have accomplished most of what a member Windows NT
server is used for. The down side to this workaround is seeing the extra
domain.

Transport Protocol Restrictions

The NetBIOS layer shipped with the PC NetLink software supports NetBIOS
over the TCP/IP (Transmission Control Protocol/Internet Protocol). This
NetBIOS layer does not support NetBEUI or IPX/SPX transport protocols that
are still common on some local area networks (LANS). While NetBEUI is used
on small networks, it cannot be used in large networks because it does not
route from one subnet to another.

The popularity of the Internet requires most network-aware PCs to be
delivered by computer companies with the TCP/IP protocol already installed.
The TCP/IP protocol is essential to the use of the Internet. TCP/IP protocol
scalability is also a primary consideration for most large enterprise
environments which use this protocol for supporting the network
infrastructure within the company. Microsoft makes the use of the TCP/IP
protocol easy to support because this protocol is included with all its operating
systems.

Solaris PC NetLink Performance, Sizing, and Deployment
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For all of these reasons, the restriction of PC NetLink software access to PCs
using the TCP/IP transport protocol is not really a restriction. The simple
workaround is to install the TCP/IP protocol on any system that doesn’t
already have it. If you already use an Internet browser to browse and display
HTML on the internet using your PC client, you already have a TCP/IP
protocol installed on your PC. Check the Network icon of the Windows 95,
Windows 98, or Windows NT Control Panel to verify that your PC has the
TCP/IP protocol installed.

PC NetLink Requirements

Before you can install the PC NetLink software, you must have specific Solaris
operating environment releases on specific hardware platforms.

PC NetLink 1.0

® Solaris 2.5.1 Hardware: 11/97 or a subsequent compatible version
® Solaris 2.6 or a subsequent compatible version

PC NetLink 1.1

® Solaris 2.5.1
® Solaris 2.6
® Solaris 7 operating environment

Hardware Platform Requirements:

®* SPARC
e Sun Enterprise™ 2
e Sun Ultra™ 55
e Sun Ultra 10S
« Sun Enterprise 250
« Sun Enterprise 450
¢ Sun Enterprise 3000/3500
« Sun Enterprise 4000/4500
« Sun Enterprise 5000/5500
« Sun Enterprise 6000/6500
« Sun Enterprise 10000

Introduction to the PC NetLink Software 13
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This list of Sun Enterprise servers represents the systems that have been tested
with PC NetLink and Sun is willing to officially support. Other Sun servers
and even workstations may work equally well with PC NetLink but they
would not fall within the official list Sun has tested fully. If you are compelled
to test or use PC NetLink on a system other that those listed above you may
not be in a position to ask for support from Sun.

® Intel Platform Edition

* Any Intel platform supported by the versions of Solaris Intel Platform
Edition listed above

System Resource Requirements

Before you can successfully install the PC NetLink software, your system must
have the following minimum requirements:

® 78 Mbytes (40 Mbytes in Version 1.0) of free space in the /opt directory.
® 15 Mbytes of free space in the /var/opt/ directory.

®* No other program that uses a NetBIOS stack are running on the Solaris. This
includes programs like Syntax Totalnet or Samba. Chapter 6 offers
techniques for transitioning from these products to Solaris PC NetLink.

PC Clients Supported by PC NetLink

Recommended Patches

14

®* Windows NT Workstation 4.0
®* Windows 95
®* Windows 98

To use the PC NetLink software in the most problem-free environment possible
it is best to use the latest version, including the current updates of patches for
that version. Read patch descriptions fully to determine if it applies to your
system. Patch revision numbers change regularly. Try to install the latest
revision if possible. Also read the release notes shipped with each version for
other recommended patches.

® PC NetLink 1.0 Domestic
« 107897-01: Bug Fixes

Solaris PC NetLink Performance, Sizing, and Deployment



® PC NetLink 1.0 Global
» Patch 108164-01: Netbios Bug fixes patch
» Patch 108235-01: PC NetLink jumbo patch

® PC NetLink 1.1 Domestic/Global
« Patch 108246-01: Netbios patch
« Patch 108274-02: PC NetLink jumbo patch

® Solaris 2.6
» Patch 106235-04: LP patch fixes several printing related problems

Introduction to the PC NetLink Software
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The PC NetLink Software

Architecture 2

This chapter provides an overview of the Solaris PC NetLink software and
describes its server functionality.

The four basic components of the PC NetLink software are:

PC NetLink base code—This software consists of several processes that
support the fundamental functionality of the Solaris PC NetLink server.

PC NetLink Server Manager software—This application, based on Java, lets
you configure the Solaris functionality to administer the PC NetLink servers
and clients. It consists of both a client and server code as well as all the
support software required to execute the application.

NetBIOS driver—This driver supports requests from both the clients and the
PC NetLink server and is installed as a network driver. While included with
the PC NetLink software, the NetBIOS driver works independently of other
PC NetLink software components.

PC NetLink utilities—These are the WIN16 and WIN32 utilities used to
configure the Windows NT domain items in the PC NetLink server. These
are the same tools used on Microsoft Windows NT 4.0 server to administer
Windows NT servers.

17
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Knowing what is and is not required by the PC NetLink server base software
can help keep the /opt directory as small as possible. Table 2-1 shows the
software components in each package and whether the package must be
installed on all PC NetLink servers, or is optional and can be installed
elsewhere. Large Solaris servers can contain sometimes over 100 packages.

Table 2-1 PC NetLink Server Software Packages

Package Name

Content Optional

SUNWIzac—
PC NetLink Server Adm
Common

SUNWIzag—
PC NetLink Server Adm
GUI

SUNWIzas—
PC NetLink Server Adm
Srv

SUNWIzcl —

PC NetLink Server-Client

Utilities

SUNWIzd—
Administration
Documentation

SUNWIzm—
PC NetLink Server Man
Pages

SUNWIznb—
Sun NetBIOS Transport

Java Runtime Environment needed to support both  Not optional
the client and server sides of the PC NetLink

Manager. Also contains the uninstaller for the entire

product

PC NetLink Server Manager client Java application  Only if you have access to the
package from some other server or
do not plan to use PC NetLink
Server Manager to configure your
server.

The server side of the PC NetLink Server Manager This package requires the

application SUNWIzac. Optional only if you
will not use the PC NetLink
Server Manager.

A TCP/IP stack used by the PC NetLink Required only if you will not

environment perform system administration
tasks from Windows for
Workgroup 3.11 machines

The full PC NetLink Server documentation Required only if the documentation
has not been installed on another
accessible server.

The man pages for every Solaris command-line Needs to installed only on one

executable that installed with the PC NetLink Server server at a site. The manpages can
then be exported to all other
servers.

The code needed to create the /dev/inb and Required for basic functionality.
/devinbdg  driver that support the NetBIOS
interface layer

18
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Table 2-1 PC NetLink Server Software Packages (Continued)

Package Name Content Optional

SUNWIzs— The base Sun Link Server functionality Required for basic functionality.

PC NetLink Server base

SUNWIzst — The Win32 and Win16 utilities for performing Required if the Windows NT 4.0

PC NetLink Server Tools Windows NT Server Administration. They consist of ~ workstations, or Win 9X PCs will
the User Manager, System Manager, and Event be used to configure PC NetLink.
Manager.

SUNWIzsr —
Data configuration
information

This package was introduced in Version 1.1. This Required in every PC NetLink 1.1.
files in this package were in the SUNWIzs package Does not exist in Version 1
in Version 1.0

At a bare minimum, only the SUNWIzs and SUNWIznb and SUNWIzsr (for
Version 1.1) packages must be installed if the following restrictions apply:

® You can configure Solaris and PC NetLink Server using the command-line
options only.

® You have access to Windows NT 4.0 server tools User Manager, System
Manager, and Event Manager.

PC NetLink Server Manager Architecture

The PC NetLink software is a layered product that requires some unique
administration requirements. These requirements are met by the PC NetLink
Server Manager tool—PC NetLink server manager software (also known as
SunLink Server Manager, path =opt/lanman/sbin/slsmgr) . Knowing
something about its architecture may help avoid problems that can occur with
complex server configurations.

The PC NetLink Server Manager software consists of client and server Java
applications. Its user interface was designed to be familiar to Windows NT
administrators. The client component of the PC NetLink Server Manager is
supported on Solaris clients as well as Windows NT 4.0, Windows 95,
Windows 98, and Windows 2000. The software uses Remote Method
Invocation (RMI) and the rmiregistry to bind the client to the server.

The PC NetLink Server Manager software supports the administrative tasks
normally performed during the initial installation and configuration of a
Windows NT server, such as:

The PC NetLink Software Architecture 19
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® Setting the name, domain name, and role (PDC vs. BDC) of the server

®* NetBIOS configuration, including B or H node and WINS address

® Configuration of Solaris printers, which must be done to map Windows NT
printers to Solaris printer queues

These various services can be started and stopped with this tool.

The PC NetLink software provides configuration parameters that allow access
from both Solaris and Windows NT environments. The PC NetLink Server
Manager software supports the configuration of these parameters together
with a rich set of informational and help text that describes their effects.

While standard Windows NT tools can be used to manage the PC NetLink
server after it is installed and working, they cannot control the Solaris
administration that may be required to support the PC NetLink server
software. Solaris commands facilitate monitoring the Solaris resources needed
by the PC NetLink software. The functionality offered by the PC NetLink
Server Manager duplicates the functionality provided by the Solaris or the PC
NetLink command-line interface. The man pages for these command-line
interfaces are documented in Appendix C.

Note — The Java Runtime Environment is required only if you want to use the
PC NetLink Server Manager GUI. It is not required for base level Solaris PC
NetLink software support that PC clients require.

Runtime Architecture

The GUI, which is based on Java, runs on all the PC clients that the server
supports (except for Windows for Workgroup 3.11) as well as the Solaris clients
or servers. The PC NetLink Server Manager server code is installed by default
when you install the Solaris PC NetLink software via the install script, or in
the case of PC NetLink 1.1, during the Solaris Easy Access Server (SEAS)
installation. The client portion of the PC NetLink Server Manager software is
shipped with PC NetLink server software and is available in the
/opt/lanman/shares directory after a standard installation.

PC NetLink Server Manager software requires the use of the Java Runtime
Environment (JRE) software that comes with a specific version of the Java
Development Kit (JDK™). If you have a previously installed version of JDK
that does not work with the JRE software required by the PC NetLink Server
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Manager software. In some instances you can install the required version of the
JDK in addition to any version required by other software. Special attention
should be made to issues that may exist by having two different versions of the
JDK existing on the same server at the same time. If these issues become too
difficult to resolve you can install and administrate the Solaris PC NetLink
software without the need of the PC NetLink Server Manager software. This
requires administrating the PC NetLink software via command-line options
alone.

The PC NetLink Server Manager client application, while based on a specific
version of the JDK, does not interfere with other client applications based on
Java. It is developed and installed in such a way that the JDK virtual machine
(VM) and Java support libraries are used privately by the PC NetLink Server
Manager client software. The JRE running on a PC client may require
additional memory resources, so be sure to run the PC client Java code on a PC
with sufficient memory.

Client-Server Architecture

Remote Method Invocation (RMI) is the framework used by the client portion
of the software to initiate a PC NetLink Server Manager session. After a
standard installation of the PC NetLink server software, the Session Manager
process will start as part of a normal PC NetLink server start up. Its role is to
handle a secure login by a system administrator on a PC or Solaris client. Once
you are logged on, the Session Manger process acts as remote object factory to
support your requests, using the PC NetLink Server Manager client software.
While the actual API interface used by client and server portions of the
software to communicate is not documented, Appendix C provides a well-
documented set of commands. You can use these commands to develop tools
to extend PC NetLink Server administration. Chapter 8 shows how to combine
these commands in scripts to perform a variety of functions.

The PC NetLink Software Architecture 21



Figure 2-1  PC NetLink Server Manager Client-Server Architecture

PC NetLink Server Manager Security

The PC NetLink Server Manager software implements a security envelope
above the RMI layer using the Java Cryptography API of the JDK. This API
enables:

Client connection is authenticated at login.

No password is ever transmitted in clear text.

All client-server communications is authenticated.

Required access level for all client requests is verified.

All client-server communications have the option of data integrity.

Installing PC NetLink Server Manager on Microsoft Clients

22

The PC NetLink server media contains a setup.exe file that installs the PC
version of the PC NetLink Server Manager client. It was constructed with
InstallShield. An auto-run file automatically invokes this installer when the CD
is placed in the drive if the PC is running Windows NT 4.0, Windows 95, or
Windows 98. This software's use of the Microsoft Registry conforms to the
requirements listed in Meeting Windows Logo Requirements With InstallShield 5.5.
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The software is installed in the appropriate software directory (determined by
the ProgramFileDir Registry parameter). The Solaris PC NetLink software
installation creates the Registry parameter.

Table 2-2 Installation Data Parameter Keys

InstallLocation The path of the installation executable

JavaRuntimeVersion The version of Java Runtime installed by this product

Solaris PC NetLink Server Architecture

Under normal operation, no one needs to be concerned with the architecture
for simple installations of the Solaris PC NetLink software. However, for server
consolidation and some of the tuning techniques to improve performance, an
understanding of the architecture may be necessary. Figure 2-2 shows a
functional diagram of the Solaris PC NetLink server architecture.
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Figure 2-2  Interaction Between the PC NetLink and Solaris Software
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Figure 2-2 shows how the various services are layered. In addition it shows
where the PC NetLink Server functionality ends and the Solaris functionality
begins. Important points to note from Figure 2-2 are:

® Most of the PC NetLink server code runs in user mode. Only the supplied
NetBIOS layer runs at the kernel level. This feature protects all other Solaris
processes from any possible problem the PC NetLink server might have.
Outside of resource allocation, these user-level processes cannot directly
interfere with other user processes on the system.

® The PC NetLink server software makes its calls to and from the network
layer through the NetBIOS layer.

® The NetBIOS layer, in turn, uses TCP and UDP protocols through the IP
layer.

® The Access Control List (ACL) and Security Account Manager (SAM) are
supported by the PC NetLink server privately maintained database. On a
Windows NT machine, this Windows NT domain style ACL is stored in the
NTFS file system.

® File lock information is handled at the user level and is maintained inside of
shared memory.

® The actual server processes that support this functionality are not shown but
will be explained later in this chapter.

Supported Windows NT Network Services

File and print sharing services require implementation of the Server Message
Block (SMB) protocol. Many versions of this protocol have been released over
the years. Documentation of the most recent version, renamed the Common
Internet File System (CIFS), was released by Microsoft. The CIFS protocol was
implemented in Windows NT 4.0 and is supported by the PC NetLink server.
The CIFS specifications are available at http://www.cifs.com/ . The specific
version of the CIFS protocol that comes closest to what the PC NetLink
software supports is the NTLM 0.12 version.

This information may be useful if you need to diagnose some obscure problem
that requires sniffing the network wire. Knowing the specific protocol the PC
NetLink software supports is of little value to customers that know only that
they are running a specific operating system. It is not always easy to determine
which network protocol version a PC client operating system supports. Sun
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Microsystems instead bases its support in terms customers can relate to,
namely the PC Client operating systems that will be using the PC NetLink
functionality. For example it is stated by the Solaris PC NetLink specifications
that it supports the file and print operations originating from PCs running the
Microsoft Windows 98 operating system (among others). Without knowing the
exact protocol designation you know if you have a Windows 98 PC Client it is
officially supported by Sun.

The NTFS security model associates ACLs with each file and directory. While
the PC NetLink server maps file and directory paths to the Solaris file system
name space, it maintains a separate database of ACLs associated with the
paths. This enables the PC NetLink server to provide NTFS semantics over the
network. The PC NetLink server also maintains DOS file attributes for each
file. The attributes are maintained in special Solaris group ownerships assigned
to the file, rather than in a separate database as the ACLs are. The PC NetLink
server installation creates these special Solaris groups (DOS---- , DOS---h ,
and so on) in the /etc/group  file if they do not already exist in the naming
service.

Naming and network address services require NetBIOS, WINS, DNS, and
DHCP. NetBIOS supports the registration and lookup of NetBIOS name/IP
mappings on a subnet. WINS extends this service across subnets. Microsoft
extended its DNS server so that it will communicate with WINS servers for
lookups that can not be resolved from its static database. Therefore, after a
client has registered its NetBIOS name/IP mapping with the WINS server, it
can be located using the Microsoft DNS. The PC NetLink server supports
NetBIOS and WINS, but does not support DNS or DHCP directly. However,
both DNS and DHCP support are provided by the Solaris platform. The lack of
a WINS interface in Solaris DNS is a drawback that can be mitigated by a
combination of the Solaris Dynamic DNS and DHCP.

The Windows NT Browser service publishes lists of shared resources (printer
and file shares) that are available in a workgroup or Windows NT Domain. The
familiar Network Neighborhood listing is derived from a browser. The PC
NetLink server includes a port of the Windows NT Browser service.

The Windows NT Directory Replication Service supports export and import for
directories. If a directory is exported, the contents of the files and directories
below it are periodically copied to remote systems that imported that directory.
The PC NetLink server includes a port of the Windows NT Directory
Replication Service.
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The Windows NT Authentication service supports user authentication within
an Windows NT Domain. The Windows NT Security Account Manager (SAM)
is the store of user accounts for the domain. A copy of the SAM must exist on
any server designated as a domain controller capable of authenticating a user.
Updates to the SAM are directed to the primary domain controller (PDC).
Changes to the PDC’s SAM are periodically sent to the Backup Domain
Controllers (BDC). A PDC can be demoted to a BDC, and a BDC can then be
promoted to the PDC (only one per domain). The PC NetLink servers can be
configured as either a PDC or BDC, and fully support the Windows NT
network authentication protocols.

The Windows NT management protocols are layered on the Microsoft RPC
(MS-RPC). The PC NetLink server includes an implementation of MS-RPC
along with the RPC procedures that implement the server side of the Windows
NT management protocols. Therefore, the PC NetLink server supports the
common Windows NT management GUIs (run from a PC client), including
Event Viewer, User Manager, Registry Editor, and Server Manager. Support for
Windows NT management interface means that the PC NetLink server
supports a large subset of the Microsoft WIN32 API because it relies upon
these management interfaces.

Figure 2-3 provides an architectural overview of the implementation of services
and protocols.
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Figure 2-3  Relationships Between Major PC Netlink Components
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Figure 2-3 illustrates the relationships between the major components of the
portion of the PC NetLink server that supports the Windows NT protocols and
services. The name of the PC NetLink server daemons (Imx.browser
Imx.srv , etc.) are seen within the block labeled “PC NetLink Server”. The
lines from the “PC NetLink Server” block are shown going to and from the
“Solaris Kernel” block which highlights the primary interfaces the PC NetLink
software uses to support it’s functionality.

The Registry maintains configuration and tuning parameters for nearly all of
the services. Even though lines were not drawn between the Registry and the
other services, the services do query the Registry.

The lines from MS-RPC to the ACL, Registry, and SAM support the APIs used
to manage those components from client management tools.

The interfaces between the Browser, Authentication, MS-RPC, and Replication
services and the SMB/CIFS modules are named pipes and mailslots, which are
network communication endpoints. The services create well-known named
pipes or mailslots in the SMB name space, and service the requests that arrive
on them through connections from the client. The SMB connection is layered
on a NetBIOS connection created by the NetBIOS Session service. Mailslots
(class 2) are layered on the NetBIOS Datagram service. The NetBIOS session
and datagram services use the TCP and UDP drivers respectively.

The alerter is an Windows NT service that sends alert messages to clients or to
specific users. For example, a server can be configured to send a message to a
particular client if a power failure occurs. The alert is displayed in the center of
the client's monitor.

The daemons that provide the various services are controlled by the control
daemon—Imx.ctrl . The control daemon spawns (and stops) the others as
appropriate and communicates with them through a Named Streams pipe. A
client request for a connection is initiated with a request to the control daemon,
which creates a NetBIOS connection and passes the corresponding file
descriptor to the appropriate daemon. Each Imx.srv  process can support
connections to more than one client. However, additional Imx.srv  daemons
are spawned as the number of connections per daemon reaches a threshold.
The number of file descriptors per daemon is set to a hard limit—1024 in the
default Solaris configuration.
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The states of open files and locks are maintained in a shared memory segment.
This shared memory segment also contains the set of shared resources and
client connections. Each daemon maps this segment.

Shared libraries contain code that implements the ACL, Registry, and SAM
subsystems, as well as the file system and printer interfaces. The

libasusec.so library implements the ACL and Registry subsystems. The
libsam.so library implements the SAM. Much of the file and print system is
implemented in the liblmx.so library. The Ip_ops.so library is used to

support the PSI functionality while the PSI API itself is supported by the
libmxpsi.so library. Portions of the Imx.srv process that make the PSI calls are
in the liblmx.so library.

The ACL, Registry, and SAM data are stored in what are known as Binary
Large OBject (or BLOB) files. The format of a BLOB file consists of a free block
map, a key map that maps keys to blocks, three hash lists that map some
searchable value to a key, and the data blocks themselves. This format is
intended to support efficient lookups. But updating a record requires updates
to many structures within the BLOB file. Because of the small chance that the
structures of the BLOB file could become inconsistent as a result of a crash, the
PC NetLink software provides command-line utilities that restore the
consistency of BLOB files—acladm , regadm, and samcheck . You can use the
PC NetLink Server Manager GUI to run these utilities.

The administration of the WINS service is unique in that the WINS RPC
management interface is layered directly on TCP/IP, rather than on Named
Pipes over SMB. Without a well-known Named Pipe name, the WINS service
needs the help of the endpoint mapper, which maps a request for the WINS
administration interface to the TCP/IP port that the WINS service has
registered. The endpoint mapper is implemented as the daemon Imx.ep and
listens at port 135.

Integrating Solaris and Microsoft Environments

30

The PC NetLink server software provides services that are usually provided by
the operating system, such as user authentication and file locking. The
relationships between these PC NetLink services and the Solaris services are
configurable in order to support two general types of environments—one in
which users access the server resources only from a Microsoft client, and the
other in which users can access resources from either Solaris or Microsoft
clients.
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User Account Mapping for Microsoft-Only Accounts

For Microsoft-only accounts, users have an identity in the Windows NT
Domain (the PC NetLink server SAM) and have no identity in any Solaris
naming service. Files created by any user in this environment are owned by the
Solaris user Imworld —one of the password accounts created by the PC
NetLink software installation. (The PC NetLink server installation also creates
Imxadmin and Imguest accounts to which the special Windows NT accounts
Administrator and Guest are mapped.) File locking is provided solely by the
PC NetLink server, without support of Solaris locking.

User Account Mapping for Solaris and Microsoft Accounts

In accounts mapped for both Solaris and Microsoft accounts, users can have an
identity in both the Windows NT Domain (SAM) and a Solaris naming service.
You can create mappings between the Windows NT (SAM) account and a
Solaris account using the mapunamecommand. Newly created files are owned
by the Solaris user to which the Windows NT account is mapped. You can also
configure locking so that the PC NetLink Server locks are propagated to Solaris
locks.

For dual-mapped accounts, the PC NetLink server provides the tools
passwd2sam and sam2passwd to maintain mappings between Windows NT
and Solaris user accounts. If updates to accounts are made to the Solaris
naming service, the passwd2sam utility migrates these updates to the
Windows NT SAM. Since passwords cannot be migrated, this tool can create a
file with a list of random passwords for the new accounts, or assign a single
password to all of the new Windows NT accounts. Use sam2passwd utility in
environments where the updates are made to the Windows NT SAM. The
utility will generate a file in /etc/passwd  format that can be merged with an
letc/passwd  file or with NIS maps.

NetBIOS Transport Support

The PC NetLink server supports network protocols by way of the NetBIOS
over the TCP/IP layer. This layer is based on the RFC1001/1002 NetBIOS
protocol and is a standard networking protocol used primarily by PCs. It is one
layer below the SMB (Server Message Block) protocol used by Windows NT
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networking, and one layer above the TCP/IP protocol. In the PC NetLink
server, the NetBIOS protocol is implemented in kernel space using the
standard STREAMS framework.

The PC NetLink server NetBIOS kernel component is a regular kernel
STREAMS multiplexing network protocol device driver that implements the
RFC1001/1002 NetBIOS protocol. It exposes a private TLI interface to the user
mode PC NetLink server components. It uses regular TPl STREAMS messages
to communicate with Sun TCP and UDP STREAMS drivers. It is controlled by
a user mode daemon that starts up at boot time to control and manage the
multiplexing STREAMS driver. The daemon controls the driver through
private _STR ioctls . It has no dependency on other PC NetLink server
components and can be viewed as a self-contained software component.

The NetBIOS layer attaches to specific TCP/IP sockets on the system and also
responds to specific broadcasts to support NetBIOS naming requests. For this
reason, only one NetBIOS layer can be active on a server at one time. Neither
SunLink PC—(Syntax Totalnet), nor Samba can have active NetBIOS
functionality while the PC NetLink software is running. See Chapter 6 for help
with making a transition to and from these environments.
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Figure 2-5 NetBIOS Architecture

When Sun Microsystems started developing the Solaris PC NetLink software, it
evaluated many UNIX-based NetBIOS layers. The one chosen to bootstrap the
work was from NCR, which had been used to support other AT&T AS/U
implementations. This NetBIOS layer has since undergone many changes to
make it more robust and to take advantage of multiprocessor environments
better. Little of the original code now exists in the current shipping product.

NetBIOS is typically supported on three different transport layers. The PC
NetLink 1.0 software only supports NetBIOS over TCP. Use of the TCP
transport is the most scalable solution, so it is the preferred transport for any
large organization. Microsoft Windows operating systems (Windows 95, 98,
and Windows NT 4.0) all support the TCP protocol. Users who have been
using other protocols on their PC clients (such NetBEUI, and NetBIOS over
IPX) and have not installed TCP, must install the TCP protocol from the
appropriate OS CD-ROM or diskette. This situation is highly unlikely,
however, as all web browsers and Internet-aware applications use the TCP
protocol, exclusively requiring the installation of the TCP layer.
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The PC NetLink software NetBIOS supports both B- and H-node types. A full
description of these node types is beyond the scope of this book. Refer to
Windows NT 4.0 documentation for a full description of B- and H-node types.

The important points to keep in mind about the NetBIOS architecture is its use
of specific TPC and UDP sockets to support its functionality. Specifically these
sockets are:

® TCP Socket 139 Session Service
® UDP 137 Name Service (WINS involvement)
® UDP 138 Datagram Service mail slots

Note that the NetBIOS layer used by Sun Microsystems is a multi-threaded
version of NetBIOS. This means that as the number of concurrent PC client
operations are processed by a multiprocessor PC NetLink server, multiple
processors can process instructions within the NetBIOS layer without
interfering with one another. One processor handles the request for one PC
client, while another processor handles a request for another PC client without
slowing down because of resource contention. It does, however, maintain
mutex locks around data memory that maintains NetBIOS state information.
The code executed while these mutex are in effect is small, and will only cause
slight delays as threads running on other processors attempt to flow through
the code and are blocked by the mutex .
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Figure 2-6  NetBIOS Named Pipes and Mailslots

NetBIOS Changes to the Solaris Operating Environment

When the PC NetLink server NetBIOS is installed, the following changes are
made to the Solaris environment:

1. The netbios script is placed into /etc/init.d . The
letc/rc2.d/S98nethios and /etc/rc1.d/K20netbios symbolic links
are created to point back to this script. This script is used to start and stop
the NetBIOS layer.

2. /kernel/drv —The nbx driver and the configuration file are placed in the
directory.

3. Device links /dev/nb |, /devinbdg are created.

4. The NetBIOS control daemon is installed into
lopt/SUNWIznb/shin/nbdaemon
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5. Configuration and monitoring utilities are installed:
/opt/SUNWIznb/sbin/

6. Network interface related config files are created and initialized:
letc/opt/SUNWIznb/

7. Other config files are installed: /var/opt/SUNWIznb/
8. The NetBIOS man pages are added. /opt/SUNWIznb/man

NetBIOS Relationship With the Java Admin Tool

In addition to allowing the user to configure the NetBIOS component through
command-line utilities, the Java based PC NetLink Server Manager (slsmgr )
enables the user to change parameters through a Graphical User Interface
(GUI). Any change requiring a restart of the NetBIOS layer will require the
user of the GUI to give permission for the restart. The GUI can be used
remotely.

PC NetLink Server Printer Architecture

The PC NetLink server’s role in handling printing requests for PC clients falls
into two categories. First, the security measures are enforced to allow users to
access a particular printer. Second, the PC NetLink software works with Solaris
software to maintain a printer spooler to accept print jobs. The PC NetLink
server only moves the data from the client to the printer. It has little notion of
what kind of printer it is spooling output to. If the PC client creates a network
printer using the wrong printer driver, the PC NetLink software will send this
incorrectly matched printer output to the printer, resulting in garbage output
or a confused printer.
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Figure 2-7  PC Netlink Printing Subsystem

The PC NetLink server printing system has four layers. Each Imx.srv  process
can handle printer-related functions. Within a server process is a full set of
Windows-style printer server components, such as the spooler. The Printer
Subsystem Interface (PSI) layer is the API that the server process uses to
contact the underlying Solaris print services. Support for PSI calls are scattered
throughout the parts of the server that need access to the printing subsystem.
PSI is completely ignorant of the print subsystem. The PSI layer simply calls
the corresponding functions in the PSI library for each function in PSI that was
called by the Imx.srv  process.

The PSI library is the interface library between the PSI API and Solaris print
services. The PSI library, which is implemented as a shared library, converts
each PSI function call into its corresponding Solaris Ip command. All
communication between the PC NetLink software and Solaris software within
the printing subsystem occurs inside the PSI library. Unlike the PSI layer
above, the PSI library from the original AS/U code was rewritten for PC
NetLink to take full advantage of Solaris software.
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Printer Names

Four different names appear in the printing subsystem of the PC NetLink
server. Each name has its own purpose and restrictions.

® Solaris Printer Name—This is the name of the Solaris print queue that prints
the requests passed in from the PC NetLink server PSI library. As with any
other Ip print queue, this name must adhere to the Ip naming restrictions.
Legal characters are [A-Z], [a-z], [0-9], and “_”. This name must be between
1 and 14 characters long. No other characters or white space are permitted
in an Ip printer name. Follow instructions in the PC NetLink Server
Administration Guide to avoid problems with the naming rules.

® Windows Printer Name—This is the actual name that Windows clients will
interact with. This name is an Windows NT-style long name, and it can have
any of the following characters: [A-Z], [a-Zz], [0-9], and “_". Unlike Solaris
printer names, Windows printer names can have white space, and can be as
long as the Windows NT long name limit (255 characters). Downlevel
clients, however, may not be able to see the entire name.

®* Windows Share Name—Every PC NetLink server printer consists of both a
printer and a share. The printer share name must adhere to the DOS 8.3
naming length (that is, 12 characters). The share name for a printer is
automatically created from the first 12 characters of that printer’s Windows
printer name. Users never directly interact with the Windows share name of
a printer from Windows clients. It is visible while browsing the root level of
the PC NetLink server from a Windows client. It is also visible from other
commands, such as net share

¢ Solaris Class Name—Each Windows print queue is mapped on a one-to-one
basis with a Solaris printer class. This printer class is generated
automatically whenever a Windows printer is created by the PC NetLink
server. The name of this class is the first 14 characters of the Windows
printer name, with the white space converted to underscores. This class is
never seen from the Windows side, but it should not be removed from the
Solaris server.
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Printer Installation With the PC NetLink Software

Printer installation is a three-step process, which is covered in the PC NetLink
Server Administration Guide. This section describes only the architectural details
of printer installation.

1. Solaris Printer Install—To be used by the PC NetLink software, a Solaris
printer must be configured so that it is locally spooled. The Install Solaris
Printer task in the PC NetLink Server Manager was created to ensure proper
configuration of Solaris printers: Any printer properly setup with the PC
NetLink Server Manager is a potential PC NetLink shared printer.

The PC NetLink software only supports locally spooled printers because the
PC NetLink software must have access to the spool directory of the Solaris
server that is actually doing the printing. Without this access, it would not
be possible for Windows clients to have job control.

A locally spooled printer is not the same as a local printer. Network printers
can be locally spooled, in fact, to many different machines at the same time.
The PC NetLink Server Manager correctly configures Ip print queues for
network printers so that they are locally spooled. Using other tools for this
task, such as Solaris Admintool, is not recommended because they do not
force users to setup a local spool for their network printer.

A Solaris printer that is being used as a PC NetLink shared printer is still a
viable Solaris printer for use by Solaris clients.

2. PC NetLink Printer Installation—The creation of a PC NetLink server shared
print queue is basically the construction of a link between a Windows print
queue and a Solaris Ip print queue. This link takes the following form:

Upon completion of the Add Printer Wizard on Windows, three new entities
are created: a Windows print queue, a Windows printer share, and a Solaris
printer class. The Windows printer name is entered by the user, and the
share and Ip class are constructed based on that name, adhering to the
naming rules. Note that while the Windows Add Printer Wizard also asks
for a printer share name, the information entered there is ignored. The share
name that the PC NetLink software uses is constructed from the Windows
printer name.

Note that the Windows printer name cannot be the same as the Solaris
printer name because of the Solaris class that is constructed. Ip uses a single
name space for class hames and printer names. Because the Solaris class
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name for the printer is constructed from the Windows printer name, if the
Windows printer name was the same as the Solaris printer name, the PC
NetLink software would attempt to create a Solaris class with that name,
which is not possible in Ip .

After a successful installation, browsing the PC NetLink server from the
Network Neighborhood on an Windows NT client will display the printer in
two locations. The printer share appears at the root level of the server. This
printer icon has the Windows share name for that printer. Inside the printers
folder is the Windows print queue. This printer icon has the full length
Windows printer name. The Solaris printer class is not visible from the
Windows side. If you look at the Solaris Ip configuration, you can see that
an Ip class was created, and its members are the Solaris printers that are to
receive the print jobs from that particular Windows printer. This is usually
one printer, but can be more if multiple Solaris printers were mapped to a
single Windows print queue.

The printers folder of a the PC NetLink server is not visible from Windows
95 or 98 clients. These clients can only see the printer at the share level.

3. Client Printer Install—Each client uses the full length Windows NT long
name as the printer name when performing the local install. The printer
driver must match that of the actual printer.

Printing Queues and Communication

The PC NetLink software maintains the list of Windows printer queues
internally. Information about the Solaris print queues is available from Ip .
Communication between the PC NetLink software and Ip is a critical issue
because they do not use the same name space. The PC NetLink software only
uses the Windows printer and share names, while Ip is only aware of the
Solaris class name. This can be a problem. If the PC NetLink software sends an
API call with the Windows printer name, everything is fine because the
Windows printer name can be used by the PSI library to construct either the
Windows share name or the Solaris Ip class name as needed. However, if the
PC NetLink software sends an API call with the Windows share name, there
will be a problem. From the 12 character share name, it is not possible to
reconstruct either the full length Windows printer name or the Solaris Ip class
name. The solution is to ensure that all communication between the PC
NetLink software and the PSI library uses the long Windows printer name.
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Figure 2-8 PC Netlink Printer Communication

A potential problem with this mechanism, which the PC NetLink software
deals with, is that when an Imx.srv  process starts (either because a new one
was spawned to deal with the load, or because the server was restarted), the
server process must be able to re-match Ip class names with Windows printer
names. To solve this problem, a storefile provides stable storage of (longname,
classname) pairs. This file is located at

/var/opt/lanman/datafiles/.Ipstorefile

Because the Ipstorefile is written to each time a printer is created, and
multiple Imx.srv  processes can create printers at the same time, the
Ipstorefile is protected by a write-lock mechanism. This is a
straightforward exclusive write-lock. Any humber of Imx.srv  processes can
read the Ipstorefile at once, but only one at a time can write to it.

In the PC NetLink 1.0 software, all time consuming calls to Ipstat  (such as
those with the -s , -t, or -v flags), were replaced with a PC NetLink software
specific function, referred to here as pseudo-lpstat . Pseudo-lpstat  returns
only the names of locally spooled printers. In Solaris networks that use both
Solaris print servers and the PC NetLink print servers, this saves a lot of time
because the machine acting as a PC NetLink server does not have to contact all
the Solaris print servers on the network to generate a list of names.
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Pseudo-Ipstat  works by listing all the printers that have directories inside
letc/Ip/printers (by a call to Is ). This is a complete listing of all the
locally-spooled printers (and therefore all the printers that can potentially
become PC NetLink shared printers). Pseudo-Ipstat  is much faster than a call
to the traditional Ipstat  for these purposes, especially when the number of
print queues is large.

The creation of pseudo-lpstat  also solves a conflict between the PC NetLink
server and the Ip interest list. The Ip interest list is the list of Solaris print
gueues returned by Ipstat . While you can create and use printers that are not
on the interest list, they will not be returned by Ipstat  even when Ipstat is
set to list all printers. The Ip interest list can be modified by either the Ipset
command or by directly editing /etc/printers.conf . Because the PC
NetLink software no longer uses Ipstat  to list the Solaris print queues, users
need not worry about adding printers created by the PC NetLink Server
Manager to the Ip interest list. The Ip interest list does not interact with the
PC NetLink software in any way. The PC NetLink software can continue to use
the Ip interest list to control the list of printers that Solaris clients see when
using that machine as a Solaris print server.

Printing Registry Keys

Print Jobs

A variety of registry keys are associated with printers. The most important
thing to note about the keys is that the registry always use the share name for
permanent storage. By using the smallest name in the registry, you can find the
proper key regardless of whether the procedure doing the search has the share
name or the long name.

Each PC NetLink server print job corresponds to a specific Ip print job.
However, the life cycle of a PC NetLink server print job is more complicated
than that of an ordinary Solaris print request. The following operations occur:

1. Starting a Job—When a PC NetLink server receives a print request from a
Windows client, the PSI library starts an Ip job request. A paused Ip job is
created to hold the information for the print job, and resumes in order to
print it. This paused Ip job is simply created by a call to Ip with the -H
hold flag.
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At the time of job creation, a Solaris job is assigned a jobid that is unique to
the Ip system on that Solaris server. A full Solaris jobid consists of a number
and the name of the Solaris print queue. For example, job number 10 on
printer prntbw has a Solaris jobid of prntbw-10 . The numerical portion of
the jobid is unique among all printers on that server. In other words, if you
have a job prntbw-10 , there will not be a job prntcol-10 , but there could
be a prntcol-9 or prntcol-11

When Solaris Ip creates a job, it creates two files in the spool directory for
that job (for reference: the Ip spool directory is

Ivar/spool/lptmp/ uname, where uname is the Solaris hostname). The
two files have names jobid-O and jobid-1 , where jobid is the numerical
portion of the Solaris jobid of that job. For example, for Solaris job prntbw-
10, the two files created are 10-0 and 10-1 . The jobid-O file is the Ip status
file. This file contains a variety of fields reflecting the status of the job inIp .
The jobid-1 file (hereafter referred to as the Ip spool file), is the
corresponding data file for that Ip job.

When the PC NetLink server creates the paused print request, it must
supply Ip with a filename. Ideally, this would be the name of the Ip spool
file, but the PC NetLink software cannot get an Ip jobid before submitting
the job. Therefore, the PC NetLink software creates a unique filename to
provide to Ip . These files are named Iptmp pid- nonce where pid is the pid of
the Imx.srv  process that started the job, and nonce is the job’s the PC
NetLink server jobid. This file will hereafter be referred to as the PC NetLink
server spool file.

Each job actually has two different jobids. The PC NetLink server jobid is
taken from an internal counter held by each Imx.srv  process. Each
Imx.srv process starts counting with job 1, and the counter rolls over after
8192 jobs on a particular process. The Solaris jobid is created by Ip . Because
the PC NetLink server jobids are not unique, two different Imx.srv
processes can be concurrently using the same PC NetLink server jobids.
Therefore, all translations from the PC NetLink server jobid to Solaris jobid
also require the pid of the server process. With a pid and a PC NetLink
server jobid, the PSI library can figure out the Solaris jobid by looking in the
PC NetLink server status files.

The PC NetLink server status file is the fourth (and final) file involved in a
print job. The PC NetLink server status files have names similar to the PC

NetLink server spool files: Iptmp pid- nonce-0 . The PC NetLink server status
files have three lines. The first is the corresponding Solaris job number. The
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second is the name of the Solaris class that is going to print that job. The
third line contains a string with the user name in the format username on
Windows client. This information is needed so that the PC NetLink software
can perform security checks and identify the Windows user associated with
the print job. This allows that only the submitter of the job or an system
administrator can cancel a print job.

The group ID of the PC NetLink server status file is used to store the
Windows job bits (paused, q_paused, and others). These are the same group
IDs used by the PC NetLink software to store the Windows file attributes for
shared files (hidden, archived, and so on). The use of the group ID to store
status was inherited from AS/U. The group ID of the PC NetLink server
status file is used rather than the Ip status file, because Solaris Ip changes
the group of an Ip status file back to Ip whenever it is touched by Ip . This
would cause loss of status information if they were not stored in a file that
was not actually being used by Ip .

2. Spooling—The PC NetLink software spools directly to the Ip spool file. The
Ip job, instead of printing that file, prints the PC NetLink server spool file.
To make sure that Ip prints the correct data, the PC NetLink software copies
the contents of the Ip spool file into the PC NetLink server spool file, once it
has finished spooling the data. After the PC NetLink server spool file is
correct, the Ip spool file is deleted.

While a job is spooling, the spooling status bit is set. It is turned on when
the first function call is made that indicates a job is going to start, and it is
turned off when the spool file has been written to the spool directory on the
server.

3. Printing—Once the PC NetLink server spool file has the data to be printed,
unless the job is not paused on the Windows side, the PSI library tells Ip to
resume that job. Solaris Ip takes control of the job and activates it to be
printed. Sometime after Ip has sends the job to the printer, the PC NetLink
software will detect that Ip has done this, and the PC NetLink software will
delete the PC NetLink server status file. Once the printer is printing, the
spool directory no longer contains any of the four files for that print job.
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Printer Job Status

The group IDs of the PC NetLink status files for each job are used to store the
job status. These are the same group IDs used by the PC Netlink software to
store Windows file system attributes. They have the following meanings on
spool files:

Table 2-3  Group IDs as Job Status

Group ID File System Attribute Meaning on Spool File
DOS-a-- Archived Queue Paused

DOS--s- System Job Paused

DOS---h Hidden Spooling

There are actually two different pause bits. One represents the actual pausing
of a job, and the other the state of a job on a queue that has been paused. A job
can have both pause bits set at the same time. The job will not resume and
print until both pause bits are cleared.

Supported Printer Types

The three main categories of printers supported by the PC NetLink software
are: PostScript™, PCL, and non-PostScript non-PCL (RAW). Through the PC
NetLink Server Manager, you can properly configure a Solaris printer queue
for any of these types. The Solaris printer queues appear as shown in Table 2-4:

Table 2-4  Solaris Printer Queues

Queue Content Type Printer Type
PostScript simple PS

PCL simple hplaserjet
RAW simple unknown

The content type is left as simple for all types of printers. This prevents Ip
from using any of its filters on the data, possibly corrupting the data in the
process. The nobanner flag can be set on printer queues created via the PC
NetLink Server Manager (Please refer to chapter 9 for methods for turning off
and on banner pages). The reasoning for this is that RAW printers should print
without Solaris banner pages, but the PC NetLink software cannot detect the
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printer type each time a job is sent off (Ip requires the nobanner flag to be
sent with each job as well, to prevent it from printing a banner). Users who
want to have Solaris banner pages on their PC NetLink printers can force them
manually by using the command Ipadmin -p printername -0 banner.

PC NetLink Software Use of Solaris File Systems

The PC NetLink software uses normal Solaris files, supported by UFS (UNIX
file system), to support PC client files. Unfortunately, there is not a one-for-one
match between Solaris and Windows NT-style ACLs and Solaris file
permissions. For this reason, the PC NetLink software allocates eight Solaris
group IDs (GIDs) to represent the eight possible bit patterns of the DOS
attributes (hidden, system, or archive). As the DOS attributes are changed by
PC client applications, the PC NetLink software will store the files into the
Solaris UFS files with the appropriate GIDs to represent the correct DOS
attribute bit pattern. By default, the PC NetLink software allocates GIDs below
100 unless most of the GIDs below 100 have already been used. When this
happens the PC NetLink software will use other unused GIDs to support this
function. Therefore, the GIDs needed to support this functionality can vary
from server to server. Always login to a PC NetLink server directly to see what
GIDs have been used to support this function.

PC NetLink Server Processes

Once the PC NetLink software is installed and running, several processes and
drivers work in concert to support PC clients. These processes are started at
boot time by scripts in the /etc/init.d directory. The following processes
run when needed to support the various functionality of the Solaris PC
NetLink product:

® |mx.ctrl —This process is the master process for all PC NetLink
functionality running on the server. It controls all other processes, listens to
connection requests, and spawns Imx.srv  processes as needed to support
PC client requests to the server.

®* Imx.srv  —This process is spawned repetitively to support PC clients. A PC
client is assigned to a specific Imx.srv  process for the duration of its
connection to the server. One Imx.srv  process typically will support more
than one PC client at a time. Chapter 4 describes this algorithm in detail.
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®* Imx.repl —This process supports the directory replication services
supported by the PC NetLink software.

®* Imx.browser —This process supports the browser requests made PC
Clients of the PC NetLink server.

® |mx.dmn —This is the net login daemon that handles the authentication of
users attempting to login to PC clients on the domain (PDC or BDC), of
which the PC NetLink server is a member.

® Imx.alerter - This process supports Windows NT style Alerter service which
logs system level messages in the PC NetLink software.

® Imx.ep -This process acts as the end point mapper which maps a request for
the WINS administration interface to the TCP/IP port that the WINS service
has registered. The endpoint mapper listens at port 135.

® Imx.wins - This process supports the Windows Internet Naming Service
(WINS)

Control of these processes, especially Imx.srv , is crucial for obtaining
maximum performance in your Solaris server.

The Security Account Manager (SAM) database is maintained as a BLOB file.
The data storage is composed of 128 byte fragments, and a hash table is used to
map search values into the database. The key mapped values are offsets into
the data file. Any data larger than 4 Kbytes is stored in a separate file named
by the BLOB and the key value becomes the name of the file (for example,
registry.55 ).

The SAM database stores user and group accounts keyed by Security ID (SID).
Other secret accounts are also stored in the database. These accounts are used
during various procedures such as directory replication service, handling
PDB/BDC synchronizing, and handling trusted domains.

The database resides in /var/opt/lanman and grows as it is used. Therefore,
it is important to set aside space for its growth (see Chapter 5). Information
pertaining to each domain name is kept in

Ivar/opt/lanman/domains/ domainname. This includes the administrator
and guest account information.
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Changes to the SAM database that are to be replicated to domain controllers
reside in /var/opt/lanman/datafiles/chglog.Imx

Domain-independent SAM objects, such as SID to UNIX user name mappings
reside in /var/opt/lanman/datafiles/Isa

The samcheck command (/opt/lanman/sbin/samcheck ) is supplied in the
PC NetLink software to dump the data of the SAM database. See Appendix C
for the man page of this command.

Table 2-5 Commands for Displaying SAM Database Information

Command Operation

samcheck -a Dumps the accounts database
samcheck -b Dumps the built-in database
samcheck - Dumps the Isa database

samcheck

'
o

Dumps the change log

The PC NetLink Server Directory Structure

Table 2-6 NetBIOS Installation Package (SUNWIznb)

Package Contents

/opt/SUNWIznb/sbin Control daemon (nbdaemon) and the utilities
used to configure it

Jopt/SUNWIznb/man Man pages for the utilities

/kernel/drv/nbx The NetBIOS driver

/etc/opt/SUNWIznb Directory for configuration files

/var/opt/SUNWIznb Directory for persistent configuration data

/etc/init.d/netbios Initialization script

/etc/rc0.d/K20nethios Symbolic Link to /etc/init.d/netbios

/etc/rcl.d/K20nethios Symbolic Link to /etc/init.d/netbios

/etc/rc2.d/S98netbios Symbolic Link to /etc/init.d/netbios
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Table 2-7 PC NetLink 1.1 Installation Package (SUNWIzs, SUNWIzsr)

Package

Contents

/opt/lanman/bin
/opt/lanman/sbin

/opt/lanman/lib

/opt/lanman/msgfiles

/opt/lanman/shares

/var/opt/lanman

/etc/opt/lanman/lanma
n.ini

/etc/init.d/ms_srv

/etc/rc0.d/K19ms_srv
/etc/rc0.d/K19ms_srv
letc/rc2.d/K19ms_srv
/etc/rc3.d/S99ms_srv
/etc/rcS.d/K19ms_srv

User commands and utilities
Administration commands and utilities

Daemons, shared libraries, and scripts that are for
internal use only

Help files (.hlp ) used by the net command, a port of
Windows NT's net

Message DLLs (Microsoft-style dynamically linked
libraries) used by the net command

Directory where the persistent datafiles are
maintained (BLOB files such as Registry, SAM, and
ACL) (Moved to SUNWIxsr for V 1.1)

A configuration file available to users with the same
format as Microsoft's lanman.ini. Its format is
documented in the Admin Docs.

(Moved to SUNWIxsr for V 1.1)

Initialization script
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Table 2-8 PC NetLink Server Manager Install Packages (SUNWIzac, SUNWIzas )

Package Contents

/opt/lanman/lib/java The server classes and “common” classes
/opt/lanman/lib/scrip The scripts invoked by the Java server application
ts and used to configure the PC NetLink Server
/etc/init.d/slsadmin Initialization script

/etc/rc0.d/K19 Symbolic Link to /etc/init.d/slsadmin

/etc/rcl.d/K19 Symbolic Link to /etc/init.d/slsadmin

letc/rc3.d/S99 Symbolic Link to /etc/init.d/slsadmin

Table 2-9 PC NetLink Server Client Installation Package (SUNWizag)

Package Contents
/opt/lanman/lib/locale/XXX/html Documentation for use of the SLS
Manager (XXX = Locale)
/opt/lanman/lib/images Images (.gif) used by the client gui
/opt/lanman/lib/java Client Java classes
/opt/lanman/sbin/slsmgr Client Java SLS Manager application

Table 2-10 PC NetLink Man Pages Package (SUNWIzm

Package Contents
/opt/lanman/man/manl User command man pages
/opt/lanman/man/manlm Administration command man pages

The PC NetLink Software Architecture 51



52

Table 2-11 PC NetLink Server Documentation Package (SUNWIzd)

Package

Contents

/opt/lanman/lib/locale/XXX/html/admin

doc

The .htm and .gif files that
comprise the administration
guide (XXX= Locale)

Table 2-12 Windows NT Server Tools Package (SUNWizst)

Package

Contents

/opt/lanman/shares/astools/win95

/opt/lanman/shares/astools/winnt.40
/opt/lanman/shares/astools/winnt.351
/opt/lanman/shares/astools/windows

These directories contain the
Windows NT server tools
(Microsoft binaries) for the
client operating systems
Windows 95, NT 4.0, NT 3.51,
and Windows 3.11. The
astools directory is shared
so that clients can access these
subdirectories over the
network. The clients can
either install these binaries on
the local system or run them
remotely from this share.
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Table 2-13 Windows TCP Stack Package (SUNWIzcl ) Contents

Package

Contents

/opt/lanman/shares/msclient/tcp32wfw
/opt/lanman/shares/msclient/update.wfw
/opt/lanman/bin/makeclients

The Microsoft TCP stack for
Windows 3.11 (WFW) and
Microsoft's update to the TCP
stack. The makeclients

script copies the tcp32wfw
and update.wfw  directories
to diskettes which can be
used to install TCP on
Windows 3.11 clients.
Alternatively, a client which
already has a TCP stack can
be used to copy these
directories from the
msclients  share to local
diskettes
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How PC NetLink Software Supports Windows NT File Systems

Just as Solaris operating environment shares (or exports) UNIX file system
(UFS) volumes through the NFS™ file system, a PC NetLink server can share
the same volume by a different protocol. Windows NT shares an Windows NT
file system (NTFS) by these same protocols. A PC client sees no difference
between shares on either system. Full functionality for Windows NT ACLs and
MS-DOS file attributes are maintained. Because the UFS does not have native
support for Windows NT ACLs or MS-DOS attributes, the PC NetLink
software must perform a bit of magic to support these extensions of the file
system.

How PC NetLink Software Supports MS-DOS Attributes

54

To support MS-DOS attributes, the PC NetLink software utilizes UNIX groups
to store the three bits of information needed to store the system, archive, and
hidden attributes. The Read/Only attribute is supported by standard UNIX
permissions. An /etc/group file after a typical Solaris PC NetLink software
installation is shown in Code Example 2-1. Note that groups 92-99 have been
used to define groups DOS---- where ---- defines the attributes represented by
that group. While in this case 92-99 group IDs were utilized for this purpose,
the PC NetLink software installation will use other unused group IDs on the
system if the group has already been defined. This normally causes no
problems because the PC NetLink software maintains the files for the users.
Using unused groups normally causes no problems when accessing the files
from UNIX.

Solaris PC NetLink Performance, Sizing, and Deployment



N
1]

Code Example 2-1  Typical /etc/group File After a PC NetLink Installation

root::0:root

other::1:
bin::2:root,bin,daemon
sys::3:root,bin,sys,adm
adm::4:root,adm,daemon
uucp::5:root,uucp
mail::6:root
tty::7:root,tty,adm
Ip::8:root,Ip,adm
nuucp::9:root,nuucp

staff::10:
daemon::12:root,daemon
sysadmin::14:

nobody::60001:
noaccess::60002:
nogroup::65534:
DOS----::99:lanman
DOS-a--::98:lanman
DOS--s-::97:lanman
DOS---h::96:lanman
DOS-as-::95:lanman
DOS-a-h::94:lanman
DOS--sh::93:lanman
DOS-ash::92:lanman
Imxsrvgid::91:

To help illustrate this point, an MS-DOS batch file that produces every possible
combination of the four MS-DOS attribute bits for 16 files were used to change
the attributes of files on a volume shared by a PC NetLink server. The batch file
is shown in Code Example 2-2.
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Code Example 2-2  Batch File Used to Change MS-DOS File Attributes

REM Make sure all files are set to default.
attrib -a -r -h -s *.*

REM set individual MSDOQOS attribute bits
attrib +a +s +h +r allon

attrib -a -s -h -r alloff

REM Attributes one at a time
attrib +a a

attrib +h h

attrib +s s

attrib +rr

REM attributes two at a time
attrib +a +ra_r

attrib +a +ha_h

attrib +ta+sa_s

attrib +h +s h_s

attrib +h +r h_r

attrib +r +sr_s

REM attributes three at a time
attrib +a+h +ra_h_r

attrib +ta+h+sa_h_s

attrib +ta+s+ra_s_r

attrib +h +s +rh_s_r

After the execution of the batchfile in a Windows 95 MS-DOS window, the MS-
DOS dir /v /a  command returns the output shown in Code Example 2-3.
Note the archive (A), system (S), hidden (H), and read only (R) attributes
change exactly as expected.
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Code Example 2-3  Output of the MS-DOS dir /v /a

Command

I:\don\SL Stest> dir /v /a

Volume in drive | is WGS40-03

Directory of I:\don\SLStest

File Name Size Allocated Modified  Accessed Attrib

<DIR> 01-21-99 10:44a 01-21-99 D
<DIR> 01-21-99 9:41a 01-21-99 D

attrtest bat 507 01-21-99 10:45a 01-21-99

allon 0 01-21-99 10:41a 01-21-99 RHS A

alloff 0 01-21-99 10:41a 01-21-99

0 01-21-99 10:41a 01-21-99 A

0 01-21-99 10:41a 01-21-99 H

0 01-21-99 10:41a 01-21-99 R

0 01-21-99 10:41a 01-21-99 S
01-21-99 10:42a 01-21-99 R A
01-21-99 10:42a 01-21-99 H A
01-21-99 10:42a 01-21-99 S A
01-21-99 10:42a 01-21-99 HS
01-21-99 10:42a 01-21-99 RH
01-21-99 10:42a 01-21-99 RS
01-21-99 10:42a 01-21-99 RH A
01-21-99 10:42a 01-21-99 HS A
01-21-99 10:42a 01-21-99 RS A
01-21-99 10:42a 01-21-99 RHS

[, R B B )]

-

o]
pmy

n

SDl"‘:TD'm
-,
-

Iml
(7= =
S

oo o
cooo ooo

lD‘ Q@
IU)
—

17 file(s) 507 bytes
2dir(s) 364,052,480 bytes free
1,999,405,056 bytes total disk space, 81% in use
I:\don\SLStest>
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In contrast, the UNIX Is command gives the result shown in

Code Example 2-4. Notice that the UNIX file permissions were changed (to “-
r=-r--r-- ” (or 444)) only when the MS-DOS read-only attribute was changed.
The rest of the MS-DOS attributes change the group ID of the file with a
different group representing every possible combination of the system, hidden,
and archive bits.

Code Example 2-4  Output of the UNIX Is Command

wgs40-03 127 => Is -l

total 2

-rw-r--r-- 1don DOS-a-- 0Jan2110:41a
-rw-r--r-- 1don DOS-a-h 0Jan2110:42a_h
-r--r--r-- 1don DOS-a-h 0Jan2110:42a h_r
-rw-r--r-- 1don  DOS-ash 0Jan2110:42a h_s
-r--r--r-- l1don DOS-a-- 0Jan 21 10:42a_r
-rw-r--r-- 1 don DOS-as- 0Jan2110:42a_s
-r--r--r-- 1 don DOS-as- O0Jan2110:42a s r

-rw-r--r-- 1 don DOS---- 0 Jan 21 10:41 alloff
-r--r--r-- 1 don DOS-ash 0 Jan 21 10:41 allon
-rw-rw-r-- 1 don DOS---- 507 Jan 21 10:45 attrtest.bat

-rw-r--r-- 1don  DOS---h 0Jan2110:41h
-r--r--r-- 1don DOS---h 0Jan 21 10:42 h_r
-rw-r--r-- 1 don DOS--sh 0Jan2110:42h_s
-r--r--r-- 1don DOS--sh 0Jan2110:42h_s r
-r--r--r-- l1don DOS---- 0Jan 2110:41r
-r--r--r-- l1don DOS--s- 0Jan 21 10:42r_s
-rw-r--r-- 1don DOS--s- 0Jan2110:41s
arab64

wgs40-03 128 =>

Also remember the archive bit is normally set by default by the PC NetLink
software every time a new file is created. Setting the archive bit signifies the
file needs to be archived or backed up.

During installation, the PC NetLink installation software decides which group
IDs will represent these MS-DOS attributes states. The choice of group IDs is
not guaranteed to be the same from one PC NetLink installation to the next.
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How PC NetLink Software Supports Windows NT ACLs

The PC NetLink software does not support Windows NT ACLs by using
Solaris POSIX-based ACLs. Unfortunately, POSIX ACLs do not map well to
Windows NT style ACLs. Instead, it uses a private database that normally
resides in the /var/opt/lanman/datafiles/acl file. As users on PC clients
use ACLs to access a PC NetLink server based files, the PC NetLink software
will maintain a separate database that defines the ACL for each directory and
file.

By default, ACLs are supported at the directory level only to save space in the
database. As files are created into a directory, they take on the ACL of that
directory. However, if a file is assigned an ACL that differs from its parent
directory, the PC NetLink software will insert a separate file ACL entry into the
database.

Maintaining a separate database for ACLs allows the PC NetLink software to
support ACLs when files are only being accessed by one PC NetLink server.
Because the directory and file ACL database used to support the system
message block (SMB) or common internet file system (CIFS) protocol
supported by the PC NetLink software exists only on the PC NetLink server
where the access to the file has been made, avoid situations that allow the
access of the same file from two different PC NetLink servers at the same time.

Native file system access from one Solaris system to another is supported via
Solaris’s own NFS protocol. If a local file system on a Solaris server A were
mounted from NFS by two Solaris servers B and C running the PC NetLink
software, then multiple PC NetLink servers (B and C) could access the same
file on server A using the native NFS protocol. If this file is accessed by one
user via the PC NetLink software on Server B and by another user via the PC
NetLink software on server C, the ACL database on both servers can easily get
out of sync. A more restrictive ACL on the file set by one user using the PC
NetLink software on server B would not be seen by the PC NetLink software
running on server C and the restriction would not be enforced.

If ACL functionality is used by a user community, it should never be allowed
to support access to files from two different PC NetLink servers at the same
time or security problems can occur. Instead, make sure only one PC NetLink
server is used to support access to any one file system.
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If the data to be accessed is read-only, or ACL support is not required,
accessing the same Solaris supported NFS from multiple PC NetLink servers
may be desirable.
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TuningaSolaris ServertoUse
PC NetLink Software 3

This chapter discusses the parameters needed to tune a Solaris server to be
used as a PC NetLink server.

Supporting Microsoft NT network functionality on Solaris using the PC
NetLink software has many benefits. Solaris servers scale to very high levels
with a multitude of Redundancy, Accessibility, and Serviceability (RAS)
capabilities. When installing the PC NetLink software it is always important to
consider tuning the Solaris server so the PC NetLink software can benefit fully
from these features

For many small server installations, a simple installation of the PC NetLink
software provides a high performing, fully functional product. On large server
configurations, however, some Solaris parameters must be modified to take full
advantage of the system and scale as expected.

Before Installing the PC NetLink Software

Be sure your system meets the requirements for installing the PC NetLink
software listed in “PC NetLink Requirements” on page 13.

The Java Development Kit

The PC NetLink Server Manager software requires the use of the Java Runtime
Environment (JRE) that comes with a specific version of the Java Development
Kit (JDK). If you do not have JDK on your system, or if you have an

incompatible version, the installation asks if you want to install the JDK from

61



62

the Solaris PC NetLink product CD-ROM. In this case, if you refuse to install
the JDK, the PC NetLink software installation cannot proceed. The JRE JDK
requirements are listed in Table 3-1.

Table 3-1 Requirement for the PC NetLink Server Manager

PC NetLink Server Manager Component JRE of the JDK Required

PC NetLink Server Manager Client on a Windows JRE from JDK 1.1.7
95, Windows 98, or Windows NT 4.0

PC NetLink Server Manager Client on a SPARC JRE from JDK 1.1.6
Solaris Client

PC NetLink Server Manager Server daemon on JRE from JDK 1.1.6
Solaris SPARC

The PC NetLink Server Manager does not run with the Java JDK 2.0. Both JDKs
(Java JDK 1.1.X and Java JDK 2.0) can however coexist on the same server at
the same time. System administrators need not worry about downgrading the
Java JDK version by installing the PC NetLink Server Manager and it’s
required JDK.

Under normal installations of the PC NetLink software, where JDK
components have never been installed before, the JDK version details need not
be a concern. The installation procedures for the individual PC NetLink Server
Manager components are automatically installed and configured with the
correct JRE from the appropriate JDK. If during the installation of the

PC NetLink Server Manager software, it is determined that the incorrect
version of the JRE or JDK has previously been installed on the Solaris server,
the installation software will give you the option of updating the JDK on the
server, or attempt to continue the installation without updating the JDK. While
using another version of the JDK may work fine, it will not be a supported
installation.

In most cases, there is no problem upgrading the JDK. If existing software
components use an older version of the JDK, determine if the existing installed
software can work with the JDK 1.1.6 JRE. If previously installed software
requires an alternate version of the JDK, installing two versions on the same
server is an option and the installation of the PC NetLink software will handle
this situation.
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It may be acceptable to use the PC NetLink software without the benefit of the
PC NetLink Server Manager by using the command-line interface alone. The

PC NetLink Server Manager supports all its functionality by running the same
command-line executables you would use from a shell to perform its functions.

The PC NetLink software only requires the Java JRE to run the PC NetLink
Server Manager GUI. Normal PC client-server services do not require the Java
JRE for file, print, authentication, and non-PC NetLink server administration.
Only if you expect to manage the PC NetLink software via a PC client do you
need to install the JRE components.

After you upgrade or install the JDK, you must reboot your system to use the

The /opt/lanman

PC NetLink Server Manager software.

Directory

You may need to know the specifics of the /opt directory. The following tables
illustrate the disk space required in /opt for each version of the PC NetLink

software.

Table 3-2 PC NetLink /opt Requirements

Memory Memory Memory
requirement for requirement for requirement for
Package Version 1.0 US Version 1.0 global Version 1.1

SUNWIzac 296 374 372
SUNWIzag 5362 8468 5232
SUNWIzas 790 1520 922
SUNWIzcl 7010 7012 4996
SUNWIzd 1746 12030 1416
SUNWIzm 202 202 98
SUNWIznb 1370 1370 1214
SUNWIzs 26642 39662 20416
SUNWIzsr NA NA 122
SUNWIzst 28218 69004 62468
Total 71636 139642 97256

or 69.95 Mbytes or 136.36 Mbytes or 94.95 MB
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Ivar/opt/lanman/datafiles
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The databases that the PC NetLink software creates and maintains in the
/var/opt/lanman/datafiles directory can grow considerably as the
server is used. Both the user accounts in the SAM database and ACL database
that stores the ACL file and directory information require space on the server.
The SAM database is reasonably straightforward to plan for as we will see
below. However, planning the ACL database is more difficult because of
following reasons:

® The variable length Access Control List.

® The ACL refers to a directory or file that in itself creates a variable length
record that defines the Solaris path of the directory or file.

® Some user communities use ACLs heavily, others hardly use them at all.

A good rule of thumb is to allocate 1 Kbyte of space to store each ACL. As the
database grows, the PC NetLink software will, by default, store an ACL for
each directory created by the user. Files in the directory are given the same
ACL as that of the directory they occupy even though no ACL is associated
specifically with the file. If a user community is expected to create 100
directories per user for 500 users, initially allocate 100 x 500 x 1 Kbytes or
approximately 50 Mbytes.

Note — Plan for 1 Kbytes of disk space in /var/opt/lanman for each ACL
your PC NetLink server supports.

If file ACLs are placed directly to files as well as the directories they are in, the
ACL database can grow even faster.

SAM database records are easier to plan for. Several real SAM databases have
been measured and a good rule of thumb is to plan for 4 Kbytes for each user
account you plan to include in the domain the PC NetLink server will be a

domain controller for. Copies created during the normal operation can double
the required space as it reaches a high water mark to perform some operations.
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Note — Plan 4 Kbytes of disk space in /var/opt/lanman/datafiles for
each user account to be placed into the SAM database. Because normal
operation can create up to three instances of the database, multiply your disk
requirement by three.

While this may be more disk space than you will ever need, it is important that
the PC NetLink software never run out of disk space in
/var/opt/lanman/datafiles. A domain of 5000 users requires 5000 x 4
Kbytes = 19.53 Mbytes to disk space to store one instance of the SAM database.
To calculate the high water mark required during normal operation multiply
by two. The final disk space needed to support SAM database operation is ~40
Mbytes.

The ACL and SAM database disk space requirements in
/var/opt/lanman/datafiles are only two of the databases found there.
Other databases, such the registry (~200 Kbytes), require space but the ACL
and SAM databases require the most space once the server is in use.

After the server has been used for a month or so, review the disk space
utilization in the /var/opt/lanman/datafiles directory to see if the
calculations used to plan the disk space hold true. Heavy use of ACLs can
force the ACL database to grow quickly, and it is the database to focus on the
most. Develop your own rule of thumb for the amount of disk space your user
environment requires.

Planning for High Availability and Performance

If possible, place the /var/opt/lanman/datafiles directory on a
redundant, high-performing disk subsystem. This usually means allocating
space on a hardware RAID 5, or a software RAID 0+1 disk volume and placing
a symbolic link in the /var/opt/lanman directory pointing to the

datafiles directory on the RAID device.

The databases in the /var/opt/lanman are critical to the operation of the
PC NetLink software. A redundant RAID environment helps ensure that a one
disk failure will not bring down the server and loose the database that may
have taken months to create.

Under normal operation, when the server has enough memory to cache most
of the PC NetLink software databases, disk performance of the databases in the
/var/opt/lanman/datafiles directory should not be a major bottleneck.
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However, if the server becomes starved for memory, and the ACL and SAM
databases become large, the disk performance required to access these
databases can become a bottleneck. Placing /var/opt/lanman/datafiles

on a high-performing disk subsystem is the best way to avoid this situation.
Again hardware RAID 5 or software RAID 0+1 provide the highest performing
redundant disk subsystem for the PC NetLink software to work with.

Saving Disk Space

Not all the PC NetLink Server packages are required on every PC NetLink
server (see Table 2-1 on page 18). If you have limited disk space and must

reduce disk requirements, you can place less commonly used PC NetLink

software packages on just one server of a multi-server site.

For example, to save space and consolidate the locations where certain PC
administration software is located, you can place the SUNWIzst (PC NetLink
Server Tools) package on just one server. This package contains the Win32 and
Win16 Windows NT Server Administration tools that are used only on PC
clients from which you want to administer a PC NetLink server. Installing this
package on just one server, or no server if it is not needed, is an option.

The descriptions of each package listed in Table 2-1 will help you minimize the
system disk space requirements of the PC NetLink server. With today’s larger
disk drives, performing a full installation is ideal. You can use the pkgrm

command later to free up space if you decide certain packages are not required.

Moving PC NetLink Installation Directories

On busy production servers with small /opt or /var/opt  disk partitions, or
on servers with a large number of packages installed, the disk space
requirements may exceed the available disk space. In such a situation, you can
install the software quickly without the time consuming requirement of
repartitioning the disk subsystem to enlarge the /opt or /var/opt  directories.
Unfortunately, the PC NetLink 1.0 and 1.1 installation procedure does not
allow the packages to be installed into an alternative directory.

A common UNIX technique can be to use symbolic links to force the packages
to install into an alternate directory and still allow the standard installations to
work. All standard paths used by the software and expected by the system
administrators and support personnel will still be in place. The following
procedure lets you install the PC NetLink software into alternative location.
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Note — This procedure has a number of manual operations. A mistake may
require you to start over. Try it only when finding additional space in /opt or
/varlopt is not possible. Practice the procedure on a non-production server
before trying it on a production server.

To Install in a Directory Other than /opt

1. Before installing the PC NetLink software, locate a disk partition local on
the server that is large enough to contain the PC NetLink software
packages.

2. Create a directory on this partition to contain the PC NetLink software
packages. Change the protection of the directory to 777 with the chmod
command so anything can write into it.

3. In this new directory, create directories that match the package names of
the PC NetLink software packages. See the list of packages in Table 2-1.

4. In the /opt directory, create symbolic links that point to the directories
created in Step 3.

5. Install the PC NetLink software as you would normally via the
instructions that came with the product.

As the files are installed into the directories, the symbolic links automatically
redirect the creation of the package files into the desired directory.

Note — While it may be possible to use symbolic links to install the PC NetLink
software into an NFS mounted server on another system, it is extremely
problematic, and may make it impossible to support the PC NetLink software
for all network configurations. Placing files that the PC NetLink server
routinely needs on another server can easily cause availability, performance,
security, and compatibility problems and make the system overly dependent
on other servers.
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After the PC NetLink Software Is Installed
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The PC NetLink Registry Changes

Occasionally, changes made to the PC NetLink registry from the default values
may require manual changes to Solaris software. For example, when the
VCDistribution registry value is changed to force higher numbers of Imx.srv
processes. The VCDistribution registry table (discussed in Chapter 2)
specifies the distribution of sessions (PC clients) each Imx.srv  will support. If
the number of Imx.srv  processes is increased by changing this table,
eventually the amount of shared memory allocated by Solaris software at boot
time will be exceeded. Edit the /etc/system file to allocate more shared
memory. See Chapter 4 for more details.

If the default configuration of the PC NetLink server is changed using the PC
NetLink registry or lanman.ini  file, changes to Solaris resources may be
affected in ways that are not obvious. When changing registry and

lanman.ini  values, pay close attention to the PC NetLink manuals and
Release Notes to see what possible Solaris configuration options might change
as well.

PC NetLink Database Directory Location and Performance

As was discussed in Chapter 2, the PC NetLink software supports Windows
NT ACLs and other Windows NT-related information databases found in the
/var/opt/lanman/databases directory. For this reason, sharing this
directory is not possible, and it should never be placed on a non-local file
partition.

With regards to performance, under extreme conditions, if the PC NetLink
software is placed in an environment where the PC NetLink databases are
updated frequently by the creation of many directories or specific file ACLs
from many PC clients simultaneously, the location of this database might
become a bottleneck to PC NetLink performance. If you suspect this is
happening, you can increase the performance of the system by moving the
database in /var/opt/lanman/datafiles to a higher performing disk
subsystem.
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An even more important reason to move these files to a RAID device is to take
advantage of the redundancy inherent in RAID 0+1 and RAID 5 volumes. To
decrease the chances of the PC NetLink databases being lost due to a single
disk failure, move the data files to a RAID 0+1, RAID 5, or any disk subsystem
that supplies a redundant environment.

In summary there are 3 good reasons to move the
/var/opt/lanman/datafiles directory to a RAID disk subsystem. These
reasons are:

® Higher Capacity: The /var/opt/lanman/datafiles directory may be on
a file structure that does not have the needed space to support the growing
databases that the PC NetLink software requires.

® Redundancy: The databases in /var/opt/lanman/datafiles are
extremely important to maintain PC NetLink operation. RAID 0+1 and
RAID 5 (among others) offer redundancy that will allow these database to
survive a one disk failure.

® Performance: Under low memory or high demand situations the
performance of the /var/opt/lanman/datafiles databases can limit the
performance of the PC NetLink software.

In addition to placing the data files on the RAID volume, schedule periodic
backups of the databases. The PC NetLink documentation and Chapter 10 of
this book list backup procedures.

If you move the data files to a RAID volume after the PC NetLink software is
installed on a working server, take all standard precautions so that you can
return the database to its prior state if you decide to move back.

Also, use the PC NetLink Server Manager to backup the database files before
attempting this procedure. Consider making these changes only if you are
experienced. If possible, practice the procedure on a non-production server
before attempting it on a production server.

To Move the Database Directory to RAID Disk Subsystems

1. Plan a time during off hours to bring down the PC NetLink server for
routine maintenance.

2. Become superuser.
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3. Fully stop the PC NetLink server using the following command or use the
PC NetLink Server Manager (/opt/lanman/sbin/slsmgr ).

# lopt/lanman/bin/net stop server

4. Back up all the PC NetLink data files involved in the change using the
PC NetLink Server Manager.

5. Choose a new location for database files on a redundant RAID disk
subsystem. This example uses the directory datafiles on the disk
subsystem mounted on raidl

# cp -r /var/opt/lanman/datafiles /raidl

6. Keep the current /var/opt/lanman/datafiles directory fully intact by
renaming the directory. (If the procedure fails, you will still have the
original.)

# mv /var/opt/lanman/datafiles /var/opt/lanman/datafiles.before

7. Create a symbolic link to the new directory created in Step 5.

#cd /var/opt/lanman
# In -s /raid1/lanman/datafiles

8. Restart the server using the PC NetLink Server Manager or use the
following command:

# lopt/lanman/bin/net start server

9. Test the server to ensure that everything is working.
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Storage Subsystems

This section focuses on storage issues when setting up a PC NetLink server for
a specific purpose. Let’s first look at the features of the Solaris operating
environment that can improve performance.

Solaris File Operations

Solaris software has many features that optimize access to files during the
execution of the PC NetLink software. Because the PC NetLink software
executes primarily in user space, it automatically takes advantage of all the
functionality and performance-enhancing techniques offered by the Solaris
operating environment. In the Solaris operating environment, all file read and
write operations are supported by the in-memory page mechanism. The Solaris
operating environment will use all unused memory as a read cache for any file
the PC NetLink software has open. If your system has enough memory, all the
data files that the PC NetLink software has read for the user can reside
completely in memory. This pertains only to read data; write file operations are
flushed to disk often. See the Preface for web sites where you can find papers
on the Solaris memory system.

First, a quick look at most of the popular single volume disk storage systems
available to the Sun Enterprise 450 Workgroup server.

Simple SCSI Drives

The Sun Enterprise 450 supports 20 Ultra Wide SCSI drives within the server
itself. These disk drives are attached to SCSI controllers by way of five Ultra
Wide SCSI paths that have four drives each. A fully configured Sun Enterprise
450 has three dual-ported SCSI controllers that are placed on three of the
system’s six separate PCI buses. Limiting just four drives to each of the
multiple SCSI paths on the multiple PCI buses makes the Sun Enterprise 450
capable of handling almost any I/0-intensive, disk-focused applications.

Individual SCSI drives configured as simple UFS files systems to store data
and user home directories is still common at many sites but current technology
and the lower costs of disk drives allow a better solution. If you use individual
drives, keep in mind some of the drawbacks of using simple drive UFS
volumes with the PC NetLink software:
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® Single-drive SCSI UFS volumes have limited performance. Benchmarks
show that you will be lucky to get 2.5 Mbytes/second of throughput. While
one PC client accessing files via the PC NetLink software is not likely to
saturate one SCSI based PC NetLink share, two to five PC clients can easily
saturate a drive if they all request file access at the same time.

® Simple SCSI UFS volumes offer no redundancy. Even with Mean Time
Between Failure (MTBF) specifications for each drive of 1,000,000 hours, an
organization with 100 drives will experience a disk failure during which one
user’s data will likely will be lost within 417 days.

® Simple SCSI UFS volumes have lower capacity. Today’s large capacity drives
makes this less of an issue, but for large databases, the drive size can limit
the size of the database.

Software or hardware RAID disk subsystems are the clear choice for
minimizing these two drawbacks of using simple SCSI drives as NFS volumes.

The only way to get both high performance and robust PC NetLink Server
support is to use Redundant Array of Inexpensive Disks (RAID). While not
required, making RAID a part of every PC NetLink server solution maximizes
the redundancy, availability, and serviceability (RAS) benefits of using Sun
Enterprise servers. It is the only way to offer full functionality of the server if a
single disk failure occurs.

Sun systems and Solaris software support a variety of RAID environments.
Two software RAID solutions (DiskSuite and Veritas), as well as a variety of
hardware RAID solutions (A1000, A3000, SRC/P) enable you to take simple
SCSI or FC-AL drives and configure to offer enhanced redundancy and
performance. A full discussion of RAID technology is not appropriate here.
Instead the following sections discusses how RAID environments relate to the
PC NetLink software and how it might be used to offer solutions on the
network as well as the pros and cons for each RAID type with the PC NetLink
software.
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Hardware RAID

Sun offers a variety of hardware RAID solutions that can match a variety of
performance and capacity requirements. Hardware RAID volumes provide the
highest performance and reliability. The obvious gain in using hardware RAID
is that the processors of the server are no longer required to support the RAID
environment and thus are free to handle other tasks. In addition, hardware
RAID controllers usually have battery backed-up, persistent storage, cache that
enables them to cache write operations without committing the data to disk.
This cache allows write operations to be completed without delay, increasing
performance considerably for write operations, and still guaranteeing the data
will reach the disk in the event of a power failure.

To illustrate the performance difference between a simple SCSI drive and a
hardware RAID 5 volume, three benchmarks were performed using Ziff-Davis
NetBench 6. (See Appendix A for the Benchmark setup used.) For these
benchmarks, a Sun Enterprise 450 server (4x400MHz processors, 1 Gbyte
memory) was configured with a Sun StorEdge™ SRC/P PCI Hardware RAID
card. In one benchmark a four-disk RAID 5 volume was used as the target for
the benchmark, and in the second benchmark an eight-disk RAID 5 volume
was the target. These benchmarks were charted along with a benchmark of the
same system with one SCSI drive as the target for the benchmark. The
following chart shows the results:
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Throughput (MBit)

1 & SRCIP 4 disk RAID 5
£ SRCIP 8 disk RAID 5
& Raw 9GB 10000RPM SCSI drive

Figure 3-1 NetBench 6 Results of StorEdge SRC/P PCI RAID 5 vs. SCSI Drive

The RAID volumes throughput is three times better than the throughput of a
raw SCSI drive. However, the four-disk RAID 5 perform at the same level as
the eight-disk RAID 5. The on-card persistent memory allows these two RAID
volumes to have the same performance.

Hardware RAID solutions usually include management software that enables
you to set up RAID on a device that appears to the Solaris operating
environment as a simple SCSI device. As reads and writes are requested using
the SCSI (or FC-AL) bus, a SCSI device in the form of a controller takes the
requests and supports the operation in a full RAID fashion. Typically, all RAID
environments (RAID 0, 0+1, 5) are supported. For fully redundant systems,
some hardware RAID solutions support two SCSI controllers on the server
accessing the hardware RAID device using two different ports to allow for full
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redundancy at the SCSI controller and SCSI cable level. While the two SCSI
controllers are working well, you get double the bandwidth through the dual
cable configuration. If the driver detects that a SCSI controller or cable has
failed, it backs off to a standard one controller/cable configuration.

Hardware RAID volumes are the highest performing single volumes that the
PC NetLink software can support. For this reason, hardware RAID is the best
solution where single volumes will be used extensively, such as in a database.
Especially in high demand environments, hardware RAID solutions off-load
considerable processing from the main CPUs when implementing RAID 5

parity.

However, if the PC NetLink software is used to support home directories or a
similar disk environment where random reads and writes are made to a variety
of volumes, a software RAID solution might be more cost-effective and still
deliver performance and redundancy.

Software RAID

User home directories can be supported with software RAID. The Sun 4
processors Sun Enterprise 450 workgroup server has 20 internal drives that
work well with either of the two supported RAID software solutions.

RAID Software

Sun has two forms of RAID software: Solaris DiskSuite (DiskSuite) software
and Veritas™ RAID software. Either of these software environments works
well with the PC NetLink software. Following is a comparison of the two
software environments to help you choose.

Advantages of DiskSuite Over Veritas Software

® Depending on the configuration, boot time checks can be 20 to 40 minutes
faster using DiskSuite. On the tested configuration, the volumes under
DiskSuite had boot time of 5-6 minutes, whereas volumes under Veritas had
a boot time of 20 minutes. The variation depends on the number of
configured objects in the Veritas database.
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No initial disk setup time—disks can be used immediately. Adding a disk
under Veritas control with a private region of 20MBytes takes 30 seconds per
disk. If the private region is larger or the nconfig parameter for the disk
group is higher, it takes even more time.

Metadevice (volume) creation time is much less. Under DiskSuite metainit
(initializing metadevice/volume) takes a few seconds. Under Veritas,
depending on the Private Region in the disks and the nconfig parameter,
volume creation can take from a few seconds to 10 minutes. Thus,
depending on the situation, adding a large number of volumes under
Veritas can take hours.

Default kaio size is 1MByte in DiskSuite. For Veritas, the parameter must be
set in the /etc/system - set vol_maxio = 2048

Advantages of Veritas Over DiskSuite Software

Under Veritas software, any number of volumes can reside on one disk.
Under DiskSuite software, the number of volumes that can reside on one
disk is limited to the VTOC size—7 for SPARC machines and 14 for x86
machines.

Creating a volume (metadevice) is much simpler under Veritas software. It
can be as simple as giving the disk names and letting the software
determine the partition sizes on different disks.

Veritas software does not require pre-created slices (VTOC) on disks. Pre-
creating slices is cumbersome and is the only factor that can potentially
deter people from using DiskSuite software on large systems.

If controller numbers change, Veritas software requires no action, but under
DiskSuite software, the md.tab file must be regenerated manually, which
can take a long time. In such cases, when the machine is booted, the
metadevice actually comes up without checking if the partitions have the
correct content, and that can potentially corrupt data.

Default number of volumes is 128 and the default number of metasets is
four in DiskSuite software. Entries for nmd=XXXand md_nsets=YYY have to
be changed in /kernel/drv/md.conf and a boot -r is necessary).
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RAID 0

RAID 0 stripes or concatenates individual drives into one large drive. When set
up correctly, RAID 0 volumes are the fastest RAID volumes available on either
hardware or software RAID configurations. A four-disk RAID 0 volume that is
supported by four SCSI paths on four separate SCSI controllers can benefit
from four times the SCSI bandwidth. A large file copy operation will execute
considerably faster because four drives can be reading or writing
simultaneously.

A significant drawback of RAID 0 is there is no redundancy. If any drive in a
RAID 0 volume fails, the complete volume is lost.

Consider using RAID 0 volumes only for fast, redundant, READ ONLY, local
storage for utility, or application executables. If you are setting up the volume
to act as a shared directory of read-only information that is easily restorable
from elsewhere, then RAID 0 may be an acceptable solution. However, if
minimum down time is a paramount goal, the time required to restore a RAID
0 may make it unacceptable.

Examples of possible use would be as an application server, which is a
duplicate of other application servers elsewhere on the network. If the volume
were to lose a disk, users could be redirected to other servers during the time
the volume is being restored. The resulting loss in performance that occurs
because the files are no longer local to the subnet may be an acceptable price
for a normally high-performing RAID 0 volume.

Disk drives MTBF specifications are much higher than five or ten years ago,
which means they are considerable more robust. Use of RAID 0 drives,
however, lowers the volume’s MTBF, making the volume less reliable because
the MTBF of the volume is equal to the MTBF of each drive divided by the
number of drives in the volume. If a typical SCSI drive has an MTBF of
1,000,000 hours, the MTBF of a six-disk RAID 0 volume would be 1/6 of this
value or 166,666 hours. While individual MTBF of one volume of 166,666 hours
(19 years) seems like a long time, additional volumes make the MTBF for the
total system lower still. A system with ten six-disk RAID 0 volumes would
have an MTBF of 16,666 hours, or just 1.9 years. Life is too short to be taking
this kind of risk with real data.
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RAID 1

RAID 1 supports disk mirroring. Each SCSI or FC-AL drive is mirrored by
another disk. This form of RAID allows for full redundancy, but does not add
any performance gain over that of a RAW disk, and capacity is limited to the
size of the disk being mirrored. Pure RAID 1 is rare these days because the
same disk drivers can be better used in a RAID 1+0.

RAID 1+0

As with RAID 1, RAID 1+0 uses mirrors to offer redundancy, but instead of
mirroring simple disk volumes, RAID 0 volumes are mirrored. This gives the
added benefits of performance and volume capacity that RAID 0 offers. For
these reasons, RAID 1+0 is typically the highest performing solution for
software RAID environments. While the disk capacity of the disk subsystem is
half that of the raw disk capacity, minimal CPU resources are used in
supporting this RAID environment.

Disk drive prices have fallen steadily over the last few years while disk drive
capacity has risen. These trends make RAID 1+0 volumes even more attractive
as the highest-performing, high-reliability volumes for use on systems with
software RAID environments.

RAID 5

For systems with hardware RAID solutions, RAID 5 solutions give you good
performance, at maximum capacity for RAID, without loading the system
CPUs to perform parity calculations.

RAID 5 offers the ability to produce volumes with reasonable performance and
maximum disk capacity, and still maintain redundancy. To accomplish this
task, RAID 5 volumes are organized so that parity is distributed on a stripe
throughout the volume. The storage needed to maintain the parity will
consume one drive’s worth of capacity. The parity contains all the information
needed to reproduce any disk that fails in the RAID 5 volume. In a six-disk
RAID 5 volume, one drive’s worth of capacity is used to store the parity. The
volume has a capacity of five disks that make up the volume.

In software RAID 5, these benefits come at the cost of consuming CPU
resources. For this reason, using RAID 5 on servers where other services
(email, database web hosting) are supported must be carefully considered. A
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busy PC NetLink server supporting hundreds of users with RAID 5 volumes
can consume considerable CPU resources to generate and maintain the parity
of the volume.

While software RAID 5 volumes are generally faster than raw SCSI or FC-AL
volumes, their performance is usually only a fraction of that obtainable by a
RAID 1+0 volume. If the user community is not expected to use the PC
NetLink server heavily, consider using software RAID 5. For higher-load
environments, consider using RAID 1+0.

Use of hardware RAID 5 volumes is another matter. Because hardware RAID
controllers support the RAID 5 environment completely within the controller
itself, there is little, if any, penalty for using RAID 5. Many hardware RAID
controllers are even tuned for RAID 5 performance.

RAID 6 or (5+0)

Only if large volumes and storage capacity efficiency are absolutely required
should you consider making large (more than 8 disks) simple RAID 5 volumes.
The reason you should avoid using large number of drives in a RAID 5 (or any
RAID for that matter) is to minimize the amount of time you are vulnerable to
a second disk failure.

If larger volumes are required use RAID 5+0 (also known as Parity groups or
RAID 6). This form of RAID adds additional parity that can reduce the risk
that a second disk failure will destroy the volume.

Reducing the Risk of a Secondary Disk Failure

Even with redundant RAID volumes there are times when the volume is
vulnerable to a second disk failure. This occurs between the time the first disk
fails and the time the replacement disk is rebuilt with the data from the
original failed drive. You want to minimize this time as much as possible. First
let’s look at the risk.
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MTBF for a Second Disk Failure

Disk drives have become quite large—9GB, 18GB, and larger, over the last few
years. When placed into RAID 5 volumes, the size of the total volume becomes
extremely large. Losing this amount of data to a second disk failure can be a
nightmare.

Fortunately, the mean time between failure (MTBF) for individual drives has
also increased over the years, allowing the risk of having large capacity
acceptable. The MTBF of a typical drive shipped by Sun is 1,000,000 hours.
These MTBF values are statistical in nature and can lead to a false sense of
security. When disks are placed into a RAID environment, the MTBF of the
RAID environment becomes:

Total RAID MTBF = (MTBF of 1 Disk) / (Number of disks in the RAID volume)

Redundant RAID environments allow you to continue through the first failure,
but the MTBF to the second failure is the same equation with one less drive. If
a drive fails in a 12-disk RAID 5 environment consisting of 1,000,000 MTBF
drives, you are left with 11 drives. The MTBF of this now non-redundant
environment is 90,909 hours or 10.3 years. The clock for this MTBF started at
the same time as the MTBF of the first drive failure. If the failure goes
unnoticed for long periods of time, even this seemingly long MBTF means a
second error can occur, causing full loss of the volume.

There are several steps you can take to reduce the time a RAID volume is
vulnerable to a second disk failure.

When Volumes Are Susceptible to a Second Failure

Part of the time the RAID volume is susceptible to a second disk failure cannot
be avoided. This is the time the hardware or software RAID environment takes
to rebuild the data that was on the original failed drive. This period can vary
from a few minutes, to several hours. It is difficult to predict the exact time
required to rebuild a RAID volume on an active system. It depends on the size
of the drive, the amount of data that was on the failed drive, and the activity of
the system during the rebuild period.

RAID environments will attempt to rebuild the disk data as quickly as
possible, but if it is doing the rebuild while the RAID volume is being used by
the system, the rebuild operation can be lengthened considerably. By default,
some RAID environments make the rebuild operation a lower priority than
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normal operation. A heavily used system can have exceptionally long rebuild
times. In addition, the system will have degraded performance because the
RAID environment needs to synthesize the data lost from the failed drive for
every read operation to the disk.

In addition to the unavoidable parity rebuild time, the other vulnerable time
for the RAID volume is the time it takes the RAID environment to see a new
replacement to start the rebuild process. This can be from zero seconds to
several months if the disk failure is not noticed.

Assigning a Hot Spare Drive

Assigning a hot spare drive effectively reduces the chance of a second drive
failure. A Hot Spare allows the RAID environment to start rebuilding a RAID
volume as soon as a drive failure is detected. If a Hot Spare is not allocated, the
RAID volume can be working without redundancy for a dangerously long time
before you can detect failure, allocate a replacement drive of the correct size,
and install it into the system. The time it takes to install a replacement disk is
typically many times the rebuild time, increasing the risk of second disk
failure.

Having a spare disk allocated (by way of the RAID environment management
software) allows rebuilding of the failed disk data to start immediately,
eliminating the human response requirement.

To reduce the chance of a second disk failure destroying the RAID volume,
assign at least one spare drive to RAID environment and make sure you a have
a procedure to detect and replace failed drives as soon as possible. If policies
are hard to enforce, assign two drives as spares.

Disk Technology

Most hardware RAID solutions do not enable you to choose the type of disk
drive to use with the hardware RAID subsystem. The most common hardware
solution is either an external box that connects to the server with one or two
SCSI cables or an internal RAID solution that supports RAID directly on the
SCSI controller of the system.

Software RAID, on the other hand, is implemented by using either SCSI or
FC-AL drives. The choice of which type to use is usually dictated by the type
of server you plan to use. For example, the workgroup server Sun Enterprise
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SCSI Drives

450 has 20 internal Ultra Wide SCSI drives supported by five separate SCSI
paths on three dual-ported SCSI controllers. Many user communities can, and
do, exceed the capacity of the internal drives. Additional capacity is possible
with externally connected drives.

Typical SCSI and FC-AL drives are based on the same disk drive mechanics
and primary drive electronics. While an FC-AL bus can transfer data at one-
gigabit speeds compared to 40 Mbytes for most SCSI buses, the internal
transfer rate of approximately 10 Mbytes/second for both these drives limits
what you can expect from each drive.

SCSI bus speed and capacity has grown over the years. Original SCSI
controllers and drives supported a mere 5 Mbytes/second, with eight devices
and a cable length of six meters. Fast SCSI doubled the speed of the bus to
10Mbytes/second. The cable length shortened to three meters. Addition of a
wide SCSI bus doubled the number of bits that could travel down the bus at
one time, giving 20 Mbytes/second. It also doubled the number of possible
SCSI devices to 16. Ultra SCSI doubles the clock rate again giving 20
Mbytes/second for a standard width SCSI and 40 Mbytes/second for a wide
SCSI.

Ultra Wide SCSI drives are standard today with Ultra 11/Wide SCSI coming
around the bend with 80 Mbytes/second bus speeds. Both the Sun Enterprise
450 and the Sun Enterprise 250 Sun workgroup servers use internal Ultra Wide
SCSI (also known as SCSI-3) drives.

Capacity has also increased over the years. Typical drive configurations
include 2-, 4-, 9-, and 18-Gbyte disk drives. The Sun Enterprise 450, for
example, can have 20x9-Gbyte drives installed internally, for a maximum
capacity of 180 Gbytes of non-RAID disk capacity.

A major contributing factor to transfer speed of the drive is the rotational
speed of the drive itself. The faster the disk spins, the faster the bits of one
track can be read. Typical server drives spin at 7200 RPM, but 10,000 RPM
drives are becoming more prevalent.

When It Is Best to Use SCSI

82

SCSI drives are the best solution in the following instances:
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® SCSl is an inherent part of the server design. Both the Sun Enterprise 250
and the Sun Enterprise 450 have SCSI buses and drives installed inside the
server itself. The systems were designed for SCSI disk solutions.

® The needed capacity of the system stays well within the limits of the
number of SCSI buses, controllers, and drives that can be installed inside
and external to the system. While Ultra Wide SCSI allows for 15 drives to be
placed on the bus, it rarely exceeds 12 because of cable length and signal
quality issues. Also, even four SCSI drives with their 10 Mbyte/second
internal transfer rates can almost fully saturate a 40 Mbyte/second Ultra
Wide SCSI bus. If the SCSI drives will be part of highly active RAID
volumes, it is best to keep the limit to four or six drives per SCSI bus.

® Cable length from the server does not need to exceed the three-meter limit.

® Cost is the primary concern. A SCSI disk subsystem is almost always less
expensive than a FC-AL storage solution.

Fibre Channel Arbitrated Loop

Fibre Channel Arbitrated Loop (FC-AL) is a standard that interconnects drives
using a fiber optic cable. Each disk subsystem, typically in an external box, is
connected to the server by a bi-directional one gigabit (100 Mbyte) cable that
transfers a form of the SCSI-like protocol. Many FC-AL disk subsystems offer
two fiber loops, which offer redundancy and can potentially double the
bandwidth. The Sun StorEdge A5000 FC-AL array can sustain 180
Mbytes/second over a dual channel. In addition to the higher speed, the fiber
cable can be up to 1000 to 2000 meters long and can address up to 126 drives.
While the FC-AL operates at one-gigabit speeds, individual drives are still
limited to much lower speeds, primarily because of mechanical limitations
such as disk head movement speeds, and rotational latency.

When to Consider FC-AL Drives
The following are some of the reasons for implementing an FC-AL solution:

® Performance—FC-AL arrays of drives can obtain extremely high levels of
performance with only one controller on the server.

® Capacity—FC-AL disk arrays can address 126 drives on one controller.
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® Flexibility—Unlike SCSI, which has a maximum distance of three meters
between the drive and the controller, FC-AL disk arrays can have up to 10
kilometers between drive and controller. This means that FC-AL drives can
be even placed in nearby buildings, if necessary.

Comparing Disk Storage Performance

84

For many customers, performance is the primary consideration in determining
which server to purchase. Because most computer vendors, including Sun,
purchase SCSI drives from the same vendors, the raw disk performance of the
these drives is usually fixed for one SCSI type. However, computer vendors
add value by using layering technologies such as RAID and file caching to
make raw disk subsystems handle data at higher speeds than the raw disk
speed might imply.

To compare the relative performance of the file systems, NetBench, a
benchmark written by Ziff-Davis, was utilized. Appendix A provides a brief
description of the benchmark, defines the benchmark configuration, and
explains the methodology used in providing performance information
included in this book. Refer to the Ziff-Davis documentation for a full
description of the benchmark.

The following chart shows relative performance of the various disk subsystems
available to the Sun Enterprise 450 workgroup server.
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Figure 3-2 Relative Disk Subsystem Performance

The chart shows relative throughput of six different disk subsystems when an
ever-increasing load of 100 percent duty cycle clients are placed on the same
server with the same network infrastructure. It is useful for comparing relative
disk subsystem performance and shows the maximum throughput that can be
measured on each single volume of that disk subsystem type. The “4 Clients
per 15 non-RAID SCSI disk” benchmark configuration is a departure from the
other curves. Instead of one volume being tested, 15 volumes of raw (non-
RAID) SCSI drives were used. Figure 3-2 shows how much bandwidth can be
measured if you distribute the benchmark load across many volumes instead
of just one. Some observations:

® As expected, the highest performing, single volume storage solutions were
the Sun StorEdge A1000 and A3500 hardware RAID solutions.

® One reason the Sun StorEdge A3500 subsystem is slower than the Sun
StorEdge A1000 subsystem in this comparison is that the StorEdge A3500
uses 7200 RPM drives, while the Sun StorEdge A1000 subsystem uses 10000
RPM drives.

® The “1 4.2 (Mbyte) SCSI Drive” performance hits a maximum at
approximately 3 Mbytes/second. A good hardware RAID solution allows a
performance approximately 10x that of volume created on a single drive.
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Note that the benchmark throttles at approximately four 100 percent duty-
cycle NetBench loads (equivalent to 20-50 users). After the benchmark
tested 12 of these clients, the disk became so saturated with requests, many
clients timed out due to the Windows 95 45-second timeouts forcing the
benchmark to stop. During this test the CPUs in the system were extremely
under utilized. Any server will saturate in this way when a disk subsystem
is saturated.

® The “8-disk RAID 0 DiskSuite” curve saturated, but at a much higher level.
When saturated, it too can cause PC clients to timeout due to long response
times. The difference in performance between the eight-disk software RAID
0 solution (DiskSuite) and the eight-disk hardware RAID 0 solution is
approximately 2.5 times. This difference is primarily due to persistent
storage in the form of battery backup RAM on the hardware controller. This
RAM acts as a cache that allows write operations to complete as fast as the
data can get into the controller. If the power is lost on the system, the
battery ensures the data will be written to the disk as soon as the power is
restored.

® The “4 Clients per 15 disk Non-Raid SCSI disk” solution shows what
happens when the 60 PCs used in the benchmark are assigned to 20
different volumes instead of just one. Distributing the benchmark load
across additional SCSI paths, PCI buses, and disk bandwidth as the test
proceeds better utilizes the system as a whole. The curve is the most linear
of the six and continues to show signs of scaling at the end of the test.

Sun Enterprise servers are designed for maximum throughput as multiple
processors are added to the system. The servers scale extremely well as you
add CPUs to the system. The upper-end performance of the system also
improves almost linearly as you move from slower to faster CPUs.
Technologies such as crossbar switching and a 1.6 Gbyte/sec. UPA interconnect
enable this scaling to be almost linear. The following chart illustrates the
performance increase as you move from 300-MHz processors to 400-MHz
processors on the same Sun Enterprise 450 four-processor system.
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Figure 3-3  300-MHz Processors Compared to 400-MHz Processors

Figure 3-3 illustrates the following points:
®* As expected, a faster CPU scales better than a slower CPU.

® In this benchmark, 1 to 20 100 percent duty cycle NetBench loads created the
same load on the server. This shows that in this range, both the 4x300 MHz
and 4x400 MHz processors were capable of delivering everything the PCs
demanded in the benchmark. There is no significant difference between 300
MHz and 400 MHz CPUs.

® As the benchmark scaled to approximately 48 100 percent duty cycle
NetBench loads, the 4x300 MHz processors curve became saturated and
delivered only minimal additional throughput, while the 4x400 MHz
processors continued to contribute significantly to the throughput.
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® If the test had used more than 60 PCs, it might have been possible to see
almost linear scalability. Adding 33 percent more CPU speed from 300MHz
to 400 MHz produces approximately 33 percent more throughput—
25 Mbytes/second to 33 Mbytes/second.

The PC NetLink software is designed to scale well on multiprocessor
configurations. Much work has gone into the PC NetLink software to improve
the performance, the interprocess communication, and the NetBIOS layer.

NetBIOS Layer and Multi-Processors Servers

The NetBIOS layer is installed to support the network calls that are made from
PC clients to and from the PC NetLink environment. The NetBios layer is
multi-threaded, and runs on top of the Solaris TCP/IP network layer. Solaris
software assigns multiple CPUs to threads that pass through this code and the
code will maintain Mutual Exclusion locks (mutexes) to protect the integrity of
NetBIOS data regions. These mutexes are the only place the threads working
their way through the NetBIOS layer can delay.
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A PC NetLink server maps Windows NT server functionality to the Solaris
operating environment. Several aspects of the architecture are tunable and can
impact performance. As with all performance-related tuning, features that can
enable faster performance in the area of file operations may come at expense of
memory and other parameters.

For the best performance with the least impact on the server, always use the
most recent version of the Solaris PC NetLink software. Even the differences
between the versions 1.0 and 1.1 of the PC NetLink software have resulted in
environments that require fewer memory resources for comparable
performance.

Reasons to Tune PC NetLink

Most PC NetLink software installations do not require changes to parameters
to get good performance. If the PC NetLink software is routinely placed into
performance-related situations outside the norm, or if it is required to share a
server as part of a server consolidation, you will want to use the options
offered in this chapter. Chapter 7 discusses resource management during
server consolidation.

Usually, you tune a system to maximize or minimize one or a number of
system parameters. For PC NetLink software, you may want to tune
parameters in the following areas:
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Before You Start
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® Performance: How fast can you support one user? How fast can you
support many users?

® Resources: How little of the following system resources can you use:

* What are the minimum CPU resources needed to support a level of
performance?

¢ How much memory will be consumed to meet a certain level of
performance?

« How much disk throughput can be maintained?

* What is the least amount of network bandwidth that can be consumed to
meet a certain level of performance?

This chapter focuses on maximizing PC NetLink software performance,
highlighting any necessary tradeoffs in system resources to improve the
performance. Tuning a system to meet performance requirements for one
service will almost always have some effect on other services.

Hundreds of parameters can be changed in the Solaris PC NetLink product.
Not all of these parameters deal exclusively with performance. Like Microsoft
Windows NT, on which the PC NetLink software source code was based,
changing parameters that control PC NetLink operations can cause the product
to cease functioning. Be sure to back up these databases before you try
performance tuning.

Before changing any parameter within the PC NetLink product, pay close
attention to the following issues:

®* Only experienced system administrators should attempt changing the
PC NetLink Registry or control files. If you have not had experience
changing Microsoft Windows NT registry, practice on a non-production
server. Only after you have fully tested the change should you consider
deploying the change on a production server.

® Back up any file you plan to change. The PC NetLink software includes a
command that will load a default registry if you want to start with a fresh
registry. (See the regload man page in Appendix C.) See Chapter 10 for
instructions on backing up the files that control the PC NetLink software
operations. To back-up the registry, copy all the files starting with registry in
Ivar/opt/lanman/datafiles to a different directory (for example, cp
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Ivar/opt/lanman/datafiles/registry* /regbackup ). Note that the
content of the registry is not always just one file. Anytime it stores a record
of 4 Kbytes or larger, the registry creates a new file to hold that record
separately. Therefore, there may be several files in

Ivar/opt/lanman/datafile directory that make up a valid registry. Use
the command /opt/lanman/sbin/regcheck -C to check the state of the
registry to ensure you have a valid registry. The regcheck command makes
sure the registry data is intact. The actual data in the registry could still be
in a state that would cause problems with the PC NetLink software.

® Most of the changes made to the PC NetLink Registry and the lanman.ini
file require a shutdown and restart of the PC NetLink server processes
before the changes will take effect. While Solaris software does not need to
be rebooted, the stop and start procedure for the PC NetLink software takes
time and will make the PC Netlink services unavailable. For this reason, try
to test changes on an experimental server before trying them on a
production server. Make changes only after they have been tested
thoroughly. Make changes to a production server only during scheduled
down time or at off hours when no one is using the server.

® The PC NetLink software is tuned to handle most customer situations well.
For most customer environments the motto “If it ain’t broke, don’t fix it!”
applies. Few tuning parameters will give you more than 5 to 15 percent gain
in performance unless the system is starved for resources, or you have an
unusual load you want to place on the PC NetLink server. The benefit may
be more in the resources used to obtain a certain level of performance.

PC NetLink Control Files

Outside of the SAM and ACL databases, the PC NetLink software parameters
reside in three locations:

® PC NetLink memory default values
® The PC NetLink registry
® The lanman.ini  file

Following is a brief discussion of each of these configuration areas, along with
some procedures for working with them.
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PC NetLink Memory Default Values

Many PC NetLink software operation parameters are set within the executable
code itself and may not manifest themselves in the registry, the lanman.ini
file, or any other file. These values are usually set within a data segment of the
executables. As the PC NetLink software starts up, it checks these default
values against values set in the registry or lanman.ini  file. If a value in the
registry is different from the default value in the executable, it will update the
value in memory with the value from the registry.

This can lead to confusion if you are trying to find the default value for a
parameter and you don’t find the entry listed in the registry or the

lanman.ini  file. Because the new value will, in most cases, not be looked at
until the PC NetLink software restarts its server code, the value in the freshly
updated registry may be different from the value in memory and the one by
which it is operating. The PC NetLink software must be up and running to
change registry values. To avoid confusion, find a time when no one is using
the server, change the parameters in the registry, or lanman.ini  file, then stop
and start the PC NetLink server. Following this procedure will minimize the
time when there are differences between the registry and the working values.

The PC NetLink Registry

Most of the parameters that control the PC NetLink software operation are
contained in the PC NetLink registry. This registry is equivalent in function to
the Windows NT registry, but the user should be wary of attempting to use any
Windows NT registry techniques that work on Windows NT servers. The PC
NetLink software and Windows NT software architectures are significantly
different, and Windows NT specific tuning techniques are likely to cause the
PC NetLink software to stop working, if they do anything at all.

The SAM database, the ACL database, and the system shares are not part of the
registry, so reloading the registry with the regload command will not
overwrite databases and system settings that are not directly related to the
registry.

From a Windows NT 4.0 server on the network, you can use the regedt32 tool
to remotely access the values defined in the registry. Using this tool requires
that the PC NetLink software be running for you to gain access to the registry
in this way. You can also use the Solaris executable supplied with the PC
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NetLink software (/opt/lanman/sbin/regconfig ) to inspect and change
these values. This tool allows you to change the registry even when the PC
NetLink software is stopped.

The files that include the registry database are located in
/var/opt/lanman/datafiles . To avoid any possibility of the registry being
updated while you are trying to back it up, shutdown the PC NetLink server
before copying files.

Creating a Registry Change Script File

Developing procedures to log changes to the registry should be a fundamental
part of system maintenance, especially when multiple system administrators
are maintaining the same system, or if you are maintaining several servers.

A well defined registry recovery procedures should be part of any server
recovery plan. This will allow system administrators to reinstate the server to a
predefined state with minimum downtime.

The key to maintaining change control of the registry, is to create and maintain
one script file that has all the registry changes for that server. The script file
should contain every command necessary to update the registry from the state,
following the initial installation, to the final state of your desired environment.
It is vital to add comment lines, with dates, to identify the reason for each
change.

The following script (registry.changes) performs the changes to make sure that
any version of the PC NetLink software is running with improved PC NetLink
1.1 registry values which minimize memory requirements. This script will
update the registry using the PC NetLink software command: regconfig . The
value will be read back from each entry as confirmation that the change did
take place.

If you want to set up many servers the same way, you can execute this script to
ensure the PC NetLink software is set up exactly the same way on all the
servers. After changing many registry values, you can force the registry back to
the default settings by using the /opt/lanman/sbin/regload command if
necessary. Then you can use the script file to return the PC NetLink software
back to a known state.
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Note — Collect all registry changes in one master script so you have
documented the changes and can reset them if necessary.

Code Example 4-1  Example Registry Script File - registry.changes

#! /bin/sh -u

# Solaris PC NetLink Registry change script

# Place ALL changes to registry here. Follow each change
# With a readback of the value from the registry

#

echo The following Solaris PC NetLink registry entries
echo have been set to the values listed

echo

#

# 1/10/2000 - The following registry change will ensure Solaris PC NetLink is running
# with the latest V1.1 recommended values that control Imx.srv process spawning
# Default value for Version 1.1

#

/opt/lanman/sbin/regconfig \
SYSTEM/CurrentControlSet/Services/LanmanServer/Parameters \

VCDistribution REG_MULTI_SZ\

1,5,50"

"500,6,65"

"700,8,80"

"1000,10,100

#

# Follow up change with a readback of value from registry

#

echo VCDistribution

Jopt/lanman/sbin/regconfig \
SYSTEM/CurrentControlSet/Services/LanmanServer/Parameters \

VCDistribution

echo

#

# 1/10/200 This variable controls the number of trusted relationships
# that Solaris PC NetLink will support at one time.

# Default value for Version 1.1

#

/opt/lanman/sbin/regconfig \
SYSTEM/CurrentControlSet/Services/LanmanServer/Parameters \
NumCLIENT_SESSION REG_DWORD 10

#

# Follow up change with a readback of value from registry

#

echo NUmCLIENT_SESSION

/opt/lanman/sbin/regconfig \
SYSTEM/CurrentControlSet/Services/LanmanServer/Parameters \
NumCLIENT_SESSION

echo

HEHHH I

#

# Place next registry change here

#
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Script Notes
® The “\” character forces the shell to continue the command on the next line.

® The quotes () may appear unbalanced, when in fact they are. The quotes
force a new line within the entry of a command. (If you are viewing this
article online you can copy and paste the script into your script editor)

®* Note that the only difference between using the regconfig command to set
a registry value and reading back a registry value is including the registry
value type and value in the command line.

® You must become superuser to execute the script.

Code Example 4-2  Example of Executing the registry.changes Script

sysl# ./registry.changes
The following Solaris PC NetLink registry entries
have been set to the values listed

VCDistribution
1,5,50
500,6,65
700,8,80
1000,10,100

NumCLIENT_SESSION
10

sysl#

Determining Changes Made to the Registry

Occasionally, you may need to find out what changes have been made to the
registry. If you do not have one master registry change script, the state of the
registry may be difficult to track.

The command regcheck -D dumps out the registry in excruciating detail. It
is possible, but not recommended, to use this ASCII representation of the
registry with the Solaris diff command to show changes that have been made
to a registry. Unfortunately, the diff output does not align well if there have
been even a few changes, and it makes sorting out the differences extremely
difficult.
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A more manageable solution involves using tools from both Windows NT 4.0
on a PC and the diff command on the Solaris operating environment. A
description of the procedure follows.

To View Changes to a PC NetlLink Server Registry
1. Install and configure your PC NetLink software on a Solaris system.

2. Before making any manual changes to the PC NetLink registry, use the
Windows NT 4.0 regedt32.exe  tool on a Windows NT 4.0 server system
to dump the registry from the Windows NT machine to an ASCII file on
the PC NetLink server. The steps to perform this are:

a. From the Windows NT 4.0 server machine, map a network drive to the
PC NetLink machine. This drive is where you will place the ASCII
representations of the registry.

b. From the Windows NT 4.0 server machine enter the regedt32
command in the /Start/Run window. You must work in an account that
has administrator privileges on both machines.

c. Type the name of your PC NetLink server in the window that comes up
after you select the /Registry/Select_ Computer Menu entry.

d. Use the /Registry/Save Subtree As menu selection to save the registry
to a file on the PC NetLink machine. Name the file originalreg.txt
to identify it as the reference “no change” registry ASCII dump.

3. After making changes to the PC NetLink registry, you can repeat the
procedure to create a second file. Name it changedreg.txt

4. On the PC NetLink server, cd to the directory where you placed the ASCII
files of the registry.

5. Use the command diff -C 3 originalreg.txt changedreg.txt to
see the differences between the two files.
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Code Example 4-3 Example of diff Output Showing Registry Change

#Using an Windows NT 4.0 Server, dump the registry to a file called originalreg.txt
#Change the registry with the regconfig command. The “\” below continues the line
#

eelabl1#./regconfig parameter SYSTEM/CurrentControlSet/Services/LanmanServer\
/Parameters AutoDisconnect REG_DWORD 20

#

#Using an Windows NT 4.0 Server, dump the registry to a file called changedreg.txt
#

eelabl# diff -C 2 changedreg.txt originalreg.txt

*** changedreg.txt Wed Aug 11 16:54:47 1999

--- originalreg.txt ~ Wed Aug 11 16:52:02 1999

kkkkkkkkkkkkkkk

*x 2149,2153 ****

Key Name: SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
Class Name: GenericClass
I Last Write Time: 8/11/99 - 4:50 PM
Value 0
Name: AccessAlert
--- 2149,2153 ----
Key Name: SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
Class Name: GenericClass
I Last Write Time: 8/11/99 - 4:20 PM
Value 0
Name: AccessAlert

Kkkkkkkkkkkkkkkk

*x 2158,2162 ****

Name: AutoDisconnect
Type: REG_DWORD
I Data: 0x14
Value 2
--- 2158,2162 ----
Name: AutoDisconnect
Type: REG_DWORD
I Data: Oxa
Value 2

PC NetLink Tuning Parameters
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The lanman.

Code Example 4-3 shows the output generated after one change is made to the
registry. In this example, the parameter
SYSTEM/CurrentControlSet/Services/LanmanServer/

AutoDisconnect  was changed from 10 to 20. The diff output shows the
value was 10 (Hex 0xa), and was changed to 20 (Hex 0x14).

ini  File

The lanman.ini  file parameters are rooted in years of legacy code from some
of the first network-aware PCs. This file is located in the /etc/opt/lanman
directory and can be edited using a standard text editor, such as vi, if
necessary. If a parameter is not present in the lanman.ini file, its default
value will be used. The default values are defined in the PC NetLink software

executables. You can view them using the /opt/lanman/sbin/srvconfig
command.

Note — Use the /opt/lanman/sbhin/srvconfig -p command to display the
current settings of lanman.ini  controllable server parameters.

Before changing any of the parameters in the lanman.ini  file, it is useful to
understand the relationship between the lanman.ini  file entries and server
defaults.

Every server parameter has a default setting. Use the srvconfig  utility to
display and edit default settings. The srvconfig  utility resides in the
Ivar/opt/lanman/bin directory.

You can edit the lanman.ini  file and set parameters to values other than the
defaults. The value assigned to any parameter in the lanman.ini  file always
supersedes the default value for that parameter.

Use the following procedure to edit the lanman.ini  file.

To Change a Parameter in the lanman.ini File

1. Use the srvconfig  command to display default settings for the server
parameters (not visible in the default lanman.ini  file).

# [Ivar/opt/lanman/srvconfig -p | more
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2. Use a text editor such as vi to edit the lanman.ini file.

3. To add a section heading to the file, use the srvconfig -s command:

# [Ivar/opt/lanman/srvconfig -s “section.parameter=value”

4. Add a parameter=value pair to the appropriate section of the
lanman.ini file.

5. After you edit the file, stop and restart the server for the new values to
take effect. Schedule this step for times when no user is using the system.
As with the registry changes, collect all the lanman.ini  changes and place
them into one script file that can edit a default lanman.ini ~ file. Use the
script file to document the changes you make over time. For more
information about the srvconfig  command, see Appendix C.
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Following are lanman.ini parameters:

Table 4-1 Common lanman.ini File Parameters

[Section]
Parameter

Description

[Server]
maxclients

[Workstation]
domain

[Lmxserver]
country

[Lmxserver]
listenglen

[Lmxserver]
netmsgwait

[Lmxserver]
nativelm

Identifies the maximum number of simultaneous client sessions
that the server must support. This number is set by default to a
number that is equal to the PC NetLink user license installed
on the server computer.

The name of the domain that includes the server. Values: any
name of up to 15 characters, including letters, numbers, and the
following characters:

'#$3% & ()-.”"_{}~, default: domain

The country code for server-generated messages. Values:
Country Code Country Code

Asia 099 Latin America 003
Australia 061 Netherlands 031
Belgium 032 Norway 047

Canada 002 Portugal 351

Denmark 045 Spain 034

Finland 358 Sweden 046

France 033 Switzerland 041
Germany 049 United Kingdom 044
Italy 039 United States 001

Japan 081

Value set by installation for locale

Maximum number of client connection requests outstanding. If
the server supports numerous clients that all attempt to
connect to the server simultaneously, and some get refused,
you should raise the value of this parameter. Only applicable if
the listenname = parameter is being used.

Values: 1—unlimited; default—3

The interval, in seconds, that the server waits for a response
when it sends a message that requires one.
Values: 0—unlimited; default—30

An additional field in the session setup
request/response.
Default—)
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Tuning Strategies

Imx.srv

The PC NetLink software performance tuning that yields the greatest increased
performance is in spawning Imx.srv  processes. Because the PC NetLink
software supports PC clients by spawning multiple Imx.srv  processes, more
processes allow more system processors to be involved in supporting the load
of the system. The trade off is the amount of memory consumed and the CPU
overhead in the mutual exclusion locks (mutexes) required to support the
inter-process communication these processes require.

Let us first look at the algorithm and the parameters that control the generation
of Imx.srv  processes.

Process Spawning Algorithm

If you install and configure the PC NetLink 1.0 software and then map network
drives from users’ Windows 95 systems, you will see a new Imx.srv  process
spawned for every 5 users (10 users with version 1.1). As additional users
establish connections to the server, more and more Imx.srv  processes are
spawned until they reach the limit of 100 (20 for version 1.1) processes.

Two memory parameters maintained by the Imx.srv  process control the
algorithm that governs this behavior. They are originally set by the following
algorithm, after which they remain fixed for the duration of the session. Note
that at certain times some of the parameters may be ignored based on decisions
made within the algorithm.

Parameters Used to Spawn Imx.srv  Processes

A multi-step process controlled by several parameters determines the
maximum Imx.srv  processes that will be spawned. We will first list the
parameters that the algorithm uses and then look at the algorithm itself.

Here is a list of the parameters used by the algorithm to spawn Imx.srv
processes:

®* Maxclients
This value can be set within the /etc/opt/lanman/lanman.ini file to
control the total number of PCs that can be connected. If there is no value in
the lanman.ini file, a default value in the code itself will be used. In
versions 1.0 and 1.1, this value is 1000 clients.
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® VCDistribution
This is that exists in the PC NetLink registry. The table is made up of
multiple lines with three numbers separated by commas.

« 1,2,10

* 500,3,13
» 700,4,16
» 1000,5,20

The values in the default table for the PC NetLink 1.0 software are:

Table 4-2 VCDistribution Table for PC NetLink 1.0

Number of Clients Supported MinVirtual Clients per Max Virtual Clients

by Proc Parameters Imx.srv  Process per Imx.srv  Process
1 2 10
500 3 13
700 4 16
1000 5 20

For the Solaris PC NetLink Global 1.0 and version 1.1 software, the default
values are:

* 15,50
500,6,65
700,8,80

» 1000,10,100
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Table 4-3 VCDistribution Table for the PC NetLink 1.1 software

Number of Clients Supported MinVirtual Circuits per Max Virtual Circuits

by the Proc Parameters Imx.srv  Process per Imx.srv  Process
1 5 50

500 6 65

700 8 80

1000 10 100

In each set of numbers the first number specifies the number of clients the
remaining two refer to. The second number in the line represents the
minimum number of virtual circuits each Imx.srv  process supports. The
third number is the maximum number of virtual circuits each Imx.srv
process supports before another process can be spawned. To view the
setting on your system, become root and issue the following command:

# regeconfig SYSTEM/CurrentControlSet/Services/AdvancedServer\
/ProcessParameters VCDistribution

The table represents ranges of values that will be used once, and only once,
per session. Using the version 1.1 table values, if maxclients  is set in
lanman.ini  to be between 1 and 500, the values 5 & 50 will be used for
MinVCPerProc and MaxVCPerProc . If maxclients  were set somewhere
between 500 and 700 for these parameters, the values in the second line of
the VCDistribution table would be used, and so forth.

If the lanman.ini maxclient default value of 1000 is not changed, the
other values in the table should match the 1000 entry.
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®* MinVCPerProc

By default this value is zero, which means the algorithm will use the second
parameter in the VCDistribution table. If this parameter is set to nonzero, it
will override the second parameter in the VCDistribution table. To view the
value, use the following command:

# regconfig SYSTEM/CurrentControlSet/Services/AdvancedServer\
/ProcessParameters MinVCPerProc

The default value of this parameter is calculated by first determining the
default value of Maxclients(1000) and then looking up the second value
in the VCDistribution table. This would make the default value of 10 for
the PC NetLink 1.1 software.

MaxVCPerProc

This parameter, if nonzero, will override the third parameter in the
VCDistribution table. As with MinVCPerProc, it is, by default, set to zero so
the table will be used. This parameter sets the maximum number of
connections each server process (Imx.srv ) will allow. This value indirectly
controls the maximum number of Imx.srv  processes using a formula that
will be explained in the following section.

# regconfig SYSTEM/CurrentControlSet/Services/AdvancedServer\
/ProcessParameters MaxVCPerProc

The default value of this parameter is calculated by first determining the
default value of Maxclients(1000) , then looking up the third value in the
VCDistribution table. This would make the default value 100 for the PC
NetLink 1.1.

MaxProc

This parameter is calculated as the PC NetLink software initializes. It
represents the maximum number of Imx.srv  processes that can be
spawned. The algorithm is explained in the following section.
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Algorithm for Dynamically Determined Parameters

® Setting the parameter maxclients —As the PC NetLink software initializes,
it reads the /etc/opt/lanman/lanman.ini file to see if the parameter
maxclients  has been set. By default, there is no entry for maxclients  in
the lanman.ini  file and the Imx.ctrl process uses a fixed value within
the code. This value is 1000 for both Solaris PC NetLink 1.0 and 1.1.

® Determining the value for the internal MinVCPerProc value—If the registry
has a nonzero MinVCPerProc value, it will be used. If there is no registry
value, or if the value is zero, the VCDistribution table will be used to
determine the value. The maxclients  value (determined in Step 1) will be
used to look up the appropriate MinVCPerProc value to use with the
VCDistribution table.

For example, if maxclients  is 1000 (the default for versions 1.0 and 1.1) the
table entry starting with 1000 will be used. The default in version 1.1 for this
value is 10.

® Determining the value for the MaxVCPerProc value—If the registry has a
nonzero MaxVCPerProc value, it will be used. If there is no registry value
or if the value is zero, the VCDistribution table will be used to determine the
value. The maxclients  value, again, is used to look up the appropriate
MaxVCPerProc value to use.

Default example: If maxclients is 1000 (the default for versions 1.0 & 1.1) the
table entry starting with 1000 will be used. The default value for version 1.1
is 100.

Manually set example: If the registry were set to a value of 20 for
MinVCPerProc , the VCDistribution table would not be used and 20 would
be the final value.

® Determining the value for MaxProc—The values for MaxVCPerProc and
MinVCPerProc do not change while the PC NetLink software continues to
run. To activate the new values, stop and restart the PC NetLink software
using the net stop server and net start server commands.

Once the values for MaxClients and MaxVCPerProc have been
determined, the following formula is used to determine the MaxProc value:

MaxProc = (MaxClients * 2 + 10) / MaxVCPerProc .
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Using the PC NetLink software version 1.0 defaults of MaxClients (1000)
and MaxVCPerProc (20), MaxProc equals (1000 * 2 +10) / 20, or 100
processes.

Using the PC NetLink software version 1.1 defaults for MaxClients (1000)
and MaxVCPerProc (100), MaxProc equals (1000 * 2 +10) / 100, or
20 processes.

Defining a PC Connection

When a PC requires any service of the PC NetLink software, a connection or
virtual circuit must be established. These connections can be transitory, as are
some authentication requests, or it can be maintained for a long period, such as
when a PC maintains a defined network-mapped drive. If a PC maintains
several network-mapped drives to the same PC NetLink server, only one
connection needs to be maintained.

Windows 95 and Windows 98 clients most often use a transient authentication
connection, but require a persistent connection if they are network-mapped
drives.

Windows NT 4.0, on the other hand, usually requires two connections. One is
for authentication, which occurs more frequently, and another is for mapped
drives.

Algorithm That Spawns the Imx.srv  Processes

As PC clients make contact they require connections, or virtual circuits, with
the PC NetLink server. The Imx.ctrl process receives these requests and
processes them using the following rules:

1. If the total number of clients is equal to maxclients , the connection will be
refused. For the PC NetLink software versions 1.0 and 1.1 the maxclients
value is 1000.

2. If an Imx.srv  process is not currently supporting a number of connections
equal to or less than the internal value of MinVCPerProc , it will be
assigned the new connection. At the start, there is always one Imx.srv
process.
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3. If the condition in item 2 is not met, a new Imx.srv  process will be
spawned as long as the total number of Imx.srv  processes does not exceed
MaxProc .

4. If the number of Imx.srv  processes is already equal to MaxProc , the
connection will be assigned to the Imx.srv  process that has the fewest
connections to support. The PC NetLink software continues to distribute the
connections across the existing Imx.srv  processes to balance the load.

5. If all the PC clients drop their connections to an Imx.srv  process, that
process will terminate.

Experimenting With Imx.srv  Process Creation

If you are determined to study the effect of Imx.srv  creation to minimize
resource requirements or maximize performance, you may need to study what
happens as you try out ideas for your environment.

The following two scripts that follow illustrate what happens as the PC
NetLink software is asked to support more and more connections.

To test a PC NetLink server at the maximum number of connections it will
support, you either need to have 1000 PCs, or make a unique connection under
programmatic control. The smbclient  program from Samba allows you to
establish an FTP-like connection to a PC NetLink server. This Solaris
executable allows you to log on as a different user and maintain a connection.
It can be used to simulate a massive number of connections from a Sun
workstation to a PC NetLink server.

Using the smbclient  tool (available at http://www.samba.org ), you can
stimulate the PC NetLink software, and watch how it responds to new
connections. To exercise a PC NetLink server in a more realistic situation, with
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a full SAM database, we will establish new accounts for every new connection
access to the server as a different user. This means creating 1000 accounts,
which you can easily do with the following Solaris script:

#l/bin/csh

set usernum=1

while ($usernum < 1001)

echo Setting up account for user$usernum

/opt/lanman/bin/net user user$usernum password /add
@ usernum-++
end

When executed as root on the PC NetLink server, this script will create 1000
accounts named userl to user1000 all with “password” as the password.

Next, use the following script to launch as many sessions as necessary for your
study, and monitor the number of Imx.srv  processes that are spawned.

#!/bin/csh

set usernum=1
while ($usernum < 1001)
echo -n $usernum >>testserver.result
lusr/local/samba/bin/smbclient //testlab/filesl password -U user$usernumé&

rsh testlab ps -eaf|grep Imx.srv|wc - >>testserver.result
@ usernum-++

end

This script will spawn up to 1000 smbclient  sessions, running them in the

background. As it executes, it runs a ps -eaf command viarsh on the PC
NetLink server.

Caution — Running this script will consume a vast amount of memory on the
workstation. Each smbclient  executable will continue to consume virtual
memory until the script finishes or you run out of swap space, which can cause

your system to freeze. Use the script only on a system that has significant swap
space.

The results are sent to a file named testserver.result
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Using this script twice, once with the PC NetLink 1.0 software and again with
the PC NetLink 1.1 software, and then importing the two data files into a
spreadsheet and plotting them together results in the chart below:

P

A
L~ |
L~ 1

1 30 50 88 117 146 175 204 233 262 291 320 349 378 407 436 465 494

Number of clients
== PC NetLink version 1.0 PC NetLink version 1.1

Figure 4-1 Number of Processes vs. Client Connections

This chart shows that as the number of client connections grows, so does the
number of Imx.srv  processes. In version 1.0 the slope of the line rises one
Imx.srv  process for every five connections, to a maximum of 100 processes.
At that time clients can be added but no new Imx.srv  processes will be
created. In version 1.1 the slope is one process for every ten connections, to a
maximum of 20 processes.

Version 1.0 spawns more processes faster and to a higher limit (100), while
version 1.1 spawns fewer processes at a slower rate to a lower limit (20). The
reason for this difference is two fold: memory and scaling.
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Memory Required to Spawn Imx.srv  Processes

The most important reason for changing the way Imx.srv  processes are
spawned between versions 1.0 and 1.1 is the cost of memory. Each Imx.srv
process requires approximately 4 Mbytes of private memory. If you attach the
maximum number of PC clients to a PC NetLink 1.0 server, the Imx.srv
processes will use over 400 Mbytes of memory. If you have an active user
community that requires services often, you need considerable memory just to
hold the executables.

Any free physical memory is automatically used by Solaris software as file
system read cache. This allows the operating environment to perform
repetitive read operations on the same file very quickly. Therefore, you want to
minimize the number of Imx.srv  processes to allow for more read cache. You
must determine the best balance between more processes and more free
physical memory for read cache.

Scaling Limits

The PC NetLink 1.0 software scales to considerable levels. However, as you
push the PC NetLink software to the limit, even a small overhead of inter-
process communication can cause processes to slow down. Therefore, the
number of processors the PC NetLink software can take advantage of, is
limited. However, the PC NetLink software is usually installed in an
environment with only two to four processors, so there is little need to worry
about this issue when all the processors are being fully utilized.

In large Sun Enterprise servers where 20 or more processors are used, the PC
NetLink software can scale up to 12 processors when placed in environment of
loads that approximate that of the NetBench benchmark. The only manageable
way to measure the scaling ability is to run benchmarks against a server with
many CPUs. The psradm command allows you to turn off all processors except
those you want, and perform the benchmark over and over with a different
number of processors each time.

I ran benchmarks on a Sun Enterprise 5000 system. By configuring the system
with three Gbytes of memory, using gigabit Ethernet, and distributing the
benchmark load across as many disk drives as possible (20), I limited the
performance differences to those caused by the number of processors. When |
plotted the maximum values of each benchmark together, the following results
emerged:
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Figure 4-2  Relative Performance of the PC NetLink 1.1 vs. Number of Processors

The chart shows that the load generated by the PC NetLink 1.1 software does
not gain in performance if more than 12 processors are used. This level is
actually impressive when you consider that the typical large Windows NT
server has only four processors.

The NetBench benchmark attempts to reproduce the traffic generated by PCs
using office productivity applications. This profile of file operations tends to
focus on small file operations. The opening and closing of many small files is
one key area where Imx.srv  processes must communicate with the other
Imx.srv  processes to ensure that locks are handled properly. This inter-
process communication limits the scalability in this case. Environments where
many larger files are used should actually scale better because there is more
data being transferred and less opening and closing of files, thus reducing the
inter-process communication bottleneck.

Note — Environments that read and write large files should scale further than
environments where many smaller files are handled.
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Guidelines for Producing the Fastest Possible System

If performance is the most important requirement of the system, use the
following strategy to produce the fastest “general purpose” server:

1.

Find a system with as many processors as possible. For versions 1.0 and 1.1
you need at least 15 processors. While the benchmark itself may not benefit
from more than 12 processors, your environment might. Acquire processors
with as much cache as possible.

Acquire as much memory as possible. The more memory you have, the
more memory Solaris software will use as read cache.

Use multiple, fast network connections. The more network connections you
have, the more processors will be involved in handling the interrupts from
the network cards and the less conflict there will be for the network
connection. Balance the load across as many connections as possible.

Distribute the load across as many disk subsystems as possible. You want to
minimize the queue of 1/0 requests. If you have the Solaris 7 operating
environment, use the logged file system. If you have the software RAID, use
Veritas VFS driver, which does not use Solaris UFS.

If possible use a disk subsystem with persistent storage. Many RAID
controllers have battery backed-up memory that allows them to return
instantly after receiving a write request.

Increase the number of spawned Imx.srv  processes so that initially, there is
one for every new connection. This ensures that each new client has a full
Imx.srv  process.

Decide on the upper limit of Imx.srv  processes. You will need at least as
many processes as there are processors in the system. Solaris software will
balance the load and each process will be supported by a separate processor
if they are fully saturated with requests. The default limit used by the PC
NetLink 1.1 software is 20 to reduce memory consumption. Version 1.0 has a
limit of 100. If memory is no object, this larger limit seems reasonable. To set
these VCDistribution values in the registry, use the following command:

# regconfig SYSTEM/CurrentControlSet/Services/AdvancedServer\
/ProcessParameters VCDistribution REG_MULTI_SZ 1000,1,100
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Note the “\” in the above command allows you to continue the command on
another line. Also remember the “20” in this table entry is used to calculate the
MaxProc value. It does not represent MaxProc itself.

MaxProc = (MaxClients * 2 + 10) / MaxVCPerProc or (1000 *2 +10) / 20 = 100

Note — Ensure that at least one Imx.srv  process is spawned for each processor
in the system.

Other Registry Parameters

While many PC NetLink software parameters may be useful in you
environment, there are far too many to discuss fully in this book. The registry
parameters shown here are by no means the complete list of possible registry
parameters. They have been chosen as those most likely to improve
performance or solve problems caused by special user environments.

Not all the circumstances of changing these parameters from their default
settings have been investigated. Therefore, it is critical that you do not make
these changes without first trying them on a test system with no real users.
Back up all PC NetLink software system files before proceeding. Changing
these parameters is neither recommended nor supported by Sun. If the PC
NetLink software stops working because of these changes, you may want to
reload the registry with the regload command to re-establish a Sun-
supported registry.

To change these values, use the Windows NT regedt32 tool. Remember to use
regedt32 , not regedit . Only regedt32 allows you to edit the PC NetLink
software registry remotely. Also remember that the account on the Windows
NT 4.0 server system must have administrator privileges on the PC NetLink
server as well as on the Windows NT 4.0 server to view and edit all
parameters. Users who are not members of the Administrators group will see
only a small subset of the parameters. By giving the Administrator account on
both systems the same password, you avoid both mismatches in accounts and
security problems. An example of a regedt32 screen follows.

PC NetLink Tuning Parameters 113



i
S

Mgty | clites - [EEY_LINCAL  EATFIML o DELART |

Begoy [ [ree Yew Geosy Dpbo iedes |eb

= HEEY_LOCAL_MACHNE

al|EnsbisSrt ompet FEG [40R0

- [ HaFTmA S RE EnableSofiF eExpasines  FEC_MILTI_S2 | bolnm scos ol errd
B S0FT¥ARE ForcaDimeoionssd | REG_DWORD : O
~ 00 Acdvmnced Server ForceFilsdcl - FEG_WORD D
= Ol i FereaFkeFhish : REQ_WORD D
5 Do oipsion lanoml i ambksions  FEG_DWORD 1
~ & Winmeok W ppngsepemior. FEG_ 527
[ SYSTEM Wi EAS i REC_DAATRDY Qa0
(=) CusgmComma St KaFileSoainiE | FEG_TAWDRD | 20030
|:E".I:Irh:\-| Wt e ik B - BEG_O AL - Do) B
[ Hardwam Faofles kamonddoapFies BEC_DWORD B
= Sardicas WivedCane T uppon FEG_DWORD - 11
-2 Ackan e ey HemeSpaceksappng  SEG_I0RD Bl

= 25 dlerfaimmesn

DpdockTmear BES DWATED dafis
FRasdshondCount - REG_DWORD © 02

0 Mt e P maiers Ao TFS - REG_CYORD : il
- Pammeemr Rootwret sl mandOnH&S  REG CAAORD -0
£ P e Pra s Byt Pl FES_DWDRD 0
Lo FpcFamm i TruncabegCdees pag | FEG_WORD : Ox]
= (273 5 hemrm Form rrom b LimicuueS uFfed_ magih - REG _CWWORD (3
C kaiSatacaFaias awis UspaCinsaCoael - REQ_AWORD : [65
- 150 Al ena LinbdDspsioryChack - REG_WORD : Dl
20 o UneDwmcinnyPermy - REG [WAOED et
=10 Evaslog LisedFia Pane | REQ_DWORD - Dl ind

- 0 LanimanSeage
100 Lsnmari®orkyiskon

UmpoDuodss | REG_DAWWORD: 1
UseEds : REG CAA0RD : 0

3] Helagon Utsia Ml neded - RECG_DRORO 0
-0 Herinn UsaDplacks | REG_DWORD : M
120 Fle plicrin UneLised_poks - REG_[PWORD: 0
I UPs ‘uBabed | REQ_DWeDRD - 0 -]
Akl =

Figure 4-3 Sample regedt32 Screen

The PC NetLink regconfig  command executed as root on a Solaris command
line also allows you to view and change Registry values, for example:

# regconfig SYSTEM\CurrentControlSet\Services\AdvancedServer\/
FileServiceParameters ForceDirectoryAclType REG_DWORD 1

Note — The “/” character is the command line continuation character.
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You can set the following parameters in the registry from
SYSTEM\CurrentControlSet\Services\AdvancedServer

\FileServiceParameter

Table 4-4  File Service Registry Parameters

Registry Parameter Type

Note

ForceDirectoryAcl REG_DWORD

MixedCaseSupport REG_DWORD

KeepSpareServer REG_DWORD

Determines whether the PC NetLink
software will create an access control
list for newly-created directories. If
your PC Client is creating many
directories and you do NOT use ACLs,
then it may save time to set this to 0.
Default—1 (create new access control
list)

Specifies whether mixed-case support
is enabled on the server. Mixed case
support allows clients to access file
names containing upper-case
characters on the Solaris system.
MixedCase support is normally
enabled (value=1). Setting this value to
0 may improve performance. Only
recommended for personal use of a PC
NetLink server. Default—1

0 or 1—Specifies whether the server
should have a spare Imx.srv  process
available for another client. New client
connections are likely to be quicker if
this key is enabled. Default: 1 (start
Imx.srv  process)
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Table 4-4  File Service Registry Parameters (Continued)

Registry Parameter Type Note

MaxVCPerProc REG_DWORD  0-101—Discussed under
KeepSpareServer . The maximum
number of virtual circuits that each
Imx.srv  process should be able to
handle. This limit normally is
calculated on the fly by the PC NetLink
software using the value of the
VCDistribution Registry key and the
value of the maxclients parameter in
the lanman.ini  file. If the value of
this key is non-zero, its value is used
instead of the calculated value.
Default—0 (Use value of
VCDistribution key)

MinVCPerProc REG_DWORD Discussed under MaxVCPerProc . The
minimum number of virtual circuits
that each Imx.srv  process should be
able to handle. This limit normally is
calculated on the fly by the PC NetLink
software using the value of the
VCDistribution Registry key and
the value of the maxclients parameter
in the lanman.ini  file. If this value is
non-zero, its value is used instead of
the calculated value. Default—0 (Use
value of VCDistribution key)
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Table 4-4  File Service Registry Parameters (Continued)

Registry Parameter Type

Note

NumCLIENT_SESSION REG_DWORD

NumSERVER_SESSION REG_DWORD

5-128—Limits the number of trust
relationships that a server can maintain
with other domains. This figure should
be at least one greater than the number
of domains trusted by the server’s
domain. If you need to support more
than five trusted domains, raise this
value. Default—10

5-infinity—Limits the number of
servers and Windows NT clients that
can authenticate with the server. This
figure should be large because it limits
the number of Windows NT clients
that can contact the server. On a
primary domain controller, it must be
at least the number of servers and
Windows NT clients in the domain.
Default—0x3e8 Hex

You can set the following parameters in the registry from
SYSTEM\CurrentControlSet\Services\AdvancedServer\RpcParameters

Table 4-5 RPC Registry Parameters

Registry Parameter Type Note

BrowserMaxCalls REG_DWORD The maximum number of open browser
sessions that an Imx.srv  process can
support simultaneously. Default—50

WkssvcMaxCalls REG_DWORD 5-infinity—The maximum number of

workstation sessions that an Imx.srv
process can support simultaneously. If
you wish Imx.srv  processes to handle
many client connections, increase this
value. Default—50
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You can set the following parameter in the registry from
SYSTEM\CurrentControlSet\Services\AdvancedServer\ShareParam
eters

Table 4-6 Share Registry Parameters

Registry Parameter Type Note

KeepAdministrativeShares REG_DWORD 0 or 1—Specifies whether
administrators are prevented
from removing the ADMIN$
and IPC$ shared resources. If
you have no need for these
shared directories, change this
value to 0. Default—1
(Prevented from removing
shared resources)

Tuning Parameters When Upgrading PC NetLink Software

The state of the PC NetLink registry is important to consider during upgrades.
Many of the algorithms that define how the PC NetLink software works are
based on variables maintained in the registry as has been described earlier in
this chapter. As Sun’s engineers continue to work on the PC NetLink software,
not only are the executables improved, but variables in the registry are
updated to improve the way the algorithms operate on a typical server.

Between Solaris PC NetLink version 1.0, version 1.0 Global, and version 1.1,
several registry settings were adjusted. These changes improve performance,
reduce memory requirements for supporting most user communities, and
increase the number of Windows NT domains that can be part of a trusted
environment.

If you used Solaris PC NetLink 1.0, and upgraded to version 1.1, you probably
upgraded to the new version without deleting the older versions of the registry
and other PC NetLink software databases. Because the initialization program
for the newer version detected an existing set of ACL, SAM, and registry
databases it would continue to use them. While this is a good way to maintain
most of what was in the older databases, the new and improved settings for
the registry database were not set. This is not usually a serious matter and no
perceived issues are likely to surface.
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For environments that must maximize performance and require that memory
use be minimized, it is important to check these settings and make sure they
are set to the up-to-date values. In extreme cases, availability of the system can
be threatened when the older setting forces the software to use more memory
that it needs. If memory is totally consumed, performance will drop
dramatically and PC clients attempting to use the PC NetLink server may time-
out while waiting to be serviced.

Checking for Older Settings in the Registry File

Two registry values should be updated when upgrading from version 1.0 to
version 1.1. These values are not updated if an older registry exists at the time
the new version of Solaris PC NetLink 1.1 is installed.

® \/CDistribution —This registry table defines values used by the algorithm
that controls the total number of Imx.srv  processes and rate at which these
processes are spawned in a system. The table is made up of multiple lines
with three numbers separated by commas. The values in the default table
for the PC NetLink 1.0 software are:

1,2,10
500,3,13
700,4,16
1000,5,20

Following are the default values for version 1.0 global and version 1.1;

1,5,50
500,6,65
700,8,80
1000,10,100

PC NetLink Tuning Parameters 119



Il
I

To edit the registry over the network, you can view the registry with the
Windows NT 4.0 regedt32 program. You can also use the PC NetLink
software command regconfig command. To check the values used in your
registry, use the following command:

# lopt/lanman/sbin/regconfig \
SYSTEM/CurrentControlSet/Services/LanmanServer/Parameters \
VCDistribution

1,2,10

500,3,13

700,4,16

1000,5,20

Note in the “\” character is the line continuation character. This output shows
the values for the PC NetLink 1.0 software settings. This server should be
updated with new values. To set the values to the version 1.1 default settings,
use the regconfig command with variable types and data. In the following
example, the VCDistribution is set to reflect the values for version 1.1. You
must use the “\” line continuation character to enter multi-line data.

# Jopt/lanman/sbin/regconfig \
SYSTEM/CurrentControlSet/Services/LanmanServer/Parameters \
VCDistribution REG_MULTI_SZ\

1,5,50\

500,6,65\

700,8,80\

1000,10,100

Verify the data is set correctly by using the same command without type and
data.

# lopt/lanman/sbin/regconfig \
SYSTEMY/CurrentControlSet/Services/LanmanServer/Parameters \
VCDistribution

1,5,50

500,6,65

700,8,80

1000,10,100
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® NumCLIENT_SESSION-This variable controls the number of trusted
relationships that the PC NetLink software will support at one time. The
value for this variable should be at least one greater than the trusted
domains you expect to support with the PC NetLink software. The PC
NetLink version 1.1 value for this variable is 10.

The following command shows what happens if you look for the variable on
an older registry. Because the older registry did not have a reference to the
variable, you receive an error. In this case the software would use the default
value of 5, which is built into the PC NetLink software.

# lopt/lanman/sbin/regconfig \
SYSTEMY/CurrentControlSet/Services/LanmanServer/Parameters \
NumCLIENT_SESSION

error reading value <NUmMCLIENT_SESSION>

#

To change the value to reflect the desired setting for version 1.1, use the
following command. After making a change, always check to make sure the
value was set correctly.

# lopt/lanman/sbin/regconfig \
SYSTEM/CurrentControlSet/Services/LanmanServer/Parameters \
NumCLIENT_SESSION REG_DWORD 10

#

# lopt/lanman/shin/regconfig \
SYSTEM)/CurrentControlSet/Services/LanmanServer/Parameters \
NumCLIENT_SESSION

10

#

The registry values can be changed only while the PC NetLink software is
running but will not be used by the software until the next time the PC
NetLink software is restarted. If the server is part of a production environment,
wait until no one is using the server before restarting the PC NetLink software.

If you find that these registry values did need to be updated, make sure you
place the changes in a master registry control script for the server. See the
section titled “Creating a Registry Change Script File” on page 93.
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Removing All Traces of Solaris PC NetLink from a System

If you are removing the PC NetLink software from a server and you want to
remove all accounts (SAM database) and ACL information, leaving no trace of
the PC NetLink software and databases whatsoever, remove the
/var/opt/lanman and /etc/opt/lanman directories after you run pkgrm.
If there is any chance that you will want to run the PC NetLink software again
on the server, backup these directories first or leave them intact.

Remember removing these directories will remove the User Account (SAM)
and ACL file databases, but not the files the ACLs refer to. Consider
implications of the files created with ACL restrictions remaining on the server
without software to enforce the ACL.

If you are moving the PC NetLink software to another server, you may be able
to back up these directories and restore them to the new server if file shares are
setup identically.
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Sizing Methodology

SizingaSolaris PC NetLink Server 5=

To help you determine the best sizing for your purposes, this chapter describes
a specific example based on producing a home directory server. While this
example may not apply directly to your use of the PC NetLink software, the
benchmarks and methodology apply broadly enough to help you determine
baseline sizing information for your use of the PC NetLink software.

The first part of any sizing exercise is to develop a methodology that allows
you to design a configuration that comes close to meeting your needs so you
can start prototyping.

The following steps outline the methodology used to determine the server
requirements:

1. Determine the functional goals for the server.
Solaris PC NetLink functionality may be one of several services supported
by the server. Here, we will focus only on goals defined for supporting the
PC NetLink software. If other services are planned for your server, perform
separate sizing exercises to determine the resources needed for the
additional functionality, paying special attention to where multiple services
may collide for the same resources.
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. Determine the performance goals of the server.

For the example of a PC NetLink server supporting home directories, the
goals are centered around the needs of the user community. In some cases,
local policies and network infrastructure external to the server may limit
what can be expected.

. Determine the loading characteristics on the server.

For the purpose of a home directory server, defining a typical end user lets
us define as precisely as possible the average demand on the server. This
step may be the most difficult one for which to acquire accurate information.
Both throughput and peak load time must be determined during this step.
Appendix B describes the typical end user used in this example.

. Determine the performance characteristics of the server.

Benchmarks were performed on a variety of the PC NetLink server
configurations to determine the performance of each subsystem (CPU, disk,
network) in supplying throughput to the server. These benchmarks were
performed using an industry standard, which has been used for several
years to determine the throughput for SMB servers (Refer to
http://www/zdnet/com/zdbop). Appendix A describes the benchmark
environment and the benchmarks used to determine most of the server
performance information presented in this chapter.

. Determine a baseline server configuration.

A baseline server configuration allows you to identify the resources within
the system required for the PC NetLink software. The baseline server
configuration accounts for all the resources needed to support the
functionality and meet the performance demands.

. Determine the final system server configuration.

This takes into account requirements for the server beyond that of
supporting the PC NetLink software. If the system is part of a multi-
function server that will offer additional services not supported directly by
the PC NetLink software, determine the resources required for these other
services. Determine if any of the separate resources will collide on server
subsystems. Later in this chapter, a sizing tool is described that will help
determine the baseline system using the methodology, assumptions, and
benchmarks presented here. You will need to make other time and cost
trade-offs based on your specific server configuration.
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7. Prototype the server.
If the server is planned as part of a large roll-out of many similarly
configured systems, prototyping a baseline configuration and trying it in a
limited online test is essential. Skip this step only if the system is being
configured to supply services for a limited community, and you have
configured the server with some additional head room to handle
contingencies.

Home Directory Server Sizing Example

Sizing a server with capacity that will never be used can be as costly as sizing
a server with inadequate capacity. A server should have as much capacity
initially, or through upgrades, to serve the user community for the expected
life of the server. The initial size of the server must take into account the
current user community as well as expected growth in both the user
community and the services to be supported. Therefore, whenever you make a
decision on how to size the server, err in the direction of providing additional
capacity, if possible.

Note — The sizing information presented in this chapter should be used only as
a starting point. Your “mileage” will almost always vary to some degree.
Experiment and prototype server solutions to verify your assumptions. In large
roll-outs where many servers are involved, prototyping your server is a
prerequisite.

Understanding all the non-server external variables that can affect load is
critical to correct server sizing. To determine the functional and performance
goals, review the following list of external factors that might limit your
configurations. The list highlights loading factors and bottlenecks that can exist
outside the control of the server:

1. User community
a. What type of users will be using the PC NetLink software?

b. What percentage of time will users be performing file, printing, naming,
or authentication operations that will impact the server?

c. How many expert, intermediate, and beginner users will be using the
server?
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d. How will users be using the server? As a home directory? As a common
data R/0 file server? As an application server?

e. Will users work with documents locally on their own systems or directly
in their server home directory? Will the applications autosave users’
documents?

=h

What level of performance will users expect?

g. When will users typically use their systems and for how long?

h. Will users use Windows NT ACLs? Will they typically share files?
i. What applications will access the PC NetLink server?

2. PC client

a. What is the hardware configuration of the average PC that will use the
server? Speed of the CPU? Memory? Local disk usage?

b. What operating systems will the PC use?
3. Network infrastructure

a. What is the typical network connection from the PC to the network?
10/100 Mbit, switched or hubbed?

b. What possible network bottlenecks exist between the PC and the server?

c. If multiple network connections to the server exist, is the load balanced?
4. Local policies

a. What is the local policy for backing up the server?

b. What is the local policy for users backing up documents on their PCs?
5. Other functions the server may be expected to support

a. Will the server be an intranet web server?

b. Will the system support a database?

c. Will the system act as an email POP to IMAP server? Do the email server
resources collide with the PC NetLink software?

d. Will the server support home directories locally or on volumes on
another server?
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e. Will the system be a PDC or BDC?

f. What backup policies exist at the customer site?

Functional and Performance Goals

When setting goals, it is critical to know what you expect of the server. A home
directory server is expected to support the load generated by end users as they
perform their normal activities during an average work day.

Functional Goals

Functional goals for a file and print home directory server are reasonably
simple to define: The system should allow file, print, and authentication
services for the end users.

Before determining the performance goals of the system, keep an eye on what
the system will be expected to support one or two years from now. You can
forecast future trends by raising the demand of your typical end user or
allowing for server expansion.

Trends With Conservative Requirements

Several trends make obvious the need for additional capacity so that the
system you size for today’s needs will also meet the needs of the future. These
trends, in the areas of network infrastructure, usage patterns, and application
demands, all help illustrate the need for planning servers that have additional
capacity. Review the following list for any trend that could change the
requirements of your server during its life expectancy:

® An experienced user demands more of a server than a beginner. As users
become more savvy about how to use their system and learn how to solve
more problems with their computers, they tend to use them more and to
demand more disk space and throughput.

® Applications today make available functionality that even the beginner can
use. This functionality consumes resources and places a higher demand on
servers. These applications demand more of the server as they evolve.
Specifically, office productivity application documents, such as those from
Microsoft Office, have grown considerably over the years. An Excel
spreadsheet that might have been 20 Kbytes several years ago, may now be
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100 Kbytes. Embedding large document object links (OLE) from other

applications also increases document sizes. Email that was one to two

kilobytes of simple text before, now can be 50 Kbytes with multimedia
attachments.

® Servers are expected to support more than one function. One reliable server
supporting two or three services can be a better solution than two or three
servers supporting only one application each. This is especially true in the
area of system administration. Purchasing and maintaining several systems,
compared to supporting one system, is costly. Sun SPARC hardware and the
Solaris operating environment can support multiple functions at one time.
As long as the applications do not fight for the same resources,
consolidating services is a desirable goal.

® Network infrastructure has opened bandwidth dramatically. In the past,
slower, single-processor servers were sufficient to support simple 10BASE-T
hubbed networks. The network would bottleneck easily, making it the
limiting resource. Today’s network switching technologies deliver gigabits
of full-duplex bandwidth through multiple connections. This improved
network infrastructure allows PCs to place much heavier demands on the
server.

® PCs and workstations have increased the load they can demand. Today’s
$1000 PC can produce a load that is 10 to 30 times that of a $3000 PC of just
two or three years ago.

®* The use of the Internet and intranets have increased the demand for
performance.

These trends make determining the future requirements of your server
difficult. Suffice it to say, the requirements of your server today will be a
fraction of that required in one or two years. For that reason, we will make
conservative estimates throughout our methodology, erring in the direction of
more capacity whenever presented with two possibilities. The goal is to find a
happy balance between the cost of the server today and the load it is expected
to handle for its serviceable lifetime.

Unlike the Intel platform, Windows NT servers typically have one to four
processors. Sun Workgroup and Enterprise servers can support from one to
two processors, as in the Sun Enterprise 250, or up to 64 processors as in the
Sun Enterprise 10000. This makes sizing your server less critical because you
can add processors as the load increases.
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Performance Goals

Performance is in the eye of the beholder. Performance goals for a file and print
server usually boil down to “make it fast enough so everyone doesn’t complain
about performance.” Unfortunately, there is no metric that can easily identify
this threshold. What we do know is that performance perception is based on
latency. If an operation during a peak load time takes longer that it did in non-
peak time, users perceive a performance problem. With such a semi-random
load as a user’s file services, you may have to study a subset of your user
community in depth to fully understand where and when there are perceived
performance problems.

Peak Loading Times

If you watch the server load during an average day, you will see several peak
periods when users place the most demand on the server. (Chapter 8 offers
some tools for monitoring these peak times.) At some sites, everyone walks
into the building at 9:00 a.m. to start their day. There is a tremendous surge of
demand on the server as everyone attempts to start all at once, sometimes
within a ten-minute period. At other sites, employees arrive and start using
their system throughout the morning.

Peak loading times are, by definition, when your server is experiencing its
highest load and where statistically it will experience most of its load. These
periods can last from a few minutes to several hours. Just like rush hour on the
highway, if everyone in a large network environment were to login and start
editing documents at exactly the same time, no reasonably-sized server or
network infrastructure could handle the load. Luckily, statistics are in our
favor and show that people use the server in a distributed fashion. In most
sizing exercises, the peak loading time is the primary factor in determining the
configuration of the server. If the server can meet its intended performance
goals during the peak loading period, then performance at any other time will
easily be met.

As with almost any server function, latency will usually remain acceptable, to
within 20 percent of the fastest time measured, as long as you don’t exceed 80
percent of the maximum possible throughput for any component involved in
delivering the throughput. As the benchmarks show, PCs receive almost all the
throughput they demand as long as the total throughput required by all PC
clients does not remain near throughput saturation for moderate periods of
time.
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You will quickly realize in any sizing exercise that delivering reasonable
peak-time service is the focus of your sizing efforts. Configure your system
correctly, and your user community will experience few performance
problems. Under-configure your system and your user community will not be
happy. Over-configure the system and you may have spent too much.

What Is Your Average User?

To realistically size a PC NetLink server, you must define the load for your
user community. Trying to track the file usage habits of everyone expected to
use a home directory server is an impossible task. To make the task
manageable, define a typical user. An average end user may not represent any
particular person that uses the server. Many users will demand more of the
servers, many will demand less. Define your typical user in terms of file types,
file sizes, and when users are likely to use them. Appendix B defines the
average end user load on the server. If your user environment does not match
that of the average end user presented in Appendix B, apply the same
methodology to determine the sizing information for your definition of an
average user.

Note — To summarize the average end user definition, | estimated 40 Mbytes
per user per day as the average load on the server. This load occurs between
9:30-10:00 a.m. and 2:30-3:00 p.m. (for a total of one hour) to account for peak
loading. The storage capacity planned for each user is 100 Mbytes.

In the home directory sizing exercise, we force the full day’s user load of 40
Mbytes per user, into the server during the peak period. We also double our
real throughput requirements to allow for growth, and to take into account
trends that will continue to increase the size and quantity of files. These two
conservative decisions should comfortably support the peak load the server
must handle.

Our typical user community has a peak loading period of one hour. If in
another sizing exercise this peak period were longer, let’s say four hours, even
a small server configuration could meet the demands of a large user
community that is evenly distributed across a four-hour period. However, if
the peak period is shortened to 15 minutes then maybe a Sun Enterprise 10000
could meet the demand. After reading the home directory sizing exercise, you
can determine the loading characteristics of your user community and adjust
your peak period accordingly.

Solaris PC NetLink Performance, Sizing, and Deployment



o1
1]

Server Performance Characteristics

How Fast Will the PC NetLink Software Go?

Four primary services where performance is most important are printer
services, authentication, WINS, and file services. The PC NetLink software
testing environments showed that file operations affect the overall
performance of the server by at least an order of magnitude more than other
services. Therefore, if you size your server focusing on file operations as the
primary area of concern, printing, authentication, and WINS services for the
same user community should be easily handled by the same configuration.

File Services Sizing

Under normal conditions, file services demand the most resources while
supporting home directories. The file service benchmark from NetBench was
used by many implementors of the SMB (CIFS) protocol to measure the SMB
performance of a server. See Appendix A for a brief description of NetBench
and how it was used to determine throughput numbers. Appendix A includes
a URL where you can see the benchmark, its full description, and its
documentation.

After reading the NetBench description, you can determine if the load the
benchmark produces closely mimics the file operations your environment
might generate. If not, you can adjust your configuration to have more or less
capacity.

Throughput Benchmarks

Before jumping into the subject of PC NetLink software performance
throughput, let’s take a look at a representative benchmark and see what
information we can extract from the results.
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Figure 5-1 PC NetLink Server Throughput

This chart shows the throughput in Mbytes (Y axis) vs. the number of PC
clients (X axis) running a NetBench DiskSuite test. This benchmark was run on
a Sun Enterprise 450 with 4x400 MHz processors, one Gbyte of memory,
performing the test through a Gbyte Ethernet interface. Each horizontal tick
mark represents an additional four PC clients running the benchmark. Keep in
mind that the load generated by each PC during each five-to-ten-minute
interval is 10-100 times the load a real user would place on a server. At the
beginning of the chart, on the left, the benchmark runs for approximately five
minutes with only one PC client running the test. This first client shows the
demand each client places on the server when it has full access to all the
resources of the system. In this example, the one Pentium 200 MHz PC client
demands and receives 1.152 Mbytes of file throughput in and out of the server.
This throughput is measured by the NetBench client application.

Some of the throughput reported by the benchmark is real, over-the-wire
throughput, and some is caused by opportunistic locking that can be
established between SMB servers and clients. Oplocks, as they are called, are

Solaris PC NetLink Performance, Sizing, and Deployment



5

established to allow for PC to perform client-side caching. When PCs establish
a connection to a server via the SMB protocol, they will negotiate to determine
the highest level of the SMB protocol they can both support. The current SMB
protocol supported between most PCs and a PC NetLink server supports
opportunistic locking. PC Clients will automatically be granted an
opportunistic lock if the server determines that no other PC client is accessing
the file needed by the PC Client making the request. As long as the lock exists,
the PC Client is allowed to cache the file locally, allowing for faster
performance. The application running on the PC Client will not be aware that
this caching is occurring. Because the NetBench benchmark is designed to
generate the same file operations that typical office applications perform, any
gain caused by opportunistic locking would be reflected in real world use of
opportunistic locks as well.

As the benchmark proceeds, four PCs are added to the benchmark to increase
the load. Eventually somewhere in the network or the server, a bottleneck is
reached and the throughput no longer increases. This produces the
characteristic knee in the curve (near 24 PC clients) as the benchmark
approaches the maximum throughput the configuration allows. In a real world
scenario, users attempting to use the server in the first part of the curve would
see good to excellent performance as the server delivers additional throughput
when additional PC clients place additional load on the system. Later on, after
the system approaches and eventually reaches saturation, all the PC clients
must share the maximum throughput the server can deliver. Latency times
grow for file operations, eventually creating long delays, and all users would
eventually experience poor performance.

The purpose of a good sizing exercise, with regards to file operations, is to
ensure that the demand on the server remains below the knee of the curve
most of the time during the peak period. Some saturation during extreme peak
times is expected and cannot be avoided due to the statistical loading of a
typical user community.

One NetBench benchmark by itself can tell you some variable information.
When two different server configurations are tested and the results compared,
you get a great deal of additional information. For the remainder of this
chapter, we will compare benchmarks of most configurable options and extract
information so we can study the additional throughput each option offers. We
will benchmark a particular server configuration, change one configurable
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component, then benchmark the system again. These side-by-side comparisons
allow us to determine the additional throughput each sub-component offers.
We will apply this technique first to a study of SPARC CPUs.

NetBench results are occasionally quoted by various sources to show how far a
particular configuration can perform. Be aware that there are two types of
benchmarks that companies may quote. One set of benchmarks results is the
product of extensive performance tuning on the server, to the hindrance of all
other operations of the system. This kind of benchmark may actually place file
data at risk during power outages or abnormal terminations of the server to
allow for faster file operations. Other benchmarks, like those presented here,
are based on conservative settings of the product that allow for proper
operation of the server for other services They also allow for the most
conservative settings that protect data from abnormal terminations of the
server. We used only conservative benchmarks to develop recommended
server configurations.

Sizing for CPUs

There are three factors to consider when configuring processors for a server:
the CPU cache size, the number of processors, and the speed of the processor.

CPU Cache Size

Anytime a CPU attempts to access memory, the hardware attempts to access
instructions or data from the local cache. If the access finds the instruction or
data in the cache, the CPU proceeds quickly. If the item is not in cache, the
hardware must go to regular physical memory, or worse, swap the data from
disk to get the data. The larger cache size allows processors to run faster
because there is a better chance the cache will contain the item being fetched.

If you are planning a PC NetLink software installation where the server will
not be under a constant load, the size of cache may not play an important role
in perceived performance. However, if you are planning a large server that will
support hundreds or thousands of users, a large cache size allows the system,
and every processor, to reach its full potential. It is best to acquire the largest
cache size possible to obtain the maximum performance from every processor
the server has installed. While Sun offers CPU modules that have different
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cache sizes, not all server configurations with the smaller cache sizes are
officially supported by Sun. When planning server configurations where
performance is crucial, always order CPUs with the largest cache possible.

Speed of the CPU

The speed at which the processors execute their instructions increases the
performance almost linearly. Let’s take a look at two benchmarks taken under
identical conditions.

5
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% E450 4 x 300MHz. + 1 Gigabyte w E450 4 x 400MHz. + 1 Gigabyte
+ Gigabit Ethernet + 20 disk distributed + Gigabit Ethernet + 20 disk distributed

Figure 5-2  Relative Performance Between Systems With 300 and 400-MHz Processors

This chart shows a PC NetLink server’s SMB performance on an Enterprise
450, using 300 MHz processors in one case and 400 MHz processors in the
second curve. This benchmark was performed when all other resources that
could possibly bottleneck the system were open to the maximum possible
throughput. In this test, 20 individual SCSI drives were used to distribute the
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NetBench loading clients across as many SCSI controller and disk drives as the
Enterprise 450 can support using internal storage. Using RAW SCSI drives in a
real world scenario is not advisable because of the lack of redundancy and
poor performance that each drive can deliver. For the purpose of benchmarks,
using 20 SCSI drives allows us to build the test from fewer to more clients with
an ever-increasing SCSI storage bandwidth. The number of drives, SCSI paths
(four drives per path), and PCI buses used in the test, all increased as the test
proceeded. The network used in both curves was a Gbyte Ethernet. This
allowed considerably more bandwidth on the network side than the
benchmark could use.

As the curves show, both servers can deliver essentially the same performance
at the beginning of the test. Later, near 25 Mbytes/second, the 300 MHz
processors level off while the 400 MHz system continues on to 30
Mbytes/Second with the curve still rising when we ran out of PC clients. This
shows almost linear scaling from 300 MHz to 400 MHz processors with an
increase of approximately 25 percent. Benchmarks done on other systems also
show close to linear scalability with other SPARC processors moving from
slower to faster processors.

Later in the scaling exercise, you may determine that your server needs today
can easily be met with the slower (and less expensive) 300 MHz processors. As
the demand on the server increases with more users or more applications, you
can always increase server performance by switching to faster processors or
adding more processors.

Number of Processors

The PC NetLink software performance scales well on multiple processor
configurations, but there are limits as was pointed out in Chapter 4.
Benchmarks from two examples of multi-processor servers are shown in the
following figure. Figure 5-3 compares 60 client-only executions of NetBench on
one, two, three, and four 400 MHz processor configurations on a Sun
Enterprise 450. Figure 5-4 shows comparative NetBench executions of 1, 2, 4, 6,
8, 10, 12, 14, 16, 18, and 20 processor configurations of a Sun Enterprise 6000
(20x250 MHz.)

In the first, each curve represents the throughput possible with one, two, three,
and four processors running the PC NetLink software. Each processor module
has four Mbytes of secondary cache.
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Figure 5-3 Comparative File Performance with 1 to 4 Processors

The detailed benchmark configuration used to acquire this data is described in
Appendix A. Both network bandwidth (Gigabit Ethernet) and SCSI disk
throughput (20 drives) were considerably below any saturation points, and
were verified to have no significant limiting effects for these tests. In each test,
60 PC clients were running a 100 percent duty cycle NetBench benchmark Disk
Mix test. This test will usually saturate any system. Figure 5-3 shows fairly
good linearity as additional processors are used in the test. Later this chart will
be used to determine how many processors are required to support a specific
number of users.

The Sun Enterprise 6000 was also benchmarked. This system was tested with a
total of 20 250 MHz CPUs, three Gbytes of memory, 20 FC-AL drives, plus a
one-gigabit Ethernet connection. As with the Enterprise 450, the benchmark
tested a 60-client run of the Disk Mix test to extract a maximum throughput
value for the Sun Enterprise 6000 with a specific number of CPUs active.

Figure 5-4 shows the highest level performance that can be achieved on a Sun
Enterprise 6000 server with 250 MHz processors, using conservative settings.
The full configurations for the servers tested are described in Appendix A. The
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Sun Enterprise 6000 was tested using 20 processors. Because we want to see
how the product scales in a real-world scenario, it is important to bring up a
difference between the NetBench benchmark and a real work environment.

The PC NetLink software spawns Imx.srv  processes for every five
connections made by PC clients to the server. Windows NT 4.0 workstations
require two connections, and Windows 95 or Windows 98 require one
connection. For the NetBench benchmark to utilize 20 processors, there must
be 20 Imx.srv  processes to take advantage of the 20 processors. Under a
normal out-of-the-box configuration, the PC NetLink software would spawn
only 12 Imx.srv  processes and would not take full advantage of the
benchmark. In the real world, hundreds of users would be needed to generate
the equivalent load of a 60-client benchmark run. That scenario would have
spawned many more Imx.srv  processes and the server would utilize the
processors as one would expect. For this reason, tuning parameters were
adjusted in the PC NetLink software to spawn a Imx.srv  process for every
two PC clients. This allowed more Ims.srv  processes to be generated and
more processors allowed to take part in the benchmark.
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Figure 5-4 Throughput on an Enterprise 6000 Server for 1 to 14 Processors
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Instead of the full NetBench curve being charted, only the data of the
Benchmark MIX that places the maximum load (MIX 60) was plotted. As
processors were enabled on the server, the same maximum load mix was rerun.
The final result shows the maximum performance possible for the server as
additional processors are added to the server. Here the chart shows the
performance scales almost linearly until 8 to 12 processors. At that time, the PC
NetLink software itself became the bottleneck. This scaling is more than
sufficient for most configurations the PC NetLink software will be placed in.
Additional throughput is possible by adjusting the PC NetLink registry
parameters and making trade-offs.

The reasons the PC NetLink software can bottleneck vary. The PC NetLink
software must provide Windows NT file services that are not directly
supported by Solaris. Several parallel tasks must be performed to support
these file operations. The PC NetLink software itself handles the Windows NT
ACL database. Currently, no native Solaris functionality is used to support this
ACL functionality. Every time a directory is referenced, a separate access to
operate the ACL database must be made to support the correct security level.
Typically, this ACL reference is out of memory, but frequent writes to disk
must be made to keep the on-disk copy up-to-date.

Besides the ACL file access, additional file sharing and file lock management
must also be supported outside the Solaris operating environment. The PC
NetLink software can force Solaris locks and support the locks it is instructed
by applications to place on files.

Many engineering avenues exist to increase the scalability of the PC NetLink
software.

Network Connections

Planning a large server requires a network infrastructure that allows for the
throughput you hope the server will deliver. PC clients today can consume
considerable throughput. Older networks with 10BASE-T infrastructure will
become saturated long before the simplest server configuration will be
strained.

A NetBench benchmark forced through a 100Mbit full-duplex connection
shows a performance of 13 Mbytes/second. 100 Mbits/second is roughly 10
Mbytes/second. How can one 100 Mbit wire deliver 13 Mbytes/second? There
are two explanations to this apparent paradox: First, the 100Mbit Ethernet wire
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is a full-duplex connection that allows full 100Mbit data rates both in to and
out of the server. The benchmark is designed to measure the throughput in and
out of each client. Second, the opportunistic locks were also a factor.

Note — Each 100 Mbit full-duplex Ethernet can deliver 13 Mbytes of
throughput as measured by NetBench.

When multiple 100 Mbit Ethernet interfaces are planned for a home directory
server, be sure the load placed on the server is as balanced as possible. Also be
sure that there are no bottlenecks elsewhere in the network infrastructure that
will throttle the perceived performance under a heavy load. With unbalanced
loading, some users will see good performance and others will see poor
performance from the same server.

Use of today’s sophisticated network switches can help both in detecting
problems and allowing for quick reconfiguration if bottlenecks occur on a
subnet. Upgrading to fiber-based gigabit Ethernet connections between the
server and the switch will also eliminate the need to juggle users from one
subnet to another to balance the load. Switches can route all the packets of
multiple subnets into the gigabit connection with little need to worry about
bandwidth limitation of older hubbed networks.

Memory Requirements

Determining the physical memory needed to support a PC NetLink server
requires an understanding of the memory requirements of the whole system.

Solaris Memory Requirements

Tracking down every byte of physical memory used in even a small server
configuration can be extremely difficult. For more information about the
Solaris memory system and its requirements, refer to “Solaris Memory Sizing
White Paper” by Richard McDougall (http://www.sun.com/sun-on-
net/performance/ ). Sizing information and rules of thumb described in this
paper are used to determine both Solaris and UFS file cache requirements.
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Here, we will summarize memory requirements for a medium-to-large server,
using conservative values. Solaris software always uses any excess memory for
file read cache, which helps speed up the file system.

Table 5-1 Memory Requirements for Solaris Components of a Medium-to-Large Server

Memory Requirement in Mbytes Solaris Component

60 Large Kernel Size

10 System Process

15 System Libraries

27 Background processes

1 Solaris shared memory segment
113 Total fixed memory requirements

PC NetLink Process Memory Requirements

This section summarizes what is happening within the system and then looks
at the specifics of each memory requirement to support the operation.

The PC NetLink software executes primarily as a user process. Each Imx.srv
process typically serves several PC clients on the network. By default, the PC
NetLink 1.0 software initially allocates one Imx.srv  process for every five PC
client connections (PC NetLink version 1.1 supports more clients per process to
reduce the memory requirements). Normally, you don’t need to worry about
the difference between the number of connections and the number of PC
clients, but to account for all memory needed for a particular configuration, it
is important to define the difference as far as the PC NetLink software is
concerned.

Each Windows NT 4.0 workstation client makes two connections to a server
running the PC NetLink software and each Windows 95 or Windows 98 PC
client makes one connection to the server. Windows NT 4.0 workstations need
to maintain two connections because one is used to handle authentication, and
one is used for normal SMB functionality. As additional PC clients establish a
connection to the server, the PC NetLink software will continue to spawn
Imx.srv  processes until a maximum default limit of 101 processes are
running. After 101 Imx.srv  processes are running the normal five connections
per Imx.srv  process limit is raised, allowing for up to 20 connections per
process. As more PC clients are connected to the system, the PC NetLink
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software reaches its final default limit of 1000 PC clients. For Solaris PC
NetLink Version 1.0 if all the PC clients are Windows NT machines you will
have established 2000 connections supported by 101 Imx.srv  processes. If all
the PC clients are Windows 95 or 98 machines, you will have established 1000
connections on 101 Imx.srv  processes. These details are not a concern unless
the memory requirements on the system become a problem.

Now, let’s look at how the rules governing the PC NetLink software operations
affect the memory requirements. Each Imx.srv  process allocates memory of
its own in addition to shared memory, which all the PC NetLink processes use
as a common database for file descriptors, locks, and so on. We will establish a
baseline memory requirement for PC NetLink software by looking at the
memory requirements for each of its processes just after Solaris boots and after
only one Windows 95 PC has established a connection to the server. The
memory allocated for the PC NetLink software and data are shown in the
following table:

Table 5-2 PC NetLink Processes Private Memory in Kbytes

Kbytes of Memory Private Memory

4052 Amount of private memory for 1 Imx.srv  process

1072 Amount of private memory for the Imx.ctrl process
1968 Amount of private memory for the Imx.dmn process

1928 Amount of private memory for the Imx.alerter process
1664 Amount of private memory for the Imx.browser  process
2368 Starting shared memory

13052 Total PC NetLink-specific memory required to boot

Note — Allocate 4052 kbytes for each Imx.srv  process spawned.

We use this value later to develop a rule of thumb for allocating physical
memory for the number of PC clients you expect to support.
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PC NetLink Shared Memory

Now we need to focus on the shared memory all PC NetLink processes will
use to support the PC clients. By default, the PC NetLink software allocates
940K of shared memory. The most significant portion of shared memory is
used to store ustructs . ustructs  are memory structures used to define open
files and file locks. Inside the 940 Kbytes of shared physical memory, 15,000
ustructs  are defined. Each file that is currently open will require two
ustructs  and each lock on a file will require one ustruct . Based on these
defaults, 7,500 files (with no file locks) can be opened by the PC NetLink
software at the same time. Again, these are default values for an out-of-the-box
installation of the PC NetLink software.

The default PC NetLink software shared memory use is designed to closely
match the default shared memory segment for Solaris software, which is one
megabyte. The default shared memory parameters for Solaris and the PC
NetLink software should handle almost every PC NetLink server
configuration. However, if the server is to be used for multiple purposes and
requires shared memory for reasons other than for the PC NetLink software, or
the user community needs to open or lock many files, you will need to increase
the number file ustructs  the PC NetLink software can support, and thus
increase the size of the Solaris shared memory segment. Chapter 10 describes
the procedure for increasing the size of the Solaris shared memory segment
and increasing the number of file ustructs  that the PC NetLink software can
handle.

Note — 940 Kbytes of memory will allocated by the PC NetLink software from
the Solaris shared memory. Within this memory 15,000 ustructs  are defined.
Each file concurrently opened requires two ustructs . Each file lock requires
one ustruct

PC NetLink Mapped Files

The PC NetLink software must access several shared files during normal
operation. These files are typically mapped into the process address space
using a Solaris mmapcall. All Imx.srv  processes have the ACL database
mapped into their address space. The mmapoperation will, in effect, create a
portion of memory that all Imx.srv  processes will map into. This memory is
allocated out of the physical memory in the same way as the file read cache. It
is important that memory be allocated to allow a reasonable amount of the
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database to be in memory. If the server will be routinely pushed to peak levels,
it is critical to allocate enough memory for this database to be resident as much
as possible. If the system runs out of memory, and few pages of the database
are allowed to be in memory, overall performances of the server will drop.

The ACL database will grow as users create directories via the PC NetLink
software environment. The PC NetLink software will by default create ACL
entries for directories only. The ACLs for files within the directory reflect the
ACLs of the parent directory. If users place their own specific ACLs on files,
they will force a file ACL to be placed on the file and additional space in the
ACL database will be required. ACL database entries are not fixed. They vary
in size because the ACL database entries contain the full path of the directory
or file they refer to. Because the paths vary in size, the ACL database entries
also vary in size.

Note — A typical directory ACL database entry is approximately 1 Kbyte. A file
ACL database entry is typically 300 bytes.

If the user environment serviced by the PC NetLink software tends to create
extremely long directory and file paths, the amount of memory of each ACL
will be larger than that stated here and used in the sizing exercises. In these
cases, allocate additional physical memory in sizing your server.

Read Cache

Solaris software will use all unallocated physical memory as file read cache.
File read cache allows commonly accessed files to remain in memory to allow
read operations to happen as quickly as possible. In contrast, file write
operations are buffered to some extent, but are flushed reasonably quickly to
disk to protect the data from any system outage that might occur. Meta data, in
the form of directory and inode information, is always written to disk to
maintain the correct state of the UFS file structure on disk.

A good rule of thumb developed in database server studies is to allocate at
least two percent of the active database file (user files in a home directory
server) to allow the system to benefit from the read cache. The key term here is
active. In the following sizing exercise, We will use the files that are accessed in
the peak period as the database size.
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Another rule of thumb for determining the read cache physical memory
allocation is to allocate an additional 10 percent of physical memory for read
cache after sizing the system for all other purposes. In the following sizing
exercise, we will use the larger of the two rules to be conservative.

Tools and techniques for monitoring memory in Solaris software are covered in
Chapter 8.

Note — Rule 1 for read cache allocation: Allocate an additional two percent of
the size of all files allocated during the peak use of the system. Rule 2 for read
cache allocation: Allocate an additional 10 percent of physical memory for read
cache after sizing the system for all other purposes.

Storage Subsystem Requirements

The first area to bottleneck on most file servers is the disk subsystem.
Configuring a server with fast CPUs and a gigabyte of memory contributes
little to improving performance if most of the file disk 170 bottlenecks on the
same disk subsystem. Other than having a shortage of memory, the disk
subsystem is a primary cause of perceived slow performance from a server.
Choosing and configuring the appropriate disk subsystem usually requires
balancing the capacity requirements, RAS (Redundancy, Availability,
Serviceability) features, performance, and cost. It is impossible to focus on just
one of these factors without affecting the others. Chapter 3 discusses several
tuning strategies for getting the most out a Solaris storage environment.
Chapter 3 also summarizes the throughput you are likely to see with any one
particular storage subsystem. First let us review a list of general and PC
NetLink-specific considerations before determining the storage requirements
for a server:

® Always use redundant environments (RAID 5, RAID 0+1) for read/write
data whenever possible.

® Always backup read/write files.

® In environments with many PC NetLink servers, the PC NetLink software
should support only the local disk subsystems of the server it is on. While it
is possible and even desirable to access NFS-based storage volumes over the
network from the PC NetLink software, in situations with only one PC
NetLink server, the ACL operations can only be supported from the PC
NetLink server where they were defined.
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If the ACL database is hyperactive because many directories are created by
many users, or many individual file ACLs are established, moving the PC
NetLink ACL database to the fastest disk subsystem possible may improve
performance.

In multifunctional servers, where the PC NetLink software will be only one
of the services offered by the server, place the PC NetLink software support
shares on their own storage volumes. Allocating separate volumes for
separate purposes allows you to track resources used by each service.

Place Solaris swap on its own volume if at all possible. If the disk is highly
active, you can assume you don’t have enough memory.

In high throughput configurations, it is almost always better to use
hardware RAID than software RAID. Software RAID environments are
completely acceptable in environments where the load on the system does
not routinely saturate the disk subsystem throughput or exhaust the CPU
resource. However, if you expect the system to have peak periods where
high throughput and low latency is critical, hardware RAID environments
are a requirement. This is especially true when supporting RAID 5
environments where it is important that the CPU does not perform parity
calculation, and the battery-backed-up persistent storage allows the disk
subsystem to write cache much faster.

When deploying a new home directory server, place individual home
directories across as many volumes as possible to balance the load. Avoid
filling one volume up with users before allocating space on remaining
volumes.

For home directories, hardware RAID 5 environments are usually best for
several reasons: Hardware RAID 5 volumes give you the highest capacity
possible with redundancy. Hardware support, either internally with a PCI
RAID card or an external hardware RAID device such as the StorEdge
A1000 allows for low latency because these devices contain battery-backed-
up persistent storage that allows for write caching. In addition, the
hardware RAID solutions have high-speed dedicated processors that
perform parity calculation needed to support the RAID 5. This on-board
processor off-loads work from the system processors.

If a frequently used read-only database is to be supported with the
PC NetLink software, RAID 0 volumes may be best to use. Assuming the
database exists in some form elsewhere, RAID 0 volumes allow for highest
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performance. However, if no down time is allowed at all, even to restore a
RAID 0 volume, a redundant RAID (RAID 5, 0+1) environment is required
to eliminate a single point of failure and allow for 100 percent uptime.

® If a database must be made accessible, but is infrequently used, simple SCSI
drives or even CD-ROMSs may be all you need. Again if 100 percent uptime
is a requirement, redundant RAID must be used.

® Use spare drives in all RAID environments to reduce the risk that a second
disk failure will cause a failure of the volume.

Putting It All Together

We have looked at the performance characteristics of each subsystem of a

PC NetLink server. It is now time to pull together what we have learned and
apply it to our specific home directory server. While this specific example may
not match your specific PC NetLink server needs, the methodology for
determining the server configuration will apply to similar PC NetLink server
configurations. By applying the methodology you can determine your own
baseline configuration. Specifically we will determine the following
requirements for our baseline configuration:

Number and type of CPUs

Number of Mbytes of memory

Type, size, and number of disk subsystems
Type and number of network connections

Sizing Exercise Assumptions and Requirements

There are literally hundreds of variables to consider when determining the
components needed to support a server. The following list will set many of the
variables and help narrow down the options for the list of server components
we want;

® The file and print server of our PC NetLink server will support 400 users. Of
these 400 users, 200 will be using Windows 98, and 200 will be using
Windows NT Workstation 4.0

®* The average end user is defined in Appendix B. Specifically, the average end
user (as defined by the example in Appendix B) requires 40 Mbytes of
throughput per day. We will allocate 100 Mbytes of storage for each user.
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Office productivity applications will be installed locally on users’ PCs, and
they will save all their data files on the server to make sure they are backed
up nightly.

The mix of file types and the read/write characteristics of each user’s file
load will match the NetBench benchmark. The file operations produced by
the NetBench benchmark were designed to reproduce the file operations of
office applications, so this is a reasonable assumption.

Each user will create on the average of 100 directories and force 300 separate
file ACLs during their use of the server. This requirement is needed to help
scale the memory required to hold the ACL database.

All user directories will be placed on redundant storage volumes to
eliminate a single point of failure and ensure 100 percent uptime.

The network infrastructure is 100 Mbit full-duplex switched environment
with each PC client on its own 100 Mbit switched port. The server will use
one or more 100 Mbit full-duplex network connections attached to a
network switch.

We will plan for a peak period in the morning between 9:30--10:00 and a
peak period in the afternoon between 1:30--2:00 for a total of 60 minutes of
peak time.

No more than 12 PC clients (three percent of our user community) will be
demanding throughput at any time during the peak. Because it is
statistically possible for many more or even all 400 users to attempt to
access files at the same time, it is not cost effective to size a server based on
these anomalous events.

All 400 users will establish at least one connection to the server throughout
the day.

To allow for enough head room, and to help define the theoretical load, we
will plan for our server to support the complete user load within the peek
period. While placing 100 percent of load into the peak is not a realistic
requirement normally, it sets the theoretical performance we must expect
from our server and allows for additional head room during the peak.

While additional server functionality will be considered for the server in the
future, we will focus just on the resources needed to support the
PC NetLink configuration.

The server should be able to expand to service additional load if required
but still take up a reasonably small space.
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® The server will have as few single points of failure as possible.

Determining the Throughput Requirements

The first thing to determine from the requirements is the number of
Mbytes/second the user community will require. The requirements of 400
users at 40 Mbytes per user per day will be handled by the server during the
peak period.

400 users X 40 Mbytes /day = 16,000 Mbytes of throughput will be required
during the peak of 3600 seconds. 16,000 Mbytes/3600 seconds = 4.44
Mbytes/second is the average load on the server during the peak period. This
throughput requirement sets the theoretical average demand the server must
supply during the peak period.

Determining the CPU Requirements

Based on the benchmarks shown in Figure 5-3 and Figure 5-4, a Sun Enterprise
450 with even one processor might be able support this load. One of our goals
is to have as few single points of failure as possible. This goal and the general
goal of conservative sizing would make two 300 MHz or 400 MHz
UltraSPARC™ processors the obvious decision for an Sun Enterprise 450 or
larger server. Choosing 400 MHz UltraSPARC processors allows for even more
growth and scalability if services other than file and print (email, web, and so
on) are desired.

Choosing 400 MHz processors also will allow you to add additional processors
for the longest time. The industry trend is that when newer faster processors
are released, typically the older slower processor will be removed from the
price list and no longer offered. It is not possible to mix different processor
speeds, so attempting to upgrade a slower processor system to faster
processors means upgrading all the processors if the older processors are no
longer available. If you want to maintain the option to upgrade your server,
choosing the fastest processors keeps this option available for the longest time.

Note — 2 x 400 MHz processors will be chosen for our sample file and print
server baseline configuration
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Determining the Required Physical Memory

Memory is never wasted on a file and print server because the Solaris
operating environment uses any free physical memory for read cache. This
results in a faster system.

Our earlier look at Solaris memory requirements showed 113 Mbytes of
memory as a reasonable amount for Solaris and all the normal backup
processes. This is typically an upper limit requirement for memory but because
we may be planning other uses for the server, we will use this value.

Our earlier description of private memory required a baseline (for one user) of
12.74 Mbytes for the PC NetLink processes. Additional Imx.srv  processes will
be required to support 400 PC client connections. The PC NetLink software
will by default spawn one Imx.srv  process for every five PC connections until
a default limit of 101 Imx.srv  processes are spawned. Windows 98 PCs
require one connection and Windows NT waorkstations require two
connections. The number of Imx.srv  processes spawned by the individual
connections made to the PC NetLink software will be

((Windows 98 PCs) + (2 x Windows NT PCs)) 7/ 5, in our case this is
(200 + (2 x 200))/5 =120

We have exceeded the limit of 101 Imx.srv  processes so the actual number of
Ims.srv  processes that will be spawned if all 400 users establish a connection
to the server will be 101.

Each arab64

Imx.srv  process requires 3.95 MBytes of private memory. The amount of
private memory required to support the PC NetLink processes will be:

(Baseline requirement) + (number of Ims.srv  processes x memory of each
additional Imx.srv process)

12.74 Mbytes + (101 x (4052 Kbytes) = 412.4 Mbytes of memory

Under medium-light loads, longer peaks allocating physical memory for all of
these processes would not be required. Because we are asking the system to
perform well during the peak time and because we agreed to make
conservative decisions, we will allocate physical memory for this purpose.
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The PC NetLink software maps the ACL database file into memory. Following
our rule to be conservative we will allocate physical memory to map this file

into memory. Our requirement states that each user will create 100 directories
and 300 specific file ACLs on the sever. The disk file needed to hold this data
will be approximately:

(400 users) x (100 x (avg. size of directory ACL) + 300 x (avg. size of file ACL))
or 400 x (100 x (1024 Bytes) + 300 x (300 Bytes))= 73.4 Mbytes

Allocating enough memory for read cache is all that remains for us to
determine. One rule of thumb allocates 10 percent more memory than that
previously allocated. This rule suggests:

OS memory + process private memory + memory for ACL database
113 + 412.4 + 73.4 = 598.8 Mbytes
Ten percent of this value is 59.88 Mbytes additional memory.

An alternate rule of thumb for determining read cache is to allocate two
percent of the size of the active database. The definition of the files to be read
and written by our typical user is 15488 Kbytes of files. If these files (times 400
for 400 users) are our active database the calculation looks like this:

.02 x (400 x 15488 Kbytes) = 121 Mbytes.

To be conservative we will choose the larger of the two values, which gives us
a total physical memory requirement of;

OS Memory + Processes Memory + Shared data memory + Read Cache = Total
113 + 412.4 + 73.4 + 121 = 719.8 Mbytes

Later we will raise or lower this baseline memory requirement to a real Sun
supportable memory value you can order. For now we will let the baseline
configuration requirement stand.

Note — 719.8 Mbytes of physical memory will be chosen for our sample file and
print server baseline configuration.
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Determining the Storage Subsystems Requirements

The three governing requirements for choosing the storage subsystem for our
example file and print server are redundancy, capacity, and performance.

To meet the redundancy requirement a hardware supported RAID 5 storage
subsystem is the most desirable. RAID 5 offers the highest capacity with
redundancy that ensures no down time or data loss if one disk in the RAID
configuration fails. If hardware RAID is not an option for the server you are
considering, | recommend a software-based RAID 0+1 (mirrored striped)
storage environment. Software-based RAID 5 relies on system CPU resources
to perform the required RAID 5 parity calculation. While this may be
acceptable in low to medium load environments, it would interfere with
meeting throughput requirements during peak times. Software RAID 0 +1
offers the speed and redundancy we want, but the down side is that it requires
a full duplication of all data, doubling our disk requirements.

The hardware SRC/P PCI RAID card offers an extremely attractive RAID 5
solution for the workgroup server line of servers. For our example server we
will choose it as our storage subsystem. The question that arises is how many
of these subsystems are required to meet our capacity and performance
requirements.

The capacity requirement for our example server is easy to determine. It is the
number of users times the allocated disk space allowed to each user. This
results in 400 users x 100Mbytes per user, or 40 Gbytes of storage.

The SRC/P RAID card inside a Sun Enterprise 450 server is configured to
support four disks on each of the five Ultra-Wide SCSI buses the system
supports. Either of these SCSI buses can be attached to one of the three SCSI
paths the SRC/P PCI RAID card supports. How many disks will we need to
include the RAID 5 volume and account for 40 Gbytes? The 5 x 9 Gbyte drives
allow for 45 Gbytes. Allocating 10 percent for file system directories and
overhead, this allows for ~ 40.5 Gbytes. With RAID 5 you must allocate an
additional drive to store parity information for the volume. Just to meet the
capacity requirement we will need a six-disk RAID 5. In the Sun Enterprise 450
server, this require, a system that supports three SCSI paths. One SCSI path
will contain the system boot disk and must be on a non-PCI RAID controller.
The other two SCSI paths will attach to the PCI RAID controller and support
our six-disk RAID 5.
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But what about performance? In the CPU portion of the sizing exercise, we
determined we needed 4.44 Mbytes/sec. to meet our peak demand. The
maximum performance for a PCl hardware-based eight-disk RAID 5 is 11.33
Mbytes/sec. Even though we have not benchmarked this exact RAID
configuration, the six-disk RAID 5 PCI hardware-based disk system should
easily deliver the bandwidth we require.

Note — A six-disk (9 Gbyte) PCI hardware RAID 5 storage subsystem is chosen
for our sample file and print server baseline configuration

Determining Network Connection Requirements

The peak throughput requirement for our user community is 4.44 Mbytes/sec.
But it would be nice if the network configuration would support the system
configuration we have already decided upon. We have already decided the
number of CPUs to be 2 x 400 MHz processors. Benchmarks of 2 x 400 MHz
systems show a maximum throughput of 8.53 Mbytes/sec. Our six-disk RAID
5 disk subsystem should give us nearly 10 Mbytes/sec. Ignoring the network
limitation for now, it appears that the CPU resource will be the limiting
resource once our server configuration has been pushed to its maximum
capability.

Benchmarks on systems with just one 100 Mbit full-duplex, switched wire
show a maximum throughput of 12.98 Mbytes/sec. One 100 Mbit full-duplex
connection could handle the load. Our requirement for as few single points of
failures as possible forces us to two of these connections.

Note — Two - 100 Mbit full-duplex connections are chosen for our sample file
and print server baseline configuration.

Sizing a Solaris PC NetLink Server 153



154

We now have all the components needed to determine our baseline
configuration.

Table 5-3 Baseline Sample Server Configuration Summary

Resource Baseline Requirement
CPU 2 x 400 MHz UltraSPARC processors
Memory 719.8 Mbytes of memory

Storage subsystem 1 x 6 disk (9 Gbyte 10000RPM) Sun StorEdge
SRC/P Intelligent SCSI RAID PCI controller
1 x 1 disk(9 Gbyte 10000RPM) System disk

Network 2 x 100 Mbit full duplex

We have defined a baseline server configuration. Now we can consider other
functionality the server may be required to support. Email, web based
applications, and databases could all be part of the same server configuration,
but you must perform separate sizing exercises for each of these functional
blocks and combine resource requirements. Use Chapter 7, “Server
Consolidation and Resource Management,” to guide you to a resource
management solution.

In this step, we will look at the resources we need to support our peak demand
and see if any other trade-offs can be made based on requirements not dealt
with in this chapter.

Following is a short list of these trade-offs:

® Our memory requirements of 719.8 Mbytes do not fit any standard memory
configuration exactly. You can round up to the next standard configuration
of one Gbyte or round down if you know the server will be over-configured.
Typically 64, 128, 256, or 512 Mbytes options are offered for expansion.While
mixing paired memory modules is allowed in server memory
configurations, using the same kind of DIMMs takes advantage of
interleaving. An example of this is in the Sun Enterprise 450 server where
four-way interleaving can be used if all eight slots are populated with the
same DIMM type. For our example this would be 8 x 128 Mbytes DIMMs for
one Gbyte of memory.

® If you are positive your system needs will never exceed a two-processor
configuration, consider a two processor server such as the Sun Enterprise
250. External storage may be required because in the Sun Enterprise 250 a
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maximum of six drives can be configured within its enclosure. Our example
configuration requires six drives for the RAID configuration alone. We still
need another drive for the system drive. The trade-off may be made to use
five disks initially and wait for larger drives that will inevitably be
available.

® Besides the resources determined by this sizing exercise, additional
resources and options may needed based on the server you choose.
Redundant power supply options, server controller options, and other RAS
options can also play an important part in your choice for a server

® Review all assumptions and restrictions to see if they require more or less
throughput than the baseline configuration has defined. Is the ratio of read
file operations to write file operations similar to the NetBench benchmark?
Are the file sizes similar? If your environment differs significantly, you may
want to raise or lower the resource requirements of the configuration.

® |f the server will be part of a consolidation effort, many trade-offs are
possible when balancing the requirements of the other services that will be
supported on the server. Extra CPU horsepower (like that needed to meet
our redundancy requirement) can be utilized by other services on the server.
Extra memory will always be used by Solaris software to speed up read file
operations.

Prototyping Your Server

This can be the most important part of the sizing effort, especially if the server
is going to be part of a multi-server deployment. In this step restrictions and
problems not easily foreseen can be flushed out before they can affect real
users. The benchmark used to acquire sizing limits for the PC NetLink
software will not exactly match the load your specific user environment will
generate. Prototyping is one of the only ways to determine how close it is.
Following is a list of some things to look for:

® Does your network infrastructure support access to the server from all
clients without bottlenecks? Network bottlenecks are a common cause of
perceived slow performance. Bottlenecks do not become obvious until a
significant load is placed on the server. Using the NetBench benchmark to
do a limited test of several PC clients might help make obvious any
problems. Also check to see the PC clients are routing to the server in the
most efficient way.
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® On servers where multiple services will be supported, it is critical that the
various services do not collide on the same resources. While CPU and
memory are allocated from one service to another by Solaris software, disk
and network resources are usually fixed. Try to place each service on its own
disk subsystem.

® During the prototype phase, try to place system swap on its own hard drive.
While some activity on the swap partition is normal, constant activity means
you are out of memory.

® If possible, benchmark the system to verify you are getting close to the
throughput you are expecting for the peak.

® Use the various tools of the system (see Chapter 8) to monitor how the
resources are being used in the server.

Sizing Spreadsheet Tool

Now that you understand the methodology for sizing a PC NetLink server and
have followed one example, the next step is to combine all this information
into a software tool that captures the logic of the methodology and allows you
to change peak load demands and quickly determine a new baseline
configuration. | have taken the information presented in this chapter and
produced a spreadsheet that allows you to input five numbers from which it
determines a variety of baseline configurations that you can use to start the
process of sizing a PC NetLink server.

You can download this spreadsheet sizing tool from a link on the Sun
BluePrints web site (http://www.sun.com/blueprints).

The web site includes a full description of the baseline configuration sizing
spreadsheet. The PC NetLink Sizing Tool will be updated frequently, so check
the web site for a updates. At this writing, the spreadsheet has the following
inputs:

® Number of users you want to support (1 to 1000) via the PC NetLink
software.

®* Mbytes of IN/OUT traffic (1-100) caused by each user during peak period.
® Peak period in minutes.

® Disk requirements per user in Mbytes.

The output of the tool is a baseline server configuration.
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The number of 250 MHz, 300 MHz, or 400 MHz processors you will need.
The amount of memory you will need.
The number of 100 Mbit Ethernet connections you will need.

The number of RAID 5 PCI hardware based volumes you will need based
on throughput and capacity

When using the Solaris the PC NetLink Sizing Tool keep in mind the following
assumptions:

The spreadsheet attempts to define a baseline configuration that handles a
user load during the peak.

Consider network infrastructure, local policies, and individual user
requirements when determining the final configuration.

The sizing tool assumes the PC clients for the users will be Microsoft
Windows NT 4.0 workstations.

The sizing tool defines a baseline configuration for the PC NetLink file and
print services only. Any additional functionality the server is expected to
provide must be sized and configured separately.

This baseline configuration is a starting point only. You will still need to
work with a Sun sales representative, reseller, or sales engineer to determine
a supportable server configuration you can order.

No guarantees of performance are expressed or implied.

The characteristic of the load comes close to that produced by the NetBench
benchmark. This benchmark attempts to produce a load that mimics the file
operations of office productivity tools.For a full explanation of the
benchmark see the Ziff-Davis web site at:
http://www1.zdnet.com/zdbop/netbench/netbench.html

The IN/OUT throughput traffic entered into the spreadsheet will be evenly
distributed across the defined peak period.

The sizing tool defines disk subsystems in the form of eight disk SRC/P PCI
hardware RAID 5 disk subsystems. RAID 5 volumes using a smaller number
of drives is possible but are not currently dealt with by the tool.

The sizing tool takes into account both capacity and throughput when
determining the number of RAID 5 volumes required.
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® With the exception of the disk subsystem, the sizing tool does not take into
account other RAS requirements. Any RAS-capable machine should have as
few single points of failure as possible. This means every server should
have:

* At least two processors

« One additional power supply more than you need for normal operation
» At least two network connections

®* When in doubt, always decide in a conservative direction that will define a
system with more resources, not less.
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Transitioningtoa PC NetLink
Server 6

PC NetLink servers are expected to transition into different types of network
environments to:

® Support all or a portion of the functionality of an older Windows NT server
® Be the first server in a new satellite office network

® Replace or co-exist with other PC connectivity products compatible with the
Solaris operating environment such as SunLink PC™, Syntax Totalnet, or
Samba.

This chapter focuses on the problems and solutions for making these
transitions easier.

Installing a PC NetLink Server in a New Environment

If the server is being placed in a new network environment, the PC clients will
require many network services. Following is a list of functions you might want
your Solaris server to support in addition to the PC NetLink server
functionality:

® Will the server support a name service? While the PC NetLink software
supports Windows Internet Naming Service (WINS), other name services
may need support. DNS is commonly used by PC clients to access intranet
and Internet systems. NIS, while not the default name service preferred by
Microsoft operating systems, must be considered if the server will be part of
a larger network.
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® Will the server act as a gateway? Layer Ill switches and routers reduce the
need for servers to act as gateways to other networks. When multiple
network interfaces are installed on a Solaris server, the server can act as a
gateway. Refer to the Solaris documentation to administer this function.

® Will the server support the POP, IMAP mail protocols? If the server will be
setup at a remote location that requires access to corporate intranets or the
Internet, setting up the Solaris server as a POP or IMAP server may be
required. Refer to Solaris documentation for instructions on how to support
these functions.

® Will the server act as a firewall? If the PC NetLink server will act as the
primary access point to the Internet, install firewall software on it to protect
the network community. Set up the firewall software to restrict access to
ports 137, 138, and 139 on the Internet side, making the PC NetLink server
functionality unavailable on the Internet side of the firewall. Accessing PC
NetLink server accessible files via the Internet directly is not recommended
for security and performance reasons.

® Will the server act as a proxy server? If the server is used for web caching or
is behind a firewall, the PC clients will need a proxy server to access the
Internet. Solaris software can support these services. Several good proxy
solutions are available from Sun and other vendors.

® Will the server act as Dynamic Host Configuration Protocol (DHCP) server?
New networks, especially those with many PCs, can benefit greatly by
supporting this protocol, which eliminates the need for manually
configuring most of the network service options on PCs. Sun supports a
DHCP service that runs independently of the PC NetLink software.

Solaris software can support all, or any combination, of these services
simultaneously on the same server. If you expect to support large loads with
any of these services, size the server so that it enough Resources (CPUs,
memory, disks, and network bandwidth) allocated for each service. Chapter 7
focuses on resource management techniques that can be applied with the PC
NetLink software, and the other services running on the Solaris server, to allow
each service to get the resources it needs without choking the others off.
Another book in the BluePrint series, Resource Management, also deals with this
subject in depth.

When installing the PC NetLink software on a server, it is best to get the Solaris
operating environment and the network established before installing the PC
NetLink software.
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PC NetLink’s User Account Synchronization Solution

Total, 100 percent seamless one account, one password functionality is not yet
fully integrated between the Solaris operating environment (or any UNIX
operating system) and Windows NT 4.0 operating system. Solaris passwords
are stored using a one-way algorithm that stores the password only in its
encrypted form. For Solaris software to use the encrypted password, it
challenges you for a password, performs the one-way encryption algorithm on
the raw password, and then tests the stored encrypted password against the
newly encrypted password. If they match, you must have known the real
password.

Because of this fact and several other equally challenging issues, there is no
simple way, with today’s software, to take a Solaris /etc/passwd  file, or NIS
database and synchronize it with Windows NT Domains.

The PC NetLink software includes several tools that allow for some
automation in synchronizing accounts between Solaris and Windows NT
Domains. We will reference these tools in this chapter, but first some
background.

PC NetLink Default Accounts

The PC NetLink 1.0 and 1.1 software creates four Solaris accounts (found in
/etc/passwd ) and nine Solaris groups (found in /etc/group ) during its
installation. These Solaris accounts and groups map the PC NetLink service
accounts, privileged accounts, guest accounts, and user accounts from a
Windows NT Domain to a Solaris name service. By default, the PC NetLink
software maps all service accounts to lanman , all administrator accounts to
Imxadmin , all user accounts to Imworld , and all guest accounts to Imxguest .
The PC NetLlnk software creates nine Solarls groups when it is installed. Eight
of these groups are used to implement the DOS file attributes discussed in
Chapter 2. The following table lists the four Solaris accounts created during the
PC NetLink software installation.
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Table 6-1 Solaris Accounts Created During Installation

lanman:x:100:99:Advanced Server account:/var/opt/lanman:/bin/false
Imxadmin:x:101:99:Advanced Server Administrator:/usr/Imxadmin
mxguest:x:102:99:Advanced Server GUEST Login:/home/Imxguest:/bin/false

Imworld:x:103:99:Advanced Server World Login:/home/Imworld:/bin/false

By default, all accounts and services defined in the PC NetLink software access
UNIX file systems by mapping to one of the Solaris-defined user accounts and
groups. These special PC NetLink-mapped Solaris accounts are not intended to
be real user accounts, and should not be logged into.

The PC NetLink mapunameService

The PC NetLink software ships with the mapunameservice, which maps a

PC NetLink SAM user account to a new or existing Solaris user account. New
PC NetLink-to-Solaris user account mappings occur on all hosts running the
PC NetLink software.

To create real Solaris user accounts or to reference existing Solaris user
accounts, use the mapunamecommand to map a PC NetLink SAM user account
to a new or existing Solaris user account, allowing a user in a Windows NT
domain to be mapped onto a user in UNIX. For example, to map “johns” in
UNIX to user “JohnSmith” in the Windows NT domain OFFICE_DOM, you
would use the command:

mapuname -a OFFICE_DOM:JohnSmith johns

After this link is made, any files that JohnSmith creates from a Windows client
and stores on the PC NetLink server system will be stored under the UNIX
user name johns .

The PC NetLink-to-Solaris user account mapping is a virtual mapping, stored
on the PC NetLink server, in the binary file

/var/opt/lanman/datafiles/Isa . PC NetLink-to-Solaris account name
mapping differences occur when there are long user names, duplicate user
names, or special characters in a user name. The PC NetLink software only
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requires the Solaris user name and userid to complete a user account
mapping. The Solaris password is not initially used and is assigned the value
*LK* for all account mappings.

A PC NetLink user cannot log into a Solaris user account mapped only by the
PC NetLink mapunameservice. The entry in /etc/passwd  uses /bin/false

as the login shell. This entry in the passwd file disallows a login. By setting
registry values with the PC Netlink Server Manager

(/opt/lanman/sbin/slsmgr ) and using the other account synchronization
tools (password2sam , sam2passwd ) these accounts can be created so that
Solaris logins are allowed.

Enabling the mapunameservice requires toggling the CreateUnixUser
registry value, from zero to one, in the PC NetLink registry value
HKEY_LOCAL_MACHINE he CreateUnixUser  registry path is:

\SYSTEM\CurrentControlSet\Services\AdvancedServer\UserServiceParameters

When you create a new user account using the Windows NT User Account
Manager GUI, the PC NetLink software maps the new account to a Solaris user
account in one of two ways:

® If the mapunameservice cannot find its PC NetLink mapped account hame
in the Solaris name services (for example, /etc/passwd , NIS, NIS+), then
the PC NetLink software creates a new Solaris account in /etc/passwd  and
letc/shadow  for each PC NetLink server defined in the Windows NT
domain whose CreateUnixUser  registry value is set to one.

® If the mapunameservice finds its PC NetLink-mapped account name in the
Solaris name services (for example, FILES, NIS, NIS+), then the PC NetLink
software creates a virtual account mapping in its Isa database for each PC
NetLink server defined in the Windows NT domain whose
CreateUnixUser  registry value is set to one.

If each PC NetLink server is running the same Solaris name service, then all PC
NetLink-to-Solaris user account mappings will be identical for each PC
NetLink server. Avoid using the PC NetLink software on Solaris servers that
are not using the same name services because the mapping of a Windows NT
domain account to Solaris account can get confused. Following is an example
that helps illustrate the problem:
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A PC NetLink server A is running the NIS+ name service and the
administrator creates a new PC NetLink user account called “joe”. The
mapunameservice is enabled for all PC NetLink servers defined in the
Windows NT domain. A PC NetLink server B is running the FILES name
service and has a local UNIX account called “joe” in /etc/passwd . The PC
NetLink server A will map the NIS+ “joe” account to the PC NetLink “joe”
account. The PC NetLink server B will map the /etc/passwd  “joe” account
to the PC NetLink “joe” account. The problem is the NIS+ mapped “joe”
account on server A may not be the same as the /etc/passwd  mapped
“joe” account on server B. In other words, the PC NetLink mapuname
service cannot distinguish if the Solaris user account it is mapping is the
same owner as the PC NetLink user account.

Note — To prevent account mapping mismatches, use the same Solaris name
service for all PC NetLink servers.

If you create a new UNIX user account, mapunamewill not automatically
propagate it to the PC NetLink SAM database. If you delete a PC NetLink-
mapped Solaris account, the PC NetLink user account will not have access to
any UNIX file systems. To correct this problem, you can delete the PC NetLink
and Solaris accounts and recreate them or remap the PC NetLink user account
to a new Solaris user account.

Installing PC NetLink Software Into Existing Environments

164

Except for the new environments, the PC NetLink software will be installed
into basically two traditional environments. We will first focus on installing PC
NetLink servers into PC-centric environments.

PC environments can have a variety of network protocols and services. PC
clients may be in transition from Novell Netware or may be using Windows
NT domain servers. We will assume the users have authentication accounts
already established in the native PC environment.

Next, we will focus on a primarily Solaris or UNIX network environment
where NFS is the primary file system used on the network, and NIS is the
authentication and name service used.
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What PC Clients Need in an Existing PC-centric Environment

All PCs that transition to Solaris PC NetLink servers have several common
needs. While newer Microsoft operating systems include all the software
needed to access the PC NetLink software, older environments may be missing
some options.

Microsoft operating systems support several network transport protocols.
These protocols allow the information to be moved from the PC client to the
server and back without error. Use of these protocols also implies the naming
mechanism by which the PC client will find the server. The typical transport
protocols used are IPX/SPX, NetBEUI (not to be confused with NetBIOS), and
TCP/IP. Microsoft operating systems support all three protocols. The one
required to support PC client access to PC NetLink server functionality is
TCP/IP. By default, Microsoft Windows 95 (and earlier) do not install this
protocol. However, Windows 98 does. Because the TCP/IP protocol is the
primary protocol needed to support Internet access, almost all PCs will have
this protocol installed. If there is any doubt, make sure TCP/IP is installed
before installing the PC NetLink software. If a PC client has a functioning web
browser, the TCP/IP protocol is present. If the TCP/IP protocol is missing, you
can install it using the network icon in the control panel for Windows 95,
Windows 98, and Windows NT 4.0. Make sure you have your operating system
CD-ROM media at hand.

For purposes of moving files during a transition from an older server to a PC
NetLink server, all the standard transport protocols available with the
Microsoft operating system can co-exist on the same PC client and be used
simultaneously. If you are moving files from an older environment to the PC
NetLink software and the protocols are installed, the procedure should work
seamlessly.

Remember that if a transition procedure requires access to a system using the
NetBEUI transport protocol, this protocol does not route to other subnets and
will only work between two systems on the same subnet.

User Accounts in a PC-centric Environment

If you are installing the PC NetLink 1.0 or 1.1 software into a previously
existing Windows NT domain where user accounts have already been
established, the PC NetLink server can become a Backup Domain Controller
(BDC) of the existing Windows NT domain. Making a PC NetLink server
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support existing Windows NT domain users is extremely easy. As soon as the
PC NetLink server becomes a BDC member of the domain, the SAM database
is duplicated from the master, and users can immediately access resources on
the PC NetLink server.

While this is an acceptable way to use the PC NetLink software, it has a few
draw backs. One draw back is that files created on the Solaris system using the
PC NetLink software will have Imworld ownership. Except with the PC
NetLink software, there is no way to differentiate the ownership of the files.
This can impact the way you backup up the system. See Chapter 10 for
procedures to help deal with this situation.

A better way to use the PC NetLink software is to create Solaris accounts. From
the PC NetLink Server Manager(/opt/lanman/sbin/slsmgr) GUI
tool, you can turn on an option that automatically creates restricted Solaris
accounts. With this option turned on, files created with the PC NetLink
software will have distinct ownership. This can aid in easily identifying the
ownership of files from the Solaris side. Solaris-based backup tools can
distinguish one user from another.

Note — When using the PC NetLink software in an environment where
accounts have only existed as Windows NT Domain accounts, use the PC
NetLink Server Manager GUI (/opt/lanman/shin/slsmgr ) to turn on the
option of creating Solaris accounts for Windows NT Domain accounts.

Synchronizing Windows NT Accounts to Solaris Accounts

The PC NetLink software includes the sam2passwd utility that allows you to
create Solaris accounts from Windows NT Domain accounts. For this utility to
work, the following assumptions must be made:

® Synchronization is from a Windows NT domain to a Solaris name service.

®* A Windows NT domain exists and is available through the PC NetLink
software.

® A Solaris name service may or may hot exist on the PC NetLink server.

®* Windows NT privileged accounts and service accounts will not be
propagated.

® User accounts are managed on a Primary Domain Controller.
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® The PC NetLink account passwords are RC4 encrypted or in clear text.
® The PC NetLink-mapped Solaris user accounts contain a default password.

®* The PC NetLink software may or may not have access to a Solaris name
service.

The sam2passwd executable uses a call to the PC NetLink software library
routines, creates a local Solaris account, and makes a call to the mapuname
executable that performs the final mapping of Windows NT domain accounts
to Solaris accounts. You will have to move these accounts to NIS or NIS+
separately if you want them to be available on other servers.

sam2passwd formats its output file as /etc/passwd . Each line in the output
file represents one PC NetLink user account. Each user account entry contains
seven fields (name, password, uid, gid, gecos, directory, and shell) separated
by colons.

The normal use of the sam2passwd executable is to run the tool once, just after
the initial installation of the PC NetLink software.

Running sam2passwd with no invocation parameters produces several output
files. The sam2passwd.passwd output file is the passwd formatted file
derived from the SAM database user accounts. The sam2passwd.mapunames
output file is a Bourne shell script mapping the SAM user account names to
Solaris account names. Execute the Bourne shell script once the entries in
sam2passwd.passwd have been entered into a Solaris name service. The
sam2passwd.log and sam2passwd.errors  output files are log and error
message files. Some sam2passwd invocation parameters override default
values defined in the PC NetLink registry. In all cases, the PC NetLink registry
parameters are assumed to be the default.

If you choose, you can delete PC NetLink user accounts from Solaris name
services. When the sam2passwd application generates /etc/passwd  entries
from the SAM database, it will detect deleted PC NetLink user accounts and
write these accounts to an output file called sam2passwd.deleted 