
Sun Microsystems, Inc.
901 San Antonio Road
Palo Alto, CA 94303 USA
650 960-1300 fax 650 969-9131

Online Backups

Using the VxVM Snapshot

Facility

By John S. Howard - Enterprise Engineering

Sun BluePrints™ OnLine - September 2000

Part No.: 806-6639-10
Revision 01, September 2000

http://www.sun.com/blueprints



Please

Recycle

Copyright 2000 Sun Microsystems, Inc. 901 San Antonio Road, Palo Alto, California 94303 U.S.A. All rights reserved.

This product or document is protected by copyright and distributed under licenses restricting its use, copying, distribution, and decompilation.

No part of this product or document may be reproduced in any form by any means without prior written authorization of Sun and its licensors,

if any. Third-party software, including font technology, is copyrighted and licensed from Sun suppliers.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered trademark in

the U.S. and other countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, Sun BluePrints, Ultra Enterprise and Solaris are trademarks or registered trademarks of Sun

Microsystems, Inc. in the U.S. and other countries.

PostScript logo is a trademark or registered trademark of Adobe Systems, Incorporated, which may be registered in certain jurisdictions.

RESTRICTED RIGHTS: Use, duplication, or disclosure by the U.S. Government is subject to restrictions of FAR 52.227-14(g)(2)(6/87) and

FAR 52.227-19(6/87), or DFAR 252.227-7015(b)(6/95) and DFAR 227.7202-3(a).

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES,

INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-

INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright 2000 Sun Microsystems, Inc., 901 San Antonio Road, Palo Alto, Californie 94303 Etats-Unis. Tous droits réservés.

Ce produit ou document est protégé par un copyright et distribué avec des licences qui en restreignent l’utilisation, la copie, la distribution, et la

décompilation. Aucune partie de ce produit ou document ne peut être reproduite sous aucune forme, par quelque moyen que ce soit, sans

l’autorisation préalable et écrite de Sun et de ses bailleurs de licence, s’il y en a. Le logiciel détenu par des tiers, et qui comprend la technologie

relative aux polices de caractères, est protégé par un copyright et licencié par des fournisseurs de Sun.

Des parties de ce produit pourront être dérivées des systèmes Berkeley BSD licenciés par l’Université de Californie. UNIX est une marque

déposée aux Etats-Unis et dans d’autres pays et licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, Sun BluePrints, et Solaris sont des marques de fabrique ou des marques déposées, ou marques de service,

de Sun Microsystems, Inc. aux Etats-Unis et dans d’autres pays. Toutes les marques SPARC sont utilisées sous licence et sont des marques de

fabrique ou des marques déposées de SPARC International, Inc. aux Etats-Unis et dans d’autres pays. Les produits portant les marques SPARC

sont basés sur une architecture développée par Sun Microsystems, Inc.

L’interface d’utilisation graphique OPEN LOOK et Sun™ a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun

reconnaît les efforts de pionniers de Xerox pour la recherche et le développement du concept des interfaces d’utilisation visuelle ou graphique

pour l’industrie de l’informatique. Sun détient une licence non exclusive de Xerox sur l’interface d’utilisation graphique Xerox, cette licence

couvrant également les licenciés de Sun qui mettent en place l’interface d’utilisation graphique OPEN LOOK et qui en outre se conforment aux

licences écrites de Sun.

CETTE PUBLICATION EST FOURNIE "EN L’ETAT" ET AUCUNE GARANTIE, EXPRESSE OU IMPLICITE, N’EST ACCORDEE, Y COMPRIS

DES GARANTIES CONCERNANT LA VALEUR MARCHANDE, L’APTITUDE DE LA PUBLICATION A REPONDRE A UNE UTILISATION

PARTICULIERE, OU LE FAIT QU’ELLE NE SOIT PAS CONTREFAISANTE DE PRODUIT DE TIERS. CE DENI DE GARANTIE NE

S’APPLIQUERAIT PAS, DANS LA MESURE OU IL SERAIT TENU JURIDIQUEMENT NUL ET NON AVENU.



Introduction 1

Online Backups Using the VxVM
Snapshot Facility

Introduction

Complete and accurate backups are crucial to every datacenter. However, the uptime

and availability requirements of a datacenter are often opposed to the typical backup

needs of making disk volumes quiescent for the minutes or hours necessary to

perform a backup.

By using the snapshot facility of the Veritas Volume Manager software we can effect

an online backup of disk volumes. This online backup still requires the volume to be

made quiescent. However, the snapshot facility requires the volume to be quiescent

for only seconds or minutes rather than hours.

The Snapshot Procedure

The procedure overview for performing an online backup is as follows:

1. Create and attach a mirror to be used for the snapshot.

As this step is attaching a mirror to an existing volume, a data synchronization to

the snapshot mirror will be performed. Depending on the size of the volume and

system load, this synchronization may be very consumptive of time and system

resources, so it is recommended that this step be performed during off-peak system

utilization. The snapshot mirror is a true mirror, for as long as the snapshot mirror is

attached any changes or updates to the volume will automatically be made to the

snapshot mirror as well.
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2. When you are ready to perform the online backup, the snapshot mirror is broken
off and created as a volume.

This step is typically very brief and the volume should be made as quiescent as

possible to minimize the possibility of data inconsistency on the snapshot volume.

3. The consistency of the snapshot volume is verified.

4. The backup of the snapshot volume is performed and any clean up is done.

In the example that follows, version 8 of the Solaris™ Operating Environment and

version 3.0.4 of the Veritas Volume Manager (VxVM) software are used. It is also

assumed that VxVM has been correctly installed and root ’s PATH has been

correctly set. We will be demonstrating the snapshot procedure on the u01 volume

of the drepdg diskgroup. The u01 volume is a 6GB RAID1+0 volume containing a

ufs filesystem that is mounted on /u01 . In addition, we will be adding disk c5t1d0
to the drepdg diskgroup to be used to hold the snapshot volume.

The detailed procedure is as follows:

1. Initialize the snapshot disk and add it to the drepdg diskgroup with the name of
snapdisk .

2. Create and attach the snapshot mirror on snapdisk :

When the vxassist snapstart is completed (when the mirror synchronization is

complete), the snapshot mirror will be put in a SNAPDONEstate. For example:

racerx# vxdisksetup -i c5t1d0
racerx# vxdg -g drepdg adddisk snapdis k=c5t1d0
racerx# vxassist -g drepdg snapstart u01 \alloc=”snapdisk”

racerx# vxprint -ht -g drepdg u01-03
PL NAME VOLUME KSTATE STATE LENGTH LAYOUT NCOL/
WID MODE
SD NAME PLEX DISK DISKOFFS LENGTH [COL/]OFF DEVICE
MODE
SV NAME PLEX VOLNAME NVOLLAYR LENGTH [COL/]OFF AM/NM
MODE

pl u01-03 u01 ENABLED SNAPDONE 12585752 CONCAT - WO
sd snapdisk-02 u01-03 snapdisk 12585752 12585752 0 c5t1d0
ENA
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The time to synchronize the snapshot mirror to the volume is dependant on the size

of the volume, system load, and system resources such as number of CPUs and

amount of RAM. For the 6GB u01 volume on a moderately loaded 4 CPU Ultra

Enterprise™ 420 used in this example, the snapstart step took approximately 10

minutes.

3. Make the u01 volume as quiescent as possible, then break the snapshot mirror off
of the u01 volume and create a temporary snapshot volume named snapshotu01 :

The time to break off the snapshot mirror and create it’s associated temporary

volume is typically very brief, but the length of time is dependant upon the size and

number of IO operations pending to the volume (essentially, the size and number of

updates that need to be flushed to the mirror before it is detached). For the 6GB u01
volume we are using in our example, the snapshot step took an average of 0.6

seconds to complete.

The vxassist command creates the temporary volume as specified, in this example

the temporary volume is named snapshotu01 . The temporary volume is accessible

and may be manipulated as any other VxVM volume. However, given that The

temporary volume contains a point in time snapshot of our data, it is recommended

to only use the snapshot volume as described in this article.

As with any other VxVM volume, access from the Solaris Operating Environment to

the temporary volume is done through the /dev device tree. Given our example, a

snapshot volume name of snapshotu01 in the diskgroup drepdg , the raw device

path to the temporary volume is /dev/vx/rdsk/drepdg/snapshotu01 .

4. Next, verify the consistency of the snapshot volume with the appropriate tool.

Because the u01 volume was a ufs filesystem, we will use fsck to verify the

filesystem’s consistency:

racerx# /usr/sbin/vxassist -g drepdg snapshot u01 snapshotu01

racerx# fsck /dev/vx/rdsk/drepdg/snapshotu01
** /dev/vx/rdsk/drepdg/snapshotu01
** Last Mounted on /u01
** Phase 1 - Check Blocks and Sizes
** Phase 2 - Check Pathnames
** Phase 3 - Check Connectivity
** Phase 4 - Check Reference Counts
** Phase 5 - Check Cyl groups
5 files, 4196385 used, 1996269 free (13 frags, 249532 blocks, 0.0%
fragmentation)
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5. Perform the backup.

Here ufsdump is used for the sake of example. The backup utility in use at your

datacenter (i.e., Solaris Backup Utility or Veritas NetBackup) should be used to back

the snapshot volume up to tape:

If your backup utility has the capability of verifying the quality and consistency of

the data written to tape, that verification should be performed now.

6. Finally, destroy the temporary snapshot volume:

The c5t1d0 disk may now be used to snapshot another volume in this diskgroup by

starting over with the vxassist snapstart command. Alternatively, the c5t1d0
disk may be removed from the drepdg diskgroup and added to another diskgroup

to be used for snapshots within that diskgroup.

Comments

As with all backup procedures, this procedure should be thoroughly tested on a

regular basis. In addition to scheduled testing of the backup procedures, scheduled

testing of the restoration procedures is also essential.

Regular backups of the root “/ ” filesystem are often neglected or overlooked

because of the inability to take the entire system down to get a clean, consistent

backup of / . It is useful to note that this procedure may also be used to perform a

backup of a VxVM encapsulated boot disk during off-peak system usage.

racerx# ufsdump 0uf /dev/rmt/0 /dev/vx/dsk/drepdg/snapshotu01
  DUMP: Writing 32 Kilobyte records

DUMP: Date of this level 0 dump: Tue 01 Aug 2000 02:35:10 PM PDT
  DUMP: Date of last level 0 dump: the epoch
  DUMP: Dumping /dev/vx/rdsk/drepdg/snapshotu01 to /dev/null.
  DUMP: Mapping (Pass I) [regular files]
  DUMP: Mapping (Pass II) [directories]
  DUMP: Estimated 8405470 blocks (4104.23MB).
  DUMP: Dumping (Pass III) [directories]
  DUMP: Dumping (Pass IV) [regular files]
  DUMP: 8405438 blocks (4104.22MB) on 1 volume at 24469 KB/sec
  DUMP: DUMP IS DONE
  DUMP: Level 0 dump on Tue 01 Aug 2000 02:35:10 PM PDT

racerx# /usr/sbin/vxedit -rf rm snapshotu01
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Conclusion

This article has presented a procedure to effect an online backup of a disk volume

using the snapshot facility of Veritas’ Volume Manager software.

Complete and accurate backups performed in a timely fashion are crucial to every

datacenter. This article has presented a procedure utilizing the snapshot facility of

the Veritas Volume Manager software which enables the System Administrator to

perform timely, complete and accurate online backups with minimal impact to the

user or applications.
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