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Starfire™ Server DR-Detach and
DR-Attach Requirements

This is the third article in the Dynamic Reconfiguration (DR) series, and it provides a

complete list of StarfireTM server prerequisites for enabling attach and detach

operations on any system board. Keep in mind that we are providing a set of general

prerequisites to address all I/O interfaces and only a subset of those requirements

will apply to your situation. This article also provides details of the sequential

actions that take place on the Dynamic System Domain (DSD) and System Service

Processor (SSP) to provide a better understanding of the DR framework

functionality.

It is extremely important that you upgrade both the DSD and the SSP to the latest

patch level before attempting any DR operations (contact your local Sun Service

representative for current Starfire server patch information). Use the two figures

included in this article as a requirement checklist before executing any attach or detach

operations on system boards.

If you have already implemented DR in your datacenter and are interested in

sharing your experiences, or if you would like us to address a topic that will help

you take better advantage of DR, please give us your feedback through the

Questions/Comments button located on the navbar to the left at the Sun BluePrints™

OnLine web site (http://www.sun.com/blueprints)
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Starfire Server DR-Detach Details

The software mechanism by which Dynamic Reconfiguration reduces resources

available to the operating system is called detaching (see FIGURE 1).

The DR-detach process requires you to do strategic planning because it reduces the

overall CPU and memory resources available to the DSD, and it may involve

removing I/O interfaces that are critical to the operation of the machine. Before

removing a system board, it is critical that all on-board I/O devices be closed since

I/O drivers will fail to detach when an application has open device instances.

Keep in mind that removing CPU and memory resources from an already busy

system (a system running short of memory and using excessive amounts of CPU)

will significantly delay the DR-detach process since the removed memory will have

to be transferred to the swap area (disk or memory).

DR-Detach Prerequisites and SSP/DSD Actions

To guarantee a successful DR-detach process the following rerequisites must be

fulfilled:

Pre-Boot Requirements

The following prerequisites require a system reboot to take effect:

■ All system memory must not be interleaved between system boards.

■ In the Solaris™ 2.5.1 and Solaris 2.6 5/98 Operating Environments, the

dr_max_mem OBP environment variable has to be set to a value equal to or

greater than 512 Mbytes. The dr_max_mem OBP environment variable is not

required after Solaris 7 5/99 Operating Environment because the required VM

structures are dynamically allocated.

■ The soc driver requires the following entry in the /etc/system file to enable

the suspend-resume/detach-attach features:

set soc:soc_enable_detach_suspend=1

■ In the Solaris 2.6 5/98 Operating Environment, the socal driver requires the

following entry in the /etc/system file to enable the suspend-resume features:

set socal:socal_enable_suspend=1

■ The pln driver requires the following entry in the /etc/system file to enable the

suspend-resume/detach-attach features:

set pln:pln_enable_detach_suspend=1
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■ In the Solaris 2.5.1 Operating Environment, the ssd driver requires the following

entry in the /etc/system file to enable the suspend-resume/detach-attach

features:

set ssd:ssd_enable_detach_suspend=1

■ Activation of the kernel cage requires the following entry in the /etc/system file:

set kernel_cage_enable=1

System Requirements

The following prerequisites must be fulfilled on the running system immediately

before the DR-Detach operation takes place:

■ All on-board non-DR-compliant drivers must be unloaded using the

modunload(1M) utility.

■ Real-time processes are not allowed whenever the kernel cage is being relocated

because their behavior becomes unpredictable with the operating system

quiescence. All real-time processes must be reassigned an alternate scheduling

class using the priocntl(1) command or killed using the kill(1) command.

The hostview(1M) interface provides the force option to override this

requirement

Note – The kernel cage is a special data structure (normally contained by a single

system board) which controls the dynamic growth of all non-relocatable memory,

including the OpenBoot™ PROM (OBP) and kernel memory. When detaching a

system board containing the kernel cage, it is necessary to quiesce the operating

system to ensure that no I/O or kernel activity exists while the kernel cage is being

relocated. The operating system quiescence involves the suspension of all device

driver activity and user/kernel threads to avoid corruption of such critical memory.

■ Processor sets or processes bound to CPUs hosted by the system board to be

detached are not allowed. Processor sets must be torn down using the

psrset(1M) command and processes bound to on-board processors have to be

unbounded using the pbind(1M) command.

■ All swap devices contained by the system board to be detached must be deleted

using the swap(1M) command and removed from the /etc/vfstab file.

■ All non-network I/O interfaces contained by the system board to be detached

must be brought down.

■ All file systems hosted by the system board to be detached must be unmounted.

■ If AP is not used, disks hosted by the system board to be detached must be

removed from Veritas VxVM control using the vxdiskadm(1M) command with

the replace option.
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■ Tape drives hosted by the system board to be detached must be empty or have a

loaded tape sitting at BOT.

DR-Detach Actions

The following steps are automatically executed on both the SSP and DSD sides

during the DR-Detach operation:

1. All free pages associated with the system board to be detached are locked to

avoid further use by applications. All dirty pages are flushed to swap (swap

could be either memory or disk).

2. ISM must be relocated to memory available on the remaining system. If there isn’t

available memory, dirty pages from the remaining system are flushed to disk to

make room for the ISM footprint.

Note – Many databases make use of the intimate Shared Memory (ISM) capability

in the Solaris Operating Environment where shared memory can be exclusively

reserved and locked into RAM to prevent paging. ISM makes use of the shared page

table, to make more efficient use of the page translation lookaside buffers (TLBs).

3. If the kernel cage is located on the system board to be detached, the dr driver

invokes the DDI_SUSPENDdriver function on all I/O devices in the system and

the operating system is quiesced (suspended) to allow the safe relocation of the

entire address range associated with the system board to be detached. The

relocation process involves releasing the memory content from the target system
board as defined in steps 1-2 above. Once the memory content is evacuated out of

the target system board, the entire memory range for the board to be detached is

transferred to the target system board through the copy-rename routine (running

out of a single CPU cache). When the copy-rename routine completes, the

memory controller on the target system board is updated to reflect the physical

address range of the copied memory and the whole system is then resumed

4. If the board to be detached does not contain the kernel cage, its associated address

range is removed from the system. If the kernel cage is located on the system

board to be detached, the address range associated with the target system board is

removed from the system.

5. The memory controller on the detached board is disabled and the removed

memory is taken out of the kernel memory pool.

6. All processors resident on the system board to be detached are offlined and

removed from the kernel configuration. The Boot processor is reassigned if

needed.
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7. The dr_daemon automatically downs and unplumbs all network devices resident

on the system board.

8. The dr driver invokes the DDI_DETACHfunction on all onboard I/O devices. The

kernel updates the operating system device tree (devinfo ) to reflect the removed

I/O devices.

9. The SSP reprograms the detached system board and centerplane hardware

registers to remove any DSD association. The domain_config(4) is executed to

remove the detached board from the DSD configuration.

FIGURE 1 DR-Detaching a Single System Board from a DSD

Pre-Boot Requirements:

System Board A

System Board B

System Board C

DSD 1

System Board D

DR-Detach System Board D

System Board A

System Board B

System Board C

System Board D DR-Detach Actions:

1. Free pages are locked and pageable memory is flushed to swap (memory or disk).

+

DSD 1

Freed-up System Board

10. If device links need updated: drvconfig;devlinks;disks;ports;tapes sequence.

-On-board swap devices must be deleted.

-On-board file systems must be unmounted.
-On-board non-network I/O interfaces must be brought down.

-The dr_max_mem OBP variable must be set (not needed after Solaris 7).
-System memory must not be interleaved.

-On-board non DR-compliant drivers must be unloaded.

-The /etc/system  entries for soc/socal/pln  drivers must be in place.

-On-board CPU binding to processes must be removed.

-On-board disks must be removed from VxVM control.

2. If kernel cage is relocated system is quiesced (DDI_SUSPEND invoked on all drivers),

4. On-board processors are offlined and removed from kernel pool (boot proc. reassigned).

5. On-board network interfaces are automatically unplumbed.

3. Detached memory is removed from kernel pool.

6. If kernel cage is not relocated dr  driver invokes DDI_DETACH on onboard drivers.

8. SSP reprograms system board and centerplane hardware registers.

System Requirements:

-On-board processor sets must be removed.

-On-board tape drives should be empty or sitting at BOT.

-All Real Time processes must be deactivated if kernel cage is relocated.

9. OBP updates the OBP device tree and kernel updates the OS device tree.

-The /etc/system  entry to enable the kernel cage must be in place.

    a target system board is selected to transfer memory range from detached board.

7. SSP executes domain_config()  to remove detached system board from DSD.
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Starfire Server DR-Attach Details

The software mechanism by which Dynamic Reconfiguration increases resources

available to the operating system is called attaching (see FIGURE 2).

The DR-Attach mechanism provides a way for the operating system to logically

integrate new CPU, memory and I/O resources into its resource pool and make it

immediately available to applications requiring the increased capacity. The

DR-Attach process creates the appropriate device file links and loads the appropriate

drivers to support the newly introduced I/O interfaces contained by the system

board.

If there’s a non-DR-compliant driver associated with the system board to be

attached, the DR operation will not fail, but it will not load the appropriate drivers

either. A workaround for detaching system boards with non-DR-compliant drivers is

to load the driver manually using the modload(1M) command.

Note – The modinfo(1M) command must be used to verify an existing driver

instance for the non-DR-compliant driver (modinfo|grep sg ). The

modunload(1M) command must be executed before the modload(1M) command if

there is an existing instance of a non-DR-compliant driver associated with the

system board to be attached.

DR-Attach Prerequisites and Actions

To guarantee a successful DR-attach process the following prerequisites must be

fulfilled:

Pre-Boot Requirements

The following prerequisites require a system reboot to take effect:

■ All system memory should not be interleaved between system boards.

■ In the Solaris 2.5.1 and Solaris 2.6 5/98 Operating Environments, the

dr_max_mem OBP environment variable must be set to a value equal to or greater

than 512 Mbytes. The dr_max_mem OBP environment variable is not required

after Solaris 7 5/99 Operating Environment because the required VM structures

are dynamically allocated.

■ The soc driver requires the following entry in the /etc/system file to enable

the suspend-resume/detach-attach features:

set soc:soc_enable_detach_suspend=1
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■ In the Solaris 2.6 5/98 Operating Environment, the socal driver requires the

following entry in the /etc/system file to enable the suspend-resume features:

set socal:socal_enable_suspend=1

■ The pln driver requires the following entry in the /etc/system file to enable the

suspend-resume/detach-attach features:

set pln:pln_enable_detach_suspend=1

■ In the Solaris 2.5.1 Operating Environment, the ssd driver requires the following

entry in the /etc/system file to enable the suspend-resume/detach-attach

features:

set ssd:ssd_enable_detach_suspend=1

■ Activation of the kernel cage requires the following entry in the /etc/system
file:

set kernel_cage_enable=1

System Requirements

The only prerequisites to be fulfilled before the DR-attach process are:

■ The system board to be attached must be powered up and not be a part of any

domain.

■ The system board to be attached must host at least one CPU to enable POST

execution.

DR-Attach Actions

The following steps are automatically executed on both the SSP and DSD sides

during the DR-Attach operation:

■ The domain_config(4) is executed to add the new system board to the DSD.

■ hpost (POST through the JTAG interface) is executed against the newly attached

system board to guarantee full functionality before configuring components.

■ CPU code is downloaded to the BBSRAM (Boot Bus Static Random Access

Memory) NVRAM (Non-Volatile Random Access Memory) mailbox to handle

the newly attached processors. CPUs are taken out of reset and start executed

downloaded code.

■ The SSP reprograms the attached system board and centerplane hardware

registers to create the DSD association.

■ OBP probes newly attached board devices and updates the OBP (dnode ) device

tree. The Solaris Operating Environment kernel updates the corresponding

operating system (devinfo ) device tree.
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■ The Solaris Operating Environment kernel starts the newly attached processors

and adds the newly attached memory to the memory pool.

■ The dr driver invokes the DDI_ATTACH function on all device drivers associated

with the newly attached system board.

FIGURE 2 DR-Attaching a System Board to a DSD

System Board A

System Board B

System Board C

DSD 1

System Board DDR-Attach System Board D

System Board A

System Board B

System Board C

DSD 1

System Board D

SSP Actions:

2. Diagnostics (hpost) executed and system board configured

3. Code downloaded to BBSRAM and new processors taken out of reset

5. OBP Probes Board Devices and builds OBP (dnode) device tree
6. Kernel builds Corresponding OS (devinfo) device tree

Operating System Actions:

1. Board added to Target DSD (domain_config)

7. Kernel starts new processors
8. New memory added to page pool
9. Invoke DDI_ATTACH on all I/O devices

10. If required execute the drvconfig;devlinks;disks;ports;tapes sequence

System Requirements:
-Make sure system board is powered on and it’s not part of any
   existing DSD
- System board must host at least one CPU to execute POST

Pre-Boot Requirements:

-The dr_max_mem OBP variable must be set (not needed after Solaris 7)
-System memory must not be interleaved

-The /etc/system entries for soc/socal/pln drivers must be in place
-The /etc/system entry to enable the kernel cage must be in place

4. System Board merged with Target DSD (system board/centerplane HW registers)
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Conclusion

The DR-detach process requires strategic planning because it reduces the overall

CPU and memory resources available to the DSD, and it involves removing I/O

interfaces which may be critical to the operation of the machine. Both the DR-attach

and DR-detach operations require that established prerequisites be fulfilled to avoid

operation failures.
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