
Sun Microsystems, Inc.
901 San Antonio Road
Palo Alto, CA 94303 USA
650 960-1300 fax 650 969-9131

DR Requirements for I/O

Device Drivers

By Enrique Vargas - Enterprise Engineering

Sun BluePrints™ Online - June 1999

http://www.sun.com/blueprints

Part No.: 806-4399-10
Revision 01, June 1999



Please

Recycle

Copyright 1999Sun Microsystems, Inc. 901 San Antonio Road, Palo Alto, California 94303 U.S.A. All rights reserved.

This product or document is protected by copyright and distributed under licenses restricting its use, copying, distribution, and decompilation.

No part of this product or document may be reproduced in any form by any means without prior written authorization of Sun and its licensors,

if any. Third-party software, including font technology, is copyrighted and licensed from Sun suppliers.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered trademark in

the U.S. and other countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, The Network Is The Computer, Sun Enterprise, Starfire, AnswerBook, OpenBoot, Sun BluePrints and

Solaris are trademarks, registered trademarks, or service marks of Sun Microsystems, Inc. in the U.S. and other countries. All SPARC

trademarks are used under license and are trademarks or registered trademarks of SPARC International, Inc. in the U.S. and other countries.

Products bearing SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc.

The OPEN LOOK and Sun™ Graphical User Interface was developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges

the pioneering efforts of Xerox in researching and developing the concept of visual or graphical user interfaces for the computer industry. Sun

holds a non-exclusive license from Xerox to the Xerox Graphical User Interface, which license also covers Sun’s licensees who implement OPEN

LOOK GUIs and otherwise comply with Sun’s written license agreements.

RESTRICTED RIGHTS: Use, duplication, or disclosure by the U.S. Government is subject to restrictions of FAR 52.227-14(g)(2)(6/87) and

FAR 52.227-19(6/87), or DFAR 252.227-7015(b)(6/95) and DFAR 227.7202-3(a).

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES,

INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-

INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright 1999 Sun Microsystems, Inc., 901 San Antonio Road, Palo Alto, Californie 94303 Etats-Unis. Tous droits réservés.

Ce produit ou document est protégé par un copyright et distribué avec des licences qui en restreignent l’utilisation, la copie, la distribution, et la

décompilation. Aucune partie de ce produit ou document ne peut être reproduite sous aucune forme, par quelque moyen que ce soit, sans

l’autorisation préalable et écrite de Sun et de ses bailleurs de licence, s’il y en a. Le logiciel détenu par des tiers, et qui comprend la technologie

relative aux polices de caractères, est protégé par un copyright et licencié par des fournisseurs de Sun.

Des parties de ce produit pourront être dérivées des systèmes Berkeley BSD licenciés par l’Université de Californie. UNIX est une marque

déposée aux Etats-Unis et dans d’autres pays et licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, The Network Is The Computer, Sun Enterprise, Starfire, AnswerBook, OpenBoot, Sun BluePrints et Solaris

sont des marques de fabrique ou des marques déposées, ou marques de service, de Sun Microsystems, Inc. aux Etats-Unis et dans d’autres pays.

Toutes les marques SPARC sont utilisées sous licence et sont des marques de fabrique ou des marques déposées de SPARC International, Inc.

aux Etats-Unis et dans d’autres pays. Les produits portant les marques SPARC sont basés sur une architecture développée par Sun

Microsystems, Inc.

L’interface d’utilisation graphique OPEN LOOK et Sun™ a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun

reconnaît les efforts de pionniers de Xerox pour la recherche et le développement du concept des interfaces d’utilisation visuelle ou graphique

pour l’industrie de l’informatique. Sun détient une licence non exclusive de Xerox sur l’interface d’utilisation graphique Xerox, cette licence

couvrant également les licenciés de Sun qui mettent en place l’interface d’utilisation graphique OPEN LOOK et qui en outre se conforment aux

licences écrites de Sun.

CETTE PUBLICATION EST FOURNIE "EN L’ETAT" ET AUCUNE GARANTIE, EXPRESSE OU IMPLICITE, N’EST ACCORDEE, Y COMPRIS

DES GARANTIES CONCERNANT LA VALEUR MARCHANDE, L’APTITUDE DE LA PUBLICATION A REPONDRE A UNE UTILISATION

PARTICULIERE, OU LE FAIT QU’ELLE NE SOIT PAS CONTREFAISANTE DE PRODUIT DE TIERS. CE DENI DE GARANTIE NE

S’APPLIQUERAIT PAS, DANS LA MESURE OU IL SERAIT TENU JURIDIQUEMENT NUL ET NON AVENU.



1

DR Requirements for I/O Device
Drivers

This is the second article in the Dynamic Reconfiguration (DR) series. It covers the

device driver functions that are required to fully support the DR framework. The

examples in this article were extracted from a StarfireTM environment but the device

driver requirements apply equally well to the DR technology used on the Sun

EnterpriseTM 3000 through 6500 servers.

If you have already implemented DR in your Datacenter and are interested in

sharing your experiences, or if you would like to see us address a topic that will

empower you to take DR to the next level, please give us your feedback through the

"Tell Us" button at the end of this article.

DR-compliant I/O Device Driver Requirements

To fully support DR operations, all I/O device drivers associated with the system

board to be attached or detached must be able to build (attach) and tear down

(detach) all device instances spanning from their root nodes. These I/O drivers must

fully implement the following SolarisTM DDI/DKI (Device Driver Interface/Device

Kernel Interface) entry points as specified in the Writing Device Drivers section of the

Driver Developer Site 1.0 AnswerBookTM ( http://docs.sun.com:80/ab2/
@DSCBrowse?driver=1) :

■ DDI_ATTACH (attach(9E) )

■ DDI_DETACH (detach(9E) )

■ DDI_SUSPEND

■ DDI_RESUME
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Under the Solaris 2.5.1 and Solaris 2.6 operating environments, Starfire DR requires

newly created DR-compliant drivers to register with the dr driver by adding the

following line to the /etc/system file:

In the Solaris 7 operating environment, Starfire DR requires that newly-created DR-

compliant drivers set the D_HOTPLUGbit in the cb_ops data structure.

Device Driver Memory Allocation

An additional requirement to support DR is that drivers which allocate memory

directly through the page_create() , page_create_va() , or other kernel

routines, must not hold the locked memory pages for extended periods of time.

The specific lock in question is the p_selock of the page_t structure, typically

acquired through the page_lock() routine. The p_selock is intended as a

transient lock; holding the lock interferes with the memory drain required when a

system board is detached. The page_create() , page_create_va() and

page_lock() routines are not DDI/DKI compliant interfaces and their use is

strongly discouraged.

Device drivers must use the standard DDI memory allocation routines for DMA

buffers and/or kmem_alloc(9F) for normal kernel dynamic storage. Note that

memory allocated by kmem_alloc(9F) is "locked" (not subject to paging) and will

maintain the same physical address across DR operations (i.e., it is non-relocatable).

If a driver module needs to allocate memory directly via page_create() , and the

objective is to maintain the memory at the same physical address without

modification by the operating system, the function should be invoked with the

PG_NORELOCflag to indicate to the operating system that such pages are "non-

relocatable".

set dr:detach_safe_list1="driver1 driver2... drivern"
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I/O Devices’ File Path

FIGURE 1 shows a representation of an I/O device tree to better explain the DR attach

and detach functions. As an example, the device file /devices/sbus@54,0/
SUNW,fas@0,8800000/sd@2,0:a represents a SCSI disk registered with a fast/

wide SCSI controller located on SBus0 of System Board 5 (within a Starfire system).

FIGURE 1 I/O Device Tree Representation

When detaching a system board, the dr driver locates the device tree associated

with the system board and traverses it from the bottom up to invoke the

detach(9E) function on every leaf of the tree.
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A full configuration of the system peripherals device tree can be obtained by

running the prtconf(1M) command. In addition, the dr(1M) command on the

SSP, supports the drshow(1M) function (with the IO option) to display all devices

associated with each system board, their physical location, associated drivers, device

file, and open instances.

Device Driver DR Functions

For a driver to be fully compliant with the DR framework, it must support the

following functions:

■ DDI_ATTACHand DDI_DETACH

These functions provide the ability to attach or detach a particular instance of a

driver without impacting other instances already servicing separate devices. For

example, to detach system board 1 in FIGURE 1, the dr_driver would invoke the

DDI_DETACHfunction on each device under both driver A’s first instance and

driver B’s first instance without affecting other driver instances.

If you attach a system board that is associated with a driver that is not DR-

compliant, the DR operation will not fail, but it will not load the appropriate

driver either. As a workaround, you can manually load the driver using the

modload(1M) command. However, if other instances already exist for that driver,

you must first use the modunload(1M) to unload the existing instances.

If you attempt to detach a system board that is associated with a driver that is not

DR-compliant, the DR operation will fail. As a workaround, you can use the "big

hammer approach" by manually unloading the driver using the modunload(1M)
command. modunload(1M) requires that all open device instances be closed and,

if necessary, it removes any other instances of the driver.

■ DDI_SUSPENDand DDI_RESUME:

The DDI_SUSPENDand DDI_RESUMEfunctions make it possible to detach a board

that contains the kernel cage. The kernel cage is a special data structure (normally

contained on a single system board) which controls the dynamic growth of all

non-relocatable memory, including the OpenBoot™ PROM (OBP) and kernel

memory.

When detaching a system board that contains the kernel cage, it is necessary to

quiesce the operating system to ensure that no I/O or kernel activity takes place

while the kernel cage is being relocated. An operating system quiescence involves

the suspension of all device driver activity, user threads, and kernel threads to

avoid corruption of this critical memory.
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Conclusion

I/O Device drivers must implement the DDI_DETACH, DDI_ATTACH, DDI_SUSPEND,
and DDI_RESUMEfunctions to seamlessly support the DR framework.

Under the Solaris 2.5.1 and Solaris 2.6 operating environments, Starfire DR contains

a hard-coded list of DR-compliant drivers inside the dr module. Starfire DR requires

newly created DR-compliant drivers to be registered through the

detach_safe_list1 variable in the /etc/system file.

Under the Solaris 7 5/99 operating environment, Starfire DR requires newly-created

DR-compliant drivers to set the D_HOTPLUGbit in the cb_ops data structure.

Dynamic Reconfiguration operations can succeed, even when the system board to be

attached or detached is associated with drivers that are not DR-compliant. In this

situation, however, you must use the modload(1M) and

modunload(1M) commands, as described in this article.
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