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802.3ab 1000BASE-T 4+ 74 9] Aol A& 4 glown, HE 5 1 A4 Aol &S A48t
Hdj 100718 AG7HA ALt =5 o] FTEES x}i MDI/MDI X 715% ;@%1 o]
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2ol A o] Y ZEEE SNPO - SNP15= 27]g Yt

A9 A el &= T NETMGT 2= 8t 718 U7 10/100BASE-TX X2 E7} QlEUth o] ZE&=
W4 S BE Ba) SCO Y= EE9h SSC AR Ade] 9% $ XE= AR
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e LED

SSC &&= A9A 9 A& BAE 5 A7 55U SSCE -1 s d o] 9]
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HA 7ts
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ey

I r { EFIAL
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NETP 0 NETP1 NETP2 NETP3

 1-1 S E LED
LED AFEY o|o|
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e g AZ () SSC7t srel7h e gyt
AA 7Vs AR SSCE AAsE Huth
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77 ¥ 371 1Gbps ©13te] £22 2§ Fdyrh
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& AA - o] A91A= A2 F4(QoS)= E%&ﬂﬁﬂ4ﬂﬂ A =91 w7

{0 r_?l_‘,

o
-

A3 71E ehe s 2 g7 A A S Abgstel e E Au A el w7 e §

A s AU A9 A = Zq*ﬂ1ﬁ4 %1%1@%&&4&%%%@ IEEE

802.1p ¥ 802.1Q B 15 Ab&3le] 4 EgF Y ¢4 =95 (AU} o2& 7]5e A

el R1zhek w o] e 9} ﬁEﬂW*mﬂﬂt“ﬁﬁJLQ"w1Wﬂwﬂﬁiq%%ﬁ€3
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HLW
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1.4 AR s

SNMP 711 E

SNMP E &}

=1-2 71 A4

IS T2

RECRCE
o #g 244
uek 4 v e
BOOTP )
DHCP S

public: $17] &
private: $171/227]

A% E: B4

P Aok oW E: &4
AE-2} o] & admin(Z%, 24 9 918)

guest(¥&, 24 2 9-8)
S I -

AF&2F admin, ¢35 “admin”

AHE-2F guest, ¢S “guest”

Gnt Ao A Ast A3 RER WA “super”

44 X E e £%:9600, vlolE] HIE: 8, FA HIE: 1, A H: §l5
IP 2% F22:0.0.0.0, A 2. vpA=1: 255.0.0.0
EE A4
YE &5 3 E SNP0-15: 1000Mbps
X E NETP0-7: 10/100/1000Mbps, #+& %74
X E NETMGT: 10/100Mbps, A& =74
o)F RE 3EE SNP0-15: "ol
EE NETP0-7, NETMGT: Hto] & 9 dolF, AHs =7
35 A v 24
ZE A 9 Tl 9 =90
IE HQL H &7

44, 71 RSTP
(71%8-%k: 2= w7l 4=+ [EEE 802.1well w&)

7] 2 0 & SNP0-150 4= &4, NETPO-7¢l 4] &= v &4
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m 2250014 9] “291 %] QUE|s o] 2ol AAH7]”

m 2-450]A ] “SNMP |

2}
oh

o

A2 715 AR
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2.1

2.1.1

2.1.11

9] =] QE| H o] Ao AAF}H]

49 &4

291A Bgels vl A0S FAsy] 918 g e o] ~(CLI)7F Al eyt o] CLI =
2ol Al ste T op ol VhEReE whel gFo] wA ~91x] 0] R]-45 A Y & LE A4
ok, A2 AEE(SC) ¥ HE ZFZEA ~9% 6] CLIC 228084 Huth o174
SSCn- SSCO %+ SSC1& 7+ 7yt

sc>: console sscn/swt
Username: admin
Password:

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Console#

& — F2] JES Ao DHCP AW E A3 A--oflvk A8 st @Yl == 9 A&
AFEE  9lE5 YT A X 7F A5 A DHCP &35 B4 wjnjr} 28 F42 3l slg
W DHCP AW A ths SetolJE A-EAE XA dloF Tyt SUNW,SWITCH_ID=+#44/
o 9@ Wz, 0(SSCO2) 29191 75 ®i= SUNW,SWITCH._ID= 44/ &/& w5, 1(SSC12]
AR QA A9). AAAE AAE AAE = JEE UEJAE FH|5He U 2 A9 27]
TS s Akl Ua A= Sun Fire B1600 Z]0)5 A28 4] £ZEgo] H3] 45
AlE FESHIAI L.

W A9 A B A o] A5 ARG-SF] A9 A T 5]

4 A4 - A AE HEEY W TEILE|A “console sscn/swt” HH S 9 3to] A9
A o) W e Qe wo] A(CLD)el oA~ 5= YHHth 1714 n SSCO = SSC1< Lhe}
Wy

2yl 94 - de] vEQ Aol Bl Ad S AFEsko] 291219 CLIC 9402 Add 5 9l
syt
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A A o)A - A9 A o= T HTTP ¢ o] EZE g = o] 3lFUH o] ool E= o
g MEY I do AFEHAAN BE ¢ BeEpe A5 AHEste] AAAT 5 G5 YT

SNMP AZEgo] - A9x]9] #Ag ofo]HEE U4 JEYT B TZEZ(SNMP)S A&

gt WA 13 H A 2cE BF ALY g HES Y 99 AlA"lelA SunNet
Manager &% 22 #2 A EQ o2 o] SNMP oflo]d Eef dA|As)x] 93] ] 29 E&

A2l 4 22 Y SNMP dlo]HE & v 3 e 7 75 & Ad gy
n ZE B35 /nEdd3ts7]

m W E$ I VLANO| XE F7}3H7]
A8 R B B4
n 2912 FA o] 2dd E2 6] F7he)

m A2E Feo] RS



2.2

221

SunNet Manager S 2L G EYS B ZEEFSNMP vl & V2c) e
el AEshs e §ES Welgolws A9AE AT syt 5, 29147
SNMP 2 ?ﬁoﬂ @k SNMP Efl S st s 748 = 35U

SNMP 2] 2elo|4lo] 4 ng wakalrAvt i ju+8 A gstebs 938 2930 Wi,
2820 el whek @49 HolEl s wel seol el mulZl A v 2 d o,
3 SNMP w2l 42 @ 30] Qlol e 574 ol e AN S el JuE B dAAE
Ahgstol e AEHES A9 E TR S AT

ARYE 2Ab

AR E 4G & SNMP Zielo] Hofl tie ¥he] o428 Alof 3t SNMP 2] Ho] SSC
o B9 WAAF FARES Folste o AR 222 AFE AR EE AR 1
FolA AFUE BAAL Gusta dlg AA s A0 Ay alor g

718 BAE e vk gyt

m public- ¢]7] A& ATHS 7FFUTh SAE #g Aokl MIB /IAE 98 + UF

m private - 8]7]/227] AgtE PR YT 5AE A2 ~H o] Awte] MIB MAE AY 74
& 4 AFYrh

QI—SNMmi&%&ﬂ%2ﬁ%%$y$ﬂ%?ﬁﬂﬁ%%ﬂ%%i%éhﬁlﬁ%ﬂ%
FUh ARUE 2L AGSA e 35, 2 ot
ek,

LSk A e Ao 74 EE ZFIEE|A ”snmp server commumty string mode” &

ARUE 2A9S TSR S SR L

dE AU 714 “strin

ing” ol AFUE A2 EALEE JHs “mode” o= rW(%U
2 7] ) IC = I'0(O17 _9_)

g”
Z 32 (g dYrt <Enter>E FEYTh
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2. 71E 2AE S AHAIEEE “no snmp-server community string”% A FYT o714

“string” > AHAl 2 AFUE QA ALY Y <Enter>E R4

Console(config) #snmp-server community sun rw
Console(config) #no snmp-server community private
Console(config) #

. SSC7} SNMP &A1& AE3}=F FA s 4

E] FAE e vs dAE FAHA L

LAY A RE STESEA ”snmp server host host-address community-string”-& 949
. 4714 “host-address”¢ll= EF 41219 [P 425, “community-string” ¢l = g
—'91"53] 2AEE 48U

o] X 3 o] snmp-server enable traps "
& gk I
snmp-server enable traps [type]”& 4Tt 1714 “type”S authenticationo] At
link-up-down$ Y t}. <Enter>% +HUth

Console(config) #snmp-server enable traps link-up-down
Console (config)#

. Sun Fire B1600 Zz]0] = A A8 #x] £ Z Egjo] &3] &) Vepgle Q| wha} 74 A

3¢ A3
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m 3250179 &gl 3.1, “4] Qe F o] A AR
m 3-8901#] 9 wegl 3.2, “V1E A

m 3-33d|01X 9] &l 3.3, “HYG MEYT L2EF 37
m 3-7950] X 2] W 34, “XE FA”

m 3-11330] 79 &9 35, “2E 9 #y Edd RUEY”

Ut

3-1



3.1

3-2

SRIEE [ ESAR

of 29 Aell= HTTP ) ello] dEZF g H o] Ad5uth AFSA= § Beh9-A S Ag-8ho] 2~
AAE FAAY FAE sl MEHNA ds& RHUEHEE F ST 4 co|dE=
HIES AL 2 AFH el dnbzAel §1 Beh-9-4 (Internet Explorer 5.0 ©]4 E+=
Netscape Navigator 6.2 ©]%)& AFg-3to] A A = QlHF T

D - 24 wEY AAY 49 Aot 9L B3 WYY el o] A(CLDE 83
of 29X 2 $ & 2% AHUTh AT CLIAS W& 43¢ FxahilA e,

2% $64 92 (Out-of-Band) 49 AolL} BOOTP 1 DHCP %2 & 22 A}
29129 TP 2, ARY wpAzL 8 7B Ao Eslo] % FARY T o] A4e1E Fa
3= W2 Sun Fire B1600 E-2]0] = A|AH AJA] 2 Z EgJo] 2] HFHAe FZ2a A 2.

2. Out-of-Band A& A& Abg-ato] AbEAF o] 5 Bl ha & ATyt § cfe]dEe] o
gt W Y RO S AT AR AR o] F Bl PR E ARgSte] Alelg Yt o
A}l sk WM Sun Fire B1600 F2/0) = A~ 8 A4 £ ZEgJo] F3] HigAs
sl L.

—|~
r @ do

&3 — o] Aol o] A91A 3h

= glvkd, #e Aol e A E ~90A XEE
Y _IE o] 2ol A FE = Ao HHY
(3-1053 0] #] 9] "2 oA EE" Fx)

3. ALgA o) B3t 95 Qs a8 T ZEIBe] AHAT F YgUTh

BT - A GEE QAT WA A W S8} FolH ) AL 22 s o
Aol FrHvth
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3.1.1

3.1.1.1

SRS DR

Behe-A A Ho] ol AMAdE A ¢4 AR o] 53 A E Y Halof Iyt At
BE T4 wiii el BAle gtk 87 /227 AdE YT @A) 712 AFEA) o) E
ot3+= “admin” Yy o}

o o

E90]4

A BebeATE 290219 4§ co]dEe dAHE T & 3t
57 Jﬂﬁoﬂ/‘i “Switch”& A&yt 74 F4d50] 3 ‘H. ELE I B
E(lir 9 o2l el el EAFUL At W3t 2 39l FHES T4 i E
Al 2~ }7%‘% T Wi 9 SAE BAskE H ARSH YT
Switch status | r r r r

8ystem Identity | Network Identity | Software

Sun Fire 81600 > Switch Status > System Identity =

Port Link Status

This view shows images of the switch ports and indicates operational status, that is whether a link is up or down.
Click on the image of an Up Link, Management Port, or a 8lade for a Down Link port to edit the link capabilities

- Link Up

s &
External | T

METMGT MNETP

- Link Down

Interna

3% 2l e 33



3.1.1.2

3.1.2

T8 7hs s Wiz el vt AR B BT S50 FAPUS 54 Hol A oA 4
S WA oW ftEA “Save” HHES 2] Al A S A EsfoF FUh ofgfl Fol= € oA
T4 MESo] 2okEo} gu YT,

HE =%

Cancel ARE g Axsn A4 g HATh

Reset ARE e Axdn A4 @e BagY.

Save ARE e A2gel Ay

Z1 — Internet Explorer 5.x2] s}wo] Aluje] A2 134 A 3t#ld “Tools / Internet
Options / General / Temporary Internet Files / Settings” =47 ¢l 4 “Check for newer
versions of stored pages” &5 “Every visit to the page”= 273 oF ¥t}

mio

1 — Internet Explorer 5.0& AH&-3t= 49, 74 & #17Ast $o B4 9 Refresh HE
=

o g A4 Aw wAok gy

o I

External - Link Up
- Link Down

MNETMGT I‘]ETF

Internal
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3.1.3 7] 57

W g ool AE S AL gakel AlAT WM Folehi, 29K 9 RE RES #2] U Alo]
S, ENZL AHE BUHAT ¢ deith ohe Rl o] Zeagel A8 §aEl 1t
gks] drE o] Eyth
i oy H0|X|
Switch Setup 718 A 3-8
System Identity AA 2 A=A AR G AN B N EHA AE Avg 3-8
Y.
Network Identity DHCP, BOOTP %+ 45 74 W& Abg-ste] e A4 3-10
E ASHIP F42E AT
Software Aol MAS FASAY 2= 2 74 A4S =gy 3-17
Switch Config Aol LN LR e 3-33
Security At g2} o) 23 AT = ?;_L%‘r 3= 9o = RADIUS =+ 3-24
TACACS+E AHg-d 97 AAA QIF Au|AE A4 gt
Communication SNMP AHUE AxAs E2d, E=N gz, AP Ex] 43 3-29
Te AdEU
VLANSs 71E2 Q1 VLAN AR5 ¥A5t1, GVRP HEAE Z2es  3-33
< @43sta, VLANS 733yt
Static VLAN Port VLANe| 1% 7442 F7hd o 3-41
Membership
Broadcast & Multicast HREINAE AE Ao 715 AAsta, IGMP ~%F3, 74  3-4
2E XE AR, HHMNAE AuA GO UHMNAE 2283
< Y
IGMP Parameters HENAE e Y 715 @438t 3, dE|NAE A2 98 345
A SE A T
Multicast Router Ports Q1 EIAAE B9/ AYX o FES S5yt 3-48
Multicast Services HEINAE A 2AE A QE o) Ae 3t 3-51
Broadcast Parameters HIEANAE AE QAZS AATYY 3-54
Spanning Tree A9 E L EZS LA} 3-56
Basic Configuration Y 29 Ege dist 23S HEE3UG 3-56
Advanced Configuration RSTP 113 A%< 43Utk 3-62
3 #Ee 35



ol

Holx|

Class of Service

Up Links
Connection Status

Connection Configuration
Link Aggregation

VLANSs

Static Addresses

Spanning Tree

Down Links

Connection Status

Link Aggregation

VLANSs

Static Addresses

Spanning Tree

Management Port

Basic Traffic Prioritisation

Layer 3/4 Traffic
Prioritisation

Address Tables

Spanning Tree Protocol

Connection Configuration

Spanning Tree Protocol

713 CoS 4 &
o g3, 75
Fun

3/4A1% 4 =9 AHAE
CoS kel wi=g sk, DSCP B 15 CoS gtell =3 vt

&
I

2]
{
)
e e 4 Ly
oX A

ox Hd
Lom e m
3o
— =

uj

=

FA g

Port configuration
XE A4 FHE AT

Aeta, HEENAE A% Ao 7|5S &

FaHolEY 1
75E #dst/n 2

2= 2 (WRR) th714 A

leela, IP ¢4 9] o1

B o] 1} VLAN =

=z [e]

F g]_ 2 2] O :rr/H
= 5 = o 37
_,_/\ S E O J_}\]

DI h)
X o
S
o

ol

ER A F7HH =

97 2E BE, 54 A, GVRP,
A ek, 14 VLAN #4988 74

Hlol o] 3% 3
s A B/ B 85
Aol 2ad =2l o)
Aol 2o 229 Qo) 2o o ST

4

< |

A EE A, 3T g e

3-64

3-64

3-70

3-76

3-79
3-79
3-83

3-87

3-92

3-98

3-101
3-101

3-79
3-79
3-83

3-87

3-92

3-98

3-101
3-101

3-79
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ol 4y Hlo|x|

Connection Status FE A4 AHE FAFYH 3-79
VLANs XE £4 (712 PVID, 294 £E R, 41 AE/9g, GVRP,  3-92
GARP Elol )& 145k, 2% VLAN 749 743Ut
Packet Filtering A LEAN Pa] TER /M= BT FH Yo 3-109
Monitoring A9x RUEHY 7% 3-113
Port Mirroring n g S 98 24 TES A TES A3 3-113
Port Statistics Qe Fol 2~ 15, o]t yld MIB @ RMON MIB Sl 94 3-115
AR5 Xote] LE Ed ol gk o2 7HA BAE BATY
=
SNMP Statistics SNMP wl Al A o] th 3t 512 EA g} 3-124
Logs 27 AR fAREE TS, 29X Azl Aae v 3-124

A

EA

il
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3.2

3.2.1

71 7+

A|2E 5 A
Qi o, §1A % ASA ARE AGHTFE A2WE A 42T 5 AHUh

Hy &4
m Host Name - 2~ ¢ %] 9
m Location - A~ & A~

| &st o] Fd Y.
]
m Contact - A 2H S I

A E HERH YT
ate #YAE 2 Th

m System Up Time - 2] <Jo]HEV} 7Hgd & 52 Al7HE St

m System Description - Al 2] A 7} A g 8+ A28 st=9o] Ay,

m Serial Number! - ¥¢l B =2 A& W5y},

m System OID string? - | %] 2] V| ES] S #a] &4 Al tj$k MIB I 71 A IDJ Yt}

m MAC Address3 - ©] 29129 £24 AF FAYYh

m Web server? - HTTPE 5 ¢ #e] dA A 750 8485 =A ol 5 HoFUTh

m Web server port? - §] Qg #|o] A7} A}-435H= TCP XE HIE HolFUTh

POST result? - POST(A € ¢17} & #7F AAN 235 HojFU.

Tl

|

1: CLI: 4-40% 0] #] ¢] “show version” & #3314 A 2
2: CLI®| A -9-1k

3: §):3- 10Jﬂ 1419] “IP 742 A7 2] Al 2.
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4] - Switch Setup=>System Identity S $Uth SAE o] F, 912, A/~8 ]2 A 4
HE 243l Save ChangesE “FHUth

" Switch status [ r r r r l

System Identity | Metwork Identity = Software

System Configuration =]

To easily identify the switch you wil need to provide & descriptive name, location and contact infarmation
for the switch, edit the following properties and press the save button to store changes on the switch.

Host Name: |P&D 5

Location: [we o

Contact |fharqu

System Uptime: 0 days, 0 hours, 7 minutes, and 50,79 seconds

Systam Description:  Sun Fire B1800

Serial Number: 1 |

CLI- S2E o5, 9|4 8l d=tA ARE Ag gt

Console(config) #hostname R&D 5 4-25
Console(config) #snmp-server location WC 9 4-50
Console (config) #snmp-server contact Bill 4-49
Console#show system 4-38

System description: Sun Fire B1600

System OID string: 1.3.6.1.4.1.674.10895.4

System information

System Up time: 0 days, 0 hours, 55 minutes, and 54.91 seconds

System Name : [NONE]

System Location : [NONE]

System Contact : [NONE]

MAC address : 00-00-e8-00-00-01
Web server : enable

Web server port : 80

Web secure server : enable

Web secure server port : 443
POST result

--- Performing Power-On Self Tests (POST) ---

UART Loopback Test . ..., PASS
Timer TeSE t v ittt ittt ettt e et e ee e e PASS
DRAM TesSt .ottt ittt e e et it eeeenn PASS
I2C Initialization ...........eeiiinne.. PASS
Runtime Image Check ...........iuununen.. PASS
PCI Device Check .......iiiiiiiennnnnn. PASS
Switch Driver Initialization ........... PASS
——————————————————— DONE ---=-=-=—-——————m - ———
Console#
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3.2.2

SNMP - 7J-5-3t= MIB W=
2= 0l MIB #H4 UM~ =L 7=k
System Name MIB-II. Q171 /271 AL (271(0-255))
(Host Name) system.
sysName
System Location MIB-II. Q171 /271 AL (271(0-255))
system.
sysLocation
System Contact MIB-II. Q17 /2 7] 2+ (271 (0-255))
system.
sysContact
System Up Time MIB-II. Q7] AL A (9] ALE %)
system.
sysUpTime
System MIB-II. Q7] Ag EA4E(271(0-255))
Description system.
sysDescr
System Object MIB-II. 917 A& TN 2 =}
Identification system.
sysObjectID
MAC Address MIB-II. Q7] A% 248 FA
interfaces.
ifTable.ifEntry.
ifPhysAddress
HTTP State sun... Q7] /2 7] enabled(1), enabled
(Web Server) ipMgt. disabled(2)
ipHttpState
HTTP Port sun... Q7] /2 7] 4 4+(1-65535) 80
(Web Server ipMgt.
Port) ipHttpPort
HTTPS State sun... Q171 /27 enabled(1), enabled
(Secure Server) ipMgt. disabled(2)
ipHttpsState
HTTPS Port sun... Q7] /2 7] 4 4+(1-65535) 443
(Secure Server  ipMgt.
Port) ipHttpsPort
=
IP =4 A7
A9 E 712 A 02 DHCPE AH8-3to] IP 54, 712 Aol Edo], dnk~= 3-8 7HA s Th
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FEOoZ2 NEIP F45 A3 AY, BOOTP =+ DHCP AWM 425 AES AT 5
Qrth fa G IP F4E 0 ~ 255 Abo] ] A5 442 PAHY, 7 A= nhE()E T
B o] F48 A8 ¢ [P Fat AT Eg o9 584 B

BT - 2919 P 45 A #e) LENNETMGT)E £36H= VLANS] IP 549y ch
7eHoR el LELE VLAN 20 glsrtth mebd IP 45 VLAN 20 gdalo] ~9)]
st MEN T ANAE HY AU IP T4 & #8 ZEE £3shs VLANC T &3 of
Ut 54 VLANC IP F45 ddatd 9 IP F47F SA] Al 2 A F47F vtz 2§
Ak,

2

hin

L

o &4

m Current IP Address - #2] A A7} 345+ VLAN AgFH o] A9 dA 429Uy

m MAC Address! - o] 29 %9 &84 A% F404th

m Management VLAN - ©] #&] VLANS FalAu 2925 #2]8 sy 7124
o2 ] LE(NETMGT)E o VLAN(Z, VLAN 2)¢] 74902 Ho] gt 1¢]
U #2] VLANS #7438 24$, NETMGT £E7} o] A} VLANS A Q0 g ojn] 74 5
o] QA k& 3 A X o 3t Pa] AA A Ado] B7A Huh o] Uo] L AyshE Z&
Qg o) A5 AFE-3to] NETMGT £EE A2 A% &g VLAN| 718 oF gy},
(4-1135 01 A 9] &2 4.3.12.8, “switchport allowed vlan” 33)

1: CLIL 3-850] 7] o] “A| 28l B H A5 284 Al .

3% e 311



3-12

m IP Address Mode -IP 715 & % 74 (124), 54 32 E 74 L2 EZ(DHCP), &+
FE Z2 % Z(BOOTP) & q:a% %ngq

DHCP/BOOTPE &/ 3}st 4%,
oh 29 A= —r7lx—13EIPﬂlo A7 =3 )
(DHCP/BOOTP #l= IP 4, ABY vtA=, 783 718 Alo]Eo| 7t 34 &= 3l
F4toh)
s DHCP- 54 32E J4 T2 EZF

s Enable Client ID - DHCP A ® <9 m & %—N o] Zglo]AE IDE ETAFI Y}

aText / Hex - Z2}o]Q1E D% HAE 4el(1-15 24T ¢ Qﬂ A ohw 16
:&?agiﬂaﬂ%ﬂ%Lwhhw+&&Q~warw & DHCP A1 ¢ &

T Abero] whel g,

22— o) ol A9 Felel A IDE A28 i 29107 kel 45
Al 2~E AEE 7 doj22 A Yt ClientID I &=+ Aol HAANME= Sl A
Ao},

» BOOTP- HE Z2EF

m Manual - #&] JH A AE A gtoZ A3t

n IP Address - &2 dM A7 3185 VLAN QEH o] A9 F4dYt. Tori?i IP +
At 0~ 255 Abol o] A ® A/ FA Y 474 v E()E gy (718
0.0.0.0)

s Subnet Mask - ©] »lAT = JH B YO gfEalE o AR Y E SAE F4 1|
EE vy (718 3k 255.0.0.0)

» Broadcast Address? - o] IP 545 2= QlE]H o] Ao A dlo|E] 1S A%53517] 98
AREShs IP HEEAAAE Fayth of g A9 A7F AR St Bl HE B E
FARGUENI BHEEANAE F4 E el 48g Yt (714 0.0.0.1)

= Gateway IP Address - o] ZX 9} Tt & U E I A IWUEe] = #e 2E o] Alo]

of Y1A]gt Alo]E o] et--H 2 IP FA4 Yt (7184t 0.0.0.0)
].

R CEER
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3.2.2.1

EgRE [P F4, A vhad 9 7R Aol E9lo] % A3 Saved FHUT
I

Switch Status r r r r
Systemn ldentity | Network Identity | Software

Sun Fire 81600 > Switch Status > Network Identity

To change the YLAN used for managing the switch, you wil need to changa the Managament YLAN. Note: To
orevent loss of connection to the switch, ensure that the Management Port is configured as a member of the
new YLAN,

10.1.0.2
Current IP Address:

00-00-E5-06-00-72

[2mgtvian =]

Use the radio buttons to select whether the switch [P address is manually configured or dynamically configured
by a DHCP or BOOTP Server on your network, The switch will broadcast a request for 1P configuration settings on
the next power Cancel. Otherwise, you can click the Request Address button to immediately reguest a new
address,

MAC Address:

Management VLAN:

Select IP Address Mode:

" DHCP Client

™ Enable Client 1D :

Text Hex
c | c

" BOOTP

Restart DHCP/BOOTP for changes to take effect: |Save and Restart

* Manual
1P Address: |1o.1.0.2
Subnet Mask: |255.255.255.D

Broadcast Address: |

Gateway IP Address: IU,U,D,D

B3 - 3 dolelst Fash Gk oF WA A e 4 2P F4F SutaA 4
A Bl L.

.
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3-14

CLI- ¥ g s

Jo] 2, IP 4 9 7] Ao]Ego] = X

g

Console#fconfig
Console (config) #interface vlan 24-75

Console(config-if)#ip address 10.1.0.2 255.255.255.04-62

Console(config-if) #exit

(
(

Console(config) #ip default-gateway 10.1.0.2544-65
(

Console(config) #

SNMP - 453t MIB HS

Z= ol MIB #4 LUV B 7 el Jl2gk
Management sun... Q7] /A7) J 42(1-4094) 1
VLAN switchMgt.
switchManagementVlan
IP Address Mode sun... 917 /2 7] user(1), user
vlanMgt. bootp(2),
vlanTable.vlanEntry. dhcp(3)
vlanAddressMethod
IP Address MIB-IL. 8171/ 2271 P +#4&
Configuration  ip.ipAddrTable.
ipAddrEntry.
ipAdEntAddr
Subnet Mask MIB-II. Q)7 /7 IP 4
Configuration ip.ipAddrTable.
ipAddrEntry.
ipAdEntNetMask
Broadcast MIB-IL. Q7] Ag A 4(0-1) 1
Address ip.ipAddrTable.
ipAddrEntry.
ipAdEntBcastAddr
Default Gateway sun... 171/ 27] IP 4
Configuration  ipMgt.
netDefaultGateway

Sun Fire™ B1600 22i|0| = A& Al 29|| 22| QHH A o 20034 42




3.2.2.2

DHCP/BOOTP A&
2§14z 7184 o 2 DHCP/BOOTP AH| 28 Akg-ato] IP 74 JHE 7hA &1k

4] - Switch Setup->Network Identity S 4yt #&] QA #H o] A5 X4 3t5, DHCP &+
BOOTP A& HE =Yt}

71 2A 072 AJA €] ’\l*E“ AEZH = 29X FolAE AExtE Fogut}. oA E
28 2= SUNW,SWITCH_ID=serial number of chassis,0 5= SUNW,SWITCH_ID=serial
number of chassis,1 U t}. o] g2 22927} SSCO° -1k SSC1ell i-rke whe thE ot
Enable Client ID &1 &e)] S2to]AE AHAE AZ T = YA 3ol Al A" HEEY
7 AR B AEE w o)A gy bl o8 st e BFEA dHyh
Enable Client ID Z =+ th3 H9lo] Aol glojd Adyoh

n Switch Status r r r r r l

System Identity  Network Identity = Software

10.1.0.1 -
Current IP Address: =

00-00-EB-6E-66-T7Z2

2 Mgtvlan o

MAC Address:

Management VLAN:

Use the radio buttons to select whether tha switch IP address is manually configurad or dynarmically configured
by & DHCP or BOOTR Server on your network, Tha switch will broadeast a request for IP configuration settings on
the next power Cancel, Otherwise, vou can dick the Request Address buttan to imrmedistely request 3 new
addrass,

Select IP Address Mode:

@ DHCP Client

W Enable Cliant 1D :

Text Hex

o @ [ooiobssieafy

 BOOTP

Restart DHCR/BOOTR for changes to take effect: | Save and Restart

=
1 - ¥y Addo] BoAH & A4S F3l “show ip interface” S A4 A 2914
AE Rl 2

3 - o] wirel A A5 FetolAE IDE thel A28 AES U 2927 AN EE )
N 2g AEEe ) Holzs] P ClientID A=+ 06 Helo] MdolAE ol 2]
Yk,

el

3% el 3-15



CLI - #&] Qe ¥ ~g A Y star, IP +4 Z=E DHC

dhcp restart” H S = Fuch

¥+ BOOTP= AA st vh5 “ip

and address mode: DHCP.
Console#

Console#fconfig

Console(config) #interface vlan 2 4-75
Console(config-if) #ip address dhcp 4-62
Console(config-if) #ip dhcp client-id hex 00-00-e8-66-65-72 4-64
Console (config-if) #end

Console#ip dhcp restart 4-64
Console#show ip interface 4-66

IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 2,

DCHP 734 - DHCP+= SetolAdEoA F7§ = 5—153 713t &t F
=y ©

o 286 o] a7 wRE AL A9AE o
o Al Q120 2ol 1) FLIT o] A el 291%
4okng Felolelt 08 ATE + Al

Web - DHCPZ stgute =471 ¢ o] Fa34
A E 5 etk @A F27t Fasiordt 9 e
F F e

WA HH 4 e H o] Ao TP A&
o]~ 5 F3l DHCP AU A5 A 8

CLI - DHCP AH| A5 A &sted v dd S A8 gy
Console#ip dhcp restart 4-64
SNMP - &3+ MIB ¥
EE 0B MIB #i MM A 7k el I8k
Management sun... 7]/ 2~7) 4 (1-4094) 1
VLAN switchMgt.
switchManagementVlan
IP Address Mode sun... Q7] /7] user(1), dchp
vlanMgt. bootp(2),
vlanTable.vlanEntry. dhcp(3)
vlanAddressMethod
DHCP Client ID = sun... IAVEY L g 2219
ipMgt. (MAC %)
dhcpClientIfClientId
DHCP Restart sun... Q7] /2~ 7] restart(1), noRestart
ipMgt. noRestart(2)
ipDhcpRestart
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3.2.3 A9 A] AT E o] B A

o4 £$4

m Loader Version - =1 7 =] 1 A5t}

m Boot-ROM Version - ¥ E =29 B} W15}

m Operation Code Version - HEFY Z=9] W M E ),

m Unit ID* - &4 299 IDYU . (o] a2 34 19 Yth)

* CLI9 754 Unit ID9] g Stiletto B1600 2 allo] = A 2251 A4 o] @A) 2215 W dl o] A= A3 o] m) 7k sy o,

4} - Switch Setup=>Softwares 4 rt}.

“ Switch Status [ r r r r l

System Identity = Metwork Identity | Software

Sun Fire 81600 > Switch Status > Software

L1

versions:
Loader Version: 0067
Boot ROM Yersian: 1.007
Operation Cade Yarsion 00582 ~|

CLI - E]"ST UC:}EC:}—% /R}-‘g—ﬁ]—oi tﬂ;ﬂ XJEI.% EA]EJL]E]'-

Console#show version 4-40
Unitl

Serial number :1

Service tag

Hardware version :ROB

Number of ports :25

Main power status up

Redundant power status :not present
Agent (master)

Unit id .1

Loader version :0.0.6.5
Boot rom version :0.0.7.3
Operation code version :1.0.0.1

Console#
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SNMP - “4-§-3t= MIB ¥
E= ol MIB #4 2t usl LT
Switch Serial SUN. FSE:2 A By
Number switchMgt. (771 (0-80))

switchInfoTable.

switchInfoEntry.

swSerialNumber
Switch SUN. A 2d
Hardware switchMgt. (271 (0-20))
Version switchInfoTable.

switchInfoEntry.

swHardwareVer
Switch Port SUN. SE: A5 25
Number switchMgt.

switchInfoTable.

switchInfoEntry.

swPortNumber
Switch Unit SUN. 4 1
Index switchMgt.

switchInfoTable.

switchInfoEntry.

swUnitIndex
Switch Loader  sun... A8 A9 (7] (0-20))
Version switchMgt.

switchInfoTable.

switchInfoEntry.

swlLoaderVer
Switch Boot sun... 24 (=7] (0-20))
Rom Version switchMgt.

switchInfoTable.

switchInfoEntry.

swBootRomVer
Switch sun... 24 AL (271 (0-20))
Operation switchMgt.
Code Version switchInfoTable.

switchInfoEntry.

swOpCodeVer
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3.24

3.24.1

Aol

TFTP Aujoll(A) ol & dz=stAu 42 =8 5 sy th TFTP Aulel detg 2=
= Rz AT ‘)rw"ﬂ A Aes Hdsh] fa 1 GdE AR gered
STk o /1 AL Hol2A] @ Al BAOIE AR SHER £ AT 4 H S5 9
S

EREE

A g o]Fele SWAN/)E AHEE F glon, 3 o] 52 nHIE()E AFE F 9l
sUth =8 TFTP Av el 3t o] 59 Ao Aol 1274k0] ™ Afjx]oA 3t o] F 9]
Ho dol& 324y ek (F&5S &2 A-Z, a-z, 0-9, “.7, “-7, “_”

n 291A9 T " EFels A BAAE ’\]*E“ ’\“E"ﬂoi A AHES F ARk
A = dHFUTE I T dAA Als HASE AgH U2 2AE = QlFuTh Al AE
LI ES ] 3t Aol E9l A, A AlE Ao ® A H A &2 TAdE A Bk
Z g AAY 71 FY o] 2 F S ALt A FULS Y gAED R BALE 5 Q)
FUth ot ® dA] AT Fdel A Al AFS AAS T L FLS AR T A 3] A
2 AT EYe] 3 S Y U ER JAR ts 1A Y-S Als HdE A sk
Hudoh

gy 3

rd'

Mol A AE) ST ES O R s

AERS) TEE e o) @A) o] vl E A ASES ol shel o] FE A YA, 94 @
A R 25 oo E o BE ALE ool UL GETEW F 1Al AL AF Az

43 5 gdsUrh

41 - Switch Status=>SoftwareZ ¢t} TFTP A8 & IP F4E ¢ ¥&ta R e A
E9o]o] 5t o] 58S J 3 th, 2 A oA ol Td S A AL Af 9 o5& A4

3l & DownloadE F&4 .

" Switch Status r r r r r l

Systemn Identity | Metwork Identity | Software
Switch Software Deployment =l
T you would like to upgrade your firrmware with a file othar than the ones in the lists below, please includa i to tha list
uzing the Add Button, Mote:Space is limited and each list can only held 2 user-definad files at a time. To add
additional filas please delete one first,
Switch Operalion Code Image Files
TETP Sarver I
IF 10.1.0.12 [ Download T |
Address e
| < Unl 1 |
File .
Mo - VLD c
=

3% el 319



T - Q@ ol fESA Sk 0F WAK EAHE, TP Fa 5 o] B AR
YHBAY TFTP A%< 918 A2 Asko] 92 olnguich ohlw 29xof F2 v

27t s = sy

Ao AR g2 EskE Afolls A AFEEE 2E 2R ek SR Al A
s 99 AEsta Saves FE UL Al ol E A 2tele W Saves) Restarts At =
= AAEE AT

Switch Status r r r r
System Identity | Network ldentity | Software

|
a—

Files used at Startup: |
Operation Code Irmage File used at startup runtime 'I
Configuration File used at startup |Factor-y-_DefauIt_Conﬂg.Lrg j

Restart switch to apply changes immediataly: Save and Restart

Ll

CLI- TFTP A ¥ 9 IP 45 9331, config ==& opcode WY F3 S A& e o, 24
WA skl ol B2 st Al el S Al Asue] A shelw AR 5 A9AE AN AT
.

Console#copy tftp file 4-18

TFTP server ip address: 10.1.0.99

Choose file type:

1. config: 2. opcode: <1-2>: 2

Source file name: v10.bix

Destination file name: V10000

\Write to FLASH Programming.

-Write to FLASH finish.

Success.

Consoleffconfig

Console (config) #boot system opcode: V10000 4-23

Console(config) #exit

Console#treload

Al el S Al EskE E “reload” WS ko] AR AAE S oF Ut
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SNMP - 4% 4= MIB W4
e 0|12 MIB #% L0 ES 2k el
Switch Operation % €] = %] ¢+-&
Code Image Files
TFTP Server IP  sun... o171 /2~ 7] IP +4
Address tftpMgt.
tftpServer
TFTP File Type sun... Q1 7] /2~ 7] opcode(1),
tftpMgt. config(2)
tftpFileType
TFTP Source sun... 81 7] /2~ 7) w24 (7] (0-127))
File Name tftpMgt.
tftpSrcFile
TFTP sun... 9 7)/27)  EAA(27] (0-127))
Destination tftpMgt.
File Name tftpDestFile
TFTP Action sun... Q1 7] /2~ 7] notDownloading(1),
tftpMgt. downloadToPROM(2),
tftpAction downloadToRAM(3) (not
supported)
upload(4)
TFTP Status sun... 8l 7]/ 2~7] tftpSuccess(1),
tftpMgt. tftpStatusUnknown (2),
tftpStatus tftpGeneralError(3),
tftpNoResponseFromServer(4),
tftpDownloadChecksumError(5),
tftpDownloadIncompatible Image(6),
tftpTftpFileNotFound(7),
tftpTftp AccessViolation(8)
Restart sun... Q171 /7] BEA FAL (2] (0-127))
Operation restartMgt.
Code File restartOpCodeFile
Restart Action sun... Q)7 /2~7] running(1),
restartMgt. warmBoot(2),
restartControl coldBoot(3)
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325 T4 Y AR EE B9

=

T 47& TFTP A ell(A) 2228 A 2= & lFuth s 290X 448
A7) A8 o] 744 #dE verEd F EUTh

5 %4
o el ool SANCNE AL S DOH, A o)L HIR)T AT S 9
Feh = PTFTPHHMW 5}9) o] 2] Hoj Lol 127701 m) 29 e A 3% o] F]

ﬂm Aol = 3229t} ( a3 &4 A- Z a-z, 0- 9 “o 1/, " u)
m AFEA Ao A B A At AFR JbSE Wma I 6 o) AlFE T

3251 AWM T4 A HeRs

3-22

T4 FdE A B o] For RS v ol & Al AR A, @A Als 4
Tdg i a2 A AYste] A3 AT 5 AF Ytk “Factory_Default_Config.cfg” 2+
& TFTP AW & AL 5 Qo 29X g fdz A3+ glsyh

) - Switch Setup=>Software s Yt TFIP MH 2] IP 45 J¥sty ez 5d
Ol 5S AHE g, AYA oA W A& Aus ALY Al 9 o] & A G s &
Download & F& 4t}

Switch setup [ r r r r l
System Identity | Metwork Identity | Software
5
Switch Configuration Files
TETE Server s Factory_Default_Config.cft
IP 01019 [ Download ¥ |
Address 10.1.0.19
File | < Upload | J
i«
Name - lstartup g startup
=

A 5 o] o2 the R Eakis Aol SETHE el A Al el S Aesha
FEUTh A 43S AHE5tel W Saves) Restart® A2 o) AA0S A4 BT

Switch Status r r r r r l

Systern Identity | Metwork Identity | Software
Files used at Startup: :I
Operation Code Image File used at startup runtime 'I
Configuration File used at startup - [startup j
[
Restart switch to apply changes immediately: Save and Restart El
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CLI- TFTP A1 o] IP 742 gsta A o] 22 e A5 e 5 29149 A% 39 of
B2 AR e 29X A A,

Console#tcopy tftp startup-config 4-18
TFTP server ip address: 192.168.1.19

Source configuration file name: startup2.0

Startup configuration file name [startup] : startup2.0

\Write to FLASH Programming.

-Write to FLASH finish.

Success.

Console#reload
System will be restarted, continue <y/n>?y

Als 778 39S Al Y o] FoE R EstE Afele vgel o] dd & Als ddE 4%
o Ty A9AE AT T2 dE Y
Console#fconfig
Console (config) #boot system config: startup-new 4-23
Console (config) #exit
Console#reload 4-15

System will be restarted, continue <y/n>?y

»e 0|2 MIB g4 M|~ 2 el
TFTP Server sun... o1 7] /27 P 4
IP Address tftpMgt.
tftpServer
TFTP File Type  sun... Q171 /27] opcode(1),
tftpMgt. config(2)
tftpFileType
TFTP Source sun... 8171/ 271 EA FAL (2] (0-127))
File Name tftpMgt.
tftpSrcFile
TFTP Action sun... Q)7 /2~7] notDownloading(1),
tftpMgt. downloadToPROM(2),
tftpAction downloadToRAM(3),
upload(4)
TFTP Status sun... 817/ 2~7) tftpSuccess(1),
tftpMgt. tftpStatusUnknown (2),
tftpStatus tfttpGeneralError(3),

tftpNoResponseFromServer(4),
tftpDownloadChecksumError(5),
tftpDownloadIncompatibleImage(6),

3% el 3-23




3.2.6

e 0|12 MIB #% L0 ES 2k el
tftpTftpFileNotFound(7),
tftpTftp AccessViolation(8)

Restart sun... 81 7]/ 2~7) BN EAA(=7] (0-127))

Configuration restartMgt.

File restartConfigFile

Restart Action sun... Q7] /A7) running(1),

restart. Mgt. warmBoot(2),
restartControl coldBoot(3)

g QF T

Security "5 AH&-3te] AFE A} o] 3 ool whef e HAAE AT F FU T A9
2o 4] A A AT A3 7984 RADIUS = TACACS+ 2 EZS 7|Wo = ¢ ¢

A4 AAs AF AWE AT 5 A5

2 fels AN A F b} Uik A el A AR o) P ol
§3 ol b N AR E BE WYL 0§ 5 AFUTH 7R Bl AR E U
oflo] A= ghelo] AHEE = LE vl S gk 7] Al RS AU 2e R
& % W) QrE g vEo] QbAF ol mbslof it

fu

0 — 7182 FHA ol F2 “admin”olY 43I E “admin” Y T}

g3 A4

m V| E2F0R BE #Y AR AEE 2 A9
AUt 97 A5 AW S ALgste Aole X492 97 AF 2R EF g
A gl s iR S Aok Pt

w97 AT A3t HE A A M2 (RADIUS) 8 Bl v e A2 AESE] A2 #o] Al
B(TACACS)S 5% AroA A EE= ATEYo]= Algsle] Y E Y2 RADIUS ¢
2] & TACACS 14 Aol 3t A AE Aosts 222 QT L2 EZ]YT AF
Aol A9 A e get B ANAE FQF gt 72 AbEA e 180 A ¥ 2y o
& AR ol B W bw R AR dlolElwo] A7 hF Y T

fus
= =~
o L

A48 Q1% dolg o] Agt v w el
z al

#3 — RADIUS 5=+ TACACS Aol At e Age o, =¥ 02 A8 o
guest AA| (LR A BE)E AT FostdAI L. A A AAA(AS AW ZE)E
&lg3sled g 155 x| A sfof gy
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m RADIUSE UDPZ AM&-3t 1, TACACSE TCPE AF&-3 T, UDPL HAAE “H A9
= AE ARk Agsts W, TCP= Adg A& Mulas Ae g T3

RADIUSE ZZpoldEoM A E ALy E dAA 2% w7l 0@ s
TACACS: 9% AA5 &5 3tgyt.

n RADIUS U TACACS 212 52 2% XE, § B4 T Ay s 53 &2 94
AE APt o] 3k A A FHL A3 AuoA Ao T,

m RADIUS ¥ TACACS 212 A5 7L AL o] 5 /4% Aol disl] 54 A% dds &
FIUTH AFEA o) F, &3, A H@EE S Aol A o

n 7} ARg el olsl) shuel A A 7 9] A e Auste] A% #AE AT UG
Ytk 1% 5o (1) RADIUSS (2) Local& 41¥ 5 thel RADIUS Al 9] 484 o] & 2
95 A SelstLie 1o 7 RADIUS AM7E 918 A5 22 A ol 59 945 % 3
Qg

33 44

m Authentication Mechanisms
= Require User Authentication - Q15 7|5 A4 o535 2
n Preference - 2912 = A E wA | wet AHEA AFE A=Yt
m Authentication Server Settings
n Server IP Address - 215 AW 44U (7123 10.1.0.1)
= Server Port Number - 915 #A| A o]l AFE-¥]= Q15 AW €] IESZ(UDP) ¥ E W
Yk (H4: 1-65535. 7] 27k 1812)
= Encryption Key - Se}0|AE ] 272 HAAE QIF3= dl A5 = s st 7194
o B S 94 v Al 2. (Hd Aol 207
= No. of Retries* - 2% 7} RADIUS AW & T8l 212 AAAE AFsE 3 A =3
= Ay (M9 1-30. 7123k 2)
» Timeout for reply* - 8 3= AAFst7] Aol 299A7F 575 7t A (E)9Y
o}, (B9]: 1-65535. 7] 27k 5)
m Local Access Authentication
» User Account - A4-#12] o] 59t}
(Fdh 4do]: 8 TA}. | AFE-AF 572 5)
m Access Level - AF-8-2} 8-S %7 gt}
(4: Normal ¥ Privileged.)
s Password - AH-&7F ¢S AF T
(A 4do): 82 v HAE ) AEAF F17)
* RADIUS A 91505t 2 g3t
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3-26

4 - Switch Config=>Security& 4t 27 = 94 <l

A (1372 wi)E A A ek
PRl

|

A AT Rl ol thek vz

r Switch Config r r
Security  Communication = YLaNs @ Broadcast & Multicast

A1Z 7] AR S FAsEE A &
42 9]#& 3} Saved FEY

Spanning Tree | Class of Service | Address

Authentication Mechanisms
R Require User Authentication

First-preference

Secaond-preference

Third-preference

[tacacs+ =]

Authentication Server Settings

RADIUS Setting
Server IP Address:
Server Port Number:

Encryption Key:

TACAGS Setting
Server IP Address:
Server Port Number:

Encryption Key:

4

10.11.12.13
ig12
1.***“,.

RADIUS  ¥] Local =]

Mo. of Retries:

5192. 160.1.25
ISB
I* ok

Timaout for reply:

|

27 AAE @ AF WANFE T tel

AddE *FE4 T}

4

g7 ol %, 2

[ switch config [° i
Security = Communication  VLANs | Broadcast & Multicast | S

b 9 ol el g 9l e

r r 1

panning Tree | Class of Service | Address

Local Access Authentication

Usar dccounts Access Level

4

admin Frivileged Change Password...
guest Marmal

User Access Level

Ibot IPri\riIEgedj

password: I“‘”‘**“l Add

8
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CLI - AF&-2} o] 5 3 A2 & (0: Uk 15: ?d_fﬂ)% et Sof] & A Yt 1
1 RADIUS W TACACS 94 ZgtoldE 5o Jast A5 33t
Console(config) #username bob access-level 15 4-26
Console (config) #username bob password smith
Console(config) #authentication login local tacacs radius 4-42
Console(config) #tacacs-server host 192.168.1.24 4-46
Console(config) #tacacs-server port 181 4-46
Console(config) #tacacs-server key green 4-47
Console(config) #radius-server host 192.168.1.25 4-43
Console (config) #radius-server port 181 4-43
Console(config) #radius-server key white 4-44
Console(config) #radius-server retransmit 5 4-44
Console(config) #radius-server timeout 10 4-45
Console(config) #
SNMP - *4-&3t= MIB ¥
2= 0|18 MIB ui4 LLIUES o el 7123
User Name Ao % A oke
Password Ao E = e
Access Level AolE xR &
Authentication # o] %] %] 9}&
Sequence
RADIUS Server sun... Q7] /A7) P 4 10.11.12.13
Address securityMgt.radiusMgt.
radiusServerAddress
RADIUS Server sun... 97 /27 4 4(1-65535) 1812
Port Number  securityMgt.radiusMgt.
radiusServerPortNumber
RADIUS Server sun... Q7] /A7) 214 (2.71(0-20))
Encryption Key securityMgt.radiusMgt. (&A71=240
radiusServerKey W3}
RADIUS Server sun... Q17] /7] % 5+(1-65535) 2
Retransmit securityMgt.radiusMgt.
radiusServerRetransmit
RADIUS Server sun... Q) 7]/ 27) “J7(1-65535) 5
Timeout securityMgt.radiusMgt. ES
radiusServerTimeout
TACACS Server sun... 9)7] /27 IP Z=2
Address securityMgt.tacacsMgt.
tacacsServerAddress
3% e e 3-27



3.2.7

e

= o] MIB i M~ 2 #el J12k

TACACS Server sun... Q7] /A7) J47(1-65535)
Port Number  securityMgt.tacacsMgt.
tacacsServerPortNumber

TACACS Server sun... Q171 /27 AL (271(0-20))
Encryption Key securityMgt.tacacsMgt. (#71=3%0
tacacsServerKey w3

SNMP 7

SNMP(tt= MES A ] Z2EZ)= UEHN DL X W 7E 24255 #2357 fld o
ety B4l 2R EFZQUT dutz o2 SNMPE @y = A EEE A9, 8198 D 54
E AFE 7T Y5tk SNMP= duta 02 o] x50 M EY A oA SutE F23%
5 A5k AFE S, o &Y FE AHE FUstAY ZFAA A EAE X ] Y8 ol s
S RUE e U5 AFEE Y

2891 A] o= SNMP eflo] EZF g = of glojA st=dof AJeel xEE Titehs Edg S

%A o8 BUHFFUL W EY A &2l 2ol do & SunNet Managerst 22 22 E
A5 ARgsto] o] Arol A Ag 5= Qlsyth W ool dE] thgh QA A2 7 FY
TR R Aol 290X 9 FAlstH W #Hel o)A WA ISl s AFUE
AL S Azdol FUth AFUE 249 3 ¥ ER)] Vss 7] A% A0 b=

el AT o] glEUth

1
[l

)

flu)
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3271 SNMP Zz2EZ A2 574

ghe) oA 2 o] FolE ARUE FADE A 5774 FHE 5 9
P EALE glols Ale] FHU

l:gi':‘ XX

[<2a]
» Community - SNMP ZZE ol thg A4 As & gats AFUE 248z 9F9] o
T 9% Ytk
7] #2444 “public”(9 7] A& A 2), “private” (9]7]/247] AA~)
s 19132709 B4, thAEA L2
» 7124k “public”(217] A& AA2%), “private” (8171/227] A A 2)
m Access Level

= Read Only - 917] 9§ 9422 A4 grich a9 # el Hvko] MIB 742
92 5 UFHn,

s Read/Write - 8171 /227] AAAE A FUh A% T AHoelHdrko] MIB 7l Al &
AAY 9 5 A&t

4 - Switch Config=>Communication& Ut J 2o e} ) AFUE Z24& F71st
i, Access Level E5 T =204 A~ @3tS A8 t-3 AddE F54Uth

r Switch Config r r r r I
Security | Communication | YLAN:s | Broadcast & Multicast | Spanning Tree | Class of Service | Addre:|
1] | »

Sun Fire B1600 > Switch Config > Communication 5|

t

of
i
e
.
2
tlo
do
%

Configure the Access to the SNMP Protocol

Uze the list boxes to set up to five cammunity strings authorzed for management sccess and up to five
management stations that will receive trap meszages from the switch, Note: these changes will take
effect irmmediately,

Community  Access Level

private  (Read Wnte)
public (Read Only)

Remove
Stiing Access level

Ibl_leberry |Read Writej Add
N | s

CLI - th ool M= A4 "blueberry" S F71shd Al ¢17]/227] AdHE F-oghth.

Console (config) #snmp-server community blueberry rw 4-48
Console (config)#

SNMP - }-g8Hi= MIB ¥4

o] 7|5 &el tist MIB ¥+ lsyth

3% el 3-29



3.2.7.2

=
el AAS Uehl s ES A9V AR E ER) ARl A g A9 X7 T %
SMIES #e] AH oA Bt &)W SunNet Managerst 22 WES A &2 THF
& Abgstel B welabE A slof Stk 29120 ER viAAE A e Aol

SAZA AR 5 Qlguth of 2947k A et RS A3 M) “A UEE B @

HE 54

m IP Address - SAE(FAIA) 2 AEIUl FAY T
A =2E F4 505709 E%ﬂ TAAIP F42)

n Communlty ER 9l 3 AEE = AFUE Ex1d 7 A% &5 958 ). Trap
Managers ®lo] &l 4] o] —v—Z}"i < 43 + = AA ¥ SNMP Protocol Eﬂol EolA A4

ah 7o) ek g ok (F 1) Aol 324
m Version - 3 AE7} A3 st= SNMP7F A 1204 WA 2¢91 %] YEFE Y T}
m Generate SNMP notification for

= Port link up and down events - £ E JI7} A =AY Zojd wfuirt E v A1 X
= QA s

Wb Bk faekA ghe ARUY
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4} - Switch Setup=>Communications & QU t}. o] &g WA A =

of g AFUE AT IP F45 d¥etL AddE FsHh %‘3

1

and link down events ¥ = Authentication traps <3135 A€ s}il Save

2} Port link up

gy,

r Switch Config r r r

|

Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree

Class of Service | Addre:

Specify TrapManagers

IP Address Camrmunity Wersion
192.168.2.6 private 1
192.1068.2.7 private 1

IF Address String Warsian

192.168.2.8 private [v =]

Specify Trap Types

chack boxas and press the save button to store the changas on tha switch,

Generate SNMP notification for
¥ link up and down events

¥ authentication traps

4

To disable the switch from sending link-up, link-down or authentication traps, you should uncheck these

| b

r 1

4

CLI- b ol At B9 #el A8 F7hha 32 ke E9 o

_(_>_
=

S,

Console (config) #snmp-server host 10.1.0.19 private version 14-50
Console (config) #snmp-server enable traps link-up-down4-51
Console(config) #snmp-server enable traps authentication

3

Jél-

el e 3-31



3-32

SNMP - 7J-5-3t= MIB W=

== ol MIB 4 RPN 2t el e
Trap Destination sun... M~ e P FA
Address trapDestMgt.
trapDestTable.
trapDestEntry.
trapDestAddress
Trap Destination sun... Q7] /24 AL (2L71(0-127))
Community trapDestMgt.
trapDestTable.
trapDestEntry.
trapDestCommunity
Trap Destination sun... 17/ &4 version 1 (1),
Version trapDestMgt. version 2 (2)
trapDestTable.
trapDestEntry.
trapDestStatus
Trap Destination sun... Q171 /24 valid(1),
Status trapDestMgt. invalid(2)
trapDestTable.
trapDestEntry.
trapDestStatus
Enable Link-up- MIB-II 817/ 2~7] enabled(1), enabled
down Traps ifMIB.ifMIBObjects. disabled(2)
ifXTable.ifXEntry.

ifLinkUpDownTrapEnable
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3.3

3.3.1

HAAVEQ T T2 EF FLA

o] oA = 7H LAN, HEIANAE Au| X~ Add E
tole Ha, 181 FA4 ol E BA Ty 1 FA A
st WS A gy

ox M
e
Il
AC)
kT
>
i
>
ofl

. Il
BN
N
2
=
rlu

VLAN 4

Z2E7F Y A Y EY oA HEEHAE EgL Hijo Tl o g Bagr)
A9AE 2 BEEINAE EvlE A Y3k gy Th kA IPX £+ NetBeuist 2
ELS Agsts it Y EY A E BEEINAE AEo] M8 5= 9)5UTh IEEE
802.1Q 33 VLANS Alg3lH EA YEYT =T 155 HE Y HETIHAE THo=
LElete] HEEANAE EA S Y Eg o] AlzE IFO0F A 4 QlFUTE o g4
stogx Ko A Rska kg EY A @70 JAdFH Y

IEEE 802.1Q VLAN2> U E ] 9] 2] 3ol A gIAIRE vpx] A7t 24 Al 1 Ee] &

3 AHY FASE LES 152 v,

VLANS A} 431 A2 E2 A VLANS Z 2717 93] 288 dA8L 4314 Lolx 57
fEo] EYA A7t A g Ut VLANS 34 25 (PHE £ a7 e %), 85
IFAA ML) = dENAE 2F S 3129 22 dE o] §§ L2713 5ol uhet
HEsHA FAAE 5 AFY

VLANS BEE2THHAE Ef S Zo] JEYT T84S IA HoiFu, IP F4 = 1P A
BYS QuolEsA] G EHZ WA A4S 3T 4 JFUth VLANOA = EY
o] T+ VLAN] =3t d 3415 A5 SHaok 22 AAFHoE =2 FFY UEY
A weko] AlFg Yt

Ny

o] A9A= the 7 2 VLAN 7|55 A Y&},

m IEEE 802.1Q % F°f whe} o 25571 9] VLAN=S A3y},

B PAE TS BAF g1 A4 D GVRP ZREZS AFL510] o] 8] A9 of| 4] A
VLAN ¢&l&o] 7h5 g,

m ot XEZ o] VLANe] F7be & Qa5 X E F5o] 5ggyrh.

m T 2ol of2] VLANe| 3 &+ Slsryth

m VLAN 914 329} VLAN vjQl 4] g4 gte]] Edfg & A58 = syt
A =9 2 A 7ol Adgyh

3% el 3-33



VLANe| ZE 3t43a}7]

2514 ¢] VLANS g4 stety] def 941 24 TES &4 VLAN el &daiof gyt
ZNEACR BE XEE HIF §le XER VLAN le gyt S MEY A GA B
A4 ¥ £ 3 AEV VLANS A dstE 49, LEV}L 5l o]4¢] VLANC] 3t &
2 AgatA sted Y TES g7 Qe LER 27k 28 thg o] EFFo] A
49 A2 91X 2 VLAN 14 M EY A FX ] LES 502 T= GVRPE AH4-3}
Ao % FU3 VLANe| @3k 2ey, S MER A ZAY A4 vt €9 &

T o= A% VLANS A 98kA] o= 739, o] 29128 LEE sl o] 49 VLANe +
Hd sl XES B0t Qs XER FUbeoF dyth

l

[> 2 ofy

N
—o|£‘lmo

]_

&3 - VLAN 27} = EE] 9 VLAN Q124 =+ VLAN H|QIA M EQa 45 A4 %
A% 538 4 sUth 19HE VLAN B2 A 95 g £ w5 s AR
B2} gl e Q) Abg s qr v T

VLAN "“IET - 29A R A s A 8 S sk R SRyt B o 9l
Al A, 29030 ?ﬂ EES] PVIDoﬂ wet o] 5 Avhe VLANe] gaatych 2eu
Bl 27t Qs A o] A, 29030 B A" VLAN IDE AHg-ste] sl Ze9de] X &
HREANAE BvdS %O}ﬁuu}.

FTEFE-YE FH 7
2 3fEs e 9
Falo] Ao VLANS ¥

ato] Add ¢ e= A

< 3 A TYUE 9 o] oY VLAN 155 Abolel dnba o
2o thgk AAAE Al P71 Al AFEE AU AdE K
T4 Qlo] 7rdstd e A fole 3415 eheEu 29A=
AL

b Olf

|

oL Hd
o {m

EE 719 VLAN - £ E 7|9(224) VLANS 7§ X Eo] £&A¢ 07 dAdg Ut A9]4 9
Ag ALt MAC F4¢ 7 A4 2E wpgt Yyt oapa A9 £ 17
(flooding) A% & &ul27 Wzle¥d detd A MAC F49F #3 X E(welA VLAN)| #
AS 2927 e5d Fojok gt 28 GVRPE &4 3tetd o] Z2AAE &43) A5
o= Azgyrh

A% VLAN 5% - GARP VLAN 5% Z 2 EZ(GVRP) 7+ 1 Ago]Ho] gty ojof
3= VLANS /\f] 27} AAE o7 B4 4= Qe B S Aol qr/} F Aol H (e 1
U E ¢ = o] E)oe] IEEE 802.1Q VLAN JEEF— s Adst= 49, 719 e VLAN 1%
Yt WAIAE UEY T B2EANXESFES i FAE HY T 5 AFHh Aﬁxlﬂ
olg] gt WA A & A8, F4l X EE A4 ¥ VLANC| 522 T7}fﬁ o2 Al WAIA &
e 28 XER 423Utk GVRPE A dets thE A Aol WA A7F Sdstd 1 A90%
T FA EE QY VLANe F71eta s WA A& oh e Be 2 EZ ddgyrt
VLAN 4 238 ozl W o7 Y E I AAo dupguc}, o] A o zx GVRP &%
FA e wds] T AHolAY @ o A Aso 2 VLAN I55 74304 fyth
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Y=g el 4 GVRPE Fdstelw, @28 VLANSo| U= =% Akl & gl $4 9
AAG 1B 8 W AEEd o] 5 AFgate] TAE FA5 S A% VLANS | 3715
Utk 73 o] 3AESH 44 A2H olX AA st W= Fo] A9A BolA, o] &
A5 7he] 2 =10] GVRPE 34 3 81 TH(3-92510] 2] 9] “SlE] o] 2o t) & VLAN %2
P Rz). R HES DS Bel AAES A @ Fol T ~H 0|4 EE| N GVRPE 1] &
2 3hatol A WA A7 AvkEl Ak 24 VLANS] £E7} #7b5 = AL uhofol ghuju),

!

*'_Tl_ — GVRPE A A3kA] bz TAE ZA7}F 9l A folli= olgf et Fx|of 4" 2914

Sof tisl 27 VLANS A sl oF v th(3-41] OIXIPJ “VLAN®| 1.7 7439 F71” Z=x).
ZEWN’VW] YEY AL 70 A9 9 o]E o %] A9 %o GVRPZ &4 513 3 97} 9l
Y.

L7 Sl 2 BB Qe e e

EE 7|8 VLANS ?H&@ﬂiﬁﬂﬂ
, o8] 29 A o AA 3= VLAN 25
Elﬂlﬂ—ﬁgﬂﬂﬂ@ﬂqq

£ vh0) B 49 s B H14 W VLANS] 898 5 g uth teba 29149 2
1ot §ol 21 o] STeI9 045 B A o o 2o1 VLAN 214 #471
22w 2o Aushs 9ol 29 A004 At 2aelo] VLAN H17h
o T 714 VLAN €12 2071 9 AR(8 S TS el 29 s
E A5de 29X A 2y dS AF3H7] Aol VLAN Bl 25 WA A Aok g}

2k Bl Seler s sk It el VIANS 2 A g & A
Tel 291307} VLAN Hela) 822 e ook gl mAe S e 4%, 295
A U ER ZHYAS AT AAA kst Fofl A LE 9] 7] VIDe| uh2t VLAN Ej
2 A g

—8]']/]'94 -/—\—‘(l)‘]j]oﬂ X]Z" Oi@ XO]—;’(]E ] EH?—SH ;_q_
2 uX7% VLANO| LEES 293
leteld sl el 0e VLANS wE

L
R Flo
v

PR L

- o) rlr

e o 23030 M
LLo»_%rrlm (m
ﬁ#
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3.3.1.1 71 VLAN 4 &5 ZA|

m VLAN Version Number - [EEE 802.1Q %Fol u}g} o] ~$ %7} A}-&-3}= VLAN ¥ 2
dU .

m Maximum VLAN ID - o] ~9]%]7} Q14 3H= & o VLAN IDY Y th

m Maximum Number of Supported VLANSs - o] A9 X|olq T8 5= gl& 1)
VLAN 44t}

4 - Switch Config=>VLANsE it}

r Switch Config r r r r I

Security | Communication | YLANS @ Broadcast & Multicast | Spanning Tree | Class of Service  Address

4] | 0

Sun Fire 81600 > Switch Config > VLANS ﬂ

Basic YLAN Information
WLAN Yersion Mumber: 1

raximum YLAN [D: 4094

rMaximum number of support YLANS: 2cs ]

CLI- o5 ¥9S 48y

Console#show bridge-ext 4-121
Max support vlan numbers: 32

Max support vlan ID: 4094

Extended multicast filtering services: No
Static entry individual port: Yes

VLAN learning: IVL

Configurable PVID tagging: Yes

Local VLAN capable: Yes

Traffic classes: Enabled

Global GVRP status: Disabled

GMRP: Disabled
Console#

SNMP - 453t MIB HS

e

= 0]

MIB #i M~ ek J12ak

VLAN Version = MIB-II. 97 A& versionl (1) versionl
Number dotldBridge.

qBridgeMIB.

qBridgeMIBObjects.

dotlqgBase.

dotlqVlanVersion-

Number
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= 0|8 MIB == M2~ 2 el J12ak
Maximum VLAN MIB-II. Q7] A& e 4094
ID dotldBridge.
BridgeMIB.
BridgeMIBObjects.
dotlqgBase.
dotlgMaxVlanld
Maximum MIB-IIL. Q7] AL ES 255
Number of dotldBridge.
Supported qBridgeMIB.
VLANSs qBridgeMIBObjects.
dotlqBase.
dotlqMaxSupportedVlans
Device MIB-II. 9l7] Mg Bit String - 2,3,6,7
Capabilities dotldBridge. ExtendedFiltering
pBridgeMIB. dotldServices(0),
pBridgeMIBODbjects. dot1dTrafficClasses(1),
dot1dExtBase. StaticEntry
dotldDeviceCapabilities dotldIndividualPort(2),
dot1dIVLCapable(3),
dot1ldSVLCapable(4),
dotldHybridCapable(5),
dotldConfigurablePvid
dotldTagging(6),
dotldLocalVlanCapable(7)
Traffic Classes MIB-II. Q171 /27 true(1), true
Enabled dotldBridge. false(2)
pBridgeMIB.
pBridgeMIBObjects.
dotldExtBase.
dotldTrafficClasses-
Enabled
GMRP Status MIB-II. Q171 /7] enabled(1), disabled
dotldBridge. disabled(2)
pBridgeMIB.
pBridgeMIBObjects.
dotldExtBase.
dotldGmrpStatus
GVRP Status MIB-II. 917 /2~ 7] enabled(1), disabled
dotldBridge. disabled(2)
qBridgeMIB.
qBridgeMIBObjects.
dotlqBase.
dot1qGvrpStatus
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3.3.1.2 GVRP &4 3} gl njgdsi(d e 24)

GARP VLAN 52 Z2 EZ(GVRP)2 HEHYAY 8 LEAH VLAN FAHLES A%
08 528 £ 2 A9x 7td VLAN AR E witsts WS Jodyrt VLANS &
AE FA 7} A MEY A AA o Aga7)= 71 MAA S vlg oz B35 o7 A Y
ok A% VLAN 558 8] 46l2 27 2949 4745 doAs VLANS A flsleld
GVRPE &4 3}3)|oF g},

4 - Switch Config=>VLANsE @ut}. GVRPE &4 3 =& v &4 381 Saves FHUTh
[ switch config [ r r r |

Security | Communication | VLANS | Broadcast & Multicast | Spanning Tree | Class of Service | Address

Ll | ﬂ
" i -
Configuring YLANS
Tha switch supparts up ta 255 VLAN: based on the TEEE 802.1¢ standard, Use the list box to ragister static
port-based WLAN:. Once a static VLAN has been registered, ports should ba assignad to the WLAN by prassing
the membership button. Once ports are assigned, the VLAN can ba anabled. Whan the VLANs ara configurad.
GVRP (GARP VLAN Registration Protacal] may be enablad to propagate these changes across tha network,

Enable GARP VLAM Registration Protocol{GVYRR)
" Enable

@ Dizable

CLI - th ool 29179 GVRPE &4 83t}

Console (config) #bridge-ext gvrp 4-120
Console (config) #

SNMP - 7J-5-3t= MIB W=

e

= 0]

MIB #i M~ 2 el J12a

GVRP Status MIB-II. Q7] /2 7] enabled(1), disabled
dotldBridge. disabled(2)
qBridgeMIB.
qBridgeMIBObjects.
dotlqgBase.
dot1qGvrpStatus
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3.3.1.3

VLAN 4

vE &4
m ID - VLAN?| 1D Y tH(1-4094).
m Name - VLANY] o] & th(1-154}).
m Status - VLAN©| 843 &R o F-& HoF T}
» Enable (Active*) - VLAN®] 25 ey}
= Disable (Suspend®) - VLAN©] &5 54| e th 5, A7 & FHA 714 FFHth
m Creation Type - VLANS 29X o] 718 PH & B F Y}
s Dynamic GVRP (Dynamic*): GVRPE %38l A5 02 F7h= 9l &S by v oh
= Permanent (Static*): 1% 502 F71E 0SS vepd YT
m Ports / Channel groups* - VLAN QIE|Hlo]| A~ FAES BojFHTh
* CLISI= o] o} o] AT,

4] - Switch Config=>VLANsE 944t} Al VLANS HE52iW VLAN ID$} o] 52 31938t
1 A HlE Enabled T+ Disabled2 4733t th3 AddE F54Yth 7|& VLANS 743t
A skt 049 &5 A E3Etal Enable, Disable B3 Remove s ‘&4t VLANe®] 21E
Hol|AE Frbete W FE& A 95t Membership< 754 th(3-41 0] A 2] “VLANe]| 1

g T FN ).

r Switch Config r r r r
Security | Communication | YLANS | Broadcast & Multicast | Spanning Tree | Class of Service | Address
1] | 2|
Port-based {Static) VLANs =
18] Marme Status
1 Defaultilan Enabled
z Memby i
2 Mgtilan Enabled
WLAN 1D Mame Slatus
3 [reo Enabled |
All Known YLANS
The VLAN: registered with the switch are shown in thiz list box, For esch VLAN, the list box shows whether
the VLAN iz enabled or disabled and how the VLAN was sdded to the switch (static or dynamically learned),
10 Marne Stalus Creation Type
1 Defaultvlan Enabled Permanent
2 Mgtvlan Enabled Permanant
=l
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CLI - o5 ool Al VLANS w51 2 VLAN 4B S 349

Console(config) #vlan database 4-107
Console(config-vlan)#vlan 3 name R&D media ethernet state active 4-107
Console(config-vlan) #
Console#show vlan 4-115
VLAN Type Name Status Ports/Channel groups
1 static  DefaultViam  Active  SNPO  SNP1  SNP2 NP3  SNP4
SNP5 SNP6 SNP7 SNP8 SNP9
SNP10  SNP11  SNP12  SNP13  SNP14
SNP15 NETPO NETPl NETP2  NETP3
NETP4 NETP5 NETP6  NETP7
2 Static MgtVlan Active NETMGT
3 Static R&D Active
Consolet#
SNMP - 4§38t MIB M5
=0l MIB #4 UM~ =L ez
VLAN ID MIB-II.dot1dBridge. AHA e ASE 1
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanCurrentTable.
dotlqVIanCurrentEntry.
dotlqVlanIndex
VLAN Name MIB-II.dot1dBridge. Q171 /2 A L8 E219
qBridgeMIB. (3171(0-32))
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStaticName
VLAN Status MIB-II.dot1dBridge. 9171/ A4 enable(1),
qBridgeMIB. disable(2)
qBridgeMIBObjects.
dotlqVlan.
dotlgVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStatic.
RowsStatus
VLAN Type MIB-II.dot1dBridge. 917 A& other(1),
qBridgeMIB. permanent(2),
qBridgeMIBObjects. dynamicGvrp(3)
dotlgVlan.

dotlqVIlanCurrentTable.
dotlgVIlanCurrentEntry.
dotlqVlanStatus
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33.14

ZE 0|E MIB Bi% MM A 2 el J12a
VLAN Ports MIB-II.dot1dBridge. Q7] A& SE BRG(ZE 22
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.

dotlqVlanCurrentTable.
dotlqVIanCurrentEntry.
dotlqVlanCurrent-
EgressPorts

VLAN 74 749 37}

vE 574
m Name - VLANS] ¢] 53]t
m Up Time at Creation - ©] VLAN®] ¥5o131 A|z+¢J 4t
m Status® - ©] VLANS A 9] Ao 37 W& Kol
= Dynamic: GVRPE &3 A5 22 7159055 vebd Yt
» Static: 24 F=o % F7MH 0SS HEFH YL
m All Ports - LE = E T 282t}
m Membership Ports - A &3t VLAN] B2 x| &= v|x4y §Ho 2 —}7} H AEFH o] A
EYdth =3, GVRPE T3 A5 0% F7tE = A 0] A Aol A E gt
m Membership Type - 23 Qe Fo|~F HEsty dlF Add HES =24 VLAN &

w2 24 sk

s Add Tagged: Q1E #|o] A= VLANS 74 €] Ut} o] VLANY ZE7} A48t
EE yjFle = g7} XWQL]E}. =, VLAN == CoS AR E E35l= H1E 7}1}14
=3

= Add Untagged: /E/9]o] 2= VLANS| 74 go] gy}, TEZ} d$sts BE 97
ol W27k A=A °V\‘4‘jr =, VLAN £ CoS RS xdtates sl 15 2HA4 &
Y.

3l A5 o2 VLANe| 715 = 3o] 54
25 @
2 A7,

s Add Forbidden: ¢lE]¥| o]~ 7} GVRPE &
futh 3-3490] 4 2] “2-5 VLAN 55"&
s Remove: ©] VLANoIA A 8l3l ol o] A~

* CLI®| -3t

3% el e 341



4 - Switch Config=>VLANsZ Ut} 114 5504 VLANS 4835} 1. Membership
FEUT LE 4] do]#] 8] All Ports 50l 4] A Flo] A(EE H= EYA)E A= 8
I Add Tagged, Add Untagged =+ Add Forbidden< ‘& Ut Add Forbidden2 <!
Ej#o] ~7F GVRPE §af A5 o2 7t = 2 54 G QIEjH o] A5 Al A sted
Membership Ports %54 &55 4485t Removes FF Yt

[ [ switch contia [LITIT r r I

Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree @ Class of Service | Address

4 | >

Ports can ba assigned to multiple tagaed or untagged VLAN:. To add a part az a tagged port (e, attached to a VLAM-avara devicel, seledt tha ;
frorn the list of available ports and press the add tagged button. If a part is connacted ta a davice that dass net suppart VLAN:, but you wizh it
participate in one or more VLAN:, then press the add urtagged butten. & port may be alze be set up to specifically forbid particular VLAN traffic
through that port.

WLAMN: RED

Up Time at Creation: 0d0Oh321mn39s

Configure Logical Ports on the Selected VLAN

ALL Ports Membership ports
SHP1 ] SNPO(tagged)
NP = NETPO( tagged)
e Add Forbidden I
ShPs M
Ldd —
CLI - t+5 oA = ol g A Flo]AE F71st $of] VLAN 74 9S ZA F YT
Console(config) #interface ethernet NETP1 4-75
Console(config-if) #switchport allowed vlan add 3 tagged 4-113

(
(
Console(config-if) #exit

Console(config) #interface ethernet NETP2
Console(config-if) #switchport allowed vlan add 3 untagged
Console(config-if) #exit

Console(config) #interface ethernet SNP13
Console(config-if) #switchport forbidden vlan add 3
Console(config-if) #end

Console#show vlan id 3

VLAN Type Name Status Ports/Channel groups
3 Static R&D Active NETP1 NETP2
Console#
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MIB ¥

MIB g%

MM A

2 el J12a

VLAN Name

Up Time at
Creation

VLAN Status

Tagged Ports,
Untagged Ports
(Allowed VLAN)

MIB-IL

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlqVlanStaticTable.
dotlgVlanStaticEntry.
dotlqVlanIndex

MIB-II.

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlqVlanStaticTable.
dotlgVlanStaticEntry.
dotlqVlanStaticName

MIB-IL

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanCurrentTable.
dotlgVlanCurrentEntry.
dotlqVIlanCreationTime

MIB-II.

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanCurrentTable.
dotlqVIanCurrentEntry.
dotlqVlanStatus

MIB-II.
dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlgVlanTable.
dotlgVlanEntry.
dotlqVlanStatic-
UntaggedPorts

rO
i)
[~

A7/ 4%

a8

o7 A

71/ 2%

9 24

(2171 (0-32))

other(1),
permanent(2),
dynamicGvrp(3)

de
>Z
St
N

P
lut
A

3% B2 A
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3.3.2

N MIB == M~ 2 el J12a

VLAN MIB-IL. o171/ 44 S EALA(ZE 55)
Forbidden Ports dotldBridge.

qBridgeMIB.

qBridgeMIBObjects.

dotlgVlan.

dotlgPortVlanTable.

dotlgPortVlanEntry.

dotlqVlanForbidden-

EgressPorts

Port Trunk Index sun... Q7] A& s
(Channel portMgt.
Groups) portTable

portEntry.

portTrunkIndex

VLAN Static MIB-II. 9]7]/#4  enable(l),
Row Status dotldBridge. disable(2)

qBridgeMIB.

qBridgeMIBObjects.

dotlgVlan.

dotlqVlanStaticTable.

dotlqVlanStaticEntry.

dotlqVlanStatic-

RowStatus

HEINAE 4

HENAEE 31 slov ~2E8y et 3 22 AAR &8 22 T3S A ke v Ab
SHYTH HEMNAE Mul= 72 Sfe|dEg E e dd e A d et glsdth o gl
HEMNAE A E HEY I MuAS BRERAEN a1y, ENAE HH|AS 215
T 3AEV AR 24 EANAE A90A /ehH o T oF Ut o] S HENAE

Au 7k ol & EY A s FolFUh AN, HREEAAE Ed s dddhs 7}
HEIANAE 2902 /eh9-HE EAS AFaHA e > alA] o] Auj2e] 7kl st S Eefnt

g Edg g A Fojof Fyrh

29X 5 HEMNAE AR AS FAE 1R gk SAETF JleA A sty 918 IGMP
(B 25 8 Z2EF)E AFEFUT 2904 Aua 7S . 38s 2BV e
FEE ghoh| A tlolBl & o] 23t R ERE AF Ut 12l A9 A€ HEMNAE AquAE
A% FALE = =S A HEAAE A90A /eH-HE AMHlA 2 3& A3y of dat
£ "EANAE dEPoleta gy
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3.3.2.1

IP A NAE e o) 542 ARY(VLAN)Y G BE XER 2958 doshs g
of WEAAE 1§ FAEG WEALE BB /29137 i FEelw YEALE H3l0]
AGHES 292 MEAL P52 AL shatt AU

IGMP 273 w7+ 474

HEALE B3 S Hu AeH o ddetes 2943 742 7 ey ~90As
IGMP A& % B3 WA S EYE HENAE EYI S e st XEEN Ega & A
Suth o] WA A9AVF EE S e LER HEEAAESA EQ A Jea At

1 x)
ﬁ
L NS

¢% -

m IGMP 233 - o] A9 X = [P 9EINAE 298 /A9X9 IP HEAAE TAE IF
Apolel A5 = IGMP 49 3 B3 971& $54 0w Apgatel IP HEALE 1§ F
S Foldyrth AQA = AAES B IGMP 7S RUEHEY] 15 5= AH
= FEelllia ol met HEpAE dEE Y

m IGMP A2} - T AEoA HEINAE ETE FA7E doti=A] F7|H 07 Eoj1

SE B GEARE 29AE %@HE} LANe| IP HEANAE S 33t E}Ta/
LS4 St o SIEH o $AE 5 shizk Ao A2 4o 39 LANS 21 3
AdE Aoste 9F& THEYT J_E]fll HE Y AE MU AS A% £ 5 2 pE
‘?JiE?J HEANAE 293 /e HE Auls 235 da g

T - AN TP FEANAES A D8] $)al, AEAAE 98 DVMRPS &
HAXE eh9Y E2E2H @ o FRE A EY

3% &4

= IGMP Snooping - | 7|%5-& B4 8hahdl 2913 = Y E9 D Edj8 S mUEYsto] o

FIAEZAYANRE EYI S Sl sh=A] 9oy th(7] ¢k Disabled).

m IGMP Protocol Version - HEY 2] th& X9} 535+ T2 EF HAds 2P
(7123 2. 89 1-2).

m IGMP Querier - ¢] 7]%5& @A 334 ald ~9x= 2
35 FAlst A s i)\Eoﬂﬂl B R d9gs T

s Query Count - Z A7} GEJAAE 154 & = A A% 245 A
at7] defl =S 5 Q= A FoH 2 s 1‘4 (712%k: 2. § 912 2-10).

= Query Interval - 28 X7} IGMP &4 E A 9] fAAE AEsts NEE Ayt
(71++%k: 125%. ¥ 91 60-125).

3% el e  3-45



» Query Report Delay - 2937} 54 ZE A IGMP 2 25 A58 F o] A7k 53k
ZItte & s FECA IP HEAAE F4o] e IGMP B8 4] %3 3¢, 29

A H5A A TS AAFUCHII 23k 102, ¥ 91: 5-25).

Router Port Explre Time - o] d A7t A& W& § o] AlFko]

= A9 S FAR QIE A7 H o DAl A A H o] 9
BFFU (7 ]Eﬁl’. 300z. ¥ $l: 300-500).

2| Al oF Tt IGMP Report Delay %

D — JBY O TE AAEL o3 B AL
5 4 £42 IGMPv2olM 5k AFE-E 5= 9l5Y

=
Router Port Expire Time

41 - Switch Config=>Broadcast & Multicast=>IGMP ParametersE “+& 4 t}. & 2ol ujz}
IGMP 274 & 743k Saves FHUHH.

— rSw-itch config [ r r : i ,

Security | Communication | YLANs | Broadcast 8 Multicast | Spanning Tree | Class of Service | Addres
1] | »

Sun Fire B1600 > Switch Config > Broadcast & Multicast =}

View : [IGMP Parameters LJ

Configuring IGMP Parameters

Te configure the switch to use IGMP (Internet Group Management Protocol) For multicast filtering, you will need to enable IGMP Snooping.
ou can also configure the switch to ack as sn IGMP Querier, which will make it responsible for propagating rmulticast traffic to other switches
ar routers an the network.

W 1GMP Snooping Enabled
IGMP Protocol Yersion
@ version 2
© version 1

¥ 1GMP Querier Enabled

Query Count (1-273 10

Cuery Interval{60-125)secs: 100
Query Report Delay (5-30)secs: 20
Fouter Port Expire Time (300-500)secs:

[5ava) [Gancal .,
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CLI - t5 colX = HEALE 8" A S 48 Foll @A s AT
Console(config) #ip igmp snooping 4-123
Console(config) #ip igmp snooping querier 4-126
Console(config) #ip igmp snooping query-count 10 4-127
Console(config) #ip igmp snooping query-interval 100 4-128
Console(config)#ip igmp snooping gquery-max-response-time 20 4-129
Console(config)#ip igmp router-port-expire-time 300 4-130
Console(config) #ip igmp snooping version 2 4-124
Console(config) #exit
Console#show ip igmp snooping 4-125

Igmp Snooping Configuration

Service status Enabled

Querier status Enabled

Query count 10

Query interval 100 sec

Query max response time 20 sec

Query time-out 300 sec

IGMP snooping version Version 2
Console#

SNMP - *}&-3h= MIB W<

ZE= ol MIB 4 MM A 2t el HL=1

Snooping sun... Q171 /27 enabled(1), enabled

Status igmpSnoopMgt. disabled(2)

igmpSnoopStatus

Snooping sun... Q171 /27 enabled(1), enabled

Querier igmpSnoopMgt. disabled(2)

igmpSnoopQuerier

Snooping sun... Q7] /2 7] A 4(2-10) 2

Query Count igmpSnoopMgt.

igmpSnoopQueryCount
Snooping sun... Q7] /2 7] % 47(60-125) 125
Query Interval  igmpSnoopMgt. E3

igmpSnoop-

QueryInterval

Snooping sun... Q171 /27 A% (5-25) 10

Query Max igmpSnoopMgt. ES

Response Time  igmpSnoopQuery-

MaxResponseTime
3% 2 e  3-47



3.3.2.2

2= 08 MIB i Y~ 2 sl Jlzgk
Snooping sun... Q)71 /27 4 4~(300-500) 300
Router Port igmpSnoopMgt. E
Expire Time igmpSnoopRouterPort-

ExpireTime
Snooping sun... Q1 7] /22 7] A4(1-2) 2
Version igmpSnoopMgt.

igmpSnoop Version

HEANAE ghg-E ol Qg Ho] A~ e

HEALE e AE Yol A TP AE A2 ES A 9517] 918 DVMRPS 22 el A2E
9 T2EZ% §7 IGMP 922 ALk 0|23 S9E s 2947k B4 0= wa
ShES et It 29159 QEjsol o] 114 BT A 5 gTh

Y ES A Ao wet, IGMP ~73 2 53 IGMP Aas 34 23 % JFUTh 17
52, IGMP A7 HEYIE G AHA2 AEFAO|A(XZE £ EF a9 &
A HEANAE 2h9-F /290 A A 5, dllF A Ho] ~(B AFE VLAN)E 50 %
of dd¥ eh¢E7F A sk B AA HEANAE TFo] FAE 5 3l E
24 HEAAE Egglo] A9 RE #d QdE o] Ael AEE =S nAd 5 odFY
9 54
m All known ports in VLAN attached to multicast routers(2E| /| 2 E 2H-9-Elof] A4
VLANS B & &2zl £E) -
m VLAN - o] 29/ ¢] VLAN<S A€y
(A2 B=o]i= VLAN ID$} o] Eo] vhs} 9i%uth)
¥ AlstaL o] 314 4 (Static)
A7 FHIAGMP)IA L FYch.
m Ports in VLAN statically attached to multicast routers(HEIZNAE 2}-9-Elof] 14 A4
¥ VLANY| ¥E) -
= Available Ports - A ¥¥ VLAN¢| HE|ANAE 2-¢H TER Ssx] o2 Qe Ho]
AT HojFyh
» Current Static Ports - 8%l VLAN¢]| o|u] HEANAE 2}9-E XER g% AE
Ho] A5 HolFU
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VLANS A

i

Ad gy

4] - Switch Config=>Broadcast & Multicast=>Multicast Router Ports& *+& 4 t}.

ek v QueryE £ HEIANAE 2-9-Elo] dd¥ VLANS EE A #o]~
= EA g Y =& Add/Remove HES AFE3lo] HEINAE 22 o AEH O] ASE 1173

Configuring Ports Attached to Multicast Routers

ports will appear in tha list ta your right,

All known ports in VLAN attached to multicast routers
VLA

[1 Defaultyian »]  CUIrent Ports

Unitl, NETPO, Static

If IGMP srooping has not located the TGMP quarier you can manually configure a port 2o jein all the current
rrulticast groups supported by the attached router on the VLAN specifiad above,

Ports in YLAN statically attached to multicast routers

Available ports

Current Static Ports

Vlanl, Unitl, NETPO

supy x|

4

CLI- t5 oM e X E

LIS B

NETPOS VLAN 12 HE|JANAE 29H XEZ

AT
Console(config) #ip igmp snooping vlan 1 mrouter ethernet NETPO
Console(config) #exit

VLAN M'cast Router Port Type

4-131
Console#fshow ip igmp snooping mrouter vlan 1

4-132
NETPO Static

3%t

(=]

el e 3-49

Class of Service

rSwitch Config r r r r
Security | Communication | VLANs  Broadcast & Multicast = Spanning Tree
|
Sun Fire B1600 > Switch Config > Broadcast & Multicast
View |Mu~'ti:ast Router Purtsﬂ

To find all tha switch ports which are connected cver a spacific VLAMN ta a known TGMP queriar, plaase salact the VLAN and press tha find butta:

addres

[» |~

"



SNMP - 7J-5-3t= MIB W=

e 0|2 MIB % SHMIA sl
Snooping sun.. ole) A e

Multicast Router igmpSnoopMgt.
Current VLAN  igmpSnoopRouterCurrentTable.
igmpSnoopRouterCurrentEntry.

dotlqVIlanIndex
VLAN Name MIB-II. Q7] /24 o8 waped
dotldBridge. (371(0-32
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlgVlanStaticName
Snooping sun.. o7 A8 S8 EAD(E

Multicast Router igmpSnoopMgt.

Current Ports igmpSnoopRouterCurrentTable.
igmpSnoopRouterCurrentEntry.
igmpSnoopRouterCurrentPorts

Snooping sun... Qe A A
Multicast Router igmpSnoopMgt.
Static Vlan Index igmpSnoopRouterStaticTable.

igmpSnoopRouterStaticEntry.

dotlgVIlanIndex
Snooping sun... a7/ S EAL(E
Multicast Router igmpSnoopMgt. 24
Static Ports igmpSnoopRouterStaticTable.

igmpSnoopRouterStaticEntry.

igmpSnoopRouterStaticPorts
Snooping sun... 9171/ valid(1),
Multicast Router igmpSnoopMgt. 2 invalid(2)

Static Status igmpSnoopRouterStaticTable.
igmpSnoopRouterStaticEntry.
igmpSnoopRouterStaticStatus
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3.3.2.3

HENAE M| 2~ 4

HENAE FE YL 3-457 0] 4 9] “IGMP A% w74 7470 L& uhe} o] IGMP
273 94 IGMP A2 & A}% sto] TR FA4T & qHFUTE B WSt Ao E 23k
A S8 ZZaMe] Aol N AE o] 2o HEINAE JE|FH O] AE F2YPoz d
g sy ¢4 HBlMﬂ 7 TAESY dAY 2E XEE ¥ & VLAN| 3713
S HEANAE A ASE 7 VLAN &0l 33y}

EERE Y
s 2 HEAAE FaE Algke] AuhE waw A esy

m HEHAE F25 54 VLANY 3 lgjsloj 2ol a7y &gsh s Edf=
VLANe| &3 £Eo vt g o glsyrh

<
i)
Tlo
|

wHy &4

m All known ports and Multicast Services supported on VLAN(VLANe| 4] 2] ¢ = =
e oqu;q IE u] @E];rH)\E HH /\)

s VLAN - o] 2$1%]¢] VLANS Agstyt}
(23 &8 550l VLAN ID$} o] 5ol vt sy t)
s IP Address - HEJFJAE AH] A9 IP F42Y )

» Interface - WE|/HAE 2h9-F ol ddd IE o] AE A8k o] 3174 4 (User)
A A (IGMP)I A L Fy
m Ports and Multicast Services statically configured on VLAN(VLANe] 17 54 ¥
X E gl JENAE AqH| ) -
» IP Address - AEIAN~E Au] 28] IP FA2Y Ut

s Available Ports - o}d A 8@ VLAN| 35 %] ¢tolr] 3|F HEFNAE AU A
Ae 4= gle AH Ao ~E HolF U

n Current Static Ports(IP Addresses) - al% QENAE MH|AS A5 £ QEE A
gy VLANO] o]n] &349 QA Ho]ASS HojFyth E3F o] Qe Ho] A Oﬂ %“%

IP F+4% HojFUh
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4 - Switch Config=>Broadcast & Multicast=>Multicast Supports ‘F5 4t 5% GE 7|
2E MH|AE ks 2904 dHH ol AE FAS W A ST F50A ENAE A
H] 29 IP 549 VLAN IDE 4 ¥ &tal Query s FHUTH 574 Qe wo] 2ol HEIFNAE
MBIAE F5o s ddste, 2350 5504 VLANS A Esta o5 zte] HEHAE
Mul =9 P F45 48§ v AddS Fadth

— ' rsvmtch Config r r r r

Security  Comrmunication | VLANs = Broadcast & Multicast | Spanning Tree | Class of Service
|

View |M|.|It|r_'asf Services j

Configuring Multicast Services

To find all the zwitch ports which propagate a specific multicast address, please selact the VLAN , select an IP address for a multicast
service, The list of ports will appear in the list to your right

All known ports and muticast Services supported on ¥YLAN

Ports Creation Type
VLAN |1 Defaultvian = . -
IP &ddress: I224-D- 13 v] Unitl,NETPO, User

[To manually assign a multicast service on the selected VLAN to a specific port, type the IP addres: for the multicast semice in the text box,
select the port fram the list of switch ports ko your left and press the add button. The port will then sppear in the list of multicast services
supported by that YLAN to your right.

Ports and multicast services statically configured on YLAN

Awailable Ports Current Static Ports (IP Addresses)

1P Address:
|D.D.D.D VLAN 1, 224,0,1.3, Unit 1, NETPO

Add P

il

FololE vt fEekA Grke 2.5 A4 dEd A 4 P FAE S A
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CLI - ot ool £E NETPOC] BEIALE F45 73k thg VLAN 104 A d¥ =
B 4y HENAE MujAS AT Y

Console(config) #ip igmp snooping vlan 1 static 224.0.0.12 ethernet NETPO 4-124
Console(config) #exit

Console#show mac-address-table multicast vlan 1 4-126
VLAN M'cast IP addr. Member ports Type

1 224.0.0.12 NETP1 IGMP
1 224.1.2.3 NETPO USER
Console#

SNMP - 74& 3= MIB W5

2= 0|8 MIB #4 M~ Ha-L)

Snooping sun... Qldl A A=

Multicast Router igmpSnoopMgt.

Static Vlan Index igmpSnoopMulticastStaticTable.
igmpSnoopMulticastStaticEntry.
dotlqVlanIndex

Snooping sun... e~ P 4

Multicast Static ~ igmpSnoopMgt.

IP Address igmpSnoopMulticastStaticTable.
igmpSnoopMulticastStaticEntry.
igmpSnoopMulticastStaticlPAddress

Snooping sun... AN/AY SY BAY(EE 5F)

Multicast Static  igmpSnoopMgt.

Port List igmpSnoopMulticastStaticTable.
igmpSnoopMulticastStaticEntry.
igmpSnoopMulticastStaticPorts

Snooping sun... 9171/ A4 valid(1),

Multicast Router igmpSnoopMgt. invalid(2)

Static Status igmpSnoopRouterStaticTable.

igmpSnoopRouterStaticEntry.
igmpSnoopRouterStaticStatus
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UEYIS HRTIHAE 2AE0ZHE BIsed _‘a% i o] AL HRTIHAE Eb
EoA B (s

o ARS AT e, B TE BEES Ao 7 ee & shehd Huh
a2 o] AR AAUE 2AEE BE HETAAE RS MY

6% A5

B HEEINAE AF Ao] 752 7|2 o @43t syt

m BRENAE Ao IP HEALE EdfFels 9FE 74 S5UT

3 £4

m Broadcast Storm Threshold Level* - 23 3|7 &2 thebdl JAZA YU THCE )
: 16, 64, 128, 256; 712 %k: 256).

* CLI°| = "Broadcast Storm Limit" ©. & A g Yt}

4] - Switch Config=>Broadcast & Multicast=>Broadcast ParametersE 4t} 9 A3k 2l
WS 7435t Saves FH YT

— . rSw.itchCDﬂfilJr r d r " : i I

Security | Comrmunication | V0LANS = Broadcast & Multicast | Spanning Tree  Class of Service | Addres
1] | i
Sun Fire B1600 > Switch Config > Broadcast & Multicast

View : |Broadcast Starms =l

Configuring Broadcast Storms

ou can protect your netwerk from broadcast starms by setting a threshold for broadeast traffic for each Port, Any broadesst packets
exceeding the specified threzhold will be dropped. Selact o brosdeast storm threshold level Lo change the zwitch global threzhald,

Broadcast Storm Threshold Leval: 256 *| (rate in packets per second)

CLI - o delX= 23 64317l 02 AP d BRENAE A RosU T
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#11 — switchport broadcast 8 d 2 3l Q1B H o] A9 HEEJPAE AF Ao 752 D4
shaha ob ¥ 29129 BE Qg so] o] vls] B EAIAE QAGS AP o] Fo
A 2.
Console(config) #interface ethernet NETP7 4-75
Console(config-if) #switchport broadcast packet-rate 64 4-81
Console(config-if) #end
Console#fshow interfaces status ethernet NETP7 4-83

Information of NETP7
Basic information:
Port type: 1000T
Mac address: 00-00-E8-66-66-83
Configuration:
Name: External RJ-45 connector NET7
Port admin: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full,
Broadcast storm: Enabled
Broadcast storm limit: 256 packets/second
Flow control: Disabled
Lacp: Disabled
Current status:
Link status: Up
Port operation status: Up
Operation speed-duplex: 1000full
Flow control type: None
Console#

SNMP - 74& 3= MIB W5

= 0IE MIB g UM A el 2
Broadcast Storm sun... 917 /2~ 7] <7(16, 64, 128, 256) 256
Packet Rate bcastStormMgt.

bcastStormTable.

bcastStormEntry.

bcastStormPktRate
Broadcast Storm sun... Q171 /27 enabled(1), enabled
Status bcastStormMgt. disabled(2)

bcastStormTable.

bcastStormEntry.

bcastStormStatus
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3.34

3.3.4.1

>
E
ol
{m
AL

A T4

sl Ee) 2aelHSTA)S WEAD FEE Fohfo] vl B ssa, 2917, Helx) i
e o] We] YAF AFeE d ASHULE ol F Ba 292 E Y EA DY e nelA
A (of: STA E3 22912, Helx), ehE)sk 4& B 83ko] = 3 Qele] 7 2eo]
A 3kl 9.4 shpe] Azure] EAFES WM, 1B P27 4EA $E A ABOE
N HAE S wel YaF T T

o] 2291217k A Ak 2ud B FueFelE hg wlo] £
m STP - ~3d =@ 3= %3 (IEEE 802.1D)
m RSTP - % ~9d Ee] =% % 2(EEE 802.1w)

RSTPE =1 2 ¥ STPE AA 4= thAst7] 913 A A= A5k RSTPE STP7F 2
@ she A7Ee) 1029 1 A% ool ATY L 8% & AFUTh Lol i BY £

st Agety] 19 Faslor & e WA 5 Foli, wE i EE Fol 7 B
S u AT ol oA FES v AFstn, AT £ Ee P2 wAe Wgshl o
oA Rate LESO de A2 doleMel A% fxwelsr] g

N
ke

STA 24 774

Aol wge WA 2920 A5,

m U5 AT Er ZeESE
RSTP+ 4l L2 EZ WA S BUE 3] RSTP w27t dEets T2 B ffA]X]
Ol 38 S Ao AT o7 STP U RSTP =919 A4S §-AF YT t}S Ay
Fxa Al L.
STP R = - LEQ] o] A4 Elo]H 7} vtg ¥ & A9 %7} 802.1D BPDU(5, STP
BPDU)E $418Hd A9 X = 2 E7} 802.1D Be|Ao] AA¥ Ao 7 7158k
802.1D BPDUT A}-&-3}7] A1 2FgY o,
s RSTP =X - RSTP7} 4 EEo|4 802.1D BPDUZ A}£3t1 9= d o)A A
Elo] w7} w7 ¥ o RSTP BPDUE 4413 7%, RSTP+ ©] % A1 Efolw & )
A ek 71 EE A RSTP BPDUE A}-4-817] A 23t}

o
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¥ 54

S YFY I 7Y

iy
Q;

= Ao A4S 7Y F dFyTh
m Enable Spanning Tree - ©| 29X |4 STAE &4 3}/n] &4 3¢ o}
m Spanning Tree Protocol - o] A~ X|o] AHg-¥ &= A0d El o §3-& ATt

» STP: ~3J =7 =2 % 3(IEEE 802.1D)J Utk o] £4& Aeald 49 %= RSTP
= STP A 5% R== AAslo] Algshyr}
» RSTP: 1% 3 ] =% 3 (IEEE 802.1w)3l 1]t}

Ua A S5 g0l o iAaE 5 Yy
m Bridge ID - ©] &9 -4 =9 ¢} MAC F2914
m Designated Root - ©] 2937} 23] Eg|o] FE A2 53 22 ¢4 =99}
MAC F48Ytt
= Root Port - o] 29X oA FE| 7} 77k 3 Ea =
3l FE A} FATUT FE EEV e A5 o] 29A 29 E UESY
5_94 2ZE x]-;‘qi io]g_ 74(1)41/]1;]_
= Root Path Cost - ©] 29 %] FE X EA FE FA7+4] ¢ A= v §YHTh
= Root Hello Time - ©] F|7} 4 vIAIA & AEah= A7 102 (Z) Y o
= Root Maximum Age - ©] Z27} A 745 A =sk7] Aol 74 vlA A& 41804 oFaL
]E}% T %L ﬁ‘lEH f\lﬂ(i)ﬂ‘/lﬁr XV&? XTEZ ASS HE A3 XE= é’ﬁﬁ} Fd )
A

2 GTA A

1: o
y} s LﬂE Az AdE AA EEE T 4 FE EEA AaEn (o] &4
oA “EETS e B e EES EYs B 3 A Ao 2"E o] gtk

= Root Forward Delay - ©] 37} "LEH%: A7 (5, #7] S Ad)str] Ao 7vhe &=
Ho A (FE)IH T BE A s T AES AFe] Aol EERA WA RS
ook st g o] xQlo] gyt 3, 7 FEE T E = RS ot A7to] I
LU AFHE FHI AS A ZEE A7) AHE HEod, 284 o2& B
A A Ql HolE Fx27F A 5 sy
= Root Hold Time - ©] 420 & Q3 A7H(%) oo o] =7 A48 4= 9l
A g ZREZ Yol FR9 Ad e 7 Yo

rlr

By
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m Priority - B4 $H &9 £E 3, LE XE 9 A4 LES Heshe o ARy
ok H94 £919 N7k STA FE A7k fuiek. Lol BE 329 $4 E907F 2%
Aol 744 e MAC 728 7H 437k £ 427 gyt
n 7|3k 32768

H2: 0-61440. 40964 <7}t

n 54:0,4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056,
49152, 53248, 57344, 61440

m Hello Time - o] ZX|7} 74 WA XS Agste A7 2024 (Z)QUh
n 7] E3E2
= |
s Hf: 10 =% [(Max. Message Age / 2) -1] Tl 22 4t

m Maximum Age - ©] F2|7} A A& A Lak7] Aol A WAIAE Fal8kA] ¢k 7|t
e A AKE)IUS A REE AR BE AA TES A AR 74
WXlE Faleof gtk A A A A 2 Al STA 1o Frgo] wha e B
EE+= dld LAN9 A 2 E7F gyt o] RE7 FE X EQ 4§ H]Eﬂ%oﬂ Ad-

YA EEE el A FE EEL A9H ) (o] ReloA “EE e B e LEd &
FEPIEEE SR ROEE ISP NE iR
n 7|23 20

m 26 £ [2 x (Hello Time + 1)] 5ol & %
s FHU: 40 =+ [2 x (Forward Delay - 1)] Zl &2 %k

m Forward Delay - ] Z27} el & WA (S, #7] > 35 > d)str] Aol 7okl H
AN E)YY T B A= 2y ddS A& Aol EEEA] WA JEE Dolof 3
bz o]l Aol Ao Ptk S, 7 TEE S H e AEE ol Agto] Aoy A

THE AR S B LES AV HE HEmobrih, 18 A 45 A5 A<l o
B F271 34" 5 FU

s 7] ¥3k 15

s HA:4 T [(Max. Message Age / 2) + 1] Foll & @

] ﬂﬂ]:30

>y Eg] F4

o A9 SAES S @S dEhie WA glsyh
s Number of Topology Changes - ~3d E&]7} A4 € AF=AY
m Last Topology Change - ~~3'd E2]7} vpA| vt o2 5448 § &2 A7yt
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4] - Switch Config=>Spanning Tree=>Basic Configuration< it} 4 s F

il Saves FH Yt

ol
2L

r Switch Config r r

Secunty | Communication | YLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Addres:

Select Spanning Tres Protocal:

has been accepted as the root device
Bridge 10:

Designated Root:
Root Port:
Root Path Cost:
Root Hallo Time (secs):
RFoot Maximum &ge (secs):
Root Forward Delay (secsh:

Foot Hold Tima (sacs):

Root Device Configuration
Priority {0-61440%:
Hello Time (1-10) secs:
Maximum Age (6-40) secs:

Forward Delay ($-30) secs:

Spanning Tree Statistics
Mumber of Topology Changes:

Last Topology Change:

4

4| i |
Spanning Tree
Basic Configuration | Advanced Configuration | MST Instance Configuration | MET WLAN Configuration

¥ Enable Spanning Tree |

The Spanning Tree root device is salacted using the bridge prorty and MaAC address, If there is no root port, than th

RSTP =

S32768.0000ES666672

22768 .0000EE6REST2

o

[=]

L)

e

[z27e5
e
20
[15

[u]

0d1h 12 min 59 s

sl

3 — 43 golg 7t fashA gtk WAIA 7 YERE Priority, Hello Time,
Maximum Age 9 Forward Delayell &gt gko] sl miziwiszeo] 2174 € M) ol 235

A Rl A L.
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CLI- ol 9% & 719 STA 44 EAshn 1 th&oll 24 £E9 432 welFun
Console#show spanning-tree 4-104
Spanning-tree information

Spanning tree mode :RSTP

Spanning tree enable/disable :enable

Priority :32768

Bridge Hello Time (sec.) :2

Bridge Max Age (sec.) :20

Bridge Forward Delay (sec.) :15

Root Hello Time (sec.) 22

Root Max Age (sec.) :20

Root Forward Delay (sec.) :15

Designated Root :32768.0000E8666672

Current root port :0

Current root cost :0

Number of topology changes :0

Last topology changes time (sec.):9142

Transmission limit :3

Path Cost Method :4308020
HI - o] FHL ES D A o] YA oW PA) FE EEG @A) FE ulgo] 002
EA gk

ol
(m
Au)
i
]
o
Lot
ot
iy
dlo
X,
o
A,

B

S ooal s Ay Er ZEE RSTPE A A3t A9
S A

Console (config) #spanning-tree mode rst 4-95
Console (config) #spanning-tree 4-94
Console(config) #spanning-tree priority 40000 4-98
Console (config) #spanning-tree hello-time 5 4-97
Console (config) #spanning-tree max-age 40 4-97
Console(config) #spanning-tree forward-time 20 4-96
Console(config) #
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SNMP - 7J5-3t= MIB W=

u=olg MIB 4 A2 2t el Tl

STA System sun...staMgt. Q7] /2 7] enabled(1), enabled
Status staSystemStatus disabled(2)

STA Protocol sun...staMgt. 917 /2~ 7] stp(1), rstp
Type staProtocolType rstp(2),

Bridge ID 287 ¢4 99 MAC F422 FAE Y

Designated Root sun...xstMgt. 97 A& 2
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfg-
DesignatedRoot

2x

>Z
St

>
Bl

Root Port sun...xstMgt. Q17 AL d
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfgRootPort

Root Cost sun...xstMgt. Q7] B¢
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfgRootCost

o
i

Hello Time sun...staMgt.xstMgt. 2l7] A 200
mstInstanceCfgTable. AE] %
mstInstanceCfgEntry.
mstInstanceCfg-

HelloTime

:
ofo
oX,
i

Maximum Age sun..staMgt.xstMgt. 2] 7] 2000
mstInstanceCfgTable. A E] %
mstInstanceCfgEntry.
mstInstanceCfgMaxAge

2
oo
=
iy

>
Bl

Forward Delay  sun...staMgt.xstMgt. 917 A& g 1500
mstInstanceCfgTable. AE %2
mstInstanceCfgEntry.
mstInstanceCfg-

ForwardDelay

Priority sun...staMgt.xstMgt. 971 /2~ 7] 4 4~(0-61440) 32768
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfgPriority

Bridge MIB-IL 9171/ 27 78 47(100-1000) 200
Hello Time dot1dStp. AlE = KIS
dot1dStp-
BridgeHelloTime

w
Yl

g 22l ie 3-61



3.3.4.2

= 0lE MIB Bi% MM A 7k el I8k

Bridge MIB-IL. 917]/227] % 4(600-4000) 2000
Maximum Age  dot1dStp. AE] AE] &
dot1dStpBridgeMaxAge
Bridge MIB-IL. Q17]/#7] % 4(400-3000) 1500
Forward Delay  dot1dStp. AE % AE %
dot1dStp-
BridgeForwardDelay
STA MIB-IIL. Y7l 4& 7€l
Configuration dotldBridge.dot1dStp.
Changes dot1dStpTopChanges
STA Last MIB-IL Q7] A 4
Topology dotldBridge.dot1dStp.
Change dot1dStpTimeSince-
TopologyChange

9 STA 24 74
o] @9lo] A= RSTP 315 A4 o] tfa) 2w s},
w3 %4

m Path Cost Method - %= 1 §-2 4% 249 H4 428 Agah o AHgguth 4 v
§ AL & AAoI2 TIT £ AL Rl IAE ATHE A AR

m Transmission Limit - BPDU2] tj A
AE ARt AP TYo(E 9l 1-10. 712

§'§i
W
~

4} - Switch Config=>Spanning Tree=>Advanced Configurations JUth. L3 A4S &
38t Saves FHY T

[ switch config [0 r r r I
Security = Communication | YL&Ns | Broadcast & Multicast | Spanning Tree | Class of Service | Addres:
4 | ]
Spanning Tree
Basic Configuration | Advanced Configuration | MST Instance Confiquration | MSTI VAN Configuratior
Bath Cost Method: -
& Lang
' Short J
Transmission Limit {1-107: |+ J
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3 - I3 HolE 7t fE3HA FohE o7 WAIA I veld A5, AE A7 AF gk
(Transmission Limit)& 7S B9 o gho= AP =A gdRlstid Al L.

CLI- ot ool E 2od Ee) A% ulg il 2 A% A7 A% g 293,
Console(config) #spanning-tree pathcost method long 4-99
Console(config) #spanning-tree transmission-limit 4 4-99
Console (config)#

SNMP - 7}&3= MIB W

2= 0|18 MIB % LLIUES HE=L I3

RSTP Path Cost sun... Q171 /27 short(1), long

Method staMgt. long(2)

staPathCostMethod

RSTP sun.. 8171/ 2271 4<(1-10) 3

Transmission staMgt.

Hold Count staTxHoldCount
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3.3.5

3.3.5.1

S Eaon = e

A2 55(CoS)e MIEN L AAR s 29150 2ol w3 L5 5lS ul o] @ vlol e 3

o] 58 9% 2 A s 15y of A o Eevh ) $4 429

1719 ALEolol Cos AUTUY. 4 £ 5 22 drldel doldl A2 $40 &

917k ke 7] o) Bole Sk WA Atk AL AHE 7t Qe o) s0) ] 4 &

98 A4, Zele) $4 =9 61s L0 el o1t o) A AR - 5

Yk,

QB o] 29 7B 4 %29 47

9IRS 2 Bl Aol B3 TR RE A S ARE F Slzrn A9} sk
AR HAE AN IR BE $0 S0 el A9 T, B9 2

A 2ol s el Sad g

e g

n o] 2914 2 EERhT 47)0] $4 #9 Bh1 D ATEUT Eot o] A9A % hE o

5 ZU(WRR)S AHgsto] o719 ol = 2bere W g,

B RS e BE 2y Y 063( SIS E T B gl e d)S FAlst e
AE XENA BTt gl Y % FAYE o g T el AEgHYrt o] 4 &+
$+= IEEE 802.1Q VLAN E] 7 X7 Z# o= d85A g5tk =41 g o] IEEE
802.1Q VLAN ® 2 A4 =4 4 9l= IEEE 802.1p AH&-2F ¢4 <=9 B ET}L AL
Huch

m =9 XEV} AT VLANY 1 gle 74 UL A, o] ZadsS 4% del BE
VLAN i 27} Al Ag Y Th

oY &4

m Ports - QJIE|H O] A(XE T EF )9} TP 7| AuA 53 $4 £95 B

m Default COS Priority* - 33 1B dlo] oA F=Alak= BT gl
A =AYt (E 9 0-7. 7123k 0).

* CLICIA = ©] % ®.7} "Priority for untagged traffic" ©. & A5 Yt

)
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41 - Switch Config=>Class of Service=>Basic Traffic Prioritisation< ¢4 t}. Setting the
Default CoS Priority for Ports= &3t} Ports 5 elA] QIE#Ho]|AE M3t 7]
= A =995 F4 F Saves FEHTH

rSwitch Config |’ r r r I

Security | Communication | WLAMS | Broadcast % Multicast | Spanning Tree | Class of Service | addres:|
»

4
Sun Fire B1600 > Switch Config > Class of Service

Wiew |BaS|c Traffic Priontisation j

Setting the default CoS Priority for Ports

Ports

NETPZ2 - COS 0

METP3 - COS 0
METP4 - cOos 0 —J
METPS - COS 0 =]

Default
Cos
Briorty IE
(0-73 -l

CLI - & o= 7| E ¢4 9 55 £ E NETP1o| &3gyc}

Console(config) #interface ethernet NETP1 4-75
Console(config-if)#switchport priority default 5 4-134
Console#show interfaces switchport ethernet NETP1 4-86

Information of NETP1

Broadcast threshold: Enabled, 256 packets/second
Lacp status: Disabled

VLAN membership mode: Hybrid
Ingress rule: Disabled
Acceptable frame type: All frames
Native VLAN: 1

Priority for untagged traffic: 5
Gvrp status: Enabled

Allowed Vlan: 1(u),

Forbidden Vlan:

Console#
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SNMP - 7J-5-3t= MIB W=

== ol MIB 4 LTS 2 sl e
Port Default MIB-II. Q171 /27 45(0-7) 0
User Priority dotldBridge.

pBridgeMIB.

pBridgeMIBObjects.

dotldPriority.

dotldPortPriorityTable.
dotldPortPriorityEntry.
dotldPortDefault-
UserPriority

3.3.5.2 A 71 el CoS kv =g

o] 29 A& 715 #FE ZR(WRR: 3-693 014 Fx)ol 7|wket Mquj 2~ ~A|E3 7t L E
A =9 U714 471E AFEEte] CoS ¢4 4 B2 E 7 EY S Ayt IEEE
802.1pel= Hdh 871 Ed ¢4 =917 FeH o] Adsdth 718 4 91 diES ok
o)A 47 8k IEEE 802.1p ¥ 2] 7ol wbe} sersu oy,

71
0 1 2 3
0
1
2
oF 3
<H
zl 4
ok
5
6
7
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cheFe ME9 A &8 T2 3| vial] IEEE 802.1p <ol A %ﬂfﬂ 2 =9 o] v
Eoll ot AdFUth AW, UEY ] §8 T2 Ebf o BT dsts Waog A9
29 £ t7]del ¢4 =9 die B S HFyh

24 29 yu g 9

1 W gehe s

2 (elml)

0712} #4 ] ¥ (Best Effort)

3 o 3tel =2 (Excellent Effort)

4 2 E Ao 2 (Controlled Load)

5 Bt 9, 1009 @) 2 wwke] tf7] A7k A g

6 ox 102 % vluke] 7] A7k} A

7 HE = Ao

e &4

m Class of Service Values - CoS #HUtH(H 9: 0-7. 70] Ha ¢4 &9 4).

m Traffic Classes (Queue)* - 3 t)71<d Hy Y th(H 3] 0-3).
* CLI°l= Queue IDE EA YT}

4] - Switch Config=>Class of Service=>Basic Traffic Prioritisations %4t} Mapping

CoS Values to Traffic Classes(Egress Queues)® *~= &3 th. Class of Service Values
EZo A A4 =95 AYslal Traffic Classes 2 S0 B30 &8 tj7|dE a4
ﬂ‘l'q'm Saves ‘FH 4Tl

r Switch Config r r r r I
Security | Communication | VLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Addres:
4] | i
Mapping Co$S Yalues to Traffic Classes (Egress Queues) =
Class of P
Service |1 - Traffic Class 0
values |2 - Traffic Class O
3 - Traffic Class 1
4 - Traffic Class 2
t - Traffic Class 2
6 - Traffic Class 3
7 - Traffic Class 3 J
Traffic
Classes
(Queus) ’E
(0-3) |
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CLI - t}% ]HLCOS%kO 1,25 CoS ¢4 &9 th714d 02.%, # 35 CoS ¢4 =21 o
el

7149 12, 7 49} 55 CoS 4 =9 719 22, 3t 67 7& CoS 4 4 "714d 382
SA R
Console(config) #interface ethernet NETPO 4-75
Console (config) #queue cos-map 0 0 1 2 4-136

Console(config) #queue cos-map 2 4 5

Console(config) #queue cos-map 3 6 7

Console (config) #exit

Console#tshow queue cos-map ethernet NETPO 4-138
Information of NETPO

Queue ID Class of service

( )
( )
Console(config) #queue cos-map 1 3
( )
(c )

0 012
1 3
2 4 5
3 6 7
Console#

SNMP - 7J& 3= MIB W5

2= 0]

MIB #i MM

=0
113
=]

2k

Traffic Class MIB-II. AA A~ E7s H5(0-7)
Priority dotldBridge.

pBridgeMIB.

pBridgeMIBODbjects.

dotldPriority.

dotldTrafficClassTable.

dotldTrafficClassEntry.

dotldTrafficClassPriority

Traffic Class MIB-II. o]17] /2~ 7] %
dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldPriority.
dotldTrafficClassTable.
dotldTrafficClassEntry.
dotldTrafficClass

oL
>

(0-7) 3-663 0] 4]
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3.3.5.3

EfY S22 Au) A Tt A A

o] AR E 7FE B E ZU(WRR) &8 E S ALg3le] 2 94 £9 t7]1d-S A8 shs= vl
2 AR Yt 3-667 0] X 9] “akal b 7)ol CoS #k wlsg” o] A H ulel o], Eay] =
Eﬂi"\f ZT]—_ILI;EOﬂ x‘”%% 47H9/] ‘f‘:.l'/‘\l EH7]O;_§‘_ %— ‘6‘}—1,}01] uHEJ‘oJ%L]];]_ O] ‘:H7]orj_% Z—}'Z—}'Oﬂ(l\j/]_'ﬂ
ol wet g EdE 4 9lel) 7HEAE 298 o AFUH o] Tk Al 4 didE A
ﬂ3}7] 2kl %Eo]a'?‘:‘ HEE ’é@é]—\ﬂ EI]-E]-/\-] 3= —C[’—/\\_ 2] g}o] =] iEE-‘?]]O‘] o9

TR S ARt dFS FUH

H% 54

m Traffic Class (Queue)* - 7+
m WRR Weights - 423 E &3
* CLI%l= Queue IDE A Ut

4] - Switch Config=>Class of Service=>Basic Traffic Prioritisation< %4 t}. Setting the
Service Weights for Traffic Classes (Egress Queues)® A3 23Uttt E& 3 FA(F,
=9 U7149)E Adsty 7teAE Y483 v Saves T4yt

Pl [ switch Gonfig [! r r r
Class of Service | addre

Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree
4 |

Setting the Service Weights for Traffic Classes (Egress Queues)

I

Lle

MELUIN Traffic Class O - weight 16
Class [Traffic Class 1 - weight 64
(Queue) |Traffic Class 2 - weight 128

Traffic Class 3 - weight 240

WERE

waights |1

(1-255)

| K1

CLI - t} ololA&= WRR 7}54 1, 4, 16, 645 CoS ¢4 <49 t71€ 0, 1, 2, 3¢

ianais
.
Console(config) #queue bandwidth 1 4 16 64 4-135
Console(config) #exit
Console#fshow queue bandwidth 4-137

Queue ID Weight

Console#
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3.3.54

SNMP - 7J-5-3t= MIB W=

2= 0|18 MIB i HHI & 2 el JlEwt

WRR Traffic sun... oldl A~ 4 4(0-7)

Class (Queue ID) priorityMgt.
prioWrrTable.
prioWrrEntry.
prioWrrTrafficClass

WRR Weight sun... Ql7] /A7) 7 4*(1-255) 714 0: 16
priorityMgt. 714 1: 64
prioWrrTable. 714 2: 128
prioWrrEntry. 1< 3: 240
prioWrrWeight

3/4A15 4 «=<91= CoS gtell vi=g s}7]

o] KA A= && =3 2

A ARkl WS ALYk BT 4 &9 AnlA 73(ToS) S8l 4L ] ¢4 =
I HEE ARGkl 2o IP ald el A4 5= AFUH. %4 &9 HES AHgdhe 9
ToS S8l AL IP ¢4 &oolM = 3709 HIES 7hA o A she AH A 515 EQ1E
(DSCP) Mu] 2ol A= 67]2] B EE 7Hd Yt o] AulAE B4 355t 79, 290 o8 ¢
A = 97F MRl S F(CoS) ghell visd s L Edigo] s 28 d7|d® dFgdu

fiu
N
et}
1o
to
-
=2
s
X
w
~
IS
o)
ol
[
&
6
1o
—o
2
Ay
1o

A
9

EFels b ¢4 =91 AR7F Sol%le £ Ao A90A = 94 £ ghs v 2

e Aoz 2 7] de] wg

n S48 WM IP S 9] £ DSCP $4 9], 183 /8 LE $H <99 o
= Hegyh,

n IP 94 %2919 DSCP $-4 w918 FAo] #4813+ ek ol e $4 +9) 73
Z s B setd Ao 0 fde g shgy

4% 54

m Enable Priority Services - 3/471% %41 =91 & CoS #toll misgst= 7o 243t ==
1] 29 313U oh(7] £ 3k: Disabled).
m IP Precedence - IP 94 915 AHE-3to] 3/4A41% 4 =95 "8t

m Differentiated Services Code Point Mapping (DSCP) - DSCPE A}-§-3tof 3/441%

A =9E W8 gk
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41 - Switch Config=>Class of Service=>Layer 3/4 Traffic Prioritisation& % 1 t}. Enable
Priority ServicesE 41 83}a1 IP Precedence %=+ DSCPE 4183 t}3 Saved +F Yt}

" [ switch Config [/ r r r 1
Class of Service | addres:

Security | Comrmunication | YLANs | Broadcast & Multicast | Spanning Tree

| >

|
Sun Fire B1600 > Switch Config > Class of Service

View ! |La\rer 344 Traffic urormsaumﬂ

W Enable Priority Services

# 1P Precedance

 Differentiated Services Code Paint Mapping (DSCR) =l

CLI- the et 29159 TP 94 9 Aul 22 3 sk

Console(config) #map ip precedence 4-138
Console (config) #

3/4A15 EdE 4 &9 A4 7sS &3] v Zdsteted ofd RS AHEE Y

Console(config) #no map ip precedence 4-138
Console(config) #no map ip dscp 4-140

SNMP -’45t MIB HS

2= 0|8 MIB % M~ 7 el Jl2gk

IP Precedence/ sun... Q171 /2 7) disabled(1), disabled

DSCP Status priorityMgt. precedence(2),
priolpPrecDscpStatus dscp(3)

3% el e 3-71



3.3.5.5

IPvd st €] Aul 2 3 (ToS) Sl WENZ Ao] A2 A% 23 ¢4 29004 2
AR AT E AP HA 4 S Bl A2 T 24 £ ALE A B

o
«A £9) v ET} Ej gg—g—f]u} 71 TP A =9 gk Avls o gl A g gy
=, 4 =9 % 02 CoS gk 007 wd == H2]). v E 63} 7 U EY A Ao o] ALg-5 o

U A HESE 7E &8 T2 F ol AU obgf el ToS HIEZF A 8w o] 9l
syt

M =9 g Ezjg 8

7 HE = Ao

6 VIES A 2F Ao

5 H] % (Critical)

4 o} 9 (Flash Override)

3 915 (Flash)

2 713 (Immediate)

1 % (Priority)

0 A HH(Routine)

HE 54

m IP Precedence - IP - %8 CoS 79| w3 & HojF1L )

Class of Service Value - CoS < A8ld [P ¢4 9] ghol wisd &t} "0"e e ¢
1595, 77 B 94 £ gnjde Fo a4l Al L.

4 - Switch Config=>Class of Service=>Layer 3/4 Traffic Prioritisations 91t}
Mapping IP Precedence to Class of Service Values® =& gt} IP Precedence E|©]
Bl A 55 Aesta Class of Service Value H=of gk 938 th Saves: FH Yt

B ' ) r.sw.itch Config r r r ; r I

Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree | Glass of Service | Addres:

< | i‘
Mapping IP Precedence to Class of Service Values =

IP Pracedence [1p precedence 0 - CoS 0

\IP Precedence 1 - CoS 1
IP Prececdence 2 - CaS 2
1P Precedence 3 - CoS 3
IP Precedence 4 - CoS 4 J
IF Precedence 5 - CoS 5
1P Precedence 6 - CoS 6
IP Precedence 7 - CaS 7

Class of Service Value (0-7) |0 =]
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CLI - t}5 eell A= L E SNP5*A] IP -4 &9 gt 1= CoS %k 0l wi=3d s}, o] XES &
ETP 4 #9492 AT

SNP5

Precedence COS

<N o0k W N RO
~N oy Ul WD O O

Console(config) #interface ethernet SNP5
Console(config-if) #map ip precedence 1 cos 0
Console(config-if) #end
Console#fshow map ip precedence ethernet SNP5

Precedence mapping status: disabled

4-75
4-139

4-142

4ggur
SNMP - *}&sh= MIB W
ZE o|E MIB == LI e 2 el J1=a
IP Precedence sun... NA 2~ E7Hs A4(0-7)
Value priorityMgt.
priolpPrecTable.
priolpPrecEntry.
priolpPrecValue
IP Precedence sun... Q7] /2~ 7] A 4(0-7) Ao vig
CoS priorityMgt.
priolpPrecTable.
priolpPrecEntry.
priolpPrecCos

3%

el e 3-73




3.3.5.6

DSCP ¢4 9] 3

DSCP= 68l =0l B2 #v] 6471 ) Aek $22 293
WA A A9 90 5] o) & A% Aok DOCPSL & A1) € e TS €4
4255 DSCP 133 53k ehLich YEA 4 8o ubel, 247 e $7 0| Edl9o)
27 B 570 A9 WS A48 5 A%y DSCP /123 e thg Bl gl %
Yt} obel wel A5 HA 9k wE DSCP ke CoS gk 007 nlgfu.

IP DSCP 3

0

8

10, 12, 14, 16

18, 20, 22, 24

26, 28, 30, 32, 34, 36
38, 40, 42

48

46, 56

oH

4
50
o
-
11
(D
e
'TJ

rlr
81
wn
=

m

il
K

{:

+

[
o
(7]
=0

N O Gk W Nk, O

HR 54
m DSCP - DSCP %4 =99} CoS 78] w3 & HojFH

m Class of Service Value - CoS 3t& A&¥ DSCP ¢4 &9 #to = vfsg gy} "0" &
= A FE, 7 B A SHE U] she TrJOHJ/\IE.

4 - Switch Config=>Class of Service=>Layer 3/4 Traffic Prioritisation< 4t}
Mapping DSCP to Class of Service Values® £~ Z 3t} DSCP Elo] oA 58 A
g2}l Class of Service Value 2 =0l 13 123 th& Saves FHUth

Pl [ switch Config [ _Dov _M _M 1

Security = Communication | YLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Addres:
4 | >
Mapping DSCP to Class of Service Values -

DSCP

D5CP1-CoSa
DSCP 2 - CoS0
DsCP 3 -Cos 0
DSCP4-CoS 0

DSCPE-CaS0
DSCPE-Coso =
Class of Service Yalue (0-73 |1 - -
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CLI- o5 oJollde 2 E

oL —

DSCP 4 =9 A4 &

SNP5*e| 4] DSCP %k 0-& CoS %t 1] w3
EA G

¥ES R

ly

Port DSCP COS

SNP1 0 1
SNP1 1 0
SNP1 2 0
SNP1 3 0
SNP1 61 0
SNP1 62 0
SNP1 63 0
Console#

Console(config) #interface ethernet SNP5
Console(config-if)#map ip dscp 0 cos 1
Console(config-if) #end

Consoleffshow map ip dscp ethernet SNP5
DSCP mapping status:

4-75
4-141

4-143

* TP DSCPell th gt 71 %9 vl g2 e sflo] A~

ggvt.

E #o] Aof %

MIB

A2

=22k

IP DSCP Value

IP DSCP CoS

sun...
priorityMgt.

priolpDscpTable.
priolpDscpEntry.
priolpDscpValue

sun...
priorityMgt.
priolpDscpTable.
priolpDscpEntry.
priolpDscpCos

A 2 B

S 71/ 227

3-74| 0] %]

el e 3-75




3.3.6

3.3.6.1

T4 Hols 2%

rlr
4
iy

29R e deR LE FA9 T AFH U o] Fu £
B¢ 4% 9P U ALHUL Edg YRS B9 S5E RE FaE B Fa
dlol ol AgHUIth &, 8 L= 1Y F4E A8 FFE 7= DFTh

= jJ_O/]
-z (o) pu =
MAC 27} wakg v, 4 S99 oy ol e wo] 2 A4 FaR
Fohe ANEE A LER A5 ALHUT $4E 2H 2P A9 EgPLe vE XER
Ay, 34 Hlo] Bolt Eak /Y o] duE 14 MAC F45% S0 941 rH3-98

Aol Aol “n g Fa TAY BE).

Y &4
m Port ID (Interface*) - X E = EfJ I YUYt} (83 2E: NETPO-7. tb ¥4 X E:
SNP0-15. NETMGTel tf gt MAC F4 Hol&

m VLAN ID - VLAN '8 291 t}4(1-4094).
o] d=el= VLAN ID¢} o] 50] 5o 35Ut

m MAC Address - ©] QI #o] =2 Add ¥ MAC F49 4t
m Address Type - T47} 858 14 ofw 117 748k Z1Q1A] KHojFHtt,

Tlo
=]
>
st
¥
2
o
T
v

4 - Switch Config=>Address Tablesg fuYth. A4 7F o2 Qg #H o]~ VLAN, MAC

Fa, b T2 9% 999 2802 4331 QueryE UL

il [ switch Gonfig [ r r r [A—

Security | Communication | WLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Address Tables

L4 | 2|

Sun Fire B1600 > Switch Config > Address Tables =

Dynamic and Static MAC Addresses Assigned to Port in a YLAN

To find the dynamic and static addresses registered is the switch address table, use the checkboxes to select 2
search criteria to query on, Dynamic entries can be given a global aging time.

Fort 1D VLAN [D MaC address Address Type

w [neTro =] © [z mgtvian =] ™ [00-00-00-00-00-01 [ [Dynamic =] [Query

FPortiD VLAN [D MAC Address Address Type
NETPO 1,Defaultlan 00-00-4B-CD-00-04 0O O Dyanmic
NETFO 1,Defaultilan 00-10-B5-62-03-74 Dyanmic
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CLI - t} cllolA &= ZE NETP19] T4 HolE &5&

EA G

Console#show mac-address-table interface ethernet NETP1 4-89

Interface

Mac Address Vlan Type

NETPO 00-20-9¢c-23-cd-61 1

Console#

Dynamic

SNMP - 453t MIB HS

]

= 0]

MIB

AL

]
0¥
=]

Interface

MAC Address

VLAN

Type

MIB-II.

dot1dBridge.dot1dTp.
dotldTpFdbTable.dotldTpFdbEntry.
dotldTpFdbPort

MIB-II.

dotldBridge.dot1dTp.
dotldTpFdbTable.dotldTpFdbEntry.
dotldTpFdbAddress

MIB-IL
dot1dBridge.qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanIndex

MIB-II.

dotldBridge.dot1dTp.
dotldTpFdbTable.dotldTpFdbEntry.
dot1dTpFdbStatus

o7 A8

97 A8

A2 B

97 A8

&2(0),
(1-24)

[
fm =
)
N

4
I =

MAC 4

oX,
i

other(1),
invalid(2),
learned(3),
self(4),
mgmt(5)
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3.3.6.2

A T Hol RS FEEo] w3t S AT UFYTh

oY 54
m Aging Time - o] A|3to] Ay S5 o] #H7|g Y.
(9] 18-2184%. 7] E 7k 300%)

J

4 - Switch Config=>Address Tabless ‘7= Ut Al =3} AlZb5 A48k Saves 54t
I

i [ switch config [ r r
Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree
i

r

Class of Service | Addres

Aging time for dynamically learned MAC Addresses (18-2184) secs: |300 seconds =
CLI - o ool A= =3 A1ZHE 40022 A7 S
Console(config) #mac-address-table aging-time 400 4-90

Console (config) #

SNMP - “J5-3t= MIB W=

»e 0|2 MIB #i MM A 2k el I8k

Aging Time MIB-II Q171 /7] 4 4+(18-2184) 300
dotldBridge.dot1dTp. E E
dotldTpAgingTime
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3.4

3.4.1

o
Sz TR EE, Q9 e W P LE9) T4 HRE AU o E Wi
o RS WE EE §30) 4GPk Lo, #e] EE 2R /)8 i A s, o)
¥ (3109501 4) v 92 EE T Al BT,

T - o} W FENANE g8 3 TEZ NETPO-7%, th28 3 X E7} SNPO-15%, &g T E
7} NETMGT= A4 = o] 15Ut

SERVEIER

Port Status #Ho] A oA H= A}, HE/0]F RE & Ao, A% 24, HEEHNPAE AE
3 2 o)
A

Aol 53 2 A A4 AHE S99 F AFY

=\ £A4

m Port Type - XE §3 & ‘%E}””‘/]KPOOOOBase SX, 1000Base-T, 10/100Base-TX).

m Port- LE =+ E ‘%ﬂ Ut ¥ 2 ZE: NETPO-7. th¥ 3 ¥ E: SNP0-15. #2] X
=: NETMGT).

m Description - 1E] #o] A A7 §j .

m Admin Status - JE H o] 22 &4 /8]S4 AFEHIE AT
4 - Enabled %+ Disabled”} ¥A]g 4t}
CLI - Port Admm(Up T+ Down)o] 3EA gt

m Link Status - ¥ 3.9 &%(Up) EE &% X (Down) AEE EA YT
E Zdefol thg AAg JrE Al gy
CLI?) A%, A7) & ;{LE A wjgk o] o] A FH YT}
m Speed/Duplex - @4 £% 4 o]F =S E’\] g,
m Flow Control - 35 Ao 7] <] %”/H g o] 28 TAFY
9 - IEEE 802.3x, Back-Pressure =+ None
CLI - Enabled <= Disabled. Flow Typeoﬂf IEEE 802.3x, Back-Pressure =+ None
o] AIF YT
m Auto-negotiation - 2t5 27 7]59 &4 /v ol F-5 FTAFU L
m Protect Status - ©] QIE}#Ho] Ao BREAAE AE Ao] 7] 5o] A3 E A RS
FA YT AAIge A sk 3-549 0] 4] o] “BREJPAE AF Aoj(Ae HA) S F
Z3H A 2
m MAC Address - ©] ZE°] B84 AT FhaqYth
CLIS] A4k o] &2 el A xsted 3-107 0] A &] “IP F4 2472 FxH A 2.

m Port Operation Status -

3% el e 3-79



o
>
ke
[
=2
u)
o
u
s
N
off
il
o
N
o,
%
i
i
auj
dlo
N
off
o
2

m Port Capabilities’ - A% %=
g9y

10half - 10Mbps o] 5 Z5

10full - 10Mbps HolF &<

100half - 100Mbps Hro]5 =

100full - 100Mbps o] 252 g

1000full - 1000Mbps Mol % 2es Addyth

Sym - &5 Ao & 93l A ZHUdE ST

FC - 35 #Aloj& A3yt

m LACP Status - o] ZEc|M F= J & Alof Z2E=Z(LACP)°] &35 3l=A A%-&
A FY eH(CLIS) 4 -5-1).

* 0] FEE ol A A A~skeE 3-835] 014 9] “AE|Ho] A~ A P FxIA L.

4} - Up Links / Down Links / Management Port=>Statuss 5t} sttt o]22] Q1E
Holzef thet AdE FAdsteH A g5 Ao 3= &S AE skl Configures 7
FUTH3-8370] %] 9] “QIElso] A 91 A Fx).

Pl _suitch Gontiy QTITIICR Down Links _Managen r |

Connection Status | Link Aggregation | YLANs | Static Addresses | Spanning Tree

ke

Sun Fire B1600 > Up Links > Connection Status =

Port Type: 1000Base-Tx

Tha Up Links ara tha external 1000-BASE-T ports fram tha switch into tha data network.The Up Links table displays the currant link
status, including link state, spaed/duplex moda, flow control.auta-nagotiation and port security. The link capabilities can ba
canfigured aither by marking the checkboxnext to the selactad antaries and dicking canfigure, or by clicking diractly on the port.

[T MNETPO External F1-45 connector NETO  Enabled  Up 10ofull MNone Enabled Enabled
[T METP1 External F1-45 connector NET1 Enabled  Down 1000full - Mone Enabled Enabled
[T MNETPZ External R1-45 connector NET2  Enablad  Down 1000full - Mone Enabled Enabled
[T METPZ External R1-45 connector NET3  Enablad  Down 1000full - MNone Enabled Enabled
[T METP4 External R1-45 connector NET4  Enablad  Down 1000full - MNone Enabled Enabled
[T METPE External R1-45 connector NETS  Enablad  Down 1000full - MNone Enabled Enabled
[T METPE External R1-45 connector NET&  Enablad  Down 1000full - MNone Enabled Enabled —
[T METP7 External R1-45 connector NET7  Enablad  Down 1000full - Mone Enzbled Enabled il
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CLI - b oJelA & 2E NETP79] 44 Fel & ZAI YT

Console#show interfaces status ethernet NETP7 4-83
Information of NETP7
Basic information:
Port type: 1000T
Mac address: 00-00-E8-66-66-83
Configuration:
Name: External RJ-45 connector NET7
Port admin: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full,
Broadcast storm: Enabled
Broadcast storm limit: 256 packets/second
Flow control: Disabled
Lacp: Disabled
Current status:
Link status: Up
Port operation status: Up
Operation speed-duplex: 1000full
Flow control type: None
Console#
SNMP - *4-&3t= MIB W=7
Z= 0|18 MIB 4 LI ES =L I3
Port Type sun... 917 A& other(1),
portMgt. hundredBaseTX(2),
portTable. hundredBaseFX(3),
portEntry. thousandBaseSX(4),
portType thousandBaseLX(5),
thousandBaseT(6),
thousandBaseMiniGBIC(7)
thousandBaseSFP(8)
MAC Address MIB-II. 917 A& 4 FAa
interfaces.
ifTable.ifEntry.
ifPhysAddress
Port sun... Qlel ~ 4 4+(1-25)
portMgt.
portTable.
portEntry
Port Name sun... Q171 /2 7] A 229
portMgt. (=71(0-64))
portTable.
portEntry.
portName
3% 22l he  3-81




3-82

= 0|8 MIB #i MM A 7k el I8k

Administrative =~ MIB-II. Q7] /2 7] up(1), up

Status interfaces. down(2),
ifTable.ifEntry. testing(3)
ifAdminStatus

Link Status MIB-II. 917 A& up(1),
interfaces. down(2-7),
ifTable.ifEntry.
ifOperStatus

Operational MIB-II. 9l7] A& up(1),

Status interfaces. down(2),
ifTable.ifEntry. testing(3),
ifOperStatus unknown(4),

dormant(5),
notPresent(6),
lowerLayerDown(7)

Port Speed sun... 9l7] A& error(1),

Duplex Status portMgt. halfDuplex10(2),
portTable.portEntry. fullDuplex10(3),
portSpeedDpxStatus halfDuplex100(4),

fullDuplex100(5),
halfDuplex1000(6),
fullDuplex1000(7)

Port Capabilities sun... 917 /2~ 7] Bits{
portMgt. portCap10half(0),
portTable.portEntry. portCap10full(1),
portCapabilities portCap100half(2),

portCap100full(3),
portCap1000half(4),
portCap1000£full(5),
reserved6-13(6-13),
portCapSym(14),
portCapFlowCtrl(15)}

Port Flow sun... Q7] A& error(1), none

Control Status portMgt. backPressure(2),
portTable.portEntry. dot3xFlowControl(3),
portFlowCtrlStatus none(4)

LACP Port sun... Q7] /2 7] enabled(1), disabled

Status lacpMgt. disabled(2)
lacpPortTable.
lacpPortEntry.
lacpPortStatus
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EE 0B MIB g% MM A 7k el I8k
Port Auto- sun... 8171 /27 enabled(1), enabled
negotiation portMgt. disabled(2)

portTable.portEntry.

portAutonegotiation
Broadcast Storm sun... 8171 /27 enabled(1), enabled
Status bcastStormMgt, disabled(Z)

bcastStormTable.

bcastStormEntry.

bcastStormStatus

3.4.2 JAE Ho] A~ A4 44

Port Setup #o] Ao A Q1E| 7o

|
sEe A, &5, 01T BE

He 54
m Port/s - XE £+ EZ A A: NETPO-7. th % 3: SNP0-15).
m Port Description - QIE#H o]~ A& g3 = JFUT(AE S 1-644,

713 - 949 2: External RJ-45 connector NETn, th-% 3.: Blade Slot n, ¥#2] X E:
External RJ-45 connector NETMGT).

2 B3/ BY 5T, A% 24 D 2 Qo)A 7]
W 5% Aol 44 44T 5 AHUh

m Administrative Status - QIE|Ho| A5 =E 07 v @A 4= JdFYL o F 5o, 1)
348 &2 e F=)o] vEbHA "JEPﬂOV\? v A s ohrE A7 s A" 317— =
Al A EE 5 s TE B Bl ALY o] F & QEHo|AS ¢

1843k = glsyTh

m Negotiate Link Capabilities! - 25 274 715& &3 /0243 = AFUTh A%

24 715 BYRS 43, 2D /15ES AFs0k FUh A% 24 /)5S NBYRD
A%, &%, BE U 58 AolE 44 443 5 gt o /el AdHyt,

= 10half - 10Mbps Wte]F =
= 10full - 10Mbps o] 2 -
= 100half - 100Mbps Hto] 5 &%% A A3
= 100full - 100Mbps Ho]F
= 1000half - 1000Mbps Hto|5
= 1000full - 1000Mbps #°]%
= symmetric(7] 7B E <] -1 - 72?*] ZY s FFAsEH
HlE7] AR 2 Qe SR} FAAE Ae 2YsteH o] S A9 st
(o] 292 = 5714 A =y v Adgdh)
» flowcontrol - 5 Aol & ATt}
SF Aol WA 7S FE W A9 A A dAE T Aol B AIMER
FE o & EYT S Adste] Ty §] 4 BEU o] V)so] @43k A, whols
2ol gtol AHgH L dolg Fell= IEEE 802.3x7} AH&-H Y .



3-84

N =

— Sun Fire B1600 E#|o] = A| A8 AJA 9] Z}Z}o] U A= A2 dd% F 7))
A oz T JHU. 18l FYd] A9H H A e F EE Dolv &
£ A2 438 4 95yttt NETPO, NETP1, NETP4, NETP5 X E ¢} SNP8 ~
SNP15 X EE 53 ~ %] Hof 9] gth. NETP2, NETP3, NETP6, NETP7 ¥ E ¢}
SNPO ~ SNP7 2 E& o} & ol gxgych (S8SCo T4 e S WH, 2% RE ¥
E 3 3ol 9t %%E DEXEEOE Hol 93 °‘*HE})

on)'l_l

Ll
Ea

Speed/Duplex? - At 24§ 0|85 e B9, LE £E9lo]F RES F5ox 74T
T AFUS

T oA .

&1 - A5 24 s B4, 9= A LEE 10Mbps 1= 100Mbps= 3t 4474 &
FoFUL XEE Gbps HolFow AAsted g =4S Bdstetll LE J58&
“1000full” = 7+ 44 5141 4] 9.

Flow Control? - A5 24 &
yrh &4 2E S8 2as A
© AL A L. a8 ¢
Al Aol Astd = s

Broadcast storm suppression - A€ ¥ XEJA HREANNE AF A 7§ 4433
AUt HEEINAE AE Ao]o &3l AA 8 Lo} HEEIHNAE A7 gHE A
3= W8 3549 0] %] 9] “HEEINAE AE x-]]o](x—]oﬂ }\476)"0 ZZzEA A 2.

L e LA AS 24 715 s 85 5 g4t o] EEE 1000Mbps 11015 0% 14 5of g &t
QA EE S ol % R Rl S Alo] S48 44 A7 Sl WA A% 24 1% v A Helof g

QEJ FEo| 3= Aol = A3}
2 H :_%Hoﬂ Oﬂéﬂ /H]_’llﬂE:‘_/] vk

|o
2
12
]IO
2L
o2
>,
fol

o fob
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4 - Up Links / Down Links=>Status 3}¥-& 94Ut} 748t = AdHFAo] A8 Flds A
g3t Configures ‘&Y th Ao whet Aelso]x A4E 4% ths Saves FH YT
| r [ up Links [ r r !
Status | Link Aggregation | YLANs | Address Filtering | Spanning Tree
Port/s:NETPO -]
Port Description: |Exterr|al F1-45 connect
Set Port Administrative Status:
* Enable
" Disable
Enable port auto-negotiation capabilities:
@ auto-negotiation enabled
Select ink parameter capabilities to advertise
¥ 1ooofull I 1000half
¥ 100full W 100half
¥ 10full W 10half
™ flowcontral [ symmetric
™ suto-negotiation disable
Select link parameaters Lo use
© 1000full € 1000half
& 100full © 100half
© 10full © 10half
™ Flow control enablad
Set Broadcast storm Suppression: —
* Enable
" Disable |
CLI - JIEjFlo| A5 Aed & Zest 44 48Py
Console#Console (config) #interface ethernet NETP1 4-75
Console(config-if) #description RD SW#17 4-76
Console(config-if) #shutdown 4-81
Console(config-if)#no shutdown
Console(config-if) #negotiation
Console(config-if) #capabilities 1000full 4-78
Console(config-if) #capabilities 1000full 4-78
Console(config-if)#capabilities flowcontrol
Console(config-if) #no negotiation 4-77
Console(config-if) #speed-duplex 100half 4-76
Console(config-if)#flowcontrol 4-80
Console(config-if)#
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SNMP - g3 MIB ¥l
== ol MIB 4 LTS 2 we e %
Port Name sun... Q17 /2 7] A 22 3-83#|0] %
portMgt. (2£71(0-64))
portTable.portEntry.
portName
Administrative ~ MIB-II. Q171 /7] up(1), up
Status interfaces. down(2),
ifTable.ifEntry. testing(3)
ifAdminStatus
Port Auto- sun... 817 /2~ 7] enabled(1), enabled
negotiation portMgt. disabled(2)
portTable.portEntry.
portAutonegotiation
Port Capabilities sun... Q17 /2 7] Bits{
portMgt. portCap10half(0),
portTable.portEntry. portCap10full(1),
portCapabilities portCap100half(2),
portCap100full(3),
portCap1000half(4),
portCap1000full(5),
reserved6-13(6-13),
portCapSym(14),
portCapFlowCtrl(15)}
Port Speed sun... 917 /2 7] reserved(l),
Duplex portMgt. halfDuplex10(2),
Configuration = portTable.portEntry. fullDuplex10(3),
portSpeedDpxCfg halfDuplex100(4),
fullDuplex100(5),
halfDuplex1000(6),
fullDuplex1000(7)
Port Flow sun... 917 /2~ 7] enabled(1),
Control portMgt. disabled(2),
Configuration = portTable.portEntry. backPressure(3),
portFlowCtrlCfg dot3xFlowControl(4)

3-86
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3.4.3

2ol o] WA ol shte M A% 9 4SS AT S+ Ugh
of EASE MEAL ATREANA ol ES 27 FRAAZ »
tolol WadAd Hax ATFUrh EFIE g Hel Hof 674713

29AelME 13 ERA 74T 54 92 4% Ale] TREZ(LACP)S w5 A gch
LACP 7§l ZE= U2 432 LACP A€l ¥ES} 4% 24$ 53] E92 928 I3
§. ol 39 EY2e] A TR0 Sl LES AN, 29179 YA XES A
o &A flel LACPE Adst e % F Jsdth e A9 £EX LACPE A ddte
= :[Lzﬂgo] M‘_ 73_?_ ,,-AXIE]—E]-‘ﬂ 22 = ].E ZAE EOH AFS 7ko EE A ?H:LE A
FUTH LACP £ 217 47] ol 44e] EE= o] 0] qlrkel ojite] =S % 7] me
2 AQRUTh E” AL A Zolrt dAstd v7] £E F st X}%EE 274 55 o
o] A F Y.

3 A4
B ofe] EO] WEHE B AHL T, bt SU20) oo wE: 023t 14
2 ATl @ EEA Fohh WASH 1 S WA wEUh 2o, F A4S BeHo
= e Aol WA $ GBS0l 2~ B CLIS AFE-3to] 9% 4o T8 A g alok
Utk EE EYIE AHEstel obel ok 2 Al FelsHIAl L.

n FIVFAVIA S SR, A90A] e MIEQA Aol ] def WA XE E
74 A= %EOHJ/\IQ

n 29 A= EYAE oA S 9len 7 ERas Y] REE 28 F 90F
Yt
A o o XEE ERT XERE P dof It

£ BAs P ow P} FUTh o7 BA RE(RE,

2 CoS 47 Fol EFFUTh
O 29A 0] AF LECE LACPE #4388 49 Edat AFo S5,
n LACPE AH83te] T2 29129 A4 A EY ol thg A /b e 29 D7}

Ao Fofgunt.

m o] B 291l 47) o] o] XET} A o
T ol TEE O] BE A He 34 F4
&g sy

m EJA9 B £E= VLANCI(A) ol A B F7he o shubAl & A 5sfoF

m STP, VLAN 4 IGMP 44 & A A Ed Ao tiaixnt 748 & lFvth

I ol5 XEJ LACPI 43¢ A4
shbell o7k AR B Eelu ol
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3.4.3.1

3-88

LACPE &8 o7 EgH 43}7]

4] - Up Links / Down Links=>Link Aggregation< ‘&4 tt. Link Aggregation Hlol =
oA o3 TES S F Enable LACP &+ Disable LACP HE<& 51Ut}

B2 SES 2 S G A=) £} DI AS G, L2 o
437 Aol WA LACPE 24 stelo} gtk o, LACPE nl 24 sie7] Aol A 2=
AL S Aok Gtk AT &L 387701 A 0] W] AHe S FEFAA L

Pl r ks | r r

Connection Status | Link Aggregation | YLANs | Static Addresses | Spanning Tree

Sun Fire 81600 > Up Links > Link Aggregation =

Link Aggregation Table

Uze link aggregation to cornbine & sat of inks into & trunk so that they behave like a single link, Select & port and enable LACP (Link
Aggregation Control Protocol) to allow the switch to autornatically aggregate ports based on configuration informatian

[Enable LACP] [Disable LACP

METPO Enabled
METP1 Enabled
METP2 Disabled
METP3 Disabled
METP4 Disabled
METPS Disabled
NETPE Disablad
NETE? Disablad

mlislislinlinlinlinlin

=l

CLI - t}& o x &= £E NETP0S NETP1¢] LACPS @433ttt Ex I E vrEed o]
EESS UE A9049 LACP A9 EgA 2 E| Adst7]ut 44 guch

Console(config) #interface ethernet NETPO 4-75
Console(config-if)#lacp 4-148
Console(config-if) #exit
Console(config) #interface ethernet NETP1
Console(config-if)#lacp
Console (config-if) #end
Console#show interfaces status port-channel 1 4-83
Information of Trunk 1
Basic information:
Port type: 1000T
Mac address: 00-00-E8-66-66-83
Configuration:
Name:
Port admin: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full,
Flow control status: Disabled
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Current status:
Created by: Lacp

Link status: Up
Port operation status: Up
Operation speed-duplex: 1000full
Flow control type: None
Member Ports: NETPO, NETP1,
Console#
SNMP - 4% 4= MIB W4
EE 0B MIB g% MM A 7k el 7|2
Trunk Maximum sun... Q7] A& 5= 6
ID trunkMgt.
trunkMaxId
Trunk Valid sun... Q7] A& A 4(1-6)
Number trunkMgt.
trunkValidNumber
Trunk Index sun... Qe A e
trunkMgt.
trunkTable.trunkEntry.
trunkIndex
Trunk Ports sun... Q7] /&A L8 7221y
trunkMgt. (FE E=)
trunkTable.trunkEntry.
trunkPorts
Trunk Creation  sun... 917 A& static(1),
trunkMgt. lacp(2)
trunkTable.trunkEntry.
trunkCreation
Trunk Status sun... 917/ &A valid(1),
trunkMgt. invalid(2)
trunkTable.trunkEntry.
trunkStatus
LACP Port sun... Q7] /2 7] enabled(1)
Status lacpMgt. disabled(2)
lacpPortTable.
lacpPortEntry.
lacpPortStatus
e CLI Wofl o & w2 3-795 o] ] o] “AA e A& e Al 2.
3% BeMe 3-89




3432

=gag 274 FAH)

4 - Up Links / Down Links=>Link Aggregations FHUth S5t 55x Ef A
JUAE MYty do3 TEE A ths Add E+= Remove:s FFH

I - WES FEE Z4 48Ut MEQ e T 471E S PASE, TES A
Aol | 2

3
AAS) Aol MA LE QAL Aok Gtk A4 g ] §-2 3-875]

| r [ up Links [ r r |

Connection Status = Link Aggregation  YLANs | Static addresses | Spanning Tree

Ports statically configured in selected Trunk -

Select the trunk that you wizh to create or add ports to, then selact the ports to be added to that trunk and press the add button. Mota,
anly trunks not baing used for LACP can be used for statically configurad parts. The trunk will tzke on the properties of the addad parts
vou will nead to make sure that the portz all have the same properties,

Select Trunk: [Trunk 1 =

Available Ports Aggregated Ports |
NETPO - NETP2

= j 30

HEThE

NETPS Remove

MNETPE =l |

b

= NETP2 2 NETP3E Al §3lo] EX A 28 whEuth E4AE
29X F uH EY T XE 4487w &d gy

CLI - b+ el =

Seld o] XEES 1}

il

Console (config) #interface port-channel 2 4-75
Console(config-if) #exit
Console(config) #interface ethernet NETP2 4-75

Console(config-if) #exit
Console(config) #interface ethernet NETP3
Console(config-if)#channel-group 2
Console(config-if) #end
Console#fshow interfaces status port-channel 2 4-83
Information of Trunk 2
Basic information:
Port type: 1000t
Mac address: 00-00-E8-66-66-83
Configuration:
Port admin status: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full,
Flow control status: Disabled

(
(
(
Console(config-if) #channel-group 2 4-147
(
(
(
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Current status:
Created by: User

Link status: Up
Port operation status: Up
Operation speed-duplex: 1000full
Flow control type: None
Member Ports: NETP2, NETP3,
Console#
SNMP - 4% 4= MIB W4
EE 0B MIB #i MM A 2k e I8k
Trunk Maximum sun... Q7] A& A 6
ID trunkMgt.trunkMaxId
Trunk Valid sun... o7 A& 447(1-6)
Number trunkMgt.
trunkValidNumber
Trunk Index sun... Qe A A
trunkMgt.trunkTable.
trunkEntry.trunkIndex
Trunk Ports sun... 2171/ &4 Ly 7a1y
trunkMgt.trunkTable. (TE 2=)
trunkEntry.trunkPorts
Trunk Creation sun... 917 A& static(1),
trunkMgt. lacp(2)
trunkTable.trunkEntry.
trunkCreation
Trunk Status sun... 9171/ A4 valid(1),
trunkMgt.trunkTable. invalid(2)

trunkEntry.trunkStatus

thE CLI¥srol] it A2 3-799 01 A 8] “A 2 A el 3EA]”
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3.4.4 A Ho] Aef thgk VLAN &2 824 44

7]1% VLAN 2" 2(PVID), % = =Zdd +9, 54 8™, GVRP %3E 2 GARP Elo]
o & W QAE o] el vt AN%ZW T F AFUTH
53 A8
" GVRP GARP VLAN 5% 22822 Y EYA9 og e Fo]~ox VLAN 74 ¢
S AFOR 55T £ TS A9 1t VLAN AR E wdhshs WS o
s GARP - :L% T4 55 ZZEF(GARP) B2 LAN dlof|A] Zto]dE A n] 20| of
g FHoldE £A4E 55 T A& 918 GVRPe 93] &gyttt GARP Elo]H
<] 711%;%0 uf A oAl 2 R o] L} ﬂlOlEi 5ol T3t GVRPY 55 £ F 4o
A7 e A5 At o] ES WASHA Hotol Frh
oY &4

m Port- XE = EfaYUch(d P =: NETP0-7. th2% =1: SNP0-15. #&: NETMGT).

m Default VLAN for Port (PVID) - ¢lE|sjo] A7} =418t B2 Qs Z Yo &3+
VLAN IDY Y7125k - 4/oh2% 3: 1. NETMGT: 2).

#1 - IEHo]A7F VLAN 19] 74 ¢e] ebdd] 21 PVIDE VLAN 1ef 2dstd, &g
QlEfle] A= Abg 0% VLAN 1ef] 827k gl #A9C = F7hg Y thE VLANS] 3
$-ell=, PVIDE VLANel @dat7] o WA sl lefsolas Brt gl #e 9o
T/ dloF Ay

m Acceptable Frame Types - ] 27} & T 43 817} gl TS T3 e =
A F3& FABIES el AE AHAY Bl 17t e Zads FAlsEs 473
3“4"/} Re ZHEd 35 FASES A A9 A 2 F oo fle 2y
& 718 VLANe] 55 ch(84: all, tagged; 712 2t all).

m Switch Port Mode - ZE ] VLAN WA 25 ZAFY (7123 Trunk).

a Trunk - ZEZ VLAN E8=9] $9d oz qA Ut Egas = 9% 749 7
H Hagduch wabd o] FEE &4 VLANS vehy= g 27}t EO% = ZHds A

5:.61—],]1;]_
Hybrid - £/ VLAN Qg 5o 22 A48t ZELE 7§56 27 glo] RE =
dRe AH 5 gk

O — A9x XE REZ Trunk® A A3 49, LE 9 7|2 VLANe| %38l=(=, PVID
s Adbd) =2 Bl L glo] d*%c&l GBS, FA R e BE Qe xR
VLAN ID® 71 A5 Y
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Ingress Filtering - 21 W& 2435t 49, o] 74l XES AL R 287 o=
VLANC Z B2 A48 BE F2 Z Q]2 o] 24l ZEA ‘ﬂﬁﬂqq( R
Disabled).

a3 -

n FAEEHPE S B gl = ]%]Oﬂt’i 032%% sy

n T4 FEHPE S B A, G B o] A A9 A0 ¢e W VLANC R H 1

AdE B T Y-S Wobs JHE}(Ol 4‘501]"1 gAA o2 S48 VLANS A1 9]).
n FAIEES A A, A QB Hel A o] A RES FAYOR 2] e
VLANC =2 | A4 E BE 54 s Wy
m T4 FE ™S GVRP £+ STP9 22 VLAN 573 BPDU Z# oll& 9 v A A
25Uth 22y, GMRP 22 VLAN ¢]&% BPDU ZaYele 4%5 F4th

GVRP - 1B 30|~ 9] GVRPE @A 3/1u &3t o] A4S AHgstEd WA A9
A AA el s GVRPE &7 shafiof g th(3-387 0] A]). v & 518 -, o] LEA &
A8 BE GVRP H7 & Xy g Y EZHE 12 GVRP 55 WA A & dyE A
%5 U TH(7]1 & %k: Disabled).

GARP Join Timer - VLAN 15 7}§] 8% /48 & dFst= Azt
(8 91: 20-1000 A ] 2. 7] gk 2041 E] %)

GARP Leave Timer - VLAN 75 wu7] do] XE7} 7|tk & AlZFd Yt} o] AzE
2 Join Timer?] + iRt} Aok st} o] DA $+0 Z M Leave =+ LeaveAll H A %] 7}
““‘%9 Foll EE7} AAZ 15 & wii7] Aol oAl e 4 Az

(8 $1: 60-3000 41 E] 2. 7] gk 6041 E] )

GARP LeaveAll Timer - VLAN 15 7/ 9oll7 LeaveAll @ 2] HAIXE ALt AT
3 LEJ} 788 Wb A 7F Aol 9] A 7F 7124 QYT o] 7kA o] Leave Timek.tf =123
ﬂolﬁ el XH7H’J st w27 Adste EdE Y s H45E  dsY

(W 9): 500-1800041 €] Z. 7] ¥ 3k: 100041E] %)

VLANS on Selected Port - x| ¥ VLAN®| ZEE 134 &g}

Membership Type - 2E 9] 11% VLAN #H S 24 rh

a Tagged: €] 50| ~= VLAN®| 74 910] FUth o] VLAN®| £E7} A%3h= RE
A= B27F AU &, VLAN = CoS AR E E£8sl= Ha1s 7}111%5}

» Untagged: Q& #H| o] ~& VLANS 744 ¢o] gyt o] VLANS XL EV} st
= A= B A EHA Utk =, VLAN £+ CoS A HE X33t EHZE
ZYA] kUt

s Forbidden: ¢1E]#H o] ~7} GVRPZ %38 A% 0% VLANe| 71 sl= Ao 4"y
o). 3-347 0] %] 9] “A}F VLAN 5578 FZ34]4 2.

s Remove: ©] VLAN| A A &3t JIE]H O] AE A AT

f
o
i
A
i
o
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3-94

41 - Up Links / Down Links / Management Port=>VLANsE Ut} 7} QlEjH o] 28

oo wtg} A48kl Saves FEYTH

r rUp Links r r

Connection Status | Link Aggregation | YLANS | Static Addresses | Spanning Tree

Sun Fire 81600 > Up Links > YLANS

Select Port: |NETP4 ¥

GVRP status and GARP timers.
Default YLAN for Port (PVID): [+ Finance =]
Acceptable Frame Types:
& all Frame Types
" Tagged Only
Switch Port Mode:
© Trunk
& Hybrid
™ Ingress Filtering Enabled
Enable GARP WLAN Registration Protocol (GWRP):
@ Enable
 Disable
Configure Group Address Registration Protocol{ GARPY Parametars:

GARF Join Timer: o

GAFF Leave Timer: o

g7

GARP Leaveall Timer: 1000

eou can configure VLAN behavier for specific interfaces, including the default VLAN identifier (PVID), accepted frame types, ingress filkering,

[save] [cancel]

VLAN $iH 4 ol &2 A58k s lE#o] 2o Ao st VLANE +

g,

r rUpLinks r
Connection Status | Link Aggregation | YLANS | Static Addresses | Spanning Tree

Configure YLANS on Selected Port:

You can use these list boxes to statically szzign WVLAN: to the selected port.

All VLANS Membership VLANS
3, RE&D Add Tagged P | [1, Defaultvian, Allow{untagged)
5, Marketing Add Untagged T | |& Mgtvlan, Forbidden

4, Finance, Allow(tagged)

Add Forbidden I

r l

(save) [caneat] =1
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CLI- t}& ool A=

wEg EHor 43

X E NETP47} &l 17} Q1= = vk o
A VLAN IDZ 8331, GVRPE &4 85t u

-

, GARP Efo

Console(config) #interface ethernet NETP4 4-75
Console(config-if)#switchport acceptable-frame-types tagged 4-110
Console(config-if)#no switchport ingress-filtering 4-111
Console(config-if) #switchport allowed vlan add 4 tagged 4-113
Console(config-if) #switchport native vlan 4 4-112
Console(config-if) #switchport gvrp 4-116
Console(config-if) #garp timer join 10 4-118
Console(config-if)#garp timer leave 90 4-118
Console(config-if)#garp timer leaveall 2000 4-118
Console(config-if) #switchport mode hybrid 4-109
Console(config-if) #switchport forbidden vlan add 3 4-114
Console(config-if)#
SNMP - &3+ MIB ¥
== 0|18 MIB LLIUES 2t el 2%
Port PVID MIB-II. 8171/ 27 57 (1-4094) 1
dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlgPortVlanTable.
dotlgPortVlanEntry.
dotlqPvid
Port Acceptable MIB-II. Q7] /2 7] admitAll(1), admitAll
Frame Type dotldBridge. admitOnlyVlan-
qBridgeMIB. Tagged(2)
qBridgeMIBObjects.
dotlgVlan.
dotlqPortVlanTable.
dotlqPortVlanEntry.
dotlqPortAcceptable-
FrameTypes
Port Mode sun... 917 /2~ 7] hybrid(1), hybrid
vlanMgt. dotlqTrunk(2)
vlanPortTable.
vlanPortEntry.
vlanPortMode

3%
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e

= 0]

MIB g%

M~

2 el

T2k

Port Ingress
Filtering

Port GVRP Status MIB-II.

GARP Join Time

GARP Leave
Time

GARP Leave
All Time

MIB-II.

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlgPortVlanTable.
dotlgPortVlanEntry.
dotlgPortIngressFiltering

8171/ 271

471/ 271
dotldBridge.

qBridgeMIB.

qBridgeMIBObjects.

dotlgVlan.

dotlqPortVlanTable.
dotlqPortVlanEntry.
dotlqPortGVRPStatus

MIB-II.

dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldGarp.
dotldPortGarpTable.
dotldPortGarpEntry.
dotldPortGarpJoinTime

8171/ 2271

MIB-II.

dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldGarp.
dotldPortGarpTable.
dotldPortGarpEntry.
dotldPortGarpLeaveTime

8171/ 2271

MIB-II.

dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldGarp.
dotldPortGarpTable.
dotldPortGarpEntry.
dotldPortGarp-
LeaveAllTime

8171/ 271

true(l),
false(2)

enabled(1),
disabled(2)

(20-1000)

2 ox
o Ay
B

x

%*(60-3000)
B3

(

2 ox
B

4 %~(500-18000)
AlE] 2

false

disabled

2
o
P

60

A %

1000

AE] 2
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e

= 0] MIB == M~ 2 el T2k

VLAN Static MIB-II. o7 /A ey Bapd
Name dotldBridge. (3171(0-32))

qBridgeMIB.

qBridgeMIBObjects.

dotlgVlan.

dotlqVlanStaticTable.

dotlqVlanStaticEntry.

dotlqVlanStaticName

VLAN Static Row MIB-II. Q7] /) &A) enable(1),
Status dotldBridge. disable(2)

qBridgeMIB.

qBridgeMIBObjects.

dotlgVlan.

dotlqVlanStaticTable.

dotlgVlanStaticEntry.

dotlqVlanStaticRowStatus

Tagged Ports, MIB-II. Ql7] /24 S5 B9
Untagged Ports dotldBridge. (LE E=)
(Allowed VLAN) qBridgeMIB.

qBridgeMIBObjects.

dotlqVlan.

dotlqVlanTable.

dotlgVlanEntry.

dotlqVlanStatic-

UntaggedPorts

VLAN Forbidden MIB-II. 8171/
Ports dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlgPortVlanTable.
dotlgPortVlanEntry.
dotlqVlanForbidden-
EgressPorts

{S

N
— 12

i
ox,
EE
(m >
M
_>|J_‘

t
T
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3.4.5 Iy T4 A

T4 FH™Y S AHEeH 8 2 E9} VLANG 1% F45 &3 F 9low, ofe] XE W

s dAstet] BE A EY S F4 HolEol @A 2 e FES(EA T A

FoRF EPE AST F syt

5% A4

m Setting Static Addresses - 17 F2E5 o] 29X 2] /N8 AE o] 2o SF& &= 9%
Ytk 54 el so] el o)u] @i w4 FA7F O QlE Ho] Aol e A5, 1t
2 9l o] AE 1 FAREE HolE S AL Hux o 7 FAS FE4 o l% of 3

A 7| A = FF U T

m Configuring Port Security - £E ®S 4 3kstd 29X = A LENA A F4
£ A0 gFdte AYS AU 28 o)n| T3 F4 ol B AFEo] e
A FAE 7 A EGEnt wotEqiynh X E HekS AMgEtE WA, 4 AE g 7]
F Fot AR 7T Qg H o] Ao FAEE LA <42 MAC 4, VLAN> 45 54
o2 FHIEE 43 & LE Heks dAglsle] T4 F5S Fodlor T T"rf&\}
EE VLAN 74 do] A8t Qe Fo] ol 5FHHEE e 7es T 7|3 53 &4
A A FAAIL
vzl Al VLAN 489S F718ted, 18 F48 A F7eiAY £E Bk dA s
A TA] 8 Ve TR 713 Bk %*éﬁr’\]ﬁ Al VLAN 74 9& 5E53A17 Y 13
o Jod A Heks Hd vl &5 71eS v A F AdFYh

53 &4

m Port - AEH | AJYTHELE = EF F).
(493 X£E: NETPO0-7, tt¢3 3 ZE: SNP0-15)

m Secure Port - X E H3FS 43} ©i= v &4 53 o}(7] 23 Disabled).
Hel LEo| & S ﬂlﬂo] AHFYT
n YE BUEH 7]5& ST § sy Th
n HOIE %ﬂavuwwhﬂl AEFUTH
n UEYI A3 A4 FAo a4 5 glsyh
n EYOYEE B XER AT gliyth

m Number of Static Addresses* - =520 2 FAE F49] M5-dUdt

m VLAN - 749 VLAN®| ID(1-4094)9} 1 o] 21|},

m MAC Address - ©] ¢l #Ho] A~ A#d MAC F4AJ Y}

m Duration - ¥4+ 05 8 £ U= 23T F AEFYH
» Permanent - &2 JFHo)n] AX7F AL H Tl HAF T
» Delete on Reset - &2 271 A G =2 w74k A &H Y,

3-98
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4 - Up Links / Down Links=>Address Filtering= U tt. JEFAo]AE A4 T}
Secure Port &l &g Aeste] X E Bk A5t 1 thd VLAN, MAC =4 % 7]
e fd¥ety AddE FEYh

Pl r " up Links [ r r |

Connection Status | Link Aggregation | YLAMs | Static Addresses | Spanning Tree

Sun Fire 81600 > Up Links > Static Addresses =

Static Addresses

Select Port: |NETP4 =

A static address can be assigned to a specific intaface on the switch, Static addresses are bound to the assignad interface and will not be
mowvad, When a static addrass is se=n on another inteface, the addrass will be ignored and will not be written to the address table,

Secure port to prevent dynamic learning of new addrassas:
© Secured

& Unsecured

Hurnber of Static Addresses: |

Static MAC Addresses Assigned to Port in a VLAN

1, Defaultvlan, 00-20-C38-00-00-01, Parmanent
1, Default¥lan, 00-20-C2-00-00-02, Delete on Reset

|

WLAN: MAC Address Duration:

[1. Dlefaultv’lanj [ |Delete on Re;etj

[« |

CLI - b celM = 4 F4 Hol&dl 99 sd3 d5& F7Hauh

Console(config) #interface ethernet NETP4

Console(config-if) #port security 4-92

Console(config-if)exit

Console(config) #mac-address-table static 00-80-c¢c8-00-00-01
interface ethernet NETP4 vlan 1 permanent 4-88

Console(config) #mac-address-table static 00-80-c8-00-00-02
interface ethernet NETP4 vlan 1 delete-on-reset

Console(config) #exit

Console#show mac-address-table ethernet NETP4 4-89
Interface Mac Address Vlan Type
NETP4 00-80-C8-00-00-01 1 Permanent
NETP4 00-80-C8-00-00-02 1 Delete-on-reset
Console#
3% e 3-99



MIB ¥

MIB g%

M~

J12ak

Static Receive
Port

Port Security
Status

Number of Static
Addresses

VLAN Index

Static Address

Static Status

MIB-II.

dotldBridge.
dotldStatic.
dotldStaticTable.
dotldStaticEntry.
dotldStaticReceivePort

8171/ 271

sun...
securityMgt.
portSecurityMgt
portSecPortTable.
portSecPortEntry.
portSecPortStatus

9171/ 27

TgHGA e

MIB-IL

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlgVlan.
dotlqVlanStaticTable.
dotlgVlanStaticEntry.
dotlqVlanIndex

MIB-II.
dotldBridge.
dotldStatic.
dotldStaticTable.
dotldStaticEntry.
dotldStaticAddress

MIB-II.
dotldBridge.
dotldStatic.
dotldStaticTable.
dotldStaticEntry.
dotldStaticStatus

e
i)
[~

8171/ 2271

S 71/ 227

enabled(1), disabled

disabled(2)

o
b

MAC F2&

other(1),

invalid(2),
permanent(3),
deleteOnReset(4),
deleteOnTimeout(5)

permanent

3-100
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3.4.6

34.6.1

>
ED
ol
ly
AL
1
R
AL
N
rid
1L
[-'O
A
=
S
>
rid
AL

EE Bl 2 g, HA 79 9 olA XE 3 22 AF AL RSTP $4& 742
AU L A FHE 2bs TES Aol ¢4 &9 Be TE v 8-S ARgEte] Al
T ARE AAS, P FE S ARt AdA A T v A AdE A, oA
EEZ ARt | AA Y 1E AF A AFE ALE F dsUT
STASl AA A A o]~ 27 %A
"% 54
m Port- TEO A9wl = Efa X+ ERT XE A= 9 9l

(9% 3 2E: NETPO-7. thx % 3 X E: SNP0-15)
m STA Status - ~3d EgjolA o] LE A4 FEE AT

s Discarding - ZE7} STA 774 v A& FAA R 7S AdehA = S5UT

s Learning - X E7} Forward Delay 7|5 e ARt ER

2 A
gom, offd ReEE ARE FAHA AkFUTH LE F24 H 9]

Fa g AR

s Forwarding - XE7} sj7l & At F4 52 ASHUT

m Priority - ~3d Eg] &aE]FolA o] RE ALEHE ¢4 =95 AT ~912]9
REXEJ AR Ul LT A5 7P 52 ¢4 S0 2 ) XEV A9d E
?401]*1 24 Jaw gk o8 shd Asid B daelge] MEYA F2E A
et ¢ 97 22 FEE A gebA] 92 gEo] Foly

Ytk #Ha e E9071
]_

ol XEC gdE B, b sk A AEAE M 2EV @A s U

m Path Cost - o] W75+ STA7P FA] el HF AR E AR sk Ul AR YT mebA
S7bwkE wfA o A E EE g2 Fho] %“%ﬂﬂok 3} i, S5V =7 v Aol A e
LEo] =0 glo] sobuo]o} ST A ngo] TE © —EHH‘:} o AgETe A
off frelstil Al &

m Designated Cost - 3|71 ¢] o] ZE A & A Aud ET] 74 FEZ o]t b =

H &9 Ut} iR 7t = dEE 8 8S Eobxiyt,
m Designated Bridge - ©] LE7} Add Eg] o] FES} FAsteH WA AXof sk %
Ao ¢4 ¢ @ MAC #2944t

= Designated Port - o 29137} 23l E2]e] =9} EAlshel W wEA] A Aok sh 4
4 neA g L] $4 £99 MEdUh

3% #ElHhe  3-101



3-102

m Link Type(Admin Link type*) - o] QlE]#|o] 2] AA R Fa FH YU}

m Edge Port(Admin Edge Port*) - 221 LAN®] £ 3li= LAN AR E == $4

» Point-to-Point - 3} B Ao gt A4 F ).

» Shared - & °o]49] H[A o AAg T}

s Auto- JHHOIAE HAUAE HA AAEA T viAA AATAE AYA 7 A5
Z A3 Yt

IH b

Zo elg o] A7} A4 % Ao o] A4S quﬁ}a_?ov\q;} B

Tl

ol-)

=3
ST Flerr vtr Add B AF AR AFE F AFU oA XES AF
st A Ao, AW T Aol 3l Bk wE 7 V)50 AT, HA AF o]
Hﬂﬂ*a°ﬂ&ﬂiﬂ¥“ﬂ 1EA 2 golBS A7Fates ol ded 2ye W&
(flood1ng)°] ofo] ZolE ], QlE|Ho] A Ay WAL W Ay Egs} ATAS zsg }
A oka1, S STAS #ad e 7| ef A7 23 FAZF A8 ehA st 28y T

Ao AA¥ FER oA LER AT F Lo F8H4A 2

[e

ol

* CLICl= o] 8017k EAg Y T

oo

F7 S-S CLIo R A Y o
Admin status - ] Q1E] 7 o] 20 STAZ} 24 35 =4 BojF T
Role - 3| X E7} B4 & FE HEjA o ddshs 84 EEZA 9 dF-UA (root X E),
BE|AE F3 LANS FE BeA o ddshs &4 EE=249 dHQlx](designated =
E), Ee U‘rE B A, BHeA] X E B LANO| Zoll& d o7 AV AAHHE A4S il
Al ¥ 3k alternate B+ backup X EQIA| o] wha} o gro] vt Ay EeA ¥
E7Fob of3hg zka glA] ekow o gk njggd o7 g tH(disabled X E).
Designated root - 91 %7} ~3d E2] 9] FE FAZ 5A7 429 ¢4 &9 ¢
MAC Fauth,

Forward transitions - o] LE7} &< Aejo A A2 Az Askd ey,
S

Oper edge port - o] v|71H 5= Admin Edge Port2] 27 3k( AR oz 275
H A4, BPDUS 42138t AR oz AA g}

Oper Link type - ©] el s]o] o] A% LAN Al2vEe] 25 9= ey o] v
7§ Admin Link Typeol A A3 3§t npg} gro] 5oz FASAL AHs o2 744
Yyt
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4 - Up Links / Down Links=>Spanning Tree=>Spanning Tree Protocol& ‘&4 th.

" r [ up Links [ r r R
Status  Link Aggregation | YLANs | Address Filtering | Spanning Tree
Spanning Tree Port Status LI
Port properties for advanced configuration of STP and RSTP
Configure...] [Protocol Migration]
Point-
[T WETPD Forwarding 128 100000 0 32763.0.0000E3666672 128,17 ta- Disabled
Point
Point-
T WNETPL Broken 128 10000 0 32768.0.0000E8666672  128.18 to- Disabled
Point T
Point-
™ WNETPZ2 Broken 128 10000 O 32768.0.0000E8666672  128.19 ta- Disabled
Point
Point-
™ WNETP3 Broken 128 10000 O 32762.0,0000ES666672  128.20 ta- Disahled
Point
|
Ld | 2]
CLI - t}= oA+ X E NETP49] STA $4 & HoFUt,
Console#show spanning-tree ethernet NETP4 4-104
SNPO information
Admin status enable
Role designate
State forwarding
Path cost 10000
Priority 128
Designated cost 10000
Designated port 128.1
Designated root 32768.00209C23C267
Designated bridge 32768.0000E8666672
Forward transitions : 0
Admin edge port disable
Oper edge port disable
Admin Link type point-to-point
Oper Link type point-to-point
Console#
3% &2/ 7ie  3-103



3-104

SNMP - 74&3t= MIB W
EE 0B MIB #i MM A 7k el I8k
Port sun...xstMgt. ol el A~ 4 4=(1-25)
mstInstancePortTable.
mstInstancePortEntry
STA Port State  sun...xstMgt. 917 A& discarding(1),
mstInstancePortTable. learning(2),
mstInstancePortEntry. forwarding(3)
mstInstancePortState
STA Port Priority sun...xstMgt. 91 7] /7] 7 4=(0-240) 128
mstInstancePortTable.
mstInstancePortEntry.
mstInstancePortPriority
STA Port Path sun...xstMgt. 817 /2~ 7] A 3-105#] 0] A
Cost mstInstancePortTable. (long: 1-200,000,000.
mstInstancePortEntry. short: 1-65,535)
mstInstancePortPathCost
STA Port sun...xstMgt. Q17 A& R
Designated Cost mstInstancePortTable.
mstInstancePortEntry.
mstInstancePort-
DesignatedCost
STA Port sun...xstMgt. 917] A& L5 2214
Designated mstInstancePortTable.
Bridge mstInstancePortEntry.
mstInstancePort-
DesignatedBridge
STA Port sun...xstMgt. Q17 A& S F219
Designated Port mstInstancePortTable.
mstInstancePortEntry.
mstInstancePort-
DesignatedPort
STA Port Admin sun...staMgt. Q7] /2 7] forceTrue(0) auto
Point to Point staPortTable. forceFalse(1)
staPortEntry. auto(2),
staPortAdminPointTo-
Point
STA Port Admin sun...staMgt. 917 /2~ 7] true(1), false
Edge Port staPortTable. false(2)
staPortEntry.
staPortAdminEdgePort
STA Port Enable sun..mstMgt. Q17 /27 enabled(1), enabled
(Admin status)  mstInstancePortTable. disabled(2)
mstInstancePortEntry.

mstInstancePortEnable
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3.4.6.2

== ol MIB 4 LTS 2t el e
STA Port Role sun...mstMgt. 917 A& disabled(1),
mstInstancePortTable. root(2),
mstInstancePortEntry. designated(3),
mstInstancePortPortRole alternate(4),
backup(5)
STA Port sun...mstMgt. Q17 AL L8 Ex1o
Designated Root mstInstancePortTable.
mstInstancePortEntry.
mstInstancePort-
DesignatedRoot
STA Port sun.. mstMgt. Q7] A& F+-&-E)
Forward mstInstancePortTable.
Transitions mstInstancePortEntry.
mstInstancePort-
ForwardTransitions

STA?] dEfHol~ 2A
291207} STP %A &8 2=(3-565014) 2 RSTPE 449 25 Ae9 e

o)

>

‘

3% 44
m Priority - 223’ Ee] ] F(STA)I 4] o] LEo| A& 4 £9F F gk 2
g7 RE X2 A ulgo] FAT AF 1Y & A £ACFF R )9 LS
Susihd B2l B4 9oz TR o)A S 2ald £l ohael ol W=l %
|

=2 AAGHAE $4 97 B XEL AW BaA @S BBl ol H1 ¢
A E917h E o138 HEo] FUE A3, b e 24 A4 A £EA DAY
=y

. 71128

n 9900 0-240. 168 T7He
m Path Cost - ©] W/l ¥ 4= STAZ =] 742 H 4
S7b wE wfA o] AFdE FEO w2 gro] T
EEo| £ gto] @i Holof dUH. A= Ho
of FeJst Al 2
s -
= ©]t4l: 200,000-20,000,000
s % o] Hl: 20,000-2,000,000
= 7]7H]E °]¥{ 4 2,000-200,000

= o ARg YT e
]:6}1 %7h gl Ao AZd
wo 4 A gHrks

O ot 0>
i)
2
o

3% #E| e 3-105



3-106

n 7|2

olg Yl - Jho]F: 2,000,000. A o]5: 1,000,000. EF =: 500,000
s % oYl - ®Eo]Z: 200,000. F o] 100,000. E¥ =: 50,000
s 7]7HE o]l - Ho]F: 10,000. E& =: 5,000

#H - A2 v & Y-S short(3-627 0] A) o= A4 gt A9, Hul| Z = v 65,5354 1t

Admin Link Type - o] Qg #o] o] AA ¥ F3 {3 A rh(7]1 3k Auto).

Point-to-Point - st1}&] B Aot A4 U},
Shared - & ©]42] B x|o Adg Ut}
n Auto - JEHNAE FUH H A AATH T A AAEAE 29H 7} AHFL

2 A3

m Admin Edge Port - 28] %] LANS] #°f 9li= LAN Al ZHE E Tk =20 e Ho

27 AAYE Ao o] EHS @D}H}?:}%L"OV\QD} TE s AF FEE
cpgutE Add Eg A5 AHE AFE 7 dFUnh oA X

o] A, A1 =9 Ao U B wE 7150l A, HAl Xj% tol el s o] A5
AstEz AT oMEA 2 Elo g% zH—?qu}i ol a3 =l ¥ (flooding) 2
ol Fol5, B Flol A A7 i o Al BTt A7 S —’Fs“o}xl o, Bt
STA<} #& | 71e} A7 23} A7 28 ekA] syt 22 T =5 G 0455]
ZET o] TER A A3 F 9lSol §2384 A (7123t NETPO-7: Disabled. SNPO-
15: Enabled, o] Ao 2 314 %).

4 - Up Links / Down Links=>Spanning Tree=>Spanning Tree Protocol< +&4T}.

STP(IEEE 802.1D)2) 91E|sfo] ~ 4174 & 7415 e1, 2. el slol <o) sheleke daa)
i Configure® T4t 19 b A3 45 *@ 8kl Saves “FHU T

T Suitch setup__swi [ up inks [ r r

Status | Link Aggregation | YLANs | Address Filtering | Spanning Tree

Port/s:NETP4

L

Priority (0-240): |12a
Path Cost (1-2000000000): I].EIDDEI
Admin Link Type:

" Point-to-Paint

" Shared

& suto
Admin Edge Port:

" Enabled

& Disable

[E—

L
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CLI - th ool A

© ¥E NETP59 STP £4 & A4 Fth

Console(config)# interface ethernet NETP5 4-75
Console(config-if) #spanning-tree port-priority 128 4-101
Console(config-if) #spanning-tree cost 19 4-100
Console(config-if)#spanning-tree link-type auto 4-103
Console(config-if) #no spanning-tree edge-port 4-102
SNMP - 7}&3t= MIB W
ZE oI MIB g M2 et =%
STA Port Priority sun...mstMgt. Q171 /7] 74 57(0-240) 128
mstInstancePortTable.
mstInstancePortEntry.
mstInstancePortPriority
STA Port Path sun...mstMgt. Q7] /2~ 7] 44 3-1053] 0] #]
Cost mstInstancePortTable. (long: 1-200,000,000.
mstInstancePortEntry. short: 1-65,535)
mstInstancePortPathCost
STA Port Admin sun...staMgt. Q7] /2 7] forceTrue(0), auto
Link Type staPortTable. forceFalse(1),
staPortEntry. auto(2)
staPortAdmin-
PointToPoint
STA Port Admin sun...staMgt. Q] 7] /27 true(1), false
Edge Port staPortTable. false(2)
staPortEntry.
staPortAdminEdgePort

3%
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3.4.6.3

3-108

| Ho] A~ 2 STA T2 EF Atg] &<l

T4 BPDUY EZ 2% H7 &7 BPDU 59 STP BPDUE A& A5, A9X & g <l
Huo]As STP 33 RE=2 245 Aot kA vk, A A& Protocol Migration HE-S A}
£3t] dld A FH o] AoA dE3t7]o & e BPDU & 4](RSTP 5.3k =+ STP iﬂ)*o‘ &
A AgAed = HFUh

41 - Up Links / Down Links=>Spanning Tree=>Spanning Tree Protocol& +& 4 t}. &
23 Qg o] 25 A ¥ st Protocol Migration HE-S FHUth

= r [ up vinks | r r [
Status | Link Aggregation  YLANs | Address Filtering | Spanning Tree
Icunﬁgurs...| |Prntom||\1igratiun] -
Point-
¥ NETP4 Broken 1zg igooo o JE2768.0.0000EEGE66TZ2  128.21 to Disabled
Point -|

CLI - th5 o ¢l A += protocol migration ™ % & AF8-3te] o] QlE]Fo] el A M Eeh Aufd
2] WAA &3 (RSTP 58 £ STP 53 sl g o).

Console(config)interface ethernet NETP4
Console(config-if) #spanning-tree protocol-migration 4-103
Console(config-if)#

SNMP - 74&3st= MIB W5

L= 0IE MIB g LY ES Ha=Li 2%
STA Port sun...staMgt. Q)1 7] /2~7] true(1), true
Protocol staPortTable. false(2)

Migration staPortEntry.

staPortProtocolMigration
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3.4.7

g LERRE S oo P

A% AAYE T 9 5 1P E ol L LEAN 1 o] TENETMGT)Z 7}

E A AU 5 AEUth (A9 BEAA B RER M 2R e 34 FAT] 9

ol 213441 4] 2.

e A4

n 9 R gk $e) EE(NETMGT)® the a1 EE Aol o] LE IP 9|7 Adkahi
Ayt #el XE(NETMGT)E F3l AH T‘;—Eﬂo]:ﬂ] M~ A7 NS A, A

7o) pe] LES WA LE Abo] 2 FISES B F A aok gk,
n A2E RS e da EA #E] EE(NETMGT)E 7he BE IP 71 S 2peksls
ASIUE A elolEel 4 22 £ENETMGT)S 3 22l M=) 30f A% 3 e
e A, Bl Legle] WA e e] LES BISFES FHE Ao

o
g,

23 - 9 XES) B XE Dol Ed o] 5454 it

9 &4

= Rule - 429 6ol 1 Be] 57 42 e ol dlol el 2 93} 7 o}
el 9l S S DA Wel b FUTh 7 MB L Hol Rl e 37k AR
MEne 2 5 gtk 14 WEE A9 o Al MBS 74 foli 2o F71H

Yo (9 1-128).

m Action - U237 LEA &g L E
Yroh(&4: permit, deny).

m Protocol - ZZEZ(TCP, UDP, Any) &&= T2 EF W (0-255)5 A&}

m Keyword Flags(Code Sequence) - TCP 3t ¢ vlo] E 14¢] Q1= e 15 vEbivch
ol Wlirell M= ddle] =S AT F AFUTh =S AE sty S5t AeehA] o

o nFAsE YL 7| o] 23} I n|EX ofglo] Ust &),

(NETMGT)= 7h= 7l o5& ApkshrAv 889

s fin(l)-F5
= syn (2) - 5715
n rst(4) - A4
s psh (8) -
n ack (16) - &
» urg (32) - 11 XU
a Code - TCP |t} 9] vlo| & 14¢] Zoj1 nES A Fehe 44 vlE Eay)

W 2]: 0-63).

m Bitmask - 7 =¢] AL E = A A v E AT ULh AXGE
gl o]zl Bl E “17& W EE v S Yrlst “072 U ES A
HES AT ¢ AdFHh
32 (urg), 16 (ack), 8 (psh), 4 (rst), 2 (syn), 1 (fin)
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m Source - T Y2 TCP/UDP &2 4, YvlA~a 94 X E HJYo}
(32E ¥ 9): 0-65535).

m Destination - Z &9 2] TCP/UDP i 4, YlrlA~3 9 X E H] Yt}
(EE ¥ 9:0-65535).

m Fragment - 712> MF(37} Zﬂ) HEZFAAE 7 v 27 @ Ao 0rt} & 7
ey 27hs AAYSHA e A rE S 274 8z 93 BF vy
m Log- 21 HHo) BE dXste= & 715U 22 ¥del AEHE Jd &5 &
647Ntk M7k 7H5 2 A 7 edld FERE doj2A guth 21+ RAMe|

AgE 29A5 A shd Al fFelstAl L
4] - Management Port=>Packet FilteringS “F&F Ut 23 125 d9dtal Adds 7=

Ut} o] &9 FAe| A= TCP ZE 10-302 AF&alo] AX FA4 071 14 A F4
10.8.1.1% 7}= TCP E# 9 & 3] &3t}

H I r E [ management ports [ 1l

Connection Status | VLANs = Packet Filtering

4

Management Port Packet filtering Rules Table =

Rulel:permit tcp none 10.7.1.1 0.0.0.0 10-30 10.8.1.1 0.0.0.0 10-30 ,Log disabled ,Fragment disabled

Ren
Rule: Action: Protocol : &5
2 |pern:itj o |tE.|J j r‘“]
Represent code using:
@ kayword Flags " Bit Flags & Mask

fin  syn rst psh ack urg Code(0-63) Bitmask(0-63)
| O R A .

Addrass: Mask: Port Range:
Source I | [ —|

Destination I | [ —|

I~ Fragment I Log jer
4 | v

CLI- & ool Az E Z2 52 88 A4ahi 224 F49
VEQD vhAaE A FORA LE 0] BE T Bt
= B ¥ 4-699 017 9] &2 4.3.7.8, “ip filter” & Fxd4 A 2.

Console(config) #ip filter permit any 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 4-69
Console(config)#
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MIB ¥

MIB g%

MM A

J12a

Action

Protocol

Source IP
Address &
Bitmask

Source IP Port
Range

Destination IP
Address &
Bitmask

sun...
securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRulelndex

A2 G

sun...
securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleAction

S/ 2%

i/

sun...
securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleProtocol

71/ #73

o

sun...
securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleSrcIpAddr &
pfuRuleSrcIpBitmask

971/24

sun...
securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleSrcPortRangel &
pfuRuleSrcPortRange2

971/24

sun...
securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleDstIpAddr &
pfuRuleDstIpBitmask

A7/ 4%

permit(1),
deny(2)

4 47(0-256.

TREZS

IP 4

A% (1-65536)

3% e
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3-112

e

= 0]

MIB g%

M~

J12a

Destination IP
Port Range

TCP Code

TCP Code

Bitmask

Fragments

Log

sun... 971/ 24
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.
pfuRuleDstPortRangel &
pfuRuleDstPortRange2

sun... 971/ 24
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleTepCode

U

N
v

sun... 2171/
securityMgt.
packetFilterUnitMgt.
pfuRuleTable.

pfuRuleEntry.
pfuRuleTepCodeBitmask

J
o:

sun... 171/ 24
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleFragments

sun... 171/ 24
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleLog

oX,
iy

(0-63)

7

(0-63)

3

enabled(1),
disabled(2)

disabled

enabled(1), disabled

disabled(2)
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3.5

3.5.1

TE W e 29 RUEHY
o] deol M= 29A YUY 7lTES A 0%7101] 45 fd Edg e RUH
ZEZ vdgeAd, A8 LE 3t WEY D FA AR RS EASAY, B8 LES
sl SNMP Edj o tig 2 545 ETASH: b A}%H—E N g0l UL

£31 — Sun Fire B1600 E2llo] = A28 ARA[ 9] 242k o] W 2913 = A= ddd 7 7he) &
A o r FAH JFUY 28 A A9A F A 2E elwt EdE v o]

7Fs @tk NETPO, NETP1, NETP4, NETP5 ZE ¢} SNP8 ~ SNP15 L E &= 5d3sh A9
A el 1At NETP2, NETP3, NETP6, NETP7 ZE 8} SNPO ~ SNP7 XE+ th&

Heoll YAFUTE (SSCO W Y S BHul, 02& RE T EE 3 Hof Xty 9] 7

EXEEUE Ho 98 d5ULt)

£ o2y 74

AN A E Fe dots 22 XES] EdR S g E v P 5 lsyd 29 o

& U LEO =g £47] == RMON X7 & dA 3t Ed ol @3] Jd& FX a1

2 XEZ AU EYS B4 = dE5U

g3 A8

m TUE ZEY £ 44 XE S X AY u welol Pyl 18] ko 1y
H X EoA Eg o] Fehd & g5yt

m XE EfIS vggdEd g )y TEJ A4 LES U3 VLANG glojof gt

) - Monitoring=>Port Mirrorg 44th &2 LE vy & QY {3, ZUE ZLE 5%

A st AddE FEY T
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il r r r

r Monitoring l

-

Port Mirroring = Port Statistics | SNMP Statistics | Lags
Sun Fire B1600 > Monitoring > Port Mirroring
Physical Port Monitoring Sessions:
METPT HETPA Both
[Remove]
gﬂglléitored Esfttinati:m Tvpe of Monitoring
[sweo =] [ewen  ¢]  [recewed ¥
|
CLI - interface ¥ g = AH8-38to] RUE| LEZ A& d 15 port monitor '
a2 TES AT CLICIA 7] v "2 A 7l a dAF 7 & 25

et Al 2.

Console(config) #interface ethernet NETP7 4-75
Console(config-if) #port monitor ethernet NETP6 4-144
Console(config-if)#
SNMP - 4§38t MIB H5
Z= oI MIB g SHM A e =%
Mirror Source sun... MA X~ B AS
Port mirrorMgt.
mirrorTable.mirrorEntry.
mirrorSourcePort
Mirror sun... MM~ BIls A4
Destination Port mirrorMgt.
mirrorTable.mirrorEntry.
mirrorDestinationPort
Mirror Type sun... Q17 /&4 rx(1), both
mirrorMgt. tx(2),
mirrorTable.mirrorEntry. both(3)
mirrorType
Mirror Status sun... 71/ valid(1),
mirrorMgt. =4 invalid(2)
mirrorTable.mirrorEntry.
mirrorStatus
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3.5.2

ZE &7 EA

QEel 2 1F 9 o]ty MIBEYH V=N Edne] ot 23 $AE 2T + A&
Yt} b2 RMON MIBe| 278 Ee)% 44l 4 A0 B4 S 5 g guth e so] s
BA L old Y BAL 2t LES Buett Ed e 0 7S AT o] ARE 29179
FAH A (PN A TE wE B B ot 5)S X‘OHH—E N ALgE 5 gy
of. RMON $/& 7t 58 $3bsh vkt ZelQ) #9 0 218 5 A5 5 $EAR %

F9 BAT ATFUL BASE RE e vbA5 A28 AAE ol % F4 oo, 23

Nrz FAHYY SA= 7134 02 v 20&=vi Z3Alg Y

&3 — RMON 15 2, 3 4 9i= SNMPE AHg-all A vk ol ~8h 5= gl th

3% #E| e 3-115



3-116

CEER

OHE S

QI 0] )
Received Octets
Received Unicast Packets

Received Multicast Packets

Received Broadcast Packets

Received Discarded Packets

Received Unknown Packets

Received Errors
Transmit Octets

Transmit Unicast Packets

Transmit Multicast Packets

Transmit Broadcast Packets

Transmit Discarded Packets

Transmit Errors

Zyoly FAE EFEH] AEHo] 2o A FAl% F SE FAd &
AT mREFZR ALE &8 EAA fFUALE Ao =

o] 3t AT HEINAE FAZ N FH AFOE, o] 319 AZel
A& FE a9 AFoz A HR

o] 39 AF BREMNAE F428 NP Ao, o] &Y A
o g AF 39 AFoR AFH AR

HEETeEZR AddE 28 957 98, 57 ddEs w7
AN Z S A Q] e g A& H A7) o] f F Stk Hy
Ende<i

A7) E A} A %

] ok X
A FUNRE FA22 A5 3

W79 A S A RS Fol, o] A9l AFe el ALE
Faz AYH ANOE 4 TRET] A5 AL 2 AL

% %

A7 HAG AEEA B AL wakol, o] o) AFe) mr s

EFa2 AYE N0 4% o] A5Y AS LW W2

o % %

3
%
ofy
o
L
E
MK
ofy
1&

O
=
do I
X
N

257k lolA AEE 4 GgdE

£

29 5
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ORI

Ether 3 &7
Alignment Errors
Late Collisions

FCS Errors

Excessive Collisions

Single Collision Frames

Internal MAC Transmit Errors

Multiple Collision Frames

Carrier Sense Errors

SQE Test Errors

Frames Too Long

Deferred Transmissions

Internal MAC Receive Errors

RMON &7
Drop Events
Jabbers

Received Bytes

A2 A

57 Qe Fo]2eA F4l ?l zy o=, A N SuHE 2R
FCS AALE F3atA] 23 e 9 e] . o] el frame-too-long
T+ frame-too-short —Q—TFQ]' A FAlE 2 Qe LA ok

U,

FER FER 57 AE Aol 20N dbe] A e £ Ql
galol 2zt dolF RER AFsHE A% o] ALHE 4 &

&yt

98] el BER Qs Aol TAY, HTHOR AEE 2oy
o %

>

m

U MAC 39 AT A% e 72 sl 5%
Aot ZU A9 &

=
i
e}
o
>
2
x
oL
ofr
2

SO Agshel @ o st ) 23lo] AT AAL 45 A
re 0%

PLS &$] A5l 574 e #le] 2ol s SQE TEST ERROR H|A]
AE AR A5
SEEELESDEREESEEEE R DR RIS
g9 %

w7} ALg Folo A B4 Qe slo] o)A A Mol A Ag
SRR

W MAC 881 A% 540 252 218) 54 B o] 204 Sl
EEEEF DR

Pas FEow s AZo] W7E o MES] F 5
FAlE A F 1518 SEl Rt (X oy HE A 9], FCS &8l
) FCS Hi Y @R/ ByS 2 F 5
HEA LA £A18 oIl o] § el . o) EA olel At
B2 BASE §9% AR A8 5 A
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ORI

ey

Collisions
Received Frames

Broadcast Frames

Multicast Frames
CRC/Alignment Errors

Undersize Frames

Oversize Frames

Fragments

64 Bytes Frames

65-127 Byte Frames
128-255 Byte Frames
256-511 Byte Frames
512-1023 Byte Frames
1024-1518 Byte Frames
1519-1536 Byte Frames

of olful Al ECA BAZE T F& ol tid H& =4
2~

]

o

T Y F(EY, BETANAE 9 HE )

¢
F

CRC/H ¥ 2#(FCS &=

FAE ZHd F 64 iE“‘?”?? I(Eaﬂol‘%} HE A 9], FCS £8l ¥
) 1 Qo= EA7L $l=

FAE Tl F 15185 Bl Tt A (Zyo]y HE A 9], FCS &H
23 a2 gJelle BA fle Zddy &

FAE T F 64 SERT ga(Zd Y B E Al9], FCS S8 23
FCS = A% e 77 #Ae Zedle & +

FrAE ZHU(EZF A X3 F 645U R A T (T g0l
W HE A9], FCS ¥ X3 F &

Frad THQEZF WAL ) F S 7 AL B9 el ==
Zyd(Zaoel uE A9, FCS §8 23] & &
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41 - Monitoring=>Statistics& FH Ut Z Q3 AEH o]~ E
o] %] lete] Refresh HES AFE3te] 3l S A2 13 % lFUth
r

e r r r rMDnitoringl
Port Mirroring | Port Statistics | SNMP Statistics | Logs

Sun Fire B1600 > Monitoring > Port Statistics =3

Port Statistics:

Physical Port:|NETPO 'I

Interface Statistics:

Braperty
Received Octets: 232957
Received Unicast Packets: 110

Received Multicast Packets: 2671

Recaived Broadcast Packets: 223

recaived Discarded Packets: 0

Received Unknown Packets: u]
Received Errors: o
Transmit Octefs: 173628
Transrt Unicast Packets: o

Transmit Multicast Fackets:

2
Transmit Broadcast Packets: 0
Transmit Discarded Packets: 0O

o

Transmit Errors;

Etherlike Statistics
Broperty
Alignment Errors:

Late Collisions:

FCS Errars:

Excessive Collisions:

Single Collision Frames:
Internal MAC Transmit Errors:
Multiple Collision Frames:
Carrier Sense Errors:

S0QE Test Errors:

Frames Too Long:

Deferred Transmissions:

[ T s e e

Internal MAC Receive Errors:
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RMON Statistics
| Broperty
Drop Events: a
Jabbers: a
Received Bytes: 438662
Collisions: a]
Received Frames: a
64 Bytes Frames: 5859
Broadcast Frames: 20
65-127 Bytes Framas: a7
Multicast Frames: 52869
128-2EE Bytes Frames: 14
CRC/alignment Errors: a
2586-511 Bytes Frames: 0
Undersize Frames: a
£12-1023 Bytes Frames: 2
Cversize Framas: a
1024-1518 Bytes Framas: 40 -
Fragments: a &
CLI - t}& oo A= EE SNP134] & 542 1ol FLch
Console#show interfaces counters ethernet SNP13 4-84

Ethernet 13
Iftable stats:
Octets input: 868453, Octets output: 3492122
Unicast input: 7315, Unicast output: 6658
Discard input: 0, Discard output: 0
Error input: 0, Error output: 0
Unknown protos input: 0, QLen output: 0
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 17027
Broadcast input: 231, Broadcast output: 7
Ether-like stats:
Alignment errors: 0, FCS errors: 0
Single Collision frames: 0, Multiple collision frames: 0
SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0
Internal mac transmit errors: 0, Internal mac receive errors:
Frame too longs: 0, Carrier sense errors: 0
RMON stats:
Drop events: 0, Octets: 4422579, Packets: 31552
Broadcast pkts: 238, Multi-cast pkts: 17033
Undersize pkts: 0, Oversize pkts: 0
Fragments: 0, Jabbers: 0
CRC align errors: 0, Collisions: 0
Packet size <= 64 octets: 25568, Packet size 65 to 127 octets:

Console#

Packet size 128 to 255 octets: 1249, Packet size 256 to 511 octets:
Packet size 512 to 1023 octets: 802, Packet size 1024 to 1518 octets:

871
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SNMP - 7J5-3t= MIB W=

Z=olE MIB g MM A E

Qe Ho] 2 &

In Octets MIB-II. o7 Ag AF
interfaces.ifNumber.ifTable.ifEntry.ifInOctets

In Unicast Packets MIB-II. 97l A& AF
interfaces.ifNumber.ifTable.ifEntry.
ifiInUcastPkts

In Multicast Packets MIB-II. 97l A& AF
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
iflnMulticastPkts

In Broadcast Packets MIB-II. 97l A& AF
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
ifInBroadcastPkts

In Discards MIB-IL Q7 Ag A%
interfaces.ifTable.ifEntry.ifInDiscards

In Unknown Protocols MIB-II. Q7] A8 ASF
interfaces.ifTable.ifEntry.iflnUnknownProtos

In Errors MIB-II. Q7] A¢ e
interfaces.ifTable.ifEntry.ifInErrors

Out Octets MIB-II. Q7] ¢ A=
interfaces.ifTable.ifEntry.ifOutOctets

Out Unicast Packets MIB-II. Q7] Ag A=
interfaces.ifTable.ifEntry.ifOutUcastPkts

Out Multicast Packets MIB-IL Q7] Ag A
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
ifOutMulticastPkts

Out Broadcast Packets MIB-IL Q7] Ag A%
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
ifOutBroadcastPkts

Out Discards MIB-II. Q7] A 2=
interfaces.ifTable.ifEntry.ifOutDiscards

Out Errors MIB-II. 97l Ag AF
interfaces.ifTable.ifEntry.ifOutErrors
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ZE 0|18 MIB 84 UM~ el

Ether & &7

Alignment Errors MIB-II. 7l g A
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsAlignmentErrors

Late Collisions MIB-II. 7l g A
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsLateCollisions

FCS Errors MIB-II. 7l g A
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsFCSErrors

Excessive Collisions MIB-IIL. 7l g A
transmission.dot3StatsTable.dot3StatsEntry.
dot3Stats-ExcessiveCollisions

Single Collision Frames MIB-IL. 7l g A
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsSingleCollisionFrames

Internal Mac Transmit MIB-IL Q7] g A

Errors transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsInternalMacTransmitErrors

Multiple Collision MIB-II. o7 Ag AS

Frames transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsMultipleCollisionFrames

Carrier Sense Errors MIB-II. 97l Ag ASE
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsCarrierSenseErrors

SQE Test Errors MIB-II. 97l Ag ASE
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsSQETestErrors

Frames Too Long MIB-II. Q7] AL A
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsFrameTooLongs

Deferred Transmissions MIB-II. o7 Ag AS
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsDeferred Transmissions

Internal MAC Receive MIB-IL Q7] g A

Errors

transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsInternalMacReceiveErrors
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e

= 0]

MIB ¥+

LIVEN #

RMON &7
Drop Events

Jabbers

Received Octets

Collisions

Received Packets

Broadcast Packets

Multicast Packets

CRC/Alignment Errors

Undersize Packets

Oversize Packets

Fragments

64 Bytes Frames

X-Y Byte Frames

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsDropEvents

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsJabbers

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsOctets

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsCollisions

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsPkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsBroadcastPkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsMulticastPkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsCRCAlignErrors

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsUndersizePkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsOversizePkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsFragments

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsPkts64Octets

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsPktsXtoYOctets

g7 a8 A

g7 a8 A

g7 a8 A

g7 a8 A

g7 a8 A

971 g 3
971 g 3
971 g 3
971 g 3
971 g 3
971 g 3
9471 A8

SRIEE

o
b

o
b

Bl

b

b

b

b

b

b

3y #EHe
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3.5.3 SNMP -& 7|

74

ﬂrﬂ XEE AYE SNMP Ef ) tid 2 SAE A 5= 5y o] HE SNMP
FE2 g AsAY, 2927 A8 sls AA SNMP Edg 9] ok& FA]874, SNMPE %

aH A9 o AA A= Be EHAQA ALE BAISHE b AMEE F YT

o &4

O My

SNMP #7192
SNMP packets input

Bad SNMP version errors

Unknown community name

Illegal operation for
community name supplied

Encoding errors

Number of requested variables

Number of altered variables

Get-request PDUs

Get-next PDUs

Set-request PDUs

A& AMu] o)A SNMP BB &2 Hdd F

SNMP 2 EZ AEEZ AE5H SNMP #A A &,
SNMP H mAIA 9 F

ES
SNMP ~z EZ <lEEel] dadd SNMP #A A 5, 3l e g
G A A 2 SNMP A HE| o] 55 AHE-3 SNMP #jA]| A ¢ F

o~
-

SNMP 2~z EZ e Eol H5H SNMP wAIA] F, wAI Ao A+
¥ SNMP #A e el 4] 5834 %= SNMP 2 Uehvl =
SNMP w| A #] 9] & &

FAE SNMP WA A & t] 51

<l

sk ASN.1 1= BER 279 &

SNMP Get-Request ¥ Get-Next PDUE 41 0}01 SNMP
ANEE] 7} A B A0 7 ¢lo]L MIB /A9 &

218kl SNMP 22 &

WA 5

25 A48 A i
Aal

93k o] SNMP X2 & e g7} i
T

= d

gl

El7} FeH o WA MIB 7HXﬂ°] T T

SNMP Z 2 &3 B ¥ 7} 215ke A 2] SNMP Get-Request
PDU| F =+

SNMP ~ & &2 e E 7}t 2415101 A 2] gk SNMP Get-Next PDU
o F F

SNMP = 2 23 e ¥ 7} 5215k0] A 2] gk SNMP Set-Request
PDUY ¥
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ORI o9

SNMP #Z] Z¥

SNMP packets output SNMP L2 EF Qe E oA A5 Au Az A3t 5 SNMP oA
2 4

Too big errors SNMP Z 2 EF <lElEle] dE¥ SNMP PDU & 25 e}
“tooBig.” <! PDU9 & &

No such name errors SNMP Z2 EF <l g e d45E SNMP PDU 5 25 e 7}
“noSuchName.”¢l PDUS] % 4

Bad values errors SNMP Z 2 &2 Qe g A48 SNMP PDU 5 257 e 7}
“badValue.” 91 PDU 9] % 4

General errors SNMP =2 &3 e Elo] A5¥ SNMP PDU % @& AE7t
“genErr.”¢1 PDUS % &

Response PDUs SNMP =2 EZF <l €7} 479 % SNMP Get-Response PDU 9]
T

Trap PDUs SNMP ¥ 2 =2 1€ €] 7} 44 3 SNMP Trap PDU®| % -

% - Monitoring=>SNMP StatisticsE “F& 1 th. #l©]#] 35 2] Refresh HES

& Az 14 FE dHYTh

AF-g-8ko] 3}

Pl r r r

Port Mirroring | Port Statistics | SNMP Statistics | Logs

Sun Fire B1600 > Monitoring > SNMP Statistics

SNMP packets input:

SHMP packets input a
Bad SMMP version errors: a
Unknowr commurity name: a
lllegal operation for cammurnity name supplied 1]

Encoding errors

Murber of requested vanables
Mumber of altered variables
Get-request PDUs

Get-naxt POUs

Set-request PDUs

SNMP packets output
SHNMP packets outptut 13
Too big errors
Mo such name errors

o
u)
Bad wvalues errors u]
General errors: u]

o

Fesponse PDUS
Trap POUS 18

3%

r Monitoring l

e e

-
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CLI - t}& ool A= ~ 1) ¢] SNMP 4|2 nof &y,

CConsole#show snmp

SNMP traps:
Authentication: enable
Link-up-down: enable

SNMP communities:
1. private, and the privilege is read/write
2. public, and the privilege is read-only

11 SNMP packets input

Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors

Number of requested variables
Number of altered variables
Get-request PDUs

Get-next PDUs

Set-request PDUs

11 SNMP packets output

Too big errors

No such name errors

Bad values errors

General errors

Response PDUs

Trap PDUs

W o oOr OO wo o

O W N o oo

SNMP logging: disabled
Console#

4-52

SNMP - 453t MIB HS

]

= 0]

MIB g~ UM~

I3
4]

SNMP 7% ¢ &
In Packets MIB-II.snmp.snmpInPkts 9] 7]
In Bad Versions MIB-IL.snmp.snmpInBad Versions 917

In Bad Community MIB-ILsnmp.snmpInBadCommunityNames 2]7]
Names

In Bad Community MIB-ILsnmp.snmpInBadCommunityUses 271
Uses

In ASN Parse Errors MIB-ILsnmp.snmpInASNParseErrs 97

L
ofo

)
oo o

L

&3
op

oX o o
S

oX,
i

o
-
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3.54

Z= ol MIB g OHAM|IA wel

In Total Request MIB-ILsnmp.snmpInTotalReqVars Q7] 1g A%
Variables

In Total Set Variables =~ MIB-IL.snmp.snmpInTotalSetVars o7 A¢ AL
In Get Requests MIB-II.snmp.snmpInGetRequests 97l He  A$
In Get Nexts MIB-ILsnmp.snmpInGetNexts Q7] Ag A
In Set Requests MIB-IL.snmp.snmpInSetRequests 97l He  A$
Silent Drops MIB-ILsnmp.snmpSilentDrops el7] Ag A%
Proxy Drops MIB-IL.snmp.snmpProxyDrops Q7] 18 AF
SNMP #% ¢

Out Packets MIB-ILsnmp.snmpOutPkts Q7] g AF
Out Too Bigs MIB-IL.snmp.snmpOutTooBigs Q7] A4 AL
Out No Such Names  MIB-ILsnmp.snmpOutNoSuchNames Q7 Ag  AF
Out Bad Values MIB-II.snmp.snmpOutBadValues Q7] A4 AL
Out General Errors MIB-ILsnmp.snmpOutGenErrs 7l g A
Out Get Responses MIB-ILsnmp.snmpOutGetResponses g7 A8 AF
Out Traps MIB-ILsnmp.snmpOutTraps 97l 18 AF

HAA 21

2912 vl Rl A= AR 2O AR E

HE 54

(71 %k: Disabled)

m Logging Level - 291X WE g o] A== Al 27 WAIA
ol Aast g se g 07bA o WA A 7 Ao 2] 8] A

Al: 3-0, RAM: 7-0).

m Enable Logging - 2~ 9] %] W Egjel] tjW 1 T o5 wAAE 7=

A zhEel el Al g e

3%

Iy
A
N

2| IR
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=31 25 ¥

B ol EIE| k]

ISR 7 o7 AR

AR AF 6 AR HAA ] SHEHEE EH)

A 5 el A R Fo g FEH(: =A%)

7 4 7 A Ei(l: false WFSE, oA A B3 Wk

25 3 Q5 AE(el: Z3E ], 7123 AR

A 2 AR FEl(el: vlEe & EE AME 7hs WEY 25 - Has )
73K 1 714l 2x7F Bag

H] 4 0% A 2EAE =7

* A Felol Mol w0 B wd 1 27w sy

m Log contents - Z A = RAMe] A€ A|2~8 "l oMl E v A4 & vYdatAL, S
Al B (F AT AAE Tl FA4 5= 13 i) B RAM(S, AA9E A
AlEetE A9 A= Y A “1]4.ﬂ)°] ZHAIAE A= ] AR E S BEo] 241
Yt}

% - Monitoring=>LogsE “+5Ut. 27 7|5 474385t aL Flash == RAM& 78 t
7158 v A1 A H (S, e P yE 077}7< )= A ¥&l 3 Save ChangesE & U
]

A
View Flash &+ View RAMS 53 BAIE WAA] 555 A2 23 YT},

" r r r r rMonitoring l

Port Mirroring | Port Statistics | SNMP Statistics | Logs

o
=2
o,

Sun Fire B1600 > Monitoring > Logs =

Logging:
v Enable logging
Logging level:
Flash |3' ®  Default

Ram I?" & Default =

Log contents

||Er'r0r Message: Level 13, Module: 13, functions:0, error number:0 lnfjrmatuon:PRl_r—-lGR_lnutI:e"al_lllt functian fals, ------ x
»

4
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CLIL - b= delX = 27 755 @Adstetar, A viielo 7|55 wAAE @ 3("2
F)oR AT g, ZAAel AZE 21 vAA 555 FA Y

Console(config) #logging on 4-30
Console(config)#logging history flash 3 4-31
Console#fshow logging flash 4-33
Syslog logging: Enable
History logging in FLASH: level errors
[0] 0:0:5 1/1/1
"PRI_MGR_InitDefault function fails."
level: 3, module: 13, function: 0, and event no.: 0
Console#
SNMP - 483+ MIB H
Z= oI MIB g UM A el 2
Log Status sun... 917 /2~ 7] enabled(1),
sysLogMgt. disabled(2)
sysLogStatus
History Flash sun... 917 /2~ 7] <(0-7)
Level sysLogMgt.
sysLogStatus.sysLog.His
toryFlashLevel
History RAM sun... Q171 /7] 44(0-7)
Level sysLogMgt.
sysLogStatus.sysLog.His
toryRAMLevel
Log Messages F o 5] =] oI
3 #E e 3-129
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ol FollM= WA A A(CLDE ARS8k WS A ek

4.1

4.1.1

41.11

o] S Bl e Ayl A4S B3l 2912 e A o] 29
WA 2EHE B A9A 8 ZEFZEA Wy 719 Eg) MiAHFE g3t 290X AT
w93 Qe H o] A(CLI) AH&H-2 UNIX A 8o 3388 ggste

TE XES T3 29X dAqAasHd o 2AE SR FYh

ZE LFLEAM AR o] 53 G5 S YU (7] AHEA o] 52 “admin” I}
“guest”o] 31 Z7}2] k& ="admin” ¥ “guest” U th) T At *}&Z} o2 aEE g
W g8 A o] 2o “Console#” &5 ZE7F AL W3 A A RE(AT Y =)=
AU 28U guest AFEAF 0] 53 G55 Hshd WH A B o] ~ ¢ “Console>”
LEFXETF FAF I AN AA A RE(ARE A RE)R AFg Y

ded ¥ys guste] gt AYS ¢k

A9E R “quit” = Yexit” HHE APt RS FRIY



i
fpx
%

EES Faf Alade ddehd v 2191 shwo] EAH Y

User Access Verification

Username: admin
Password:

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Console#

41.12 e ol 7

dulof = [P A% T2 EFo] ALEH U o] @A 0M e, B AoAdLS EE YEYIE F
d B REUEYT A7 AT P F425 7P-ok gtk Fa3IP F2+ 0 ~ 255

Abol 9] 4709 A2 FAEY, 747t A v E()E FEEUY. 4 FAE U EYA F
B3 $AE RROo7 AL o & So] [P 54 10.1.0.19 UV EYZ $E2 10.1.001 2
IAE BB %ME}.

I = o] AQAYIP Fhv 72O T Ty o] 9lA FYtth #2] LE NETMGT+=
VLAN 2¢] gtdgytt o] R EE= g3 T eV the9 7 XYEZ ¥ 3tsl= VLAN| = 8
s 4 olsy o

P

D AR E Tl A9 Aol A sk HA A9
= 1P /‘139\01]/\1 FelstelH 712 Aol Eglol & A *‘HOF it <

Console (config) #interface vlan 2
Console(config-if)#ip address 10.1.0.1 255.255.255.0
Console(config-if) #exit

Console(config) #ip default-gateway 10.1.0.254

Yook LT e Mo el n e ol oaasa L REREEER:
= RHEIP F42 A}fm 2 9zt
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4.1.2

4121

.94 SAEA, Wl R 3 QAT FR 9 [P FAE JEFYTh

L ZFIEEAM ARGAL o] B3 A AR S E YUY HEldr 2293 A CLIN=

“Vty-0#"ZEZE7} A H o] Ak AAA BE(AF A RE)Q)E delFal, guest® 21
A3 Aol “Viy-0>"7F BA o] ANk AAA Be(dnk A8 2yl e Fu

Wy dYstel dets A9e AR
ahd “quit” B “exit” WH S AAstel S FEFYCH

F¢ Esh g 29 shol EAHU

¢

i}
to
e

£

4
o

o
e
it

nZ
ol

Username: admin
Password:

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Vty-0#

23 - GUE Agetel 2914 AAS AT 474 A 5 Az

CLIEHS>dd 719=¢ ez AUt 719 =+ 99S el L A5+ 4 vl
HEE AF YL o & 59|, “show interfaces status ethernet SNP5” % o] A show
1nterfaces9} status= 7] 9§ =0] 17, ethernet> QE]H| o] A~ 8-S A4 &= ¢l4=o]1], SNP5
T XES AT

B ket gol YU 5 AdFynh
n G R Y Ested 39 958 dgh



n ofel BES JdYseE 2 9YS B SAYE Jg T o Sof, A
REZ Agsty Al 7S AW S JEEd YT
Console>enable

Console#show startup-config

u uH7H F7hdaest gyde dyeidd 98 19 el s viviRieE e dunh 4

B Eol, oA 9EE SN 0e e Qg

Console(conflg)#username admin password 0 smith

4122  Foro A%

CLI°l= 574 ¥9& /st vepd = 9= ghe] EAEE ARS- S = Syt
“logging history” ™ % logging h= 19

3] g stets WA A 7F mAE U

4123 BE As dH

4124 W A TR 47
help 93¢ S1gsha A £&wo] aokslo] BAHL "2 BAE g 719 =
AR5 R By FEe BAT 5 e

44

= Luﬁaaﬂqﬁﬁmz%iﬁﬂaﬂypqquqaaaop%
A AFE o7 BAE UL o=
5idfb%myﬂﬂ%%ﬂﬁaﬁww
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AE =
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E i
T sy dHE Eol Raskw o A4

7hs ¥

, “logging history” W ¥ <4 logs Y& 3laL Tab 715

o}



4.1.2.5

Qﬁmﬁgﬁoﬁ

ZIEFIE S Q1Y dAA WY RE(dyr =
= 2, @l = VLAN o] e Ho] )9 A whA o
g}]\

213 o]
oY el SR S Qe A1 9E BRE
o

AT AY) E PY B
A ALEE S G Eo] EA
FUt} & 9], “show ?”

]

Consolet#tshow ?
bridge-ext
garp
gvrp
history
interfaces
ip
line
logging
mac-address-table
map
port
queue
radius-server
running-config
snmp
spanning-tree
startup-config
system
tacacs-server
users
version
vlan

Console#show

Bridge extend information

Garp property

Show gvrp information of interface
Information of history

Information of interfaces

Ip

TTY line information

Show the contents of logging buffers
Set configuration of the address table
Map priority

Characteristics of the port
Information of priority queue

Radius server information

The system configuration of running
SNMP statistics

Specify spanning-tree

The system configuration of starting up
Information of system

Login by tacacs server

Display information about terminal lines
System hardware and software status
Switch VLAN Virtual Interface

“show interfaces ?” 4 % &

+ ARE EAE

Console>show interfaces ?
counters Information of interfaces counters
status Information of interfaces status
switchport Information of interfaces switchport

N

)}
08
ol
o
i
B
0x
HL
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4.1.2.6 T 7 ER ZetR )

4.1.2.7 HE 5e A4
3

9 A% Aol /195 “no” Aol WH ) AYS ArAL THL /1
3 U I AR

o] Advg Al

N9 AR E BoR B Qe JH e FAw A dahi W so]l mAFEY
2% Aololi FME FA npAA Q) A F Sol, “s?7i “s" R A de BE ]
A g e,

Console#tshow s?
snmp spanning-tree startup-config system

& SlF Y ol E 501, logging ¥ ® S S
2= A FUT o] 755 A5t ¥ no logging ™ % & AF&-3H Hu T
oM oo e e WH O FHA At e AT LHE}.

4.1.2.8 E W AR

4-6
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4.1.2.9

4.1.2.10

O O
WE2 AR YA 7 FHAE EUT A HES drd o g ALY AEH RS B
AlatAY FA ZHEHE AUt 9hE 4 E 8 S B ol A i AFE A AY 54
A Vs AAFUT olHd SUAE E oA oY 7HA BER YUY AR 7 d
BE2 AgE o ne AFP YT AAEA TEZE] E58 ""ES Y] dA B
AN ALE 7 MEES BAE F AFUTH ¥E A B BEE vE 2l Ul 3l
Ft.
Sija z2E
A3 nE

A%
:rL/\c-)]* akez)

QUE o] 2

2kl

VLAN tlo]EfHo] 2~

A A oA 2GR} o] B 2 hF R “guest”E Y Esto] Al & AA

Wl R RE(EE guest )2 A H o] “Console>” W& = )

REoA = Agtd o Hyguk A 4 Qs Ae A Wy RE(EEs HEA RE)e

MR EE HEE AT AFUTh Ast A BEef dhAstEd /\}%X} ol H AT E

"admin"S ¢]gto] A 24 AAS AU g8 d A AElY “Console#” W% TEIE
T A

U}ﬂl mlo
H:
lm

KF i
F
>
P
o
o

7F A YT S dnk A3 R oA enable Y S A 5“‘3}"’ Ak 33l “super”
= dEete] A AP e A8 Fe 9,1;“41’%(4 27701 %] #ZF).

A% 48 LER AT 0 A4 ol B HEE AL

Username: admin
Password: [admin login password]

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Console#




Username: guest
Password: [guest login password]

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Console>enable
Password: [privileged level password]
Console#
4.1.2.11 T4 5
T4 e 29K S FAHE B ASHE NE A8 Y EYUT o e PP e Y
AU R E A9 A2 AN S A o] AbekA A Ut 13w 4 2 ol
A3 745 #1438l# ¥ copy running-config startup-config 8% A&}
T4 HYe e mER Uﬁ;M\ﬂr
m A FA -0l HYES A A +44-& 7431, hostname % snmp-server
Z

< speed-duplex 4 negotiation? > XE 7

o

R
g

m 2F0 FA -0 HEES F& ¥ E U "y A S =435}, exec-timeout 4! silent-time

s VLAN 74 - VLAN Z15< B4 st7] 913 g go] =gy

Ao 4 mEw AW 98 A% 2S04 configure WH S Qe Tk Telw Alx
&) JEJEﬂ “Console(configy#” =2 Wata &= Ao 74 ol thgh Abg dgho] Hof]
U,

Console#fconfigure

Console (config) #
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4.1.2.12

ge o ddddn 74 2emedy e 99 3 o ]
e exit W& ALgal 3L, B A9 R Sollelw end W& A G ok

=1 Hy ZEZE Ho|x|

Q1E] #| o] ~ interface {ethernet port | port-channel id| vlan id} Console(config-if)# 4-75
g}ol line {console | vty} Console(config-line)# 4-55
VLAN  vlan database Console(config-vlan) 4-107

& 20, s 9P ES AFEshe] /lEHol A 7 RER JAHL A% AW RER Fo}
Y

Console(config) #interface ethernet SNP5

Console(config-if)#exit
Console(config)

gy A

Yo hAEAS PR GHUh B2 WY TE v AReY AT £ 9S wF B4
£ Qs %, PP ARFE SOkt AHEE 5 AU TE Tab 718 AHEahe] 13 1
F& LAY Y ol 2 S Qo) A 9 HRg BAT S Y

o4 7| s

Ctrl-A AAE WH Y A4 prow oyt
Ctrl-B ANE dFow o £ olEFYT
Ctrl-E ANE Y8 BoR oL
Ctrl-F AXE LEHOR & ¥4 o] FRh
Ctrl-P A IH P B e mARY T
Ctrl-U A7) AL 2hA g ok

Ctrl-W Q2§ vhA ok ol 5 AbAI g Tk
Delete 7] &= A2 9 A4S AgUrh

B 25 0] 2 7]




4.2

4-10

g 1

i

A ') g2 ofef &) fFo] VSR oY Ao R YE

%]\

#uth,

oy a8 Mo HloIx|

oIk A3 AR REZ ABAY, A AES AA DAY, CLIE 4-11
S H A E S V1R 9 Ed Y

EERVED = olu]A #9 4 294 74 FJS Bk 4-17

RPN N2e) 27, A2 E, AL o] F, BekeA B {4 4-24
t}okdt AJ A8 A B E A o]k},

A 27 Wo]it RADIUS %= TACACS W& 4-41
2T FAL TR

SNMP A5 eF ER 75S FAtstn ARFYE A 4-48
YAE AT

2l A4 2E 9 Adlo] g A4 H4& 2Tk ool 4-54
ghel 9g, 2& A7 23} Fo] EaH Uk

P e A2 E P Fa9) Ao Ed o) S AL 4-62
olg mAIEH, A% Ao ping A& E‘?E‘%‘;P.

QL E] o] A mEoEY &, A5 ¥ 9 VLANe th o 4-74
gk

F2 ol & T2 Hol B T 5 F45 I Y, 4-87
I, HolES A1, w3} AI7HS AR}

TE Bl TES HoF F42 FAT T 4-91

29 E7) 2949 2g B8 29 T 4-93

VLAN VLAN 474< 7435t17 VLAN 289 ZE 4 4-106

GVRP 4 B4 3 A5 VLAN 842 8] -83H= GVRP 448 < 74 4-116
MIB®] 74& A&t}

IGMP 2% IGMP HE|AAE DE Y, Do &4, 2] v 4-122
HEIANAE g9EHol ddd TES AUt

oM 9] WLk 9 2 £E A 91, 2 $4 9 o719 g 7 4133
A, :m AMg s A i 1d =5 23
DSCP ¢4 =9 %= H gy
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Yy 15 L] B0 x|
e XLE FUHHHE LE| dolg Aoy Asols &S vxx ok, 4-144

g LEO] HolHE BA4S fld e EE vy Frt.
ZE EYT 74 og] LES 9] =ud EYEAR 13 1F
2 LACP 43 AE Aol T2EZ(LACP)S T4 FYth

ob# 5ol vhe s Al A REE T e 22 okl RAIFY

NE (21 1) LC (2121 +4)

PE (43 49 VC (VLAN dlo] o]~ T4
GC (49 74)

IE (LB 0] 2 74)

o

\./

4.3 ARAI R g E AT

4.3.1 A Al

E=i=] s BE HO|X|
enable E ERER= - v RTR R R A= NE  4-12
disable A3 DT oA Auk R EF Solziy ) PE 4-13
configure Ao A R = 84 3le ). PE 4-13
show history WE W Mo E AT NE, 4-14
PE
reload A 2~ElS ThA] A ZHE T PE 4-15
end As A8 RER Soluh GC, 416
IC,
LC,
VC
exit ol 74 RE®R FolrhAY 2% 416
CLIE 584tk
quit CLI A8 Fa 3t NE, 4-17
PE
help S8 AR S BEAFY L B
N
? el st WE Y A4S 2AEUY 25 W
=y

IS

2
08
olr3
0
1.
!
0%
HL

4-11



43.1.1

o] & Abgsto] Ast A8 RER WP A HE XN At == ¢l Ve
FHEAJA HH S AEE F oo dF HYg o U ARE BAY X AU 4 75 o]
22 "y Rro] olFl”"E FHEIAHAIL

&

enable [level]
level - ©] Ao =123 A3l FH ).
o] Aol T F 74 Ak glo] glsuth 0: Ak A, 15: Wa A5, A Ay
Do AAAstEE g 152 98 e},

718 AA
g 15

HE 2=
)

oo A%t A RER wiAshs d dad 72 eyt
o] 43 E HA st Y-S 4-277 0] A €] enable password W H S A L.

A TEmES B F7150] U WY RS ey,
o)
Console>enable
Password: [privileged level password]
Console#
a4 9

disable (4-13)
enable password (4-27)
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43.1.2

43.1.3

disable

=
Aol sk 71w FRe A 5 dHUT BE 3
=g Abgaok gt 4730) 4 2] “3 Y :

ST AT LEEEY Bo F7bElo] Alwo] ik oA RESE thebgu,

Console#disable
Console>

o4 4
enable (4-12)

configure

o] W& Abgato] ol T4
Zhok g ok e o]
T RER AgstEw WA
a7 xatil AL

71& AA

2 1>’ oX
—L Pﬂ
2 ox |
) HH
o, (2

ot
* =
*<L
o
>.
o,
N
id
i
o
tlo
¥
oEﬂ,
_O|L
g
)
o
3u
I
iy}



43.1.4

ol

Console#fconfigure
Console (config)#

= 3
end (4-16)

show history

718 AA
By
g3 ne
Ank A, As A
g3 A8
e W o= 10702 A& g5 1009 74 ¥ o] Adgd Y.
o

o] ejoll A show history W% % He] W] &S I

Console#show history
Execution command history:
2 config

1 show history

Configuration command history:
4 interface vlan 1

3 exit

2 interface vlan 1

1 end

Console#
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4.3.1.5

Console#!2
Consolet#fconfig
Console (config)#

reload

o] W& ALgste] AxHE thal Ak

B3 - A AEE gA Al Hetd 3 A
running-config startup-config W %S AHg-3ske] v 3 A v e o A

% fA 5y,

191 217} F A7k 4AHPOST)7H A AL th. £ copy
wE T AN

71E& A3

Sl

%Y ne
A3t e

9% -

o R AA AAFE ALY

o

ol

U clelM = A9AE AL shs WS Rosy

Console#treload
System will be restarted, continue <y/n>? y




4.3.1.6 end

o 743, e ol 2~ 74, 2kl 4, VLAN dlelgujeo] 2~ 4, 2h-¢8 4

o5 ool e QEH o] A FA BEoA A3 A RER ZolrlE WS HoFU)

Console(config-if) #end
Console#

43.1.7 exit

e dAE Ao Py w
WS wolFL

i
=2
R
)
s
i
o2
b
[
fi
it
o
e
e
o
dlo
@
=
X
r
o
ofN
bt
_Orh
rlr
ol

Console (config) #exit
Console#exit

Press ENTER to start session
User Access Verification

Username:
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4.3.1.8

4.3.2

quit
o] §#& AHg-3to] CLL Al S TE Y
71& 44
S+
g 2=
Ak A, A Ay
6% A8
quit 2 exit ¥ L5 74 2RI FEIUT
o

U delM = CLI S F8hs B S Bosyth

Console#quit

Press ENTER to start session

User Access Verification

Username:

ol WHE AnE 2E gl w4 g welas o AgHy

oy s B HO|X|
copy e o)A w2914 FAL A vmeleld TFIP A4 PE 418
W R = gk BEko 2 AR T

delete 9 EE FE oJw A& AR PE  4-20
dir YA Wz e g B5E 2AZYT PE 4-21
whichboot e gL 5S ZAF T} PE 4-22
boot system N2ES NESE o AL g el mE oA APt GC 423

4% ZFL HFx 2 417




4321 copy

of W& Abgato] 29129 FelAl v 22 g} TFTP A¥] gro] 2= o]u]x) £ 74 9912
AR RE /T R E) R T A4 HE Bl w4 A4S TETP Aol shel= A2
W el ALY A B4 99 g AL A9A el heRES 5 g 9 A%
o 43 TETP AW A2 7bs ol sl EA 2] 5] gel Ayt

T
copy file {file | running-config | startup-config | tftp}
copy running-config {file | startup-config | tftp}
copy startup-config {file | running-config | tftp}
copy tftp {file | running-config | startup-config}
copy tftp https-certificate
n file - oM = AR BALS FTE AF AU
m running-config - ?ﬂ A A8 A cﬂ]/ﬁ EE dA AY TSR BALSE FATE A

Aguh.

Moy

m startup-config - Al A" Z7]3}e] AME-EH = FAYY
m tftp - TFTP AW oA & TFTP A™ 2 SAHE F3dS Ayt
m https-certificate - ©] S8 FTAH AT 7172 AFA, A 7] L ST E A3
= ol AU
718 A4
=
HE BE
At A3
g% A8
n SA Y-S FYss U e volEE st ZEZEVE ZAH Y
n A S o) Fele #Eﬂ/‘l(\ T /)2 AHEE T oy, gl o5 v E()E
AlAE = syt =3 TFTP A elA 3t o] 59 Ao dol= 1277k0] ™ 291 3] o
A 3k o] 5] Al Aol 324N YT (A 7hs # 4R A-Z, a-z,0-9, 7.7, -7, ).

n ZHA v o] A7) Ao R e A= F R Aw A= shdnt A d gy

m AREAF A0 A s Y] Al = ARS ke Rt v o] A7) whet sy T

m “Factory_Default_Config.cfg” o4& ox AR X8t 34 &34 7|2 A4S
AR = oA o] S i AR AR F= s Uh

m AE A diAske W startup-configs vl A= A g sk gk
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m PEROM Y RE=ZrE 335 TFTP A oA Q2= == 258 5 glsyt ¥
EROM &&= R E=ZY =5 WAstel™d Sung 7% XY g9-271 ojof gy}

U Aol = 4 245 TFTP AW el sl 2 2 =dks Wi e Bojsyh

Console#copy file tftp

Choose file type:

1. config: 2. opcode: <1-2>: 1
Source file name: startup
TFTP server ip address: 10.1.0.99
Destination file name: startup.0l
TFTP completed.
Success.

Console#

b elel A A8 TS AR Batshs W wolF

Console#fcopy running-config file
destination file name: startup
Write to FLASH Programming.
\Write to FLASH finish.

sSuccess.

Console#

che el At 4 el e the R Eah B S mel

Console#copy tftp startup-config

TFTP server ip address: 10.1.0.99

Source configuration file name: startup.01l
Startup configuration file name [startup]:
Write to FLASH Programming.

\Write to FLASH finish.

Success.

Console#

N

X
08
o
02
i
B
0%
H
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T} o o A= TETP A8 o] Bal AFo] E 91ZAM 2 Aasels i nolZ Uk 79 o}
29AE AAFE AFME BT

dlo

Console#tcopy tftp https-certificate

TFTP server ip address: 10.1.0.19
Source certificate file name: SS-certificate

Source private file name: SS-private
Private password: *****%*xx

Success.
Console#treload
System will be restarted, continue <y/n>? y

4.3.2.2 delete

o] 3

tlo

AFE-31e] 99 i ojul x| & 24 s o),

T
delete filename

filename - T4 ¥ L= o] 9 o] F ]

718 A4

n 5 §3o] = ROMOI AL A28 Aol A8 35 8 5
o},

m “Factory_Default_Config.cfg”+ 2413 4= sl th

rlo
1
2
i)
-
o
of
v

ol
T ol M= ZHAl ml Rl A test2.cfg 74 TS AHAlskE S BolFU

Console#delete test2.cfg
Console#

4-20 Sun Fire™ B1600 220/ = A& Al A9|X| 22| QHYA o 20034 42




a4y gy
dir (4-21)

4.3.2.3 dir

o] BH & Ab&ate] ZeAl MR e Sl Ao 552 FAIFUTH

2

dir [boot-rom | config | opcode [:filename]]

EREESESTRNEE
n
u
u
u

R EERE

718 A3
Sl
W RE

A 49

"% A4

m V7S Qlo] dir ¥R fE ek B

FYolE vheol TgHEI

boot-rom - FE ROM$ Yt}

config - 74 FA YUt}

opcode - TEHY) #E T =Pyt

filename - EA| & 9} E= o] v €] o] F Y. o] o] EATA R s 2 F

PR AT /sy

“

9lo] Ak,

m ofeffel 5 AR} e} SlE Y

241 Y FR

o HS My
file name s}l o] o] =0},

file type e $8: BE ROM, 2% 3=, 74 g},

startup 2| A A o] shelo] AbgE A o ¥ vhebaL e,
size dpe] £ vhEhd shele] Z719iu e




ol

o3 delAe s Y YR

i
kKl
>
_O‘L
fir

W& BolF .

Console#dir
file name file type startup size (byte)
diag_0060 Boot-Rom image Y 111360
run_01642 Operation Code N 1074304
run_0200 Operation Code Y 1083008
Factory_Default_Config.cfg Config File N 2574
startup Config File Y 2710
Total free space: 0
Console#
4324 whichboot
o] WL AHgtel A2HY AAS A W RYHE HAES BAFUG
71& 24

o] A 3 AR A= 421301 A9 F 4-15 FxH A L.

tha ellol A= whichboot W& 0. & A& JRE HolFYrTh

Console#whichboot
file name file type startup size (byte)
diag_0060 Boot-Rom image Y 111360
run_0200 Operation Code Y 1083008
startup Config File Y 2710
Console#
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4.3.2.5 boot system

-

o] 3§43

tlo

ARG-BEo] A AE] Alg o]l ARG = bl Hoi= o] m]H]

rl

T
boot system {boot-rom | config | opcode}: filename

€|

e

Z1Egro 2 AT v = ov A Y] fFrEel= el =Y

m boot-rom - FE ROMY T}
m config - 74 APt
m opcode - TEFS] A5 FEYY T
FE()S 5 oyt
filename - -4 34 = ol A ¢ o] FdY Tt
718 4%
e
HE 2=

SER

9% -

SES

Console(config) #boot system config: startup
Console(config)#

=44 94y
dir (4-21)
whichboot (4-22)




4.3.3

4-24

A28 e

ol e AT R 4T, AFEAL o] F, BebeA P S-S AlelskaL, Z1Er o 7HA

A" RS FASAY sk El AR E U

yy s 2= Ho]X

IA HE HE

hostname o] A9 TAE o2& A AHFAY AT}, GC 4-25

AREAF A~ GG

username Q1A ALEA} o] Foll 7]nbe Q1% A AR AbgslEs GC o 426
AR I

enable password Ast A Gl st ANAE Aojslr] Yo dFE GC 4-27
28

o Av B g

ip http port 4 Beke-A AE A AV AFS S X ES A T GC 427

ip http server HElo oA A9 XS RUHHS ALY AT & JrE GC 429
e

Bz gy

jumbo-frame AR TS A= A} GC 4-29

oJHE 24 HY

logging on Q5 MAA 27 715 Aol GC  4-30

logging history A7 Aol wheh 293 vze] e A4H & syslog GC 431
WA A & A gy ot

clear logging 27 oA HAAE AFUTh PE  4-32

show logging 27 AHE Ao PE 4-33
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4.3.3.1

yy s

2= o)A

25 e Y

show startup-config A28 Algoll AbEE = A 9 WES EAEY Y PE 4-34
(ZAA HEF e A= ).
show running-config A AFLE =0l A dHlolEE E AT} PE 4-36
show system A28 ARE FASUL), NE, 4-38
PE
show users AHEAF 01, T ¥ AR, el @l FElo]AES IP 45 NE,  4-39
Egehe BE 84 24 9 9y A AR E AT PE
show version A 2E] B JRE EmA s NE, 4-40
PE
hostname
o] BYE AHGete] 291K 0 FAE o] F2 AFAAL S P 7| FAE o] FS B
¥ no H2S AHE S Al 2
2
hostname name
no hostname
name - ©] $~E Q] o] FYYrH(F | Zo]: 2557}).
712 AA
N
HY BE
Ao 74
L
Console (config) #hostname Server_Chassis_35
Console(config)#
4% [HA Hx HE 425



4.3.3.2

username

o] WL ALgto] AGAE Fbsa, 2914 Q1% YNE BES MYsa, AR 43
g AFRAY MARI(EE FES BA GE A1), A8 AAz A8 AP
Ak iR E e ALg o 52 A M no F4% eI A

FE

username name {access-level level | nopassword | password {0 | 7} password)
no username name

m name - AHEA] o] FY Ut}
(Hh 2ol: 82k Hf AHE-=}F 57: 5)
m access-level level - AF&AF S XA g},
o] FAell& thg F 7HA vl g 7‘*«]9 A o] dFYTh
A (dd 1-145 AHEEA FH5UTh)
m nopassword - 3'F AF&Atel e RIA HT S B4 EF AT
m (0] 7-02 955 YN H2ER AP PSS vjsta
ER AYPSE An Pt
m password password - AH&AE] AT T AU
(H dol: drt B~ E - 83, &5 3ty YAE - 323, thAEA T-17)

o
ne
=3
>
gﬁ
@
r
ot

N
rlo

(e}

o,

i
™

718 A3
7R oA e A Ay
m ) gEE Ak Ay mEo) A ”guest”, a3 A o] 9 “admin” Yt
AREAR ol F bR o] B FohAl VIR et 2y th
E4-2 7|8 AR O] 5 G
ALZRE OIS M2 2| %z
guest 0 guest
admin 15 admin
HEy B
Ao} 74
3% A8
g gy A3t G5 E ANT das S A 7S APstd 29A= A

] A=PAC
2’ A A A g A 4G5

i,
o
MI
i
EJ&
2
il
jin
i)
T

o
T3 ool A= AFEAES] A2 il FEE A sk WS RolFYth

Console(config) #username bob access-level 15
Console(config) #username bob password 0 smith
Console(config)#
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4.3.3.3

4334

enable password

Ao Agow 2019 F Aa A dEE AAdol Gunk o) dri e dae
Aol 7158 FAA L. o] WY oyt Aa AWl AT A AWz ATA AFER A
S AR ) A5G 8 R E s no 848 Ao 5.

enable password [level level] {0 | 7} password
no enable password [level level]

m level level - V3 A =9 gde 15%]‘4‘:]' (A 0-14+= AFEEA S5 YT

m (0] 7)-02 45E AW HAER AFYHE oJvjeta, 7 G2 E FEshd 9x
EZ X]X*‘“%g u] gy o},

m password - o] A el dfgt Iz Th

(A dol: Ak g A~E - 82, 5 she BAE - 324, tAaEA i)
71& 434
713w 159 Y o
m 7|2 435 “super” YU T
HE =
Al 74
B3 A4
m 2 ASEARLE T YFE ‘/Wr enable ¥ % & A&-3to] o t'& A R AT A
g WAste ™ ‘:} £ dEaor 3y E‘r(4 12J1] 14 Fx).
m HE o] HIEA %ii‘rg S E AT e+ UF ‘45} A 75 AR 29 A=
N2 AEA T Shdel ARE B 5 s ool Bt
o)
Console(config) #enable password level 15 0 admin
Console(config)#
#+4 9

enable (4-12)

ort

&S
=%
=

eS|

Lo}

B2kgA QIE o] A7} Abge TCP ¥E M5 S A4 F T 7|2 %
4 AHgEHIA L.

Abg-3lo] 4
no 3§



T
ip http port port-number
no ip http port

port-number - B.2}-9-%] QE] o] 27} A-g-eF= TCP ZE Y ThH(H $: 1-65535).
71& A4
80
HH 2E
ael 4

o

Console(config)#ip http port 769
Console(config)#

# 9
ip http server (4-29)
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4.3.3.5 ip http server
Bebe Aol 29028 RUHG AL FAE 5 QES AR FU o] 715 124 55t
W no P45 ARSI AL

T
ip http server
no ip http server
71E& A3
=7 3h4
HE REE
a4

o

Console(config)#ip http server
Console(config)#

o4 9%
ip http port (4-27)

4.3.3.6 jumbo-frame

o] WH g AHgetel WR Ze Y AAFER AL o) 7152 1 B35l W no 3
& AHEaA L.
¥

jumbo-frame
no jumbo-frame

718 A3
H g4

g9 =
Aol 74

% A4
m o 292 AE ) 9000utol E 27]) Hr Za e A skl thFel £ vl
o H% A TEE EY 5 A Aol KBS 2718 2 g o 29l
MaE ), A YL AEIE TRES A4 S Aelsts ) Bew A
L =ok 43 FolE




43.3.7

n AE ZHYS ARSSEE A W g Fd L‘:(01]. HIE, M) 7E o] 7lse A el
ofF Fyrth 3 HolF A4 A%, VEHAY F+ F
7h e 2 s wopsojof it 181 Rk
A AR ZY S A Do

m HE =z 7]%% #4sstd HREEAMNAE AF Aol 5 AT A dAGe] 29 64
HFl o2 Ak} (4-819 ] %] &) switchport broadcast H % %)

o

Console (config) #jumbo-frame
Console(config)#

logging on

ol B & AHgdte] & WAA = Ve Aoyt o] WE e A91A MRl v
AR 2 @7 wAAE AFstES APt no FA L 24 7 ee vEd sy

N

T
logging on
no logging on

712 44
9

Hy ne
A9 74

w3 g
27 meAst 294 Wrd A48 27 WAAS A0 L) logging history
YL Agstel AFHE 0F A BRE AT F A5

o)
Console(config) #logging on
Console (config)#

=4y g

logging history (4-31)
clear logging (4-32)
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4.3.3.8

logging history

o) el g AFgalol 294 vl welo] 4 syslog MAA S AZE fug A4 FU no
; ~ oyslog A9 AR A T Az 5 E .

logglng history {flash | ram} level
no logging history {flash | ram}

m flash - S vl 2e)(F, F7 vl A= oJiE 71594t
m ram - 94 RAM(S, A9 AdGA] A2 v ie])el Ads s olHlE 75y

L] lEe}z;el -0~ 7 Atol18) kg Ak, | 058 Ak iR &) |AI A7) A g
Yth
E4-3 25 oY
Bl o1 IE M
SRt EA 7 g7 w A A
AR A F 6 B AF-§ WA A RE
A 5 Aol A ut T o st AE(l: 2 M%)
A 4 7 3L 2 el (oll: false RESE, ol 73] Xk k3
= 3 QF AE(e: EE A, 715 AL
9% 2 A el R B AR b MY oF - P4
)
AR 1 SAAQ X7t P
aks 0 A AE AR B

*FA el mAdell= v 0 = AR 1 25 A7 sy Th

Z Al L F (= 3-0)
RAM: 7 31(2 % 7-0)

2ol e} A E vl A A e RAMo) e A48 diuch 5 94 9]
AFyolofof ik,

W
r 1°
>



ol

Console(config) #logging history ram 0
Console (config)#

4.3.3.9 clear logging
o] WH& AHg-sto] I Mol WA A E A E U T

T
clear logging [flash | ram]
n flash - Z#A] H B 2(F, 97 w2l AGE o HE 7] FdH
m ram - YA RAM(S, A9 AEGA AGA = w])ol] A5 oyl E 7] Z3] Yt}

718 A4
=d A 9 RAM
k!

?:]_

=

fa

ot

43

o

Console#clear logging
Console#

o+ 9%
show logging (4-33)
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4.3.3.10 show logging
o] BH = AbEste] MR o] AR BE AR Bl oMl E vlAIX o A =7 s BAG
U,

T
show logging {flash | ram}

m flash - S A w2 2(F, 5 vlza)ol AZE oHE 7| FdUh

m ram - YA RAM(F, A9 AL A A QA= vl Ee)el Add o|E 7154
71E A
A=
HH BE
A Ay
B3 A4
ol WHe Uy RS BAFTY L
" Syslog logging - A1A® 27 7]5°] logging on "8 38 02 &4 35 =4 o
= EAFUh
m History logging in FLASH/RAM - H I EE #A]X]Q] Azte S HojF )
o] @12 logging history ™ & ©.& 44 gt
m AR e] A BE AIAE Y o E wAA S BojFyTt
o

U Aol = Al AT 274 7)eo] 28k glar S v o WA A Az o)
“errors”(7]& @8 3 - 0)°] iL RAMS] #| A1 #] Azt #¥e] “debugging” (7] &8 7 -
0)%& BolFuUth B st oAl @7 WA 7} A H ol FH .

Console#show logging flash
Syslog logging: Enable
History logging in FLASH: level errors
[0] 0:0:5 1/1/1
"PRI_MGR_InitDefault function fails."
level: 3, module: 13, function: 0, and event no.: 0
Console#fshow logging ram
Syslog logging: Enable
History logging in RAM: level debugging
[0] 0:0:5 1/1/1
"PRI_MGR_InitDefault function fails."
level: 3, module: 13, function: 0, and event no.: 0
Console#

IS
2
08
olr3
02
i
!
0%
HL
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o4 ¥
logging on (4-30)
logging history (4-31)

4.3.3.11 show startup-config

29
of,
oft
o

ARg-sto] B v ol A E AAE AlE 7 9 S AR

N
—

i
o

o
ol ot
dlo

o b1
1127
o

frt

;)
ot
>
o
%3

| |
o
w
=2
Q

=2
N
)
o =

runmng-confl W g Abgsle] Aa o 2o 4w gl v 3
HARE v FUYth
g ZEo EH%J d EAEYY 2t RE JFS V5 R FRY
}%B& g% 5ol Ayt o] W2 vhg dRE BA Y]
A2E A (Z2E ol &F, 31X, dghx 1)
SNMP AFYE FA2d
AFEAH(O1F, AAl 2~ B, ST stE U4 F)
VLAN dlo]ElH]o] ~(VLAN ID, o] &, A H)
Z} QlEj o] ~of th3t VLAN 74 273
#2] VLANS] IP F4
AREAF Q15 %H(%Aﬂ A5 AW F4 9 UDP LE ¥3)
& LES dulof st nE FA4 44

oX
—(% o
o o 32 °

F

[ ]

o
4l oE & of
oX ol o oft
o o e
4N
of o
oftt dl
£l
el oxl

=)

F
|

2

el

ol

Console#show startup-config

building startup-config, please wait.....
!

hostname R&D 5

snmp-server location WC 9

snmp-server contact Charles
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1

snmp-server community private rw
snmp-server community public ro
|

username admin access-level 15

username admin password 7 21232f297a57a5a743894a0e4a801fc3

username guest access-level 0

username guest password 7 084e0343a0486f£f05530df6c705c8bb4d
enable password level 15 7 1b3231655cebb7alf783eddf27d254ca

|
vlan database

vlan 1 name DefaultVlan media ethernet state active
vlan 2 name MgtVlan media ethernet state active
I

!

spanning-tree mst-configuration

name XSTP REGION 0

1

interface ethernet SNPO

description Blade Slot 1

flowcontrol

switchport allowed vlan add 1 untagged
switchport native vlan 1

spanning-tree edge-port

spanning-tree link-type auto

interface vlan 2
ip address 0.0.0.0 255.0.0.0
|
no bridge-ext gvrp!
I
authentication login local
tacacs-server host 0.0.0.0
tacacs-server port 0
|
line console
1

line vty

!

!

end

Console#
4 Wy

show running-config (4-36)



4.3.3.12

show running-config

o] WH S AFESH] dA AME T Y FERE BATYL
78 A
A
o3 2
A A
o3 A4
m ©°] 4% S show startup-conflg W} A AEske] Ale) W el o] Hu gl v g ug
W A4d RS mud & JdHUh
m ol Y2 T WY Bue did H4Ye BATYL 2 BRE O "" 75 E FEEH
v g BE HE g g gy Ee] XE¢PYLH o] M oS JRE TAIFY L
n A 2E AE(ZAE olF, 9, A FR)
= SNMP AFYE £x4
n ARSI E, AAA P, dEstE )
s VLAN tlo]gHo] ~A(VLAN ID, o] &, AH)
n 7} Qg Ho] 2o tigt VLAN 74 273
s 8 VLANS IP F4
n AFEA A Jﬂ(%} AF A F4 % UDP XE X%
s 2& ZEQ @Yo 3 2 E A AH
o

Console#show running-config

building running-config, please wait.....
1

hostname R&D 5

snmp-server location WC 9

snmp-server contact Charles

!

snmp-server community private rw
snmp-server community public ro
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I
username admin access-level 15
username admin password 7 21232f297a57a5a743894a0e4a801fc3
username guest access-level 0
username guest password 7 084e0343a0486ff05530df6c705c8bb4
enable password level 15 7 1b3231655cebb7alf783eddf27d254ca
I
vlan database

vlan 1 name DefaultVlan media ethernet state active

vlan 2 name MgtVlan media ethernet state active

1

1

!

spanning-tree mst-configuration

1

interface ethernet SNPO

description Blade Slot 0

flowcontrol

switchport allowed vlan add 1 untagged

switchport native vlan 1

spanning-tree edge-port

spanning-tree link-type auto

interface vlan 2
ip address 0.0.0.0 255.0.0.0
1
!
no bridge-ext gvrp
|
!
authentication login local
tacacs-server host 0.0.0.0
tacacs-server port 0
!

line console
1

line vty

I

!

end

Console#
a4 9

show startup-config (4-34)



4.3.3.13

show system

(<]

N

]

;)
00&

iz, o

w0

]
=

| W AHgste] Aa% FRE EA G

2
o

dlo

=

A A S

o, ©

A9

9% -

ol

ol Yy o wAT
RS

POST A ¥}elli= B “PASS”7F A 5 o] oF @Yt} “FAIL”= A ¥ POST B AE7}
AE A BHGA] E&E 2 L.

S Aol Ya|A = 38501 2] “A 28 Y0 HATE F23h

Console#show system
System description:
System OID string:
System information

Sun Fire B1600
1.3.6.1.4.1.42.2.24.1

System Up time: 0 days, 0 hours, 55 minutes, and 54.91 seconds
System Name [NONE]

System Location [NONE]

System Contact [NONE]

MAC address 00-00-e8-00-00-01

Web server enable

Web server port 80

Web secure server enable

Web secure server port 443

POST result

4-38

Console#

--- Performing Power-On Self Tests (POST) ---
UART Loopback Test . ..., PASS
Timer TeSE &t vt ittt ittt et e ettt e e PASS
DRAM Test ittt e et e e e e e e e e e eeeeaenn PASS
I2C Initialization ..........c.iiiiinno.. PASS
Runtime Image Check ..........uiunen.. PASS
PCI Device Check ........ ... PASS
Switch Driver Initialization ........... PASS

DONE
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4.3.3.14

show users

AHgA o), BT A7, T n Ayl FeloldES IP FaE EgH: RE BY 2E 2 Y
G A JEE EAIFY T
712 AA
©
=
gy ne
At Ay, st A8
He A8
o] o] A¥ M Line A M3 el H3E(*) 7|27 FAE YT
o
Console#fshow users
Username accounts:
Username Privilege
admin 15
guest 0
Online users:
Line Username Idle time (h:m:s) Remote IP addr.
* 0 console admin 0:00:00
1 vty 0 admin 0:04:37 10.1.0.19
Console#
4% [IAE Hx HE  4-39



4.3.3.15 show version

(<]

| 8= AFgsko] AR Y] st=dlo] Bl A E ol M JEE BASUY.

tlo

N
w0
dlo

]

2
o

=

F s Pek el

o, ©

"

00&

iz, o

]
=

33 A4
2ZE O] 5o et A E-E 3-175 0% 9 “A9H AZEY S MY FAE F
A L. BFE O 0] onE s ZHEY T

Serial Number - W]¢] 1 =29] & A3 Y}

Service Tag - ©] 29 Aol alFHA F5Hh

Hardware Version - "¢l B X2] st=¢]o] B A}

Number of Ports - ] ~$ %2 LE FYrt},

Main Power Status - ~9 %2 A9 Aeid Yy,

Redundant Power Status - ©] A9 Aol &= sl = A &5

o

Console#fshow version

Unitl
Serial number :1
Service tag
Hardware version :ROB

Number of ports :25

Main power status :up

Redundant power status :not present
Agent (master)

Unit id :1

Loader version :0.0.6.5

Boot rom version :0.0.7.3

Operation code version :1.0.00.1
Console#
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4.3.4

o] =
1 O

o,
oft,

el e FAs] fe A AT 2aRlehs AMEAE 24 1S Wi oy RADIUS 1=
TACACS 15 W& AFgate] T8 es A5 F4 T F JFUHh

RADIUS ¥ TACACS: 5% MM oA A s 2T ES 1012 ARg-3te] HIER A9
RADIUS <14 #= vt TACACS cdﬂ &)l ﬂw MHAE Aot RO AT ZEREF
AUTh QF Aol A9 o thgk el A goz a7 AR s 1w A%
At A AFgAE o] F 9 HE R A%E tﬂ JEj o] 27} Q15U T

) s 2= Ho|xl
015 Ay
authentication login FZ7L QZ WY £ £9 8 Holsh ) GC 442

RADIUS &z&fo]9E

radius-server host RADIUS A# & A4 gt} GC 443
radius-server port RADIUS A Y EL T LEE A4t} GC 4-43
radius-server key RADIUS ¢33} 7] A A sk} GC 4-44
radius-server retransmit A A| % 35S A A s} GC 4-44
radius-server timeout A% o AL 4 AT} GC 4-45
show radius-server &7 RADIUS A48 #A g}, PE 4-45
TACACS &&fo] ol E

tacacs-server host TACACS AW A A4}, GC 4-46
tacacs-server port TACACS AW Y ES T LEE A4z}, GC 4-46
tacacs-server key TACACS ¢+5 3 715 A Ay}, GC 4-47
show tacacs-server 3 A TACACS 2 A& E A g} PE 4-47




434.1

authentication login

(<]

| BEE& AFESte] 2l A5 W 2 A 95 AU 71 E3S 5943E ¥ no ¥
A& AHESHEA L.
T

authentication login {[local] [radius] [tacacs]}

no authentication login

m local - 24 ¢S E AFE T

m radius - RADIUS A1 &3 & AFE3HU T}
m tacacs - TACACS M H ¢35 A3t}
AF W2 Je =M= AF 5 dHFYTh

)

o ok 5o rhe
o mX
o

Wy 2=
o 74
% A4

m RADIUS+:= UDPE 4831, TACACSE TCPE AHEEY . UDPE H|AdZ4 3 "H A
O wg" AF AU AS Al Feks b, TCP= 28 A Mu| A8 Ay &=
3t RADIUSE E8tolAEo A AHE AgsE = A~ @4 79 4o vks oI5 3)sf
A5k, TACACSE 7 AAE s 33

m RADIUS % TACACS 218 Q1% 24 L&, § HebgA T 9 5o ou 2
S AAE F AdFUL o] g3t A A FAL AT AW A A3l ok 6“4‘3}

m RADIUS ¥ TACACS 212 AZF ol M= ZF AHEAF o] 5 /93 Aol sl A3t dds
sttty AFEAF o] &, &, A AL AT AWofA AT,

m Y YHOE F EE A Y AF5 PHE AFs A5 A4E vEbd  FYth
ol & £0°1, “authentication login radius local”2}3 ¢ 3t -9 RADIUS A H <]
Abg; ol &3 455 WA eyt 181l RADIUS AH7F 91 A% =24 AR

o)
Console(config) #authentication login radius
Console (config)#

=4y g

username - 27 Al4-2} o] 53 455 474 I th(4-26).
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43.4.2

4343

radius-server host

o

o] @& AHE-8ol RADIUS M & A4tk 72 gke Hd5t8 ™ no I 24& A8kl Al
2.

T
radius-server host host_ip_address
no radius-server host

host_ip_address - A1 €] IP F24 U th.

71& A3
10.11.12.13

HE REE

Ao 74

ol

Console(config) #radius-server host 192.168.1.25
Console (config) #

radius-server port

A+g-3le] RADIUS AW HE A X E

it
il
oX
o
i
I
N
e
B
e
Jiz
rjg
_OL
r)
g
=

o

ot

radius-server port port_number
no radius-server port

port_number - A% WA A o] A1-§-5 = RADIUS A1¥ UDP X E 9] |3t}
9] 1-65535)

Console (config) #radius-server port 181
Console(config) #




4344

4.3.4.5

radius-server key

" @d & AHE-skol RADIUS ¢33t 715 A dUt 712 ak& 5988 no F4& AHS-
AL

o O
- —

T
radius-server key key_string
no radius-server key
key_string - Se}olAES] 212 HAAZ T8t AFEH = a3t 719y &4
doll TWe YA ppAA e (F ) Aol: 204,
718 AA
e
gy 2

e 74

o

Console (config) #radius-server key green
Console (config)#

radius-server retransmit

radius-server retransmit number_of _retries
no radius-server retransmit

number_of retries - 2291217} RADIUS AW & &3l 12 AAAE JAFsH 1 Al
3h= Sy 91 1-30).

71& A3
2

HE BE

e 74

o

Console(config) #radius-server retransmit 5
Console (config)#
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4.3.4.6

4.34.7

radius-server timeout

o] W& AHgale] RADIUS ¥ o] 1% @32 Adats 148 ATt 7Bk e

e no G4 S ARSI Al 2.

T
radius-server timeout number_of_seconds
no radius-server timeout

number_of seconds - 23& AAE37] Aol 2 A7F S7E 7vhEl & Ak (E)Y Y

W 9]: 1-65535)

712 44
5

HE BE

A9 74

o

Console(config) #radius-server timeout 10
Console (config)#

show radius-server

o] W#& AH&3te] RADIUS M H o] dA 23S HAIFY T

7% 4%
G
3y e
A 29
o

Console#show radius-server

Remote radius server configuration:

Server IP address: 10.11.12.13
Communication key with radius server: green
Server port number: 1812

Retransmit times: 2

Request timeout: 5
Console#

N

X
08
[olrd
o

i
!
0%
HL

4-45




4.3.4.8 tacacs-server host

o] §%3& AH8-3ko] TACACS A& A4 Tt 712 ghe elskel e no §4) & AHEHA
A%,
Tz

tacacs-server host host_ip_address
no tacacs-server host

host_ip_address - A1 &] IP F24 ¢ Hth.

712 AA

Sl
HH EE

Ao 74

ol

Console(config) #tacacs-server host 192.168.1.25
Console (config)#

4.3.49 tacacs-server port

4-46

H& AHE-ske] TACACS A¥ WESR A XE
AHE-8H A 2.

il
mx
ox
%
A
v
N
re
£
o
I
o,
ol
S
[z}
=

(=]

ofll

o]
XA

g
KR
1=

TE
tacacs-server port port_number
no tacacs-server port

port_number - A% WA A o] A}-§-5 = TACACS A|¥ UDP 2E 2 HE Yt}
9] 1-65535)

)
%
oX,

ol
o o o flE
dlo

?_

19
ox

Console (config) #tacacs-server port 181
Console(config) #
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4.3.4.10

4.3.4.11

tacacs-server key

o] B3 & AHE-3ste] TACACS 5.3 718 A Ytk 7124S 543884 no & A&
s Al 2.
7E
tacacs-server key key_string
no tacacs-server key
key_string - Se}olAES] 212 HAAZ ATsh=d AFEH = a3t 719y &4
Aol FWS 9A vpa A (o] ol 204
718 AA
e
oY 2E
A9 74
o)
Console (config) #tacacs-server key green
Console (config)#
ShOW tacacs-server
o] & AHE3te] TACACS AW 9] | Al A4S BAFY T
718 A
e
%% 22
A% 23
o
Console#show tacacs-server
Remote TACACS server configuration:
Server IP address: 10.11.12.13
Communication key with tacacs server: green
Server port number: 1824
Console#
47 A Hx HE 447




4.3.5 SNMP ™4 =

E3 Aol A AEHE &F 7337 SNMP &z Aeo]ds 53 A% AqAE Ao|g
e,
o2y IS z==  Holx|

snmp-server community SNMP 332 A}43tE o) 28 ARUE dx 498 GC 448

9 A B o}
snmp-server contact A A~E Adekx] Bx1d-S A s GC 4-49
snmp-server location A AE 9% BAdS A}, GC 4-50
snmp-server host SNMP E4] & 4238 $222 =43}, GC 450
snmp-server enable SNMP E#S A537AY Q34 (SNMP £4))& de == GC 4-51
traps A AU
show snmp SNMP EAl o] Aej S ZA S}, NE, 4-52
PE
4.3.5.1 snmp-server community

o) & Abg shol SNMP(eH: HE AL #hel 22 ER)0l AU E il2 BARE Yol 9
ok A9 ARUE A0S 9eleE no G4S AL @

T
snmp-server community string [ro | rw]
no snmp-server community string
m string - SNMP Z2EZof dhAsts o dast dFe] 5 Txdgdch (Hdl
7401 327}, WAl 7, Al Ak S 5)

m ro- 27 A AAAE ARG SR e 260 no] MIB AAE 912 5
qu:}
n rw- 971/27) A AT AP SA $ 2elo] ko] MIB IS 917

Xé% T AFHh
718 A4

» public - 87] A¢ AAAE ZE5YTH
m private - §]7] /7] AAAE ZEEUT

HE 2=
e} 79
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4.3.5.2

H9 A8
A5 912 3= snmp-server community ¥ 32 & SNMP ¥ (SNMPv1 2
SNMPv2c)< 473 3381t no snmp-server community 8 32 =& SNMP H A&
H] &g sh gty o

ol

Console(config) #snmp-server community alpha rw
Console(config) #

snmp-server contact

o] BYE Abgate] Aa A BAAS A FLth A2g e AR ¢l no
42 AHgEHIA 2.

snmp-server contact string
no snmp-server contact

string - AAE A JRE At 2AE Y

(H i dol: 2557}

71& AA

Sl
HH EE

EERS

ol

Console (config) #snmp-server contact Paul
Console (config)#

o+ ¥

snmp-server location (4-50)



4.3.5.3 snmp-server location

o] W& Abgatel AxE 91K BAGE AU 914 B4 glolel W no YA A
AL
T
snmp-server location text
no snmp-server location
fext - 2|28 91415 st EAeY Y
(A del: 2557)
712 24
Sl
By 2=
Aol A
ol
Console (config) #snmp-server location WC-19
Console (config)#
o+ ¥
snmp-server contact (4-49)
4.3.5.4 snmp-server host
o] Y& A&kl SNMP 45 T4 FAAE A dUth Ad s 2ES A7stHd
no Y42 A& A 2.
T
snmp-server host host-addr community-string version version-number
no snmp-server host host-addr
m host-addr - SAE(FAAN)E] o) F Ev JEY FAYYT
o Sl St D SR8 459 5 e
m community-string - &* ¢ 9 AF = 71Tr‘4El AR AdF] dT ALS &
Yrtl. snmp-server host 33 0 2% o] XA AT & QIANk o] JH S A}
£-317] el W4 snmp-server community % F 2= 0] —rx}"é—% A o8l 7= Fo]

4-50

EHUTHE T Zol: 324,

m version-number - {1 | 2c}
ZAEZFSNMP HA 1 = WA 2c8 A8 595 JeEbd YT
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4.3.5.5

712 AA

5185
R A

SER

H% A8
snmp-server host ¥ 3= 4 stA] gFod A7 AEHA AFU T SNMP 45 AF
StEF A E FAsY W Ao $ S snmp-server host 8% S A& ) o I ) o
Y IAEE AAstE W /NE S AEe U3 717 snmp-server host 8 & & A of 3
U},
snmp-server host ¥ % > snmp-server enable traps '8 3 3 7] A&} snmp-
server enable traps 3> A9 02 HH SNMP TAE A48t ol AHEHUTH &
2E7F BXE FAEHE sl SAEe fsl] o]k 1% snmp-server enable traps
Y% 7} snmp-server host 8 %S A sl of .
I A8 Ex] 532 snmp-server enable traps W& 02 Aojd = QiU oS
0], 54 A 32 T @A stH AsHTh

o)
Console(config) #snmp-server host 10.1.19.23 batman version 1
Console(config) #

a4 9

snmp-server enable traps (4-51)

snmp-server enable traps

o] W SNMP o]t} SNMP §4 % A4et s ~94% 45a o A4,
SNMP %4 7]5-& ] 24 shah2l ¥ no 442 AL85H41 4] 2.

T

snmp-server enable traps [authentication | link-up-down]

no snmp-server enable traps [authentication | link-up-down]

m authentication - A5 A3 EHE Yt A4

m link-up-down - ¥3¢ T+ JAth> ERES A EE A g

712 AA
A ERH FAd/ o ERS AU

il



Ek A
G e

49 A8
snmp-server enable traps W2 U A FE AF, ol MY ORE AojH e AW F
A% AFEHA gGsHTH SNMP 45 At s 2905 A st Aok i
snmp-server enable traps W @S Aok it 7|9 E glo] o] HHFE =€
T A FAd /v TA4 7eol B 2AsE Y 71 =9 @ o] RS st

Bl 71%5?& A7 FA %f{é“& %HE}HHD}

server host %S AM-8-3}¢] SNMP A § FAT TAEE AFFYUL 5AE A5
i Aol & g 8 snmp-server host 32 43 3]of Frh

o)
Console (config) #snmp-server enable traps link-up-down
Console (config)#

4 9

snmp-server host (4-50)

4.3.5.6 show snmp

4-52

o] ¥Y & AH&3to] SNMP §418 AHE gl gt

S ARYE AAA £AE AR, SNMP o8 4 &9 Z2EF vlol8 A9 74
, 18131 SNMP £7] 7]5°] snmp-server enable traps 3 0.2 &/4 35 3=
= dEsdnh

ook
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ol

Console#show snmp

SNMP traps:
Authentication: enable
Link-up-down: enable

SNMP communities:

1.
2.

private, and the privilege is read/write
public, and the privilege is read-only

0 SNMP packets input

O OO OO oo oo

Bad SNMP version errors

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables

Number of altered variables

Get-request PDUs

Get-next PDUs

Set-request PDUs

0 SNMP packets output

O O O O o o

Too big errors

No such name errors
Bad values errors
General errors
Response PDUs

Trap PDUs

SNMP logging: disabled
Console#




4.3.6 2kl o=

4-54

<
;_]
—_
()
o
it fop
o
o
i
>
o &

3 o AY wEA AFse] g T TR AT 5 AFU T
o AW XE £ 9UEH Hrd)e B4 uANSEE Ak 8 A,

3y s 2= Holx|
line T FAE Gty gl A REE AU GC 455
login 23904 4FE BES A4 TYT LC 456
password glol o] ot s & 2 A s}, LC 4-57
exec-timeout B 477 AR A Tlokel s AzkE A gy, LC 4-58
password-thresh 22 ANE A A4S Adsls 45 98 9ARS 43 LC 459
Yk
silent-time* 232 A% A9 347} password-thresh 33 oz 433 LC  4-60
AAGE 29 E o, #8 2ES kst AHEEHA EsHA
E AAA AU
show line Euy glole] /WS ® A sk}, NE, 4-61
PE

-8 e

2

g9
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4.3.6.1

line

o] S AFgsto] FAAE BAE X Fst o] T2 A HWH S Ayl Y& 2l A B =
2 AFFU .

7E

line {console | vty}

m console -
m vty - 97

CEEEETISIC
AA2E §)E 7H EEE (R8I

rly i
iy b

N
N
%
o

e

sl
B
34

gyl 7Hd Huld AARE 2551, show users B 59 3t E2 oA “Viy”Z A
Huoh
<] )

rlo

B8

K
®

oE
ol

19 e

ol
ot
_|):,

& gl RE g d3stEd o

dlo

k!

o
o
i
%
i
o

Console(config)#line console
Console (config-1line)#

Sl
show line (4-61)
show users (4-39)



4.3.6.2 login
o] §H S AMEste] R FFE RS AT YUY, A4
0 FA & AR L.

T
login [local]
no login

local - 272 ¢35 gl 54
ol &S AFg-3te] AR YT

718 AA
login local

oy r=
gkl 74

6% -
B ZIRIA AR AA A ATt dF BREole v Al 7HA7E EU T

=
i
i
i
52
=
2
b
o
Qi
ofo
_0|L|
I,
2

o
[*]

]

o

st 9152 username 3 072 XA & A2}

» loginS A4t password @91 74 WO A Q% e 1 dT 5 A5
AFol FAFUTH o] YRS AT A #e AdE Aol A dW AY(NE) RER

A2 g o
» login localS #| 73t username % & 0= X gk ALE-2} o] 53 S FE AFE-3to]
Aso] FFFYTH(ZIE 24). o] T =
Agk el whe} ANk AP(NE) 2= e A
3} 15).
no logins #|7datd 150l FA A FFUT o] WS A S A9 de] AH
o]2~E Uyt A (NE) RE= A2t}

m o] BHE AA A 291 AFSE AFUh A4 QS AW ] AFEAL o] &3 oF
32 A EA A Ao A X9 RADIUS %+ TACACS A~ZE o] & Al&3fof
gy,

o
Console (config-line)#login local
Console(config-1line)#

4 3y

username (4-26)
password (4-57)
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4.3.6.3

password

o] 3§43

tlo

Abgatel Be1) erE g A FUth $EE gloleld no A& A AL

T
password {0 | 7} password
no password

m {07} -02 U E YN HAER JAPZE vt 72 4355 Faste g
ER X]“é?ﬂu < 9w gk

m password - 2}Ql YT 2 A FAL YY)
(A dol: W M1 E - 84}, ¢E3tE HAE - 327, YlAaiAl )

718 A4

A4 E dz7t sy

B UoE RTHE Ao JdA S A G E B TEEZEV IAFEYL 7] &
H]_E oL = q:]eﬂo}nq }\]}\Eﬂ TE2% E7]. L]—E]—‘E}QE]— ssword-thresh Uﬂ?ﬂ——/\]-g_o}
= AP%—ZW} S E AE YYAE He Ao 45 @i@%‘$ AHEUT o] AFE 27
st 2kl Ado] 7|1 Huldo] F-& 1 AH 7 YT

m Y A 4F3E S E AFT BoE JFUT 54 7S AP E &
A2 A A el A% 42 el Eduh

1o

1S

r&*l
o X
2,

fol

oy

e

o
Console (config-line) #password 0 secret
Console (config-1line)#

a4 g

login (4-56)
password-thresh (4-59)



4.3.64

exec-timeout

o] el AP A7 F AR ol glo.

pad

Aok o AU 712 2kS Basted no

TE
exec-timeout [seconds]
no exec-timeout

seconds - & S92 G AT UTH(H $1: 0 - 65535%. 0: AlF 27 gl5).
718 A7
CLL A% 23 9o
2yl 10+

A Al

WA AAE
F4g Mg 2.

ey BE
kel -4
53 A8
m A 23 gk oo AFEAE o] AAEHE QAL 99 AHE AP UL sA W 1
A ks A A FEHY
m 0] WHE AY Z2&9 9y A4 BR Fggyi(ayy Ayl Az 23 7152
2958 F sy
o

ARE 23} g 2R o2 st o 9YS Qg

Console(config-1line) #exec-timeout 120
Console (config-line) #
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4.3.6.5 password-thresh

He AbEote] 2 AR A SIS A
[e]

D st
21¥l no §4& AH§-3k41 A

password-thresh threshold
no password-thresh

threshold - 3] €%+ 43 A% A5FAYd(d

rlr

o}
=

fol

qe dAge 2

A g AA g

:1-120. 0: LA AS).

712 AA
7123k 33 Yo,
gy BE
ghal 74
g A4
R 2EEECN 22 A% QG SRH 35, AF AR B ALY AF Aol A%
AREE 7 QA HH o] Alzte]l ARt Fowt S thAl AT = UFYT (o] F
<5 A17F gk silent-time H W & AF&-3to] AU Tt) @Yo A o] Aol =et
Wy 2o QlelHel ot Byt
n ool WY 2 e 99 A Bl 48y
o)
4o 48 dAS 53R A EYE vs ¥H S gEFYh
Console(config-1line) #password-thresh 5
Console (config-line) #
4 Wy
silent-time (4-60)
4% [FAE Hx HE  4-59



4.3.6.6

silent-time

silent-time [seconds]
no silent-time

seconds - 2E& F5H FHE AT AH(F)YYH-
W 2]: 0-65535. 0: F-&H Al §l)

718 A4
7182k no silent-time ] Y t}.

B2 AT 602% At d 03I AT

Console(config-1line)#silent-time 60
Console(config-1line)#

4 9
password-thresh (4-59)
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43.6.7 show line
o] W&l & AME-3le] Elujd gAY wi/f S T A Y )

T
show line [console | vty]
m console - Z& B g AUk
m vty - €97 & QA AE 98 7Y HeE(B) YT

712 44
BE 2ele AT
HE 2=
Ak A%, A WY
o
BE ehele) g 4ge mASA Y e WY Qi

Console#fshow line

Console configuration:
Password threshold: 3 times
Interactive timeout: Disabled
Silent time: Disabled
Baudrate: 9600
Databits: 8
Parity: none
Stopbits: 1

Vty configuration:
Password threshold: 3 times
Interactive timeout: 600
Console#




4.3.7

43.7.1

p—
=J

o

[>
jg

rlr

A= 7184 0 2 DHCPE Abgahol IP 324, 71 Ao Edlo], dmkaz g 744 Ut

oo ugt 502 /ME IP F45 F+A45AY, BOOTP &= DHCP AHo- 45 %
A% 5 ALuth FAD P Foi 0 ~ 255 Aole] A5 4z TAHH, 2 A v}

()% FEH G o) GAE AL Gie [P F AL AxEdo]9) 5954 e e

o
Kl A j2eg

H

g s 2= HoIx|
IP 7%

ip address o] A9 IP #2422 A}, IC 462
ip dhcp restart BOOTP &= DCHP Z&lo]dE @48 A &3}, PE 4-64

ip dhcp client-identifier $]%]¢] DHCP Zgto]Ad E A2 2 g A A8 AE VC  4-64
£ AW AESY EE A9AT A5 Uitk 29040
Sl e AuAE ST Fol FolshiA e, b 3
A FeolE AuAE AYSE A& AFEA S

ip default-gateway UE Y= A9 (In-Band) 2] ~E|o]Ao] o] Fx ¢} Ealsly] GC  4-65
S AFEE 7] 2 Aol Efel & A o T

show ip interface o] Ao IP A4 & wA T T} PE 4-66

show ip redirects o] Aol sl g€ 71 Ao Edo] & EAIFH T PE  4-68

ping ICMP "3 24 715 VEF Y] T =t NE, 4-68
AEIUh PE

IP 73 BEE

ip filter A [P R o] thE A9 x| LEA UF #i LE GC 469
(NETMGT)ell =23}A] 2ot abdyc

show ip filter e & = AAE PJAE FASY PE 4-73

ip address

o] W& Abgste] o] B9 P Fa2 AU /1 P F42 2452 W no Y4 A
g3 2

T

ip address {ip-address netmask | bootp | dhcp}
no ip address

m ip-address - IP FAYH T}
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m netmask - A2 [P A YEL A vpAadU, o] npAzE 78 B o] g9
Bote Ul AME = SAE FA R EE e YT

m bootp - BOOTPIA IP 45 &Y.

m dhcp - DHCPIA IP 45 d5H

EXE
72 274 dhepiith.

R A
el o]~ 74 (VLAN)

% A4
m oo et FFEoE NEIP F4AF 7387, BOOTP £+ DHCP AW oA F=4
e dFUth 33 &34 7125 DHCPE A3t 29yt f &
255 Ato] 9] 47HJ AR Y, 2474 AR P R()R TR
Utk o] FA& AHgatA g IP Fat A T2 534 dHyh
m bootp T+ dhep %4 S A€ std BOOTP =+ DHCP %2 418 w714 IP 7]
& A5kl Qlol® AsskA = edsyth o] FA = A IP F4E Felaty] 98
T7V* o7 93 nrTyAEF (BOOTP 2 DHCP #& IP 49 718 Ao]
Edo], AuYl wirgE T3 5 lFUth)
BOOTP &+ DHCP 239 B2 E=HNAEE ip dhep restart 3 S g7 A9
AFH

Ag AN Gt} AAE 5 9

3t
=

B
2=
=]

E@ - 2929 IP F2t A ¥ ZE(NETMGT)E 238k VLANS IP F24 T,

7184 07 $¥ EE VLAN 20 Q15 Hth mhebA] IP 45 VLAN 2¢] @dato] 294 of
e WESNT AAAE AFFUT IP Tt e LES L@ VLANC| W ddajof &
Ych 5% VLAN®] IP F48 &dahw 98 IP F27F 541 siA =1 A Fa71 vk 284

Y,

o
& oo A= A2 VLAN 20 345 &3t}

Console(config) #interface vlan 2
Console(config-if)#ip address 192.168.1.5 255.255.255.0
Console(config-if)#

o+ ¥
ip dhcp restart (4-64)



4.3.7.2 ip dhcp restart

o] @& ALg3to] BOOTP % DCHP ZejoldE 248 ¢ A 2gu.

7]

2
o

w0
dlo

"

=

43

o

=

g3 A8
m DHCPoIM MW= Feto| A EV} vpx e AL+ 45 opA] ddajor dych(AHE 7}
T ).
m BOOTP %= DHCP MW E & mrd o= &7 A, Feo|dENA &=
S UYEYT FEL o] A BHdS VFow FalYTh

rir

Fa

o
g oo e FA e BA3 F4a7)F b Sy

Console(config) #interface vlan 2
Console (config-if) #ip address dhcp
Console(config-if) #exit
Console#ip dhcp restart
Console#show ip interface
IP interface vlan
IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 2,
and address mode: DHCP.
Console#

4 9
ip address (4-62)

4.3.7.3 ip dhcp client-identifier

et

% Sl o] Az

H& Ag-ate] o] 29 %] 2] DCHP ZeloldE A HA5 %3
W no H 2 AHEEHA Al 2.

D — ZTOIAE A= thgol A|AE T 20X E AT uf AL AEZ I} A
2 go]2 7 HUrt} client-identifier 8% & t}S B Yo] Bl A= glojd ALYt
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43.74

T
ip dhcp client-identifier {text text | hex hex}
no ip dhcp client-identifier
m text - 92 E FAEAAYT(HH: 1-157}).
m hex - 1635t}
71& AA
DHCP E&teldE A 8ate SSCO A AH AEEH7E 2925 ALGE vt A A8
AEZD ] g Mz AFHTh whebs 2904 HH @ A Ao ~elA o] ghs WA=
AL AZEA dsuth 2913 B 71EF AR AfA] 74 55 0] DHCP Sehol 1E 28 2t
of thet AR = Sun Fire 1600 Z&0/ = A2 H AA] 2T Ego] F2 FHg F2si] Al L.
Hy e
e #H o]~ 7 (VLAN)
H% A
m ©] P2 DHCP AH e BE Falo] SeteldE AHAS xdtet & A3t
AbgE = dlolH 92 DHCP A 9] o+ Apdel whet Zebxyt
m o] YHOE AT o] AE A EAE thgol AL FEEL7F A& HEA Hol

A FYTh
o)
Console(config) #interface vlan 2
Console(config-if)#ip dhcp client-identifier hex 00-00-e8-66-65-72
Console(config-if)#
a4y 9

ip dhcp restart (4-64)

ip default-gateway

o
o
o,
i

| & AHEete] o] AR o} ThE U EY I A IHEC] X3 #a] AHolA 7] 1
dARUS 148 ARE A7ske W no A& AHE S A L.

mlm
>
N

T
ip default-gateway gateway
no ip default-gateway



4.3.7.5

gateway - 713 Aol Ege] 9] IP F44d o}
712 A4
A 1 BE7F HEyth

ch A

ael 74
9 Ay

@2 2ol do] e IP A Ee] 1718 45 Aol Eslol F o slok gyt
o

T ool A= o] Z&R18] 7] E Aol EdelE A oyt

Console(config) #ip default-gateway 10.1.0.254
Console (config) #

a4 9
show ip redirects (4-68)

show ip interface

(]

]

9g AHgsto] TP QElso] 22 43e AT

N
o “*’: ol
({1
oX

rl

o

£

i)

o] 2~

» I

1k

of
ok

rou b
o

A
| 291 Aol = Bt IP F2:0h et 4= 9l

et

ol
)

ol
o off

{

)%
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ol

Console#fshow ip interface
IP address and netmask:

Console#

10.1.0.54 255.255.255.0 on VLAN 2,

and address mode: User specified.

Sl
show ip redirects (4-68)




4.3.7.6 show ip redirects

o] W& AFE-3te] o] Ao LA E 7 E Aol EE FAIF L
718 AA
Ae
g3 ne
A3 Ay
o

Console#tshow ip redirects
ip default gateway 10.1.0.254
Console#

o+ ¥
ip default-gateway (4-65)

4.3.7.7 ping
o] W& = AHg-ste] ICMP ¥H 24 s7ls vlES ] thE =] dFdyoh

TE
ping host [count count][size size]
m host - EAEY IP F4A Yt
m count - AFEE A7 & FAUTG(H S 1-16, 712 %k 5).

m size - 7709] vho] = 411 TH(H 91: 32-512, 7] B4k 32).
29147 Y ARE Fokel7] el Al 2 2A7)E AAE 27wk gupol = F
e,
7E 47
ol ol the 7B AT e flervin,
%Y 2E
oy
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ol

43.7.8 ip

ping ¥ %S AH&8o] MIEQ A9 thE AtolEg EAE 5 SleA FAFTh

U< ping & S d& ¢ 3l Ade ARy

w A SH-AY SHS UESD EdTe] web 1 ~ 102 ol 3y

n Oo] SHEHA o - EAEVF SHEA dow 297t ”tlmeout”é EA T

el B2 Qs - AP Al EAOI el 22 d 5 fle S HEREY

n HERA Ee 2B E2@ F Qle - Aol Ede7 A= Eﬂol% oA e g FEE
e gle Ak

ping #4& A8t <Bsc>E FE4H

Console#ping 10.1.0.19

Type Ctrl-C to abort.

PING to 10.1.0.19, by 5 32-byte payload ICMP packets, timeout is 5
seconds

response time: 0 ms
response time: 0 ms
response time: 10 ms
response time: 10 ms
response time: 10 ms
Ping statistics for 10.1.0.19:

5 packets transmitted, 5 packets received (100%), 0 packets lost (0%)
Approximate round trip times:

Minimum = 0 ms, Maximum = 10 ms, Average = 6 ms
Console#

filter

2 AHRIP 7o) P2 LENM U3 ) EA B2 ZHES Geahe
]

T
ip filter [rule-number] action protocol {source source-bitmask}

K zE
gl AFSH Ytk 2E Hol &M 18 & AlA s no ﬁéé‘é AREBH A 2.

{destination destination-bitmask} [fragments] [log]
LE WSS AshH] &5yt fragments 5412 AF8-o] &gk

ip filter [rule-number] action protocol {source source-bitmask} [source-port-range]

{destination destination-bitmask} [destination-port-range] [log]

XE WS E FAFYh F, source-port-range 1= destination-port-ranges #7374
% fragments 5712 AHEE = glsyoh



ip filter [rule-number] action tcp {source source-bitmask} [source-port-range]
{destination destination-bitmask} [destination-port-range]
[code {{code code-bitmask} | code-keyword-seq}] [log]
tep 719155 AFYUTH 71 =7 2 E A9 code A 0] HEF U
no ip filter {all |rule-number}
A Qe 2 HEE FE HolEolA AT
m rule-number - A7 g Hlo] & A o] AH 12 S AT olu] HolEollA st

ARk 7 obefel = dEEL b4 el vl Y Th rule-number= H o] £

A T F71E S X WE Rt & 5 g5 Ut rule-numberE A g 5HA] ¢k o Al

AL 72 "ol Eol 7Ytk 13 9 Ao & 12894t

m action - {deny | permit}
¥ LES gl ZE(NETMGT) 718 7 o] 5& At Avt 8] &3 .
m protocol - {any | tcp | udp | number}
REZREZ, TCP,UDP &=+ 54 Z2EF W35 (0-255)5 ATt
m source source-bitmask - X Q2] A FAe vintAFT YT
m source-port-range - [number | start_number-end_number]

TCP/UDP & ZE & £E HYUth(dY: 0-65535).

m destination destination-bitmask - &4 8] g F4 H YnfAz30 Y

m destination-port-range - [number | start_number-end_number]
TCP/UDP tjd £E = XE HAYH(H $: 0-65535).

m code

m code - TCP &t 2] violE 14¢] Ze 1 HEE A= AXF HE £X494
tH(H $1: 0-63).

m code-bitmask - T =0 A& = A G B E mpAIddUh AT E AF TS 5
owu, oln S o] HE "1"& | EE v w i on]atH 0" v EE FAE
oujgutt b HESE AT 4 dF U
s 1 (ﬁn) - g5
» 2 (syn) - 5713}

m 4 (rst) - LA

= 8 (psh) - F4|

n 16 (ack) - 5<l

n 32 (urg) - A1 EQIE

m code-keyword-seq - & = 71995 BAE SA o whet AT F s th
fin | syn | rst | psh | ack | urg
(ZE 719 A B @AY, AR o8> A5 vEgd gt

m fragments - 7+ 3> MF(F7} 27 v E7} 44 |
Z 7%k vl WY} fragmentss G 34 &
= EF v agyh

m log- =27 WHo| B E dAst= AZ S 71 ST U 22 W FH o A== Ho 5
FE 64ANGUT WA 7S F A 7P dlE 3 RE doj2A gyt 21
£ RAMe|| A& =w A5 G skd A 9ol f2o ek A 2.

)

to 3o

flo
o £
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"% A
m A AE ] ERS ey EEOM z&a zE (NETMGT)E 7}L nE IP AL Aok
st AUtk Y Edo
22 Fde7t & 45, 1& 2311%101 D}%%i EE|A 4\’4 EE%:
= A4 sloF 6“/]3} A EEE b= EdE S A & 854 eael
oAl L.
m ZZole MF =1 %& 270 e 24 > 091 97l 284t fragments 7] ¢ =7} 71 ]
of flom rH2 27h gl w27 H7le B gy
m SE g vpAaE A ds <Y w3 <vbhE> = <gh> <kl A )
7ol A= =e & AFE Y A& S0, oFdll 2= k3t kA A S AREete] TS
W A S sy
= SYN Z 17} v;‘é}“ﬂ "TE22"E AR Y
SYN 9 ACK7} 2% f-&3stH "= 18 18" A&t
SYNeo] f-&sta ACK } frasta ¢ow "IE 2 18"& ARt

o - F2 IH
OS5 odeMes e ZEEE Y& ARSI &2 Fad Uy Fa B
EfI npAIE AFEto 2N BE HFlo] HEE FHESE 3 &3

Fol @ 4

_{

Console(config)#ip filter permit any 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Console(config)#

of ool = A F47F B 10.7.1.x el 9123 3¢ BE 74 A3E F3A T
oAl =ol, Aol dA& A4, =, 12(10.7.1.1 & 255.255.255.0)0] wtA T F4
(10.7.1.2 & 255.255.255.0) ¢} A& A4 i 7le] T3t

Console(config)#ip filter permit any 10.7.1.1 255.255.255.0 0.0.0.0
0.0.0.0
Console(config)#




o - 27 2l
B ool BE 224 Awetn AR e AR 210l )5 g

Console(config)#ip filter deny any 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
fragment log
Console(config)#

o - == g g
g el M e SYNo| 49 Zej2 C F4 192168109 7E TCP 978 g}

Console(config)#ip filter deny tcp 192.168.1.0 255.255.255.0 0.0.0.0
0.0.0.0 code syn
Console(config)#

S o oA SYNo] A9 ZaA C F4 192.168.1.08] =& TCP # A& xpak3y ),

Console(config)#ip filter deny tcp 192.168.1.0 255.255.255.0 0.0.0.0
0.0.0.0 code 2 2
Console(config)#

od -xXE ¥F 9
g oo A= Sl A C F4 192.168.1.0¢] TCP s 7o) thAt LE 8007 A
T A7) AT RE & 5 A FHEF U

o,

SR

1

ol

Console(config)#ip filter permit tcp 192.168.1.0 255.255.255.0 0.0.0.0
0.0.0.0 80
Console(config)#

o5 ool A &= &2 10.7. 1.1 4 4 10.8.1.1% 7F= TCP A 9] &2 LEVF 30 ~ 46 A
ojo]aL ti%d £E7} 100 ~ 2000 AFolQl -9 ald s 2 & vlH U

Console(config)#ip filter deny tcp 10.7.1.1 255.255.255.255 30-46
10.8.1.1 255.255.255.255 100-2000
Console(config)#
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4.3.7.9

show ip filter
o] W&& AHgate] IP A Hol &9 BE A S AT
T

show ip filter [rule-number | log]

u rule-number - A% Hlo) 2 9219 We F4 & EA G W9 1-128
a log- 27 W] A%E RE HRe mAFTE o] WHe] AFR A& AE H
ol o] 723} A a0k FUTh =1 wHe] AFEE A FE i 64T

SHS AEst) ehow 21 ww e RE 7ol AP

"

)
%

=

A3

of
o g flE
dlo

o bt

o

F

ol ool A 4H F& AnY10.1.0x el Azl el E=g o
FeS 5 g,

Mo
o
H
2]
[m
>~
o
i
offt
B

0

[¢]

Console#show ip filter

Ip filter:

Rule:1, Action: permit, Protocol: any, Log: disable, Fragments: disable
Source: 10.1.0.0 255.255.255.0 any

Destination: 10.1.0.0 255.255.255.0 any




4.3.8 AE A o]~ HH

ol WY Se oyl LE, Fg Y2 U VLANC thgt B4 vl sS LA 4 shs
ol A5 Y,

oy s 2E Hlo|x]

interface JAEIH o)A §3& A8 A Ho) A 74 Bug Ay GC 475
Fu,

description QlE]F o] A FA o] A S 713 IC 4-76

speed-duplex 2% 27 7)5o] n@AgdsE A4S, A 4E e H o] A9 IC 4-76
S5 9ol A9e AP

negotiation AGE A A AF 24 Vg BT IC 4-77

capabilities AE ZA o AFLE 4= YT = XA oE H o] A9 IC 4-78
Y& el Fyh

flowcontrol AR Qe FHo| A0 TE Ao 7S A3 ). IC 4-80

shutdown QIE]H| o] AS v &A 3} T}, IC 4-81

switchport broadcast HIREANAE AF Ao AdA#RS FHT YT IC 4-81

packet-rate

clear counters Qg o] A0 EAE AUt} PE 4-82

show interfaces status 27 3k QIE] o] A ] AFE| S 3L A3 ) NE, 4-83

PE
show interfaces counters =] %3 olg] o] A9 EA2 FA S}, NE, 4-84
PE
show interfaces QlEIH o] A~ 9 T W 9 AES FA T}, NE, 4-86
switchport PE
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4.3.8.1 interface

o] 3§43

tlo

AHg-ste] QIE o] A~ F& & At Aol A RER A

q.

St

interface interface
no interface port-channel channel-id

interface

n ethernet port-name
port-name - ©+& % =: SNP0-15. = 2: NETP0-7. ¥#2]: NETMGT
m port-channel channel-id (1 91: 1-6)
m vlan vlan-id (] $: 1-4094)

7% 4%
K
39 =
e} 7

o
AR AP EES A%

2]
it

Felwl obel w7

o

gl = g o,

o4
ol

Console (config) #interface ethernet NETPO
Console (config-if)#




4.3.8.2 description

o] ¥¥
Al 2.

tlo

Agato] QLEl o) o) A% Fobgeh M AA S W no B4 L AHgaAl

Tz

description string
no description

string - o] QUE|FHo]| ol F3lo] AAHG=A S FT= IWNE = Addygurh
W 9: 1-6474)

718 A4

NETPO-7: External RJ-45 connector NETO-7
SNPO0-15: Blade Slot 0-15
NETMGT: External RJ-45 connector NETMGT

gy 2
AE o] A (elh Y, LE AY)
o
g oo A= ok 3 X E SNP59) tfet A4S 244 gt}

Console(config) #interface ethernet SNP5
Console (config-if) #description RD-SW#3
Console (config-if) #

4.3.8.3 speed-duplex

g 2ol M ste Aol AP E AdEHo| Al £ Ul o]F RS FA sk o ARS8t
= @R Ut 73S 5952 no IS ARSI A 2.

O:

T
speed-duplex {1000full | 100full | 100half | 10full | 10half}
no speed-duplex
= 1000full - 1000Mbps H°lF 25 A4 vk
m 100full - 100Mbps HolF 255 A4 vk
m 100half - 100Mbps ®to] 5 &S 47 gt
m 10full - 10Mbps Ho]5 52 A Y
m 10half - 10Mbps Hlo]F 252 A% gt
71& AA

s AF 2 15 BH o B8
s AF 2o M BHAR A5, 1R HE/0)F BHL 1% o]d Yl £E| F9 100full
ola 7]7HE o]f Yl EE 2] 7% 1000full] Y .

4-76 Sun Fire™ B1600 S30| = AIAE Al 29X 22| 2HA4M » 2003H 4




4.3.84

EZ 10Mbps £+ 100Mbps= 7t 4
5 zE

|
o
s A% 23 B s LE A

HE BE
Aol A FA (1T, £E AQ)

9% -

m speed-duplex ¥ H 0% A Y3 &= 4 o]F REZ 2537 vhE2 W no
negotiation ' ¥ & AFg-3to] B AE HA o] 48] AF 24 V)5S vEA YT
gy e FEY AF 24 Ve v 2YEE F gladth o] FEES
1000Mbps o] F o= 17 o] 9y rh

m negotiation § F = A&t As 24 S DS A5, 4 242 capabilities '3
Fol osl AUtk A5 24 S Tl £2/01F REE AYsted ks REE
Elgo] A o] A H5ol A4 sfoF gt

o
0 ool A= £E NETP5E 100Mbps Hto] 5 Aoz 4 gt}

Console (config) #interface ethernet NETP5
Console(config-if)#no negotiation
Console(config-if) #speed-duplex 100half
Console(config-if)#

o+ 9%

negotiation (4-77)
capabilities (4-78)

negotiation
ol @& AHgste] A4 Aol 29 AE 24 Vs B TYH Aw 24 S W EA

ststei v no B4 & A Al L.

negotiation
no negotiation

7€ AA
4/d 5}



g3 A8
m U283 ¥ E SNPO-15= A5 24 7]50] vlg@A o2 1350 Q&Y Th
n AF 240 A stE A, A9 %= capabilites § & ol ZA8ke] Wl thg HA A
e AU AHs 23 o] v &4 stE 7%, speed-duplexs} flowcontrol & & & A}
3t H3 £4& AH A Gk Tt
m A% Ao A AL, ld dEa TE s A5 MDI/MDI-X @ A3 A
715 GA B ggd skt
o

O Al = Abs 245 ARst S 2 E SNPIE A3y

Console(config) #interface ethernet SNP11
Console(config-if) #negotiation
Console (config-if) #

= ¥
capabilities (4-78)
speed-duplex (4-76)
flowcontrol (4-80)

4.3.8.5 capabilities

capabilities {1000full | 100full | 100half | 10full | 10half | flowcontrol |
symmetric}

no port-capabilities [1000full | 100full | 100half | 10full | 10half | flowcontrol
| symmetric]

'6‘ = = .
100half 100Mbps Hrol%— e A
10full - 10Mbps dol& #5& AAdgFHt
10half - 10Mbps 4] 2Hs& A Q3.
flowcontrol - 5 Ao .

i
X
o
%
T
o
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n symmetric(7| 7H E 71§ - o] $4& A gekd EEIL FA Telele A gL
o] A4S AR A oW LES A% 29 S ol vE7]4 3A Zele] FAAe
SRS AR, (49 297 ASIC:S £7]4 55 Ze)9)et 2]

712 AA
NETMGT: 10half, 10full, 100half, 100full
NETPO0-7: 10half, 10full, 100half, 100full, 1000full, flow control

SNPO0-15: 1000full

=

ot

It

el o]~ FA(e1dY, X E A
33 A4

m SNP0-15 th£3 3 ¥ E 452 1000full® 178 ¥ lF1 .

m NETPO-7 4% 3 *E A5 ol+ 10half, 10full, 100half, 100full, 1000full,
flowcontrol, symmetrice] 3154t negotiation W 3 0. % A5 =4S B/ shst A2,
2~ 91 %] := capabilites g F ol oA sto] F=9 HA Ao AA UG 2E £40] v
&3 3t¥ 4 ¢ speed-duplexs} flowcontrol § % & /\}%3}04 P93 48 AH 24
s oF St

m NETMGT X E 4 5& 10half, 10full, 100half, 100full2 317 =] glH U}

S
o} oo A= NETPS A 52 100half, 100full 2 flow control® A gty t}.

Console (config) #interface ethernet NETP5
Console(config-if)#no capabilities 10half
Console(config-if)#no capabilities 10hfull
Console(config-if)#no capabilities 1000full
Console(config-if)#capabilities 100half
Console (config-if) #capabilities 100full
Console (config-if)#capabilities flowcontrol
Console(config-if)#

o+ 9%
negotiation (4-77)
speed-duplex (4-76)
flowcontrol (4-80)




4.3.8.6 flowcontrol

o

g%
Al

oft
tlo

Abgate] 35 Aol S @AY 55 Aol & v EA 38t ¥ no B4 S ARE-S)

o
fo

&30 - Sun Fire B1600 ¢l o] = A28} A4 €] 2b24e] Ul =X A2 dd € 7 vl
A oz pAs YFyrh 22l FAT 2904 A Aol 9= F ZE Bt 55 A
2 #4318 % 9%tk NETPO ~ NETP3 .55} SNPO ~ SNP7 £E = £elat 2917
ol 91 tt. NETP4 ~ NETP7 ¥ E ¢} SNP8 ~ SNP15 ¥ E= vt 3o 913 gt

2

flowcontrol
no flowcontrol

718 A4
S5 A7 &3k

m SF AlojE WIS FHE W AR A dAE T Aol B AIMER
FE o= EY TS akdste] T Q) 4% BEYH o] 7S 4
AEols 9sho] AHgH L HolF XLEOHL IEEE 802.3x7} AH-&-3 U

m flowcontrol =+ no flowcontrol 83 & Al&3l0] &8 Ao 7|52 AA=Z &43
EE% H] 24 313121 W no negotiation ”ﬂ Eﬂ% ALg-3te] Qg Ho) Ao A 24 7]

= HEA ghafoF gt

n negotlatlon e AHst] A =
Fell 93| @Z*%HEP g 2L F3
EQ s H5ol ok 6“45}

n Ex AAS A 2w B9t ot B
AL AN L. 1A RS A, A A ’ﬂif’a Q3 HEo] A HNIUES] A
HEA Rl Aol Askd 5 lE Yt

& oN
(ol Mo
il mﬁv’
oX,
o
o
o,
o
i)
)
mz
_L./

rlo

A

S

e

)

[ond

=

-

o

)

®

bl of

o
2 oo = L E NETP79 35 Aol& &A3g Y.

Console (config) #interface ethernet NETP7
Console (config-if) #flowcontrol
Console(config-if)#no negotiation
Console(config-if)#
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4.3.8.7

4.3.8.8

= 3
negotiation (4-77)
capabilities (flowcontrol, symmetric) (4-78)

shutdown

o] el g ALgato] AE Aol A% BT v YA AE Ao A S ThA] A Zatew
0 A& AHgeHA 2.

T

shutdown
no shutdown

=

§Y e
Aol 2 FA(eIH Y, EE AY)

CERE S
o) BY & ALgstol W PAA FA(el: ALk FE)ol HARE ) EES Y AR}
SAZL AR F oA AR 2 Slgrich, wek 0] ol G2 EEE MR S 9)

F4ytt.
o
g oo A= oty X E SNP5E H| &4 33t}

Console(config) #interface ethernet SNP5
Console (config-if) #shutdown
Console (config-if) #

switchport broadcast packet-rate

(<]

| 8B & AHEst] BEEANAE AF Alo] Vog FATYY BEEANAE A5 A0 Vs
S v g4 sletel W no 213 AFR S Al @

switchport broadcast packet-rate rate
no switchport broadcast

rate - 23 Z F2 YR S5 AAIGAYUTH(E 9): 16, 64, 128, 256).



4.3.8.9

%Y 2=
Qs o] 2 T4 (o] H )
g A4
n HEEAAE o] A4 E QAR 29eE AARS 2HeE RE A we
SRS

m o] HHE S AFRE0] QB FH o] AL HEEJPAE AE o] 7]5S A3 ==
s 21 Yok 2eiu A" AAgES A 290X el A gy
" E]r—or%‘l SZE SNPO-15& HEEANAE A7 Ao} 7|50l &4 o® 1A=l JlFHTh

43

El

o

gL oo BREINAE &7 29 64 9
A=

)
N
|0
il
©
2
)

=% 748

rr

W

e

B

)]

Console(config) #interface ethernet SNP5
Console (config-if) #switchport broadcast packet-rate 64
Console(config-if)#

&1 — switchport broadcast 8 % & AHE-3lH HEEAHNAE Alo] 7] 0] dld AE o]
2ol sl &/ shel Ak, 1 HEE?HQ—E— AAGS 2] = E JHJﬂ o] Z~el A g-guth

clear counters
o] P& Abgato] B Aol A8 FAE At
T

clear counters interface

interface - ethernet port-name
port-name - T+% A: SNP0-15. 9% =1: NETPO-7. ¥2]: NETMGT

712 AA

S
A A

A3

Y

f

o
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4.3.8.10

A A9 AL A 271U o] BY S @Al el MM TAH EAY S)E
4 00 AT A% el AEIAo] 2ol A 2 Tob AL thA) wreleh, B
Aol vk A9 AR o F FAE Al ghol EAH Lk,

o
t}g oo A= ZE SNP5¢ A& =&Yt}

Console#fclear counters ethernet SNP5
Console#

show interfaces status
o] ¥ & AFE3Ete] QI A o]~ HElE BA YT
:"L

Mo

show interfaces status [interface]
interface

m ethernet port-name

port-name - T+ A: SNP0-15. 9% =1: NETPO-7. ¥2]: NETMGT
m port-channel channel-id (] 91: 1-6)
m vlan vlan-id (¥ $]: 1-4094)

71& AA

QE H o] A2 x| A 5}A] kO Ao mE ol Ho] Aol st AR} TAFH LT o] W o
3-7950] X 9] “AAA A BA"E FREFAA Q.



ol

Console#show interfaces status ethernet SNP11

Information of SNP11
Basic information:

Port type: 1000SX
Mac address: 00-00-e8-00-00-0a
Configuration:
Name: Blade Slot 11
Port admin status: Up
Speed-duplex: Auto
Capabilities: 1000full,
Broadcast storm status: Enabled
Broadcast storm limit: 256 packets/second
Flow control status: Enabled
Lacp status: Disabled
Current status:
Link status: Down
1000full

Operation speed-duplex:
Flow control type: Dot3X

Console#

4.3.8.11 show interfaces counters

o] g

9& gkl Qe ol se) BAE EA G

TE
show interfaces counters [inferface]

interface
n ethernet port-name
port-name - Th&% 2: SNPO-15. & =: NETPO-7. #&]: NETMGT

m port-channel channel-id ("8 91: 1-6)

JAE #Ho]~ 8 TAE HAIFYTH

g% AHEd
AE o] A S A 8kA] b2 A5 BE AElo] 2o g FR7t &7
EAEE 5 tis A 3-11590] 7] 9] “2E FA BA"E %éé}éj/\]i
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ol

Console#fshow interfaces counters ethernet NETP7
NETP7:

Iftable stats:

Octets input: 19648, Octets output: 714944

Unicast input: 0, Unicast output: 0

Discard input: 0, Discard output: 0

Error input: 0, Error output: 0

Unknown protos input: 0, QLen output: 0
Extended iftable stats:

Multi-cast input: 0, Multi-cast output: 10524

Broadcast input: 136, Broadcast output: 0
Ether-like stats:

Alignment errors: 0, FCS errors: 0

Single Collision frames: 0, Multiple collision frames:

SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0

0

Internal mac transmit errors: 0, Internal mac receive errors: 0
Frame too longs: 0, Carrier sense errors: 0
RMON stats:
Drop events: 0, Octets: 734720, Packets: 10661
Broadcast pkts: 136, Multi-cast pkts: 10525
Undersize pkts: 0, Oversize pkts: 0
Fragments: 0, Jabbers: 0
CRC align errors: 0, Collisions: 0
Packet size <= 64 octets: 9877, Packet size 65 to 127 octets: 93
Packet size 128 to 255 octets: 691, Packet size 256 to 511 octets: 0
Packet size 512 to 1023 octets: 0, Packet size 1024 to 1518 octets: 0
Console#
4% [HA Hx HE  4-85




4.3.8.12

4-86 Sun Fire™ B1600 S20| = A|AE AA| A9

show interfaces switchport
o] Y& AFEst AE ol A A 1w AHS BAIFY L
TE

show interfaces switchport [interface]

interface

m ethernet port-name
port-name - ©+-2% 3: SNP0-15. 4= 2: NETP0-7. #&]: NETMGT
m port-channel channel-id (1 91: 1-6)

9% -
BE Qo] el gk AR ZAg YT o] YRR

m Broadcast threshold - EZEHNAE A& Az 7]50] DA% H|EAA Ho
FUth 2439 A9 YARE RodFY o (4-81501X).
m Lacp status - ¥ A Ao] T EF(LACP)°] &491x] n @A BFU L}

(4-148# ] ¥)).

m VLAN membership mode - ¥ 2 EE Trunk =+ Hybrid= 3A 34t
(4-109 0] A)).

m Ingress rule - 721 HE Y 7]50o] /4414 B EA A BojF L th4-1115 o] ).

m Acceptable frame type - 3-8 5= VLAN 2Z#¢lo] & F31A o™ 27}
U T PRAA Ko F Y TH(4-1109 0] A).

m Native VLAN - 7|2 ¥~ E VLAN ID& ‘/]'E}ﬂ‘/]‘:}(él-llZfﬂ]O 1)

m Priority for untagged traffic - 8] 27} §l= Zal 8 712 ¢4 £9& veEddo
(4-1343 0] #)).

m Gvrp status - GARP VLAN 58 Z2EFo| 284 ax ndAddx] HojFuch
(4-116¥101#)).

m Allowed Vlan - ©] IEjH o] 27} 7148 VLANES Byt 93714 “(u)”+=
B 27k gl VLANZ, “(t)”= 27t = VLANS 7423l v vh(4-1139 o] #).

m Forbidden Vlan - o] *IE|#|o] ~7} GVRPE &3l 52 o2 7Y 4 ¢l= VLAN
E& HolFYrH4-11490]A).
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ol

o2 oo A= o)yl X E NETP79 74 AA L nojFt}.

Console#show interfaces switchport ethernet NETP7
Information of NETP7

Broadcast threshold: Enabled, 256 packets/second
Lacp status: Enabled

VLAN membership mode: Hybrid

Ingress rule: Disabled

Acceptable frame type: All frames

Native VLAN: 1

Priority for untagged traffic: 0

Gvrp status: Enabled

Allowed Vlan: 1(u),
Forbidden Vlan: 2,
Console#

439 T4 "HolE Y

[E s 2E Hlo|x]
mac-address-table static 74 F42 VLANS ZE v 3}, GC  4-88
clear mac-address-table 3% 2SS AY o] EjHo] Ao A A AE L) PE 4-89
dynamic

show mac-address-table ©B.2]x A go|gwo] A9 &S wA T T} PE 4-89
mac-address-table F2 go] B9 w3 A 7HS A AT}, GC 490
aging-time

show mac-address-table 2 o] 29] w3} A|7+S FA ST} PE 4-91
aging-time




4.3.9.1 mac-address-table static

ol 3@ & AHgSt Y F2E U TE viF Atk F25 A7 E W no 42 AHE
s Al 2
T
mac-address-table static mac-address {interface interface} vlan vian-id [action]
no mac-address-table static mac-address vlan vlan-id
m mac-address - MAC F42 Yt}
m interface
n ethernet port-name
port-name - ©+& % =: SNP0-15. ¢ = 2: NETP0-7. ¥#2]: NETMGT
» port-channel channel-id(} 91: 1-6)
m olan-id - VLAN IDI U H(HE 91 1-4094).
m action -
permanent - &d°] G302 FA P}
s delete-on-reset - ~$1 X7} A4 gE wi7pA 2 o] 2] FH )
718 A
ded 14 Fa7 dHUT 71 =& permanent§] Yt
§e 2
a9 4
=% A4
B SAE FXO 1 F45 54 VLANS 54 X Eo] &3 £ qlgyrt). o] H2
14 F2% MAC %4 Hel o] #7heh v AgHUth 14 Fak e 2o 5
A& ZEYT
m AFE dYHo) A FArt Ho % 1 Fae T4 HOlEAA AAHA dF
.
m 1 FAE FEE Ao Y HY HAAA GFUnh 1Y FAVFHE Q)
B 3| o] 20 }E}‘é Tl I Fhe FAEY F4 HolEel 7FE XA °}§‘4‘3‘r
n 34 Fab ol B9 no YR AR A7 e LEAA A5 5 9
Ut

o

Console(config) #mac-address-table static 00-e0-29-94-34-de
ethernet SNP1 vlan 1 delete-on-reset
Console (config) #
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4.3.9.2

4.3.9.3

clear mac-address-table dynamic

d _19.4
rN
gt
=
i)
n)
=
o

>
-
X
2l
rin
B
of>
i,
o%
i
o
2
)
ol
ol
K
&
ox
o%
t
ko
rlr
offt
1

Console#fclear mac-address-table dynamic
Console#

show mac-address-table

i

o] WP & AbE-3to] Helx] M dojEluo] 9] &8 SHAE 3

2

show mac-address-table [address mac-address [mask]] [interface interface]
[vlan vlan-id] [sort {address | vlan | interface}]
mac-address - MAC =424t}
mask - F204 FAH = HEYY
interface
ethernet port-name
port-name - ©+-2% 3: SNP0-15. 4 2: NETP0-7. #&]: NETMGT
port-channel channel-id (H9]: 1-6)
m olan-id - VLAN ID (' 9]: 1-4094)
m sort- 54, VLAN E& dEHo]A~HE HH g}

3]
>
%
T
o

il



MAC F2 Ho] &+ 7t e Fo] At Add MAC F47F 9] lFYth Type ZEo
= O F30] AP YT

m Learned - 54 4 &5t}

m Permanent - 77 &5}

m Delete-on-reset - A/~ F o] A=A 2A1E 14 FEQIYT

o)
Console#show mac-address-table
Interface Mac Address Vlan Type
SNP11 00-10-b5-62-03-74 1 Learned
Console#
4394 mac-address-table aging-time

o] W& Abg3to] Tk Hlo] B GO gk Ak A G 7R g A Bse
no #4& AHgakAA .
¥

mac-address-table aging-time seconds
no mac-address-table aging-time

seconds - = 91 Z LERH A|ZFQ L TH(18-2184).

71& AA

300x=
%Y 2=
Aol 74
9% 444
w3 A FHOR SHd A ARE AW Azre] Ak 2] 98 AR

o

Console (config) #mac-address-table aging-time 300
Console (config)#
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4.3.9.5

4.3.10

show mac-address-table aging-time

o] Wel & AHgakol Fa HolH ¥

12 0] -3} A)7he BAEU T,

71& 434
By
g3y re
A% A
ol
Console#fshow mac-address-table aging-time
Aging time: 300 sec.
Console#
LE Ko g
ol Y ES IF Vs v gAY LES Bl FAE AA A sk d AFEEYTH A
& B 71 B TE RS AA(F, B 7152 B T)ste] HEE TEA LE A

0% LA A ;A o] el thE
o W EE HAE 5 9leUrh

yy s 2= Holx|
port security Hel X EES FA T IC 4-92
mac-address-table static 7% F45 VLANS| ZEo| uj3 g}, GC  4-88
show mac-address-table B.#x A dgo|egwo] A =S TAEL T} PE 4-89

4% FEL HFx 2 491




4.3.10.1 port security

E

o

oz

o
Al

7_

M

port security
no port security

71& AA

EE XE Heko] uj@gd sy
g3 n
Qg Ho] 2 (o1 )
g3 A8
m ZE HQkS S8 AgA = AP E LEANA A FAE 54
Tyt a9 B8 F4 HolE T 1 F4 HolEef o]
o] Q& Al E vt wrolE ¢yt
m ZE HobS ARGS9 A5 gE 71 Sok A9 AT 2 EC
<2222 MAC 2, VLAN> A& §4 0% shgel s ol g 5
of 4 gr5S Fabdol dUth fa23% 2 E VLAN 7A go] X Eo|
75S TE 717 B B A FHAA L.
m Uz Al VLAN 743 95 71318, mac-address-table static 8 & =
o FaE AR FUFSAY £E BEE A AEA T B Ve
284 A A VLAN TA 9L 2474t} 749 gL 3 o3 4
T 7lsS v EgsAd 5 sy
m HeF X Eo &= gy T2 Aol ALY
n XE FUEH 75S A = syt
s HQ XEE oy VLANe| £33 5 glsyth
n UEHI S A4 ZA o 44T = FUTh
n EYI FEE RO XER AL -+ HYH
o

o5 ool A& 2E SNP59 XE Het 7|55 &4y

Apgatol wek EES TARUT. E Hek ¥ B4 Fel# ¥ no

Console (config) #interface ethernet SNP5
Console (config-if) #port security

a4 9
mac-address-table static (4-88)
show mac-address-table (4-89)
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4.3.11

Aoy Eg

o] Tgloll= A9 A Axke] A5y Ef ¢dag]F(STA)S 74 sk Fd =3 718 I #lo] &
°] STAE A 3hE ¥d 50l vl AFUh
oy s 15 Hlo|x]
spanning-tree A3 Eg T2EZS @45t GC 494
spanning-tree mode STP =X RSTP R =& A3}, GC 4-95
spanning-tree forward- Ady Eg HEx Ag A 7HS T GC 496
time
spanning-tree hello-time A3y Eg BHax A7 A7+ TS GC 497
spanning-tree max-age AdY Eg BgA H £HS FATYUT GC 4-97
spanning-tree priority 29y Eg BHEx ©A 98 AT GC 498
spanning-tree path-cost RSTP¢| A= H] & HH-S T4 g} GC 4-99
method
spanning-tree RSTPO] A& 3= 443U}, GC 499
transmission-limit
spanning-tree cost QE|Ho] A2 A E7 AR v]LS AU IC  4-100
spanning-tree port- Q| Hlo] A9 Ay Eg ¢4 =95 AT YT IC  4-101
priority
spanning-tree edge-port o|x] ZLE 1% A 715 dA 53} IC  4-102
spanning-tree protocol- ] %3l BPDU & 2]o] o] = 71Q1%] A &<lgr}. PE 4-103
migration
spanning-tree link-type RSTP ¥ §38< 74 3t} IC 4-103
show spanning-tree A9y E FAS HolEFy ) PE 4-104

47 HYEY X 2 4-93



4.3.11.1 spanning-tree

(<]

| 9 e Abgste] 2912 we] Add Ee) dueFS BT 1B 85kel ¥ no
G4 A .

spanning-tree
no spanning-tree

71 44

2o 27t g4 s
HY 2=

ol 74
97 A

29d B dueE2 WEH L F2E Fohfo] W& gteta, 294, Be|A] = 2§
El 2ol 3¢ F A5 Alwahs vl AR YT o5 T3 A9AE EY Y e B
FA(A: STA 58 2914, Be]x], eh-9-E) o F5 #-83to] fIEQ A 4 9ol F 28
ol ztell &7 shupe] Amnto] AL S HAgstv], 7] YAV} AEetA] ok A A
FTOR VIV FAE dASES W Fas AT

[e3

o
g ool e A9 X9 Add E L

il
e

iy

o
s
)
T
o

Console(config) #spanning-tree
Console (config)#
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4.3.11.2

spanning-tree mode

o
ok
)
A
=
°
ofl
1
o

W Agate] 29049 2l B¢ RES AuPU 7 RGE B

spanning-tree mode {stp | rstp}
no spanning-tree mode

m stp - 293 E T EFYYHIEEE 802.1D).
m rstp - 15 A¥Y E 22 EZFYTHIEEE 802.1w).
718 24
stp
HEH rE
Ao 4
53 A8
m 7% A9 Ef T2 EZ(RSTP)

RSTP= 4l ZREZ wAA S RYE Y sto] RSTP =7t ek T2 EE A4
THoR = <4 95024 STP 2 RSTP == 0be] A7 & #2 #ch, the 47

802.1D BPDUE 4l

m STP 2= - LE o]d X4 glo]w 7} wkE g Fo] A7
X 1 802.1D BPDU¥W A}

T XE7H802.1D B Ao Addd Ao w T

¢

m RSTP 2= RSTP7} 5% X Eo|A 802.1D BPDUE AH&-3ta QL& dl o] A A
Efo] M7t wks ¥ $o] RSTP BPDUE F41% 49, RSTP= o] A Bolw & A
AA3stal I EEe|A RSTP BPDUE AHE-3H7] Al &3t}
ol
o el e 29X 7 15 A9 E(RST)&E AHEate s 74 v

Console (config) #spanning-tree mode rstp
Console(config) #




4.3.11.3 spanning-tree forward-time

o] Wl & Abgato] 2914 Aike] Aud Ea) malx AP AHE A
sHel® no ¥4 &AM S

spanning-tree forward-time seconds
no spanning-tree forward-time

seconds - A H(Z)JYTHE 9): 4-30%).
HAE R4 5= (AU 798/ 2) + 1] Foll & #ko] gyth

oy r=
SER

9% -

ol

i)
to
o
HJo T
)
H
&
A
b 1
[m
rr
o
ol
)
0
oX,
=
il
1)
o
©
ke
>
)
i)

Fuh ege Be

2.0 g,

t 7] Gz B ok, 1o G A FAF o)

Console(config) #spanning-tree forward-time 20
Console(config) #
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43.11.4

4.3.11.5

spanning-tree hello-time

(<]

i

Fel#l no 4% AHg5H A @

7_

O

M

spanning-tree hello-time time
no spanning-tree hello-time

Hjghe 10 == [(max age / 2) -1] = &< gkol gyt

718 A4

2%
39 =

SER
e A4

ol WHe FE A T IANAT AFSHE AL A (E)E 23T
o

| BE& AFEste] 292 ANk A9 Bl BeA] AR AE AU

7]

Console (config) #spanning-tree hello-time 5
Console (config) #

spanning-tree max-age

o

ol
_WE,

]_
;L

A no 48 AHESH AL

M

spanning-tree max-age seconds
no spanning-tree max-age

seconds - A ZHE)JHUTH(A 9 6-40%).

HA27E 6 =& [2 x (hello-time + 1)] 5 & gkl FYth
Ao gk 40 == [2 x (forward-time - 1)] & 22 gho] HYth.

| B AL} 2 et g 22 el Ae) FYE FYRS SR E 0




4.3.11.6

% AN

ol 3R AA7F AT & A& Aol 74 WAAE FASHA g1 7vd e F
g AIZHE)S AT YTh A XEZ At RE FA XEZ dAst 7tA 07 F4 HA]
21 & FAlEof gyl Ay g WARA R A TR STA AR o] iy BE ¥
Ex g3 LANY A d TEV gy} o] LEV FE LEQ AL, YEYI A4d9 &
A EEES Aed A FE LEZ Aggyn
o)
Console (config) #spanning-tree max-age 40
Console (config) #
spanning-tree priority
o] Wel & AHgato] 2912 kel 2uld Ee) $4 98 YU /RS BAste W
no ¥ 4-& AFE3HIA L.
FE

spanning-tree priority priority
no spanning-tree priority

priority - B X2 &4 =t

W2 - 0~61440, 40962 57t A8 $A4: 0, 4096, 8192, 12288, 16384, 20480, 24576,
28672, 32768, 36864, 40960, 45056, 49152, 53248, 57344, 61440)

712 AA

32768

H% BE

o

4-98 Sun Fire™ B1600 S3|0| = A& AHAl &

Console (config) #spanning-tree priority 40000
Console (config)#
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4.3.11.7

4.3.11.8

spanning-tree pathcost method

o] Wl & Abgatol g 2oy Eel(RST)Y AHGHE A2 0§ S YT 2%
2 291509 no B4& A 0.

spanning-tree pathcost method {long | short}
no spanning-tree pathcost method

m long - 1%-E 200,000,000 Ato] €] 32H E #h-& A ot
m short - 15+-F] 65535 AFo] €] 16H E ft& AUt

712 24
short

Hey 2=
A9 54

e A4

Aw vl g e gA 10 A4 Aws A4ets o ALHUTh gebq S2o W o)

ol A4 H FEO| W& gro] BgEolo} ahi, £17 - wlAlo] AP EE FL gho]
e ojof gt A2 ¥ &(4-10090])0] XE $4 & 9(4-1017 0] A)nrt $4 A&
Aok Aol §ahaA 2.

ol

Console(config) #spanning-tree pathcost method long
Console (config)#

spanning-tree transmission-limit

o]

o

3% AHgstol RSTP BPDUS 2 4% A b4 & 4 guich 71 24he Bastelw
3

no 245 A& A 2.

Tz

spanning-tree transmission-limit count
no spanning-tree transmission-limit

count - A% A A FH(Z)A Y TH(E S 1-10).

J

718 A

re
>
ol

(O8]

=

ot

L=

=
o} 74

)




o] ¥ BPDU9| ]

o
]
ki
il
2
@
d
i
i)

ol

Console(config) #spanning-tree transmission-limit 4
Console (config)#

4.3.11.9 spanning-tree cost

WS ARgEto] A E e o]~ A B AR W &S TATUT Ve 5
¥ no P& AHEEAI A 2.

4 2o
M

spanning-tree cost cost
no spanning-tree cost

cost - QIEHlo] 2~ 9] A Z v gy}
¢l - 1-200,000,000)

AR HAE e 2HYoh

o] 4l: 200,000-20,000,000
114 o] ull: 20,000-2,000,000
71781 E o] ¥l: 2,000-200,000

7]

ke

A7

]

194 - §ko] % 2,000,000. ®©]%: 1,000,000. £ =: 500,000
1% o] Ul - §ho]Z: 200,000. °]%: 100,000. E& =: 50,000
717W E ot Yl - o]%: 10,000. E& =: 5,000

HE REE
Aol A FA (1T, £E AQ)
4 A8

m o] B P 2 HH ARE Y] 98] 2o Ee) duelFel o8 Ay
ok Whebd] S5 mE s A o] AZE QAEdol 2o W ghol g olok s, 4=t
w3 o] AAH B o] 2ol & gro] ke ofof Tk,

n A ugo] QlEo] s S 9l $4 A g v

m uld 9 A= 08 Po] short A A5, = v Akt 65,5851
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ol

Console (config) #interface ethernet SNP5
Console(config-if)#spanning-tree cost 50
Console(config-if)#

o4 9%
spanning-tree port-priority (4-101)

4.3.11.10  spanning-tree port-priority

Agatel AR AR Aol 20 $4 915 AU ] EghS BdshelEno 3

spanning-tree port-priority priority
no spanning-tree port-priority

priority - QAE A o] ~ ] 2 =21 UTH(H 91: 0-240, 164 F71).
71& 44

128

QLEfle] A 74 (v, 2E Ad)
% A8
m o] S Ao B gl
o] & AE & ?
Eldf|o] a7t 2vitd Bl A &Y FA % 7Y
m Ha A w97 = ol Qe sel el EdE A THE HE Ak AEAE 7R Q)

7
EE BRI P Ty

o)
Console(config) #interface ethernet SNP5
Console(config-if) #spanning-tree port-priority 0
Console(config-if)#

a4y 9

spanning-tree cost (4-100)



43.11.11  spanning-tree edge-port

o] Wed & AHgsto] ABITo|AE o4 EER A Frich 7] Bgke %AW no 342 At
SRS

OFO
ofr
28

=y
M

spanning-tree edge-port
no spanning-tree edge-port

71& AA

NETP0-7, NETMGT: ] 24 5}¢
SNPO-15: @4 315 (c] HH o7 ng4)

[e)

3
QLEsfo] 2 A (1Y, EE A1)
5% A5

8217 LANS] #9] 91 LAN A28 L $6 o] lejsjol 2k a8 44 o &

LB D e, B4 i A% SR AR 4 e e i o Lo
elE 45 5 AUt A4 TES AP epE Ao H, Am S B3 o)
H e 4 7)50) 4351, A4 A HolE ol 8 FAGER AT olMEA
HoI g A7 Fshs o A9 29 Wk (flooding)el o) ol £, 1ol
bR W s Bk AT S S ek b, Ea STAS) wes slek A7
AZL S et Tei BE e g3 o] AR EET o4 FER 44 P
Zol felahal AL

=
3k

%E&w%ﬂm

ol

Console (config) #interface ethernet SNP5
Console(config-if) #spanning-tree edge-port
Console(config-if)#
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4.3.11.12

4.3.11.13

spanning-tree protocol-migration

o] 2 A E AdEHol 2ol AFE 233 BPDU @2 0] o] = AAA A &Aste v AL
SHYh
T
spanning-tree protocol-migration interface
interface
n ethernet port-name
port-name - ©+& % =: SNP0-15. = 2: NETP0-7. ¥#2]: NETMGT
m port-channel channel-id(} $1: 1-6)
HE R
Ag A
4 A8
774 BPDUY EZ 27 Eﬂ; .j}% BPDU ¢ STP BPDUE #4A# A9, 29X+ 3
AHFA]AE STP 58 & s A3 6“4 t}. 3} Rl A A= spanning-tree
protocol-migration Eq S /\P% ato] A3k AE o V\Oﬂ A AEst7) el A 3rsk BPDU
8 2(RSTP % 3 1= STP ig],) 2 7 zHgyo]aEL 2> 9) =1t}
ol

Console (config) #interface ethernet SNP5
Console(config-if) #spanning-tree protocol-migration
Console(config-if)#

spanning-tree link-type

o]

HWH s AHEEt] 1% Add ER(RST)S Ha 35 +AAEUG. 7|23k 5dsted
no 3

3492 A 2.
i

spanning-tree link-type {auto | point-to-point | shared)
no spanning-tree link-type

m auto-°|F RE HYOREE AFOR EEFYH
m point-to-point - F i FA2 = A F T
m shared - &+ WAl E A4t

71E A3

auto



43.11.14

4-104 Sun Fire™ B1600 S0 = AlAE MAl &%

n A AE HEEE A9AE ol F RERRE 93§38 T2 dolF QY
sloj st ATjd YAZ (FH vl F Aol At Fh PAZ T
m RSTPE: 7 124 2he] ojy F2lAw A5Gtk 59 £28 3§ Iz 493

W RSTPE A H Yt}
o

Console(config) #interface ethernet SNP5
Console(config-if)#spanning-tree link-type point-to-point
Console (config-if) #

show spanning-tree
o] W& Abgstel 23 Eele] PAE EA G
72

show spanning-tree [interface]

m interface
n ethernet port-name

port-name - T+&-% A: SNP0-15. 4% =: NETP0-7. ¥2]: NETMGT
» port-channel channel-id(*H $1: 1-6)

H% A4
m show spanning-tree W& & 7| W5 Qlo] Ag-abl 2914 8l E¢f o B= QlE # o]
2o gt ~9d Bl A o] EAE YT

m show spanning-tree interface 8 %= AH&-otH i F AB #lo] ~ 9 A3 E 74

o] EAFY T,

1o
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ol

m "Bridge-group information" o}&j %A ¥ = o

o 97 36250149 3

o 5t

STA 27 737& FxsAA 2. 78 e Ho| 2o el ZA = e s dv &
31015014 9] “29y Ev] FnelZ #d AE ol s Bl " S BRI L.
Console#fshow spanning-tree
Bridge-group information

Spanning tree mode RSTP

Spanning tree enable/disable enable
Priority 32768

Bridge Hello Time (sec.) : 2

Bridge Max Age (sec.) :20

Bridge Forward Delay (sec.) :15

Root Hello Time (sec.) 22

Root Max Age (sec.) 20

Root Forward Delay (sec.) :15

Designated Root :8.0000E8666672
Current root port :0

Current root cost :0

Number of topology changes :0

Last topology changes time (sec.):1363
Transmission limit :3

Path Cost Mothod :21

SNPO information

Admin status enable

Role designate

State forwarding

Path cost 10000

Priority 128

Designated cost 0

Designated port 8.1

Designated root 8.0000E8666672

Designated bridge 8.0000E8666672

Forward transitions 0

Admin edge port disable

Oper edge port disable

Admin Link type point-to-point

Oper Link type point-to-point
Console#
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4.3.12 VLAN %

VLAN:Z HIEQ 9] of ] 3to] 314 QIAINE vha] A3 Al IR Eel £3 ZA 7 SAlsh= ¥
ESY IFE DU o] oA VLAN 255 W

VLAN ®j 7L ARg & A4 skaL, 71 QIE o] 2 9
l:riE':]_‘—:—__Q_ *41355];}‘1/]\:}-.

= =

A% VLAN

4y IIs 2= HoIx|

VLAN 25 A%

vlan database VLANS 7}, W7 = 2H41817] 98] VLAN dlo]gujol~ GC  4-107
RER dggch

vlan VID, o5& 9 48 52 VLAN 474& #4335} VC  4-107

VLAN ¢/E] 7o)~ 74

interface vlan 2743 VLANS] Qg gol A A4 REg dasc GC 4-108

switchport mode olE #Ho] ~ 9] VLAN W4 R =2 A s} IC  4-109

switchport acceptable-  QIE]Flo] Ao A Wol 5 =yl 488 FA Tt} IC  4-110

frame-types

swicthport ingress- QIE|Ho] A9 =4l AE Y 7)5S &4 33y, IC 4111

filtering

switchport native vlan  Q1E]#o] ~¢] PVID(A] VLAN)Z #4 &t} IC  4-112

switchport allowed vlan <2lE]#o] A~ 9} Ax¥ VLANES T4 &t} IC  4-113

switchport gvrp QlE] H o] A~ 9] GVRPE &4 33}, IC 4-116

switchport forbidden vlan <l1E]#jo] A~ 9] % VLANES T4 g1t} IC 4114

VLAN §H 34/

show vlan VLAN AR E Z A3}, NE, 4-115
PE

show interfaces status 2143 VLAN QlE] o] ~ 2] Ae|S FA g}, NE, 4-83

vlan PE

show interfaces QlE]H o] A0 T W 2T A S NE, 4-86

switchport FA T} PE
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4.3.12.1 vlan database

i
o
I

712 AA
e
g ne
Ao 74
53 A8
m VLAN tloJEjHlo] A ¥ ¥ EXolx = VLANS 571, ‘?i%‘,*ﬁﬂlﬁ“%t} T3
v}zl % show vlan " 337% ALg3te] VLAN A4S %A 4= 9l
m interface vlan B3 EEoA = XE WA REE Aot VLANoﬂ
A 2 gyt o] ME 5] Aak= A8 A 9ol 7] =5 ™ show running-
config " 3& ALg3ko] o] A EAT 5 )
o)
Console(config) #vlan database
Console (config-vlan) #
a4y 9

show vlan (4-115)

43.12.2 vlan

o] W& AHgetol VLANS T4 @Y th 712 29& 24841} VLANS 2145 ¥ no

42 AHgEHAIA 2.

-
M

vlan vlan-id [name vlan-name] media ethernet [state {active | suspend}]

no vlan vlan-id [name | state]

m olan-id - VLANS IDJ Yt} (S 1-4094. kol 02 2ol 94-3)

m name - VLAN ©| & 2}9] *}*C’“O]'h 719 =it
s vlan-name - 1~15#2] ASCII ¥x<4 ¢4t}

m media ethernet - o]t WA 85 7t 7Y

m state - VLAN g oto]l AH8-31= 7] G =AYt
s active - VLAN©| ZH&3t},

= suspend - VLAN©] ZA gt ZA€ VLANel& #7lo] ALdHA g5



4.3.12.3

712 AA

714 02 VLAN 17t =48k, o] VLANZS 245 eyt

%9 2
VLAN Hdlo]glHo] A~ 73
g3 A4
m no vlan vlan-id - 3F VLANS 2HA| & ot
m no vlan vlan-id name - 3|'d VLAN o] 55 A AT}
m no vlan vlan-id state - VLANS 7| & JEl(F, active)=Z H=H Ut}
m VLAN 12 ZAAIZA = AN T2 VLANE2 25 ZXAZD § 35U
m ~8A ) FHo 255719 VLANS +43 4= 54k

o

32 oo A= VLAN ID 105¢} o] & RD5Z %+ VLANS #7184t} o] VLANS 7]
2Ho7 25yt

Console(config) #vlan database
Console(config-vlan)#vlan 105 name RD5 media ethernet
Console (config-vlan) #

= ¥
show vlan (4-115)

interface vlan

(]

| W VLANS QlEsiol s 74 RE A3t Be4 Qesol g #4398 A
ek

oo
it

-
Mo

interface vlan vlan-id

vlan-id - VLAN ] IDYHTHCH 91: 1-4094. kel 02 2o]A &F).

712 AA
e

oy r=
G
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e ool A QlE ol A P4 =S VLAN 102 4583 o] VLANG IP 545 &
Gk WS molFunh

Console (config) #interface vlan 1

Console (config-if)#ip address 192.168.10.254 255.255.255.0
Console(config-if)#

=44 94y
shutdown (4-81)

4.3.12.4 switchport mode

o]

AL e sl LE S VIAN W94 2 4 S 71 % skl @ no 4
}_

© x
=

switchport mode {trunk | hybrid}
no switchport mode

m trunk - ¥ES VLAN Ef 9] Fad o7 AUk EFAE F 2904 219
A3 FAagUnh webA o] £E= &4 VLANS vebdle 817t 2of Qs Zad
& AFPUh e ZEQ] 7|2 VLANe] %31&(F, PVIDS d#hd) a9
B glo) Aol fFelaiAlL.

m hybrid- £4 VLAN 10|22 {43 th LES 62 450 #7 glo] BE
el e A5 e 5 gy
7e 47
BE XEE 84 Boly, PVID+= VLAN 122 A4 54,
HY mE

o

S Ao E A REE X E SNP1oE HAAs 1 A9 X
S RFYh

2]
ful
kg
I
il
Ffob
oX
|o
fiu
i
oX,
_0|L

Console (config) #interface ethernet SNP1
Console(config-if)#switchport mode hybrid
Console(config-if)#




4.3.12.5 switchport acceptable-frame-types

o] & AHGsto] X E o] 3 gH = 2l g TR UT V2 ge H5Y5E ™ no I
= ARSI Al 2.
T
switchport acceptable-frame-types {all | tagged}
no switchport acceptable-frame-types
m all - LE7F B ol #A] glo] B Zelde wolEd Ytk
n tagged - EE7} B 17} 9l e gl wobE gt
712 AA
RE 2 #9
HE BE
Aol A FA (1T, £E AQ)
g% A
EE Y 9 FAlshES A9 A9 FAad Y T vt fle Zade 7
VLANe] &3gd1rh
°l

Tk ol Al SNPLA FAlsh: Edi= e dovh 9l Sl Q0w Adshs WS 1
o Ftt.

Console (config) #interface ethernet SNP1
Console(config-if)#switchport acceptable-frame-types tagged
Console (config-if)#
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4.3.12.6 switchport ingress-filtering

(<]

| 99 e Ag kel AE oA £4 B 7152 BYSFYh /1R kS 25k ¥ no
42 AHgEHIA 2.

7_

switchport ingress-filtering
no switchport ingress-filtering

71& AA

H &g 3k
e H o]~ FA (1T, £E Ad)

Gl BE Y B AYE Te o 9 Funh
a 4 ol vy she AT, o019 S1E] ol iz 200l bl VIAN .2 -1 %
HH RE Ze|Y g wobEelvth(o] LE e
A APl BYRE A5, o] 4 EES THACE 2AGE VLANOE 1 A
RIS P R
s 54 EHPE GVRP i STPA Y VLAN 5421 BPDU Ze|lol 48 v
A 41 e. 281 GMRPA & VLAN 91£7 91 BPDU =2 lol &= 9 3% ] F1] v,
o

o5 ool = EE SNP19 Qe Fo| A5 dH st
W,

2 e

tlo

2 shele = A

£l

Console (config) #interface ethernet SNP1
Console(config-if) #switchport ingress-filtering
Console(config-if)#




4.3.12.7

switchport native vlan

o] W& Abg-etel QlE so] o] PVID(7] & VID)
G4 AHEEAA 0.

il
-
oX
)
v
Io)
N
re
=
tlo
e
o,
_O|L|
I,
rE
=3

o

switchport native vlan vlan-id
no switchport native vlan

vlan-id - A E]F o] 29 7] VLAN IDY Y TH(HE 91: 1-4094. kol 02 Eo]#] =),
71 24

VLAN 1

el o]~ FA(e1dY, X E A

4% A8
m Qe H o] A7} VLAN 19 A €lo] obdd 2 PVIDE VLAN 1 &3std, ag 91
Ao 2 AHE 02 VLAN 1e 827} gle 7oz F7hvnh & VLANS 3
o1, PVIDE VLANe] gdar] Ao WA g Qo] ~s B17t fles 4 9o
2 JAdsoR gyt
m EEE 2] FES allZ A RAY 29X XE RES hybrid2 249 44,
PVID:= 41 ZE7F 48k BE 827t gl Za el Al gy ch

ol
th& ool A= L E SNP1¢] PVIDE VLAN 322 AAste HRl & HolsUTh

Console (config) #interface ethernet SNP1
Console(config-if) #switchport native vlan 3
Console (config-if)#
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4.3.12.8 switchport allowed vlan

o) 93 & AH831e] 439 Qe ol 0] VLAN 25 & FAHTH e 71 3t & 9519 no

switchport allowed vlan {add vian [tagged | untagged] | remove vian}

m add vilan - 37} VLANS] 2249y o),
m remove vlan - A7 VLANS 2E =y},

kel 02 &olA e th(H 91: 1-4094).

no switchport allowed vlan

#31 — NETMGT ZE<|A & no switchport allowed vlan ¥ 32 A2 5= ¢y

il

ohoolgAl & A5, AL 0F WAAE BAG Be) EEZ 34
VLAN(VLAN 2)© % %9513 vhv 2] VLANOIA & AAS A o 93 e
ek

Console(config)#interface ethernet NETMGT
Console(config-if) #switchport allowed vlan add 2
Console(config-if) #switchport native vlan 2
Console(config-if) #switchport allowed vlan remove <vlan id>

A71A <vlan id>= NETMGTE F7F3ld VLANS W5 (VLAN 2 A1 9)i o
NETMGT7} 43190+ 2= VLAN(VLAN 2 A 9))mfc} mpA) 9 W& & 3 g o),

718 AA
s NETMGTE A% & LEE 7|22 02 VLAN 19 syt
NETMGTE 7|23 o7 VLAN 2011 Eace RS h=
78 ZEd FES gt e Zad gy
g3y ne
AE Aol FA(elHY, LE AY)
g3 A8

B 29X LE REE trunkE AA S A9, B2V} ol AL EZW QA AE
VLAN Z1&°] 23 & syt

m A9A el Ze e G B ZH YUY /IEfH o] Ao VLANS F71e u) ARE-
¥+ tagged/untagged W7l = 92 YR o =) g2 FAF 50A
AAG AJNAE A F

n AA WE Fo SAES FI UEYA FX 7 VLANS A dakA] ek=thd, Qe 4
ol Bt 9l A9 o2 VLANeC] F7bafof Stk 234 o2 4-9-oll= wol
oF slube] VLANWE 827t gl #4922 F7tebd = u, o] VLANS &g Q1E] 7o)
229 ¥A] VLANe| g1t}



4.3.12.9

m QIEH o] A FX] HFe] £33 VLANS a9 ElHo] 2o 24 F7kstd, 7 VLAN
= ol A Ao] A8 FA] FHA AF oz AAlg YT

ol

o ol = VLAN 1, 2,5, 6= ¥~ E SNP19 el 7 A1 VLAN &5 of 7}t U
PESEARCY

Console (config) #interface ethernet SNP1
Console(config-if)#switchport allowed vlan add 1 tagged
Console(config-if)#switchport allowed vlan add 2 tagged
Console(config-if) #switchport allowed vlan add 5 tagged
Console(config-if) #switchport allowed vlan add 6 tagged
Console(config-if)#

switchport forbidden vlan

o]

&
T

ol

9 AHgste] 4 VLANS 4t 34 VLAN 25 & 473k W no 94 At
ERES

ol
ol

St

switchport forbidden vlan {add vlan | remove vlan}
no switchport forbidden vlan

m add vlan - 3718 VLANZ2] IDY Yt}
m remove vlan - A 718 VLANS] IDJ Y ¢}

oke] 0 EolA| k&L THH 9 1-4094).

712 44
7 B2 0] VLANe| E3tso] 917 okt
yY me
Qe ol FA (Y, EE A1)
e A4
n o W& GVRPE 58] VLANC| A48 Q1Eo] 2e] 450w et 28 24
g,
s VLANE 574 1E]5]0] 9] 88 VLAN 5] 5718 44, a9 e sjo] 29 24

Sl
VLAN el 718 ¢ fls vy
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ol
o oA = £ E SNP1o] VLAN 3] F7tH = A& S48k B S BojFUth

Console (config) #interface ethernet SNP1
Console(config-if) #switchport forbidden vlan add 3
Console (config-if)#

4.3.12.10 show vlan
o] §e S A} &35le] VLAN AR E T A3},

%L

Mo

show vlan [id vlan-id | name vlan-name]
m id - VLAN ID ol AF8-3h+= 7199 =Y
n olan-id - 73 ¥ VLANS] IDYYT(HE 9: 1-4094. &k9] 02 2014 &5).
m name - VLAN ©| & o] AF-8F= 719 =]y th
» vlan-name - 1~152+2] ASCII ##+E U ot

718 43
2E VLANS A 34t

RE

"

ot

At A, A dy

ol
o5 el A= VLAN 1o tist Jus A ek s Bosyrh

Console#tshow vlan id 1

VLAN Type Name Status Ports/Channel groups
1 Static DefaultVlan Active SNPO SNP1 SNP2 SNP3 SNP4
SNP5 SNP6 SNP7 SNP8 SNP9

SNP10 SNP11 SNP12 SNP13 SNP14
SNP15 NETPO NETP1 NETP2 NETP3
NETP4 NETP5 NETP6 NETP7
2 Static MgtVlan Active NETMGT
Consolet#




4.3.13

4.3.13.1

GVRP % BojA g4 3§

GARP VLAN 5% 22 EF(GVRP)> vl E 9] ofe] lE s~ eA VLAN 4 A5
Ao w FEFE F RS 29 2] VLAN RS wdshs WS g gt o] &l
oM N E o]l 294 Aol W GVRPE &7 3hah= Wi Hel#] 8 MIB
9 71 74 A& wmAsE e A EuHh

¥y s 2= Holx|

LR

switchport gvrp Qe FH o]~ 2] GVRPE &4 3}y, IC  4-116

switchport forbidden olE]Hjo] A~ 9] &2 VLANS -4 3k}, IC 4-114

vlan

show gvrp 275k QI o] A~ 8] GVRP 74 & ZAIEYTH NE, 4-117

configuration PE

garp timer A7 715 2] GARP gto] v & A4 g1}, IC 4118

show garp timer A 7159 GARP o] & A3t} NE, 4-119
PE

g9 59

bridge-ext gvrp 9% A 2] GVRPE &4 33t} GC  4-120

show bridge-ext Bz 84 FAS BAT Y PE 4-121

switchport gvrp
o] W& Abg-ele] LEo| GVRPE £4 3 th v 34551219 no B¢ AH83H41 A2,

T2

switchport gvrp
no switchport gvrp

712 24
24 5t
oy r=

Aol A FA (1T, £E AQ)
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ol

Console (config) #interface ethernet SNP1
Console(config-if)#switchport gvrp
Console(config-if)#

4.3.13.2 show gvrp configuration
o] W& = Abg-stel GVRP7F &g 8ks gl=A] o -5 A g T
7_

M

show gvrp configuration [interface]
interface

m ethernet port-name

port-name - T+ =: SNP0-15. ¢ = 2: NETP0-7. ¥#2]: NETMGT
m port-channel channel-id (3 91: 1-6)
712 A4

A 4 9 g He)~d A4S B BAIE Y

g3y ne
Ak A, Ag A3

Console#fshow gvrp configuration
Whole system:

GVRP configuration: Enabled
SNPO :

Gvrp configuration: Enabled
SNP1:

Gvrp configuration: Enabled




4.3.13.3 garp timer

398 4831 join leave oL leaveall S 2] k& I Hel2l A eire
0 F4 L AHEEA A L.

garp timer {join | leave | leaveall} timer_value
no garp timer {join | leave | leaveall}

m {join | leave | leaveall} - 7§ Elo]m L},
m timer_value - E-01™ 2] #kdYy ol
Rk
= join: 20-100041E]
n leave: 60-300041 €] =
= leaveall: 500-1800041 E] %

71& AA

join: 2041 €] &
leave: 6041 €] =

m leaveall: 100041 €] %=

B IF T4 5F ZEEZ(GARP)2 B2]X] LAN WoA Sd}olAE Au] 2o digt &

Zhol9lE 42 5= i Axek7] 915 GVRP ¥ GMRPe] |3} A5 L]tk GARP
tholm ] 7] R ke A ol A2 b M ol Ef S5 2T GMRP S
GVRPS| 5= %= 3 20| BAl7l A= 492 A5t o] 7h5e WA wolok 3
U,

m EBlolH F2 TE VLAN BE L E° GVRP 4454t}
m EolH Fhels o Alsto] A8yt

» leave >= (2 x join)

» leaveall > leave

B2 - 58 D= A48 0 2AS 829 GVRP Holt i ¢ gew 83
©. 194 9o GVRPIF A% A5 ak) ey,
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4.3.13.4

ol

Console(config-if)#garp timer join 100
Console(config-if)#

Console (config) #interface ethernet SNP1

o4 9%
show garp timer (4-119)

show garp timer

ol @& AHgato] A H Q1 F o] 2o GARP Blo|H & A T

:"L

Mo

show garp timer [interface]
interface

m ethernet port-name

port-name - T+ A: SNP0-15. 9% =1: NETPO-7. ¥2]: NETMGT

m port-channel channel-id (3 91: 1-6)
71& A4

R GARP Elolv & #A 3t

He e
ot ey, A A
o
Console#fshow garp timer ethernet SNP1
SNP1 GARP timer status:
Join timer: 20 sec.
Leave timer: 60 sec.
Leaveall timer: 1000 sec
Console#
4 Wy

garp timer (4-118)




4.3.13.5 bridge-ext gvrp
o] BY& Abgete] 2% Al o] GVRPE 4 8 th 8|84 552 W no 942 ALg)
AL

Tz

bridge-ext gvrp
no bridge-ext gvrp

712 44
2434

kK

ot

re

2

o 4
A

GVRP:= W E9129] ofe] LEo|4] VLAN #4052
VLAN 488 w@shs 942 993Uk 4% VLAN 552 58800 24 2919
AAE dol Nt VLANE Adsteld o] 7% B4 sk of ¢

kK

ot

o

Console (config) #bridge-ext gvrp
Console (config)#
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4.3.13.6

show bridge-ext

2
o

o
ook g e
dlo

rt

fn

rot

A3

H9 A8

o] O R RAH = FEE vl w53 ZEYHh
m Max support vlan numbers - IEEE 802.1Q % ¢ w2 o] ~ 9] %] €] VLAN ¥

Pyt

Max support vlan ID - ©] A% 7} /148t o VLAN IDY Yt}

m Extended multicast f11ter1ng services - ©] A~ 9% = GMRP(GARP HEMNAE
F TREF)C nE e HEANAE F49 AP S A QA sy

m Static entry individual port -o] 29 A = FUMNLE B HEAHAE F4:(4-88
9l 41245 0]4])¢] 7174 HE| Y 5‘1*0““‘4‘3}

m VLAN learning - °] ’\H ]L P XE7F 1f2] FEF dolguol AE Helshe
718 VLAN 35 (IVL)S AFg-3u o

m Configurable PVID tagging - ©] 29X oA &= AFgA7E 2 L E9] 7|2 X E
VLAN ID(JEﬂ Y el 2ol A AFE-E = PVID) W @Al A El(VLAN - Bl 71 X7 =
B2 vA)E AP E 5 AFHTHE-1129 0] A).

m Local VLAN capable - o] 52 A~$1% 9] thF A~ Ed A9 55 YeRY
Ytk @A4= b5 20d BTt A9 E A °V“45‘r

m Traffic classes - ©] 291X AHE2L 4 55 o8] Eg S 2ol gt
7% & AlF T TH4-1363] 0] A).

m Global GVRP status - GARP VLAN 55 22 EF(GVRP)2 U EH 9] o8
FEAM o3 VLAN 74 AE5S T5517] el 294 kel VLAN AR E w3t
st S AU 24 2913 AAE golse VLAN 155 A dsted o
715 2 stal oF U th(4-1203 ] A).

s GMRP - GARP HHANAE 55 T2 EZ(GMRP)> U ESA FX7t HEAAE
Tigell F AE OIS S8k vl AR U o] 2913= GMRPE A kA o
o, A8Yl 15 ¥ TR EF(IGMP)& A8t 2bs HEINAE e PS5 A%
Fudt



ol

Console#fshow bridge-ext

Max support vlan numbers: 255

Max support vlan ID: 4094
Extended multicast filtering services: No
Static entry individual port: Yes
VLAN learning: IVL

Configurable PVID tagging: Yes
Local VLAN capable: Yes

Traffic classes: Enabled

Global GVRP status: Enabled

GMRP: Disabled

Console#

4.3.14 IGMP A3 41

O]QQW%?thlﬁﬂﬂJEE%HGMHOAH%H%Eﬂ@ﬂﬂAEHm E FAlEE
N8 A5t BE A48 FAES APUTE 2948 AHAE 235 FAEL JE ¥
ES Fohlo] 1o s X E N HolH S AF Ttk 12lal A9AE HEANAE Mu|AE
A% FAT 5 YRS Qg EAXE 2907 /FSHE s 292 AsFyh

¥y s 2= Ho|x|
7] IGMP F 4

ip igmp snooping IGMP 23733 715¢ &4 3hgy GC 4123
ip igmp snooping vlan = QlE]FHo| AE HENAE 15 FALOR F74E T GC 4-124
static

ip igmp snooping 23S 913 IGMP Bl A S 4 d GC 4124
version

show ip igmp snooping IGMP A3 748 ZA gt} PE 4-125
show bridge multicast  IGMP A% MAC Y9E|/AE 225 %A TY PE 4-126
IGMP #2/A} F 3

ip igmp snooping o] A2 IGMP ~% 32 918 Ao o 2g 3w GC 4-126
querier AU,

ip igmp snooping Ao S gy GC 4-127
query-count

ip igmp snooping A9 AL FATY. GC 4-128

query-interval
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o2y s 15 Hlo|x]

ip igmp snooping BT A A 7S A o) GC  4-129
query-max-response-time

ip igmp snooping A9 AZF 23 e A FY GC 4-130
router-port-expire-time

show ip igmp snooping IGMP A3 748 ZA gt} PE 4-125
HE|AE 2} E T

ip igmp snooping vlan HENAE #-9¥E LES F713T} GC 4-131
mrouter

show ip igmp snooping HE/NAE 2}-9F LEE %A T} PE 4-132

mrouter

4.3.14.1 ip igmp snooping

o] §eJ & AHgsto] 29179 IGMP 2+ 7% B4 8@t w2455t W no 34
AHgEA A 2.

7_

M

ip igmp snooping
no ip igmp snooping

712 44
u 3

3%

o

st

L=

1

Aol 74
o

& o= IGMP ~A%3 75

e
i

24 kg ok,

Console(config) #ip igmp snooping
Console(config) #




4.3.14.2 ip igmp snooping vlan static

o] W& Ag o] WEAAE JF el RES FHEUT £ES AASIY no 94 & AHE
14141 2.

i

O

=y
M

ip igmp snooping vlan vian-id static ip-address interface
no ip igmp snooping vlan vlan-id static ip-address interface

m vlan-id - VLAN IDY Yt} (M $: 1-4094)
m ip-address - HEIANAE 159 IP FAY YT
m interface

n ethernet port-name

port-name - Th&% A: SNP0-15. 4% =1: NETPO-7. ¥2]: NETMGT
» port-channel channel-id (3 9]: 1-6)

7% 4%
K
HE 2=
e} 7
o

O deMe 2B HEALE I5S 14 FAse WS BoFyth

=

Console(config) #ip igmp snooping vlan 1 static 224.0.0.12
ethernet SNP5

Console(config) #

4.3.14.3 ip igmp snooping version

o] 3F2 Agatel IGMP 253 WS T UL 71 2¢hS 343k ™ no 342 41§
HAIL.

™

-
M >

ip igmp snooping version {1 | 2}
no ip igmp snooping version

m 1-IGMP H#A 1
m 2-IGMP ¥4 2

71& AA

IGMP W 2
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gy e
Aol 74
e A3
n AEYY BE AATE FAS NAS A delol BT A 1% ALk dAA B
F U ES el vk 291217} WAl 18 AL§SHES A s of gtk

flo

m ip igmp query-max-response-time ¥ ip igmp query-timeout 5 4 4§
IGMPv2ol wt A} 238 5= 9) & o),

o
g ool e A9 X7 IGMP WA 18 A8 2= 4 o,

Console (config)#ip igmp snooping version 1
Console(config) #

4.3.14.4 show ip igmp snooping

ol Wl g Abgalo] IGMP A% 74 EA g
4EXE
9e
H3y e
A8 A9
EER R

FA = o) )3t Awe 3-455 0] X &) “IGMP A3 wi7i 4 FA17S Fxata] A 2.
o
g oA E dA IGMP A8 TAS BojFUth

Console#show ip igmp snooping
Service status: Enabled

Querier status: Enabled

Query count: 2

Query interval: 125 sec

Query max response time: 10 sec
Query time-out: 300 sec

IGMP snooping version: Version 2
Console#




4.3.14.5 show mac-address-table multicast

o] BH& AHgate] &zl HEAAE F45 #AFHH

tlo

T
show mac-address-table multicast [vlan vian-id] [user | igmp-snooping]
m vlan-id - VLAN IDY Y ©H(1-4094).
m user - AFSAZE AR HEIJIAE FERE A S
m igmp-snooping - IGMP A3 & F 3l g5 57 AT

EAHE P FY0oRE A9d &40 theh IGMP £ USER7 %4t

1%

2=
=]

v

YENAE

!
otk

S oo A= BaElx] 18 1, VLAN 19 tjst IGMP A3 S £3)
B2 HojFUt),

Console#show mac-address-table multicast vlan 1 igmp-snooping
VLAN M'cast IP addr. Member ports Type

1 224.0.0.12 NETPO USER
1 224.1.2.3 NETP1 IGMP
Console#

4.3.14.6 ip igmp snooping querier

o] W g ALgo] 29121 IGMP 2233 A4 4T =2 MY Fch v 34 shte)
no ¥4& A& L.

e
lo,

-
Mo

ip igmp snooping querier
no ip igmp snooping querier

71& AA

] &g 3t
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A 74

g 444
o] 71550l FHBH AF, 29AE DA AAR4E FFFUL DA EAE A U
AZE Edue 208 204 Bt 482 25U

Console(config) #ip igmp snooping querier
Console(config) #

4.3.14.7 Ip igmp snooping query-count

ol W e ALgste] A9 945 FATUTH /18 ke BAske W no F4S AHETHAIA L.

T
ip igmp snooping query-count count
no ip igmp snooping query-count
count - A A7 GEIAAE TIFelA SEte|AEE 2Als17] $l8 22 & F 5] A
A 5 9 A T3 A A5 4] 2-10).
71 24
23
Hey 2=
A 74
9% -
49 A5 A4} 2A% Aeh) Ao AEALE Seloldns) ks e A
< A o]fﬂ»qq Ao z7) o] W o7 Aoldt I nlE z]/]a' x—]/\sub ﬂ ZFjo)|AdEV}

(e}
A &
g3t &2 A, ip igmp snooping query-max response-time . ot Alto =
7}—‘%5‘3}—@ o] E AlAFY T FhEEreo] ¢had Fok SFeto]dET SOl §l&
BF 1 2HoldEEs HEMNAE OIS Wl Ao FHYTh



ol
g ool A2 345 1022 748 Y-S BoFyh

Console (config) #ip igmp snooping query-count 10
Console (config)#

o+ 9%

ip igmp snooping query-max-response-time (4-129)

4.3.14.8 ip igmp snooping query-interval

o] Wl AHgsto] 2 Ao AL TA R 1 R4S BU5e W no 343 A
A

o

;L

M

ip igmp snooping query-interval seconds
no ip igmp snooping query-interval

seconds - 291X 7} IGMP 32 E A o] wA A& dFste =g oh(E 9: 60-125).
718 4%
125%
HE 2=
a9 74
ol

o5 oleAE Ao 214 S 10022 st WS RoFyhh

ofr

Console (config) #ip igmp snooping query-interval 100
Console (config)#
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4.3.14.9 Ip igmp snooping query-max-response-time

(<]

| ¥ & AFgsto]l Ay Bl A ARk YT 712 3S Sdskd o] P2 no

A2 A .
T

ip igmp snooping query-max-response-time seconds

no ip igmp snooping query-max-response-time

seconds - IGMP A 2l oAl FA 5 & Bl A A A Y TH(H $]: 5-25).

71 24

10x
By ne

m ol WHo] 9L 3eeH A7} IGMPv2E AMg3djof gy},
m o] R A F HEALE FE]AERRY SHo] dAdH = At FdTh
A 2|27} ip igmp snooping query-count® 2 4 ol gt S 5uF Ao E AF AW
FEOIAET}F SHS 8HA &2 A, ol B oE AT 27 fror 7}—"#‘5"%—# Efe]
HE AU G T Erro] ¢RE Fol= F/PO]‘HEﬂ ool & A 1 2
OlAEL HEAAE I5& i A or kg

o
oS Ao E Ho S A0S 202 s WHS BoE YT
Console (config) #ip igmp snooping query-max-response-time
20
Console (config)#
a4 9

ip igmp snooping version (4-124)
ip igmp snooping query-max-response-time (4-129)



4.3.14.10  ip igmp snooping router-port-expire-time

o

BYe Abgte] 2w A AR 2 e A FIh /B kS Baste W o] 3P
3]
[¢]

ip igmp snooping router-port-expire-time seconds
no ip igmp snooping router-port-expire-time

seconds - °1 A A7} Ao F Wi F o] Alzto] st A9A = Al HAlE
A AEjs o] ~7h o o) ool Al AAE o] YA ok Ao RFFUT(E !
300-500).

R
300%
Wy nE
ol 74
=% A8
o] Weo] welS wiaEw 4927 IGMPv22 AbgsoF &t}.
o
TS ool A= AlZE 7S 50027 A%

o

b w S wolF U o

oL
ol

Console(config) #ip igmp snooping router-port-expire-time 500
Console (config)#

o 9%
ip igmp snooping version (4-124)
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4.3.14.11

ip igmp snooping vlan mrouter

o] W& Abgsto] AEAXE BhE EES 1Y FHTUL THS AA}AE no F4 &
g3 A 2.
T

ip igmp snooping vlan vian-id mrouter interface
no ip igmp snooping vlan vlan-id mrouter interface

m vlan-id - VLAN ID Y tH(H $1: 1-4094).
m interface

n ethernet port-name
port-name - t-% =: SNP0-15. §1 % =: NETP0-7. ¥2]: NETMGT

n port-channel channel-id(¥ 91: 1-6)

71E& A3

174 FAE WENAE Bh9E LET} QHU

HEy B
EERE

% A8
YEY A o] web IGMP A3 &
2822, IGMP 237t UEY IS E3
A9 487 dEMNAE ghE /A9 A2

dFel FrHE s FAder g

& IGMP A o)== 2k 23+ 2= o)1},
2929 QA H O A(EE e E

¥, L AE el AR O] mE HE A A
syt

o 2 of

s

o
g2 oo = LE 114 VLAN 19 HEFHAE 29§

Console(config) #ip igmp snooping vlan 1 mrouter ethernet NETPO

Console(config) #




43.14.12  show ip igmp snooping mrouter

ol WHe 1Y PAYAL FHOR S5 WEAAE eh9E EE o

St

q_
show ip igmp snooping mrouter [vlan vlan-id]
vlan-id - VLAN ID(*8 91: 1-4094)

71& AA

B

T RE VLANS HEAE 298 L= mA g

g9 2=

L

3 Al 8§

=

6% A5

EA = AYALE gh¢H X E {3 o= Static T+ Dynamice] 15U

o
g o= HEANAE g$Eo ddd TESS

Console#fshow ip igmp snooping mrouter
VLAN M'cast Router Ports Type

1 NETP5 Static
2 NETP6 Dynamic
Console#
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4.3.15

4 491 %9

ot

iy
rlo
)

=93 A A 29 Edo] HygE s F9 ofd

o] wrelef A A d
&4 A8 A AT A B, o 2915 o e

dlolel #j7le] ¥ &

uith 4709 -4 =9 71 9-& AFEete] AHl A 5 F(CoS)S AT 4 &7 2
FE 7149 doly 7S ¢4 = 17}‘;% 71 ] dolg #zlxnct U*Xi Ay A
&A= 7 °1EM] o] 22 7] ¢ &9, A4 i A e A, 2Ea 2 oA =9 H
29 292 4 &9 d7d ke W %% A UAFUT

EE] s 2= Holx|
215 #4175 7Y

switchport priority B2k Qs A Ze el de E ¢4 9% 49 Pk IC 4134
default

queue bandwidth T =9 gl B EEN e E FEE U GC  4-135
queue cos map A =9 t71gel Anla 5F(CoS) #he EEch IC  4-136

show queue bandwidth $X 9 )7]gd) g9 gLz 715x2 123Uy, PE 4137

show queue cos-map AU A 5 WS mA o PE 4-138
show interfaces QlE o] A~ 9 #a W ZHE AL S A ). PE 4-86
switchport

375 WaAE £ 29§

map ip precedence IP ¢ =91 Ans 55 vl 75S 433t GC 4-138
map ip precedence IP &4 49 e MulA S5 v g}, IC 4139
map ip dscp IP DSCP A2 &5 w8 7le& 243Ut GC  4-140
map ip dscp IP DSCP #ts Al A SFol wjsg s}, IC 4141
show map ip precedence IP ¢4 49 WL FAE T} PE 4-142
show map ip dscp IP DSCP %4 ZA| gt} PE 4-143




4.3.15.1

switchport priority default

ol W& Abgato] B17k i 4l melgle] $4 £91F AAaAY, A5 H A
AAE A7 A LA o $A £98 AP AL A Eghe ¥
g1 41 2.

switchport priority default default-priority-id
no switchport priority default

default-priority-id - ¥} 717} fl= 4l Eef= o] 4 &9 Az
A E905= 00l M 774A 9] 2Abolm 7o) b w2 ¢l =9y Th
712 A4

A eole AR E A o, o] Ao FAlskE Bt fle ZAlY e 71k

£ 03yt
We e

AE o] FA (1T, £E Ad)

% A4

m A Y WE2IP ¢ &8 == IPDSCP, 181 7|2 A9 XE 4 =99 &

o2 Agdyrh

m U2 A edle RE U FEE Ve Zad S vt sle A 2=

FASFEE AAH TEANA Bt E ZHdS SRS v Y e del F88Y
al + IEEE 802.1Q VLAN ®] 1 A& Z#deol& 4 85A st ¢

IEEE 802.1Q VLAN &7 2|4 =& <1<l %9 IEEE 802.1p At&-#F §-4 &
AHg- YTt
Ao = 24 LE 4748 4 &9 719 s ATFUTh o] 299X & 7t 2
(WRR) & AME-3tE 5 445 o] 9lon, o] 3t queue bandwidth ¥ 3 22
QdEUth VLAN 827} 9l 4 2 9y £EQ 7|2 £4 A g4
7 AR $oll 29 TES] AFe ¢4 =9 d7]del S A4 g4
1 2E9 7] ¢4 £91= 0y 282, 4 =9 B2t fle B
=9 XE9 ti7]4 0ol S AA Bt &9 £ E7F VLANS] H17}
A, A el o] ZedEolA EE VLAN Hl17F Al A"tk el 1+

;O

&

H 7

» 1M

Mo O & [k L4
i

T

o Ay r

= i do —

B
oo |
d
er ry
>4
B .
==

=
4
2 rlo -

e e

O
o
-
>
o

- e
oX.
o, o

1o 20 Hy 0 Ho

o
o2 el A LE SNP39| 7| & 94 95 52 A3t Uiyt

Console(config) #interface ethernet SNP3
Console (config-if)#switchport priority default 5
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4.3.15.2

queue bandwidth

o] el & AHgatol 715 = ZN(WRR) 745 A2 4709 Mul s 53(CoS) +4 9 o
1ol @FFUT 712 AEAE 25k W no 3% A 0.

7_

M

queue bandwidth weight1...weight4
no queue bandwidth

weightl...weight4 - 4714 0 - 3¢] 7}& 4] vl & et WRR &A1& 27} A3t 71
A7 A E (4 9 1-255).

)
rle
e
oX,

7} 16, 64, 128, 240% W71 0, 1, 2, 3¢ 27} Syt
k]

5|

Ll

rt

1 i

T4
g3 A8

WRRE o] g3tH ~AE2H 7toX & Joste] dal TEqA gdZs T/ F dFyth
o

g2 Aol = WRR 7H5A 1, 3,5, 72 CoS 4 9 714 0, 1, 2, 39l &&= HH
SR

Console(config) #queue bandwidth 1 3 5 7
Console (config) #

= 3y
show queue bandwidth (4-137)



4.3.15.3 queue cos-map

4-136

(<]

1 ¥9 & AF8ate] A2 S F(CoS) #h& CoS ¢4 <=9 7Ll &gt
ko= d4gsteiw no 4=

+ ARG B A 2.
T
queue cos-map queue_id [cos] ... cosn]
no queue cos-map
m queue_id - CoS %41 =91 tl7]2 9 714 IDYH .
B 004 301, 7FE %2 CoS 4 &9 7192 304 th
m cosl .. cosn - H7]%4 IDe]l w3 == CoS #ho&, ¥u o & Fiate] A eh a5
44tk CoS #2 0- 7019, 7V & 4 == 794t
71E& A3
o] 29 A= 2 LEO g 7t 2= ZRI(WRR) th71d A w23 4789 ¢4
= 71 dE AHEsko] Ml A TS A9 @Yt [EEE 802.1pell= 871 Ede S~
7h Ao s et Qs yh 71 94l =9 el v A g sk IEEE 802.1p E5°
Lol wet Eggynh
oh7 122
0 1 2 3
0
1
2
b 3
g 4
6
7
HE REE
AE o] FA (1T, £E Ad)
% AN
FAl ZE A &E CoS= 2al £EA CoS A =51E AE sk d AFHyth

Sun Fire™ B1600 220| = A2 Al A9(X| 22| QHHA o 20034 42

Ht} CoS #< 7]



o
the eflol A= CoS 4t 0, 1,28 CoS 4 91 t1719 022, gk 3 CoS 41 9] ti7]
A 1%, g 49} 5% CoS $4 w91 t719 2%, ¢ 63} 7 CoS 41 +:9] t719 322 4
At P wolF

Console (config) #interface ethernet SNP1
Console (config-if) #queue cos-map 0 0 1 2
Console (config-if) #queue cos-map 1 3
Console(config-if)#queue cos-map 2 4 5
Console (config-if) #queue cos-map 3 6
Console (config-if) #

o4 9%

show queue cos-map (4-138)

4.3.15.4 show queue bandwidth

ALg3re] 4709 Au) 2 5 FHCoS) S 9] v el B AF s
zo wA g

Console#show queue bandwidth
Queue ID Weight

0 16
1 64
2 128
3 240

Console#




4.3.15.5 show queue cos-map

h=)

o] BE& AHgt] MulA T A =91 WE FATY
T
show queue cos-map [interface]
interface

n ethernet port-name
port-name - ©+-2% 3: SNP0-15. 4 2: NETP0-7. #&]: NETMGT
m port-channel channel-id (1 91: 1-6)

718 A
=3
gy B
At A
o

Console#show queue cos-map ethernet SNP11
Information of SNP11
Queue ID Traffic class

Console#

4.3.15.6 map ip precedence (% 7749)

o] MR & Abg-sto] IP -4 =9 Wl (F, I[P il 73) 7158 S8ty ch IP ¢4

g 752 v/ stetE ¥ no F A4S ARSI A 2.

q.

St

map ip precedence
no map ip precedence

7E 47
SEEE
HY mE

o] 7
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m AT WE2IP A =8 == IPDSCP, 18]l1 7|2 A9 XE 4 =99 &
og 7(4_9_%],]]:]_.
m [P 4 =99 IP DSCPE sAlel 8438 +& glsyth ol8st ¢4 &9 73 &
stuE A gteld Ao & fE2 nddsgy
o)
e el A IP 94 49w

o,

71

o

dejzow dstets WS oyt

Console(config) #map ip precedence
Console(config) #

4.3.15.7 map ip precedence (QUE|#H o]~ F4)

o] WA & ALgete] P %41 91(5, IP Aol 2 58 $4 29)2 AAh 718 Hol 22
B ]-aqtﬂ no 32& AHg-sH Al 2.

By
M

map ip precedence ip-precedence-value cos cos-value
no map ip precedence

m precedence-value - 3¥1E -4 <=9 LY 91: 0-7).
m cos-value - AH] 2~ 55(CoS) #YYTHH 9): 0-7).

71& AA

A w3 (F, 4 =9 4 02 CoS # 027 visg == ¢2)

e H o] FA (1T, £E Ad)

CER R
m A Y WESIP ¢4 =9 = IP DSCP, 281 7|2 2903 XE 4 #9919 &
o2 gy

m [P 41 =9 ¢k IEEE 802.1p 9] are] whef ol WA 0= 72 Awl s 55
kel uHAElD% 2Fol W71 ek ® wigg Yk

m P4 ol Biek AN ghel wisgE QIE sl A R R ARt W AL
g &ﬂM o B= I H ol AEg Yk



ol
o5 ool A= IP 41 <=9 3 15 CoS 7k 0ol wig st HS RojFyrh

Console (config) #interface ethernet SNP5
Console(config-if)#map ip precedence 1 cos 0
Console(config-if)#

4.3.15.8 map ip dscp (A9 +4)

o] & AHg-stol IP DSCP v|33(Z, A shel Aul 2

AR )
th. IP DSCP w3 7]5& vl &/ ststefd no &4 & AHE8H Al
T
map ip dscp
no map ip dscp
71& 24
g4 sk
gy ne
el 77
9% A8y
A =9 B IP 4 &9 =5 IP DSCP, 283 7] A904] X E 94 £99
o gt
m IP %4 £919 I[P DSCPE sAlo] @438 += glsdth o8 e ¢4 &9 7% 5
shits &dstetd AEsow vE #32 vEAdsEYUT
ol

ok el IP DSCP 13 7153 4994 02 By shahs Wi & wolFUth

Console (config) #map ip dscp
Console (config)#
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4.3.15.9

o4

%d)
5, AAEgkE A 35 IQE ¢4 #9)E AT
o]
=

A3 Al 2.

map ip dscp (1E #H| o]~ +

o] W& At&3te] IP DSCP ¢4 +=2I(
quk 1% He 28 29 5ed no 94

7_

M

map ip dscp dscp-value cos cos-value
no map ip dscp

m dscp-value - 88 E DSCP gk Y th(*H 9l: 0-255).
m cos-value - A¥) 2~ 533 (CoS) #AUT(H $: 0-7).

718 A4

DSCP 7] 32 v &l Folwo] hsyrh A=A &2 == DSCP %2 CoS #t 02
2 g el fFosha Al L.

IP DSCP CoS #
0

8

10, 12, 14, 16

18, 20, 22, 24

26, 28, 30, 32, 34, 36
38, 40, 42

48

46, 56

N O ks W DN =, O

rO

Eso] 2~ FA (1Y, £E AY
3% A
B A e e IP ¢ 9 == IP DSCP, 283 718 A9X ZE 94 £99 &
o7 Ags ),
m DSCP %4 =9 #k<= IEEE 802.1p %9 darel what 7] Auj2 &5 ghell vi=g =
o], 2 Fofl th7]d 712 whe = vy
m DSCPell th3t 7/ ko] vi=3-& Qe so| 2 A Wy omA Fau A, M7 AL
A91x]9] HE QE Ho| Ao ALY T},



ol
k& ool A= IP DSCP 4t 1+ CoS #t 0l migsl= W& Bojsyoh

Console (config) #interface ethernet SNP5
Console(config-if)#map ip dscp 1 cos 0
Console(config-if)#

4.3.15.10  show map ip precedence

o] ¥H& A&t IP ¢4 =9 WS FA T

i

T
show map ip precedence [interface]
interface

n ethernet port-name
port-name - T+ A: SNP0-15. 9% =1: NETPO-7. ¥2]: NETMGT
m port-channel channel-id (3 91: 1-6)

71E AA
By
§Y e
SRR
ol
Console#fshow map ip precedence ethernet SNP5
Precedence mapping status: disabled
Port Precedence COS
SNP5 0 0
SNP5 1 1
SNP5 2 2
SNP5 3 3
SNP5 4 4
SNP5 5 5
SNP5 6 6
SNP5 7 7
Console#
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o+ 9%

map ip precedence (¢ 7-4J) (4-138)
map ip precedence (U E#H o] A F4) (4-139)

4.3.15.11  show map ip dscp
o] W& ALgsto] IP DSCP $-41 %91

7_

tlo
7
>
%
i
o

St

show map ip dscp [interface]
interface

n ethernet port-name

port-name - t-% =: SNP0-15. §1% =: NETP0-7. ¥2]: NETMGT

m port-channel channel-id (] 91: 1-6)

71& 43
A=
g3y 1=
SRR
ol
Console#fshow map ip dscp ethernet SNP1
DSCP mapping status: disabled
Port DSCP COS
SNP1 0 0
SNP1 1 0
SNP1 2 0
SNP1 3 0
SNP1 61 0
SNP1 62 0
SNP1 63 0
Console#
=43 949

map ip dscp (19 F4) (4-140)
map ip dscp (IEIFlo] A 74) (4-141)



4.3.16

4.3.16.1

ol o= A~ ZE EYF S it XE v st W AU

o2y s 2E Hlo|x]
port monitor n ] AL g IC  4-144
show port monitor ng LEO FAS HolEFU ) PE  4-145

port monitor

(]

| 9 e gl ve AAE AT e AME R E no §4L AHgEHIA L.

— Sun Fire B1600 £ o] = A8 AfAI Q] ZhZhe] U A9 A= A2 AF " F 79 ~
JOE TAAE AdFUTh 283 FUS 290A F Je] EE Fhelvt Eef ¥ nj o] 7}
g th. NETPO, NETP1, NETP4, NETP5 ¥ E ¢} SNP8 ~ SNP15 £E&= FU3 A% 3
13 th. NETP2, NETP3, NETP6, NETP7 % E 9} SNPQ ~ SNP7 £E & t}2 Hof| ¢
r:} (SSCe] W F¥dS vy, Q829 B E YEE= o YX|sta 9% e I E
Hell A8 AFH )

éOIFjEH"'
1,_.I

o
L >4,

N

rl
rlrn

T
port monitor interface [rx | tx | both]
no port monitor interface

m interface - ethernet port-name
port-name - ©h2 % 7: SNP0-15. 1% =: NETPO-7. #2]: NETMGT
(o] I Ho| A 22X LES F gL

norx- FAEE AL v e gy ok

motx - AE 5]“ A& v du

m both - A5 = A2 A= f7le 25 vld g Sy

718 AA
goje v Aol flsytt vle AdS A stshd V)24

e BT ve g

v

o7 FAHE

=)
PO
i)
2
ofy
L)

6 2=
IEfsle] A 74 (v, td 2E)
% A8
m AAE A S SEl A XES B S g 2E| v YD 5 QFyth W gy
7 ZECl =2 £47] == RMON #4715 dAste] Edfgo] A3 &5 74 o4
I an XES AYys EYSE 24T S dEUH
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n U FEE

E o]fyl EH o] AE A Fslo] AA e},
ol
e oo = E£E SNP6S ZE 97 &

S ¥ E NETP2¢] vl ]2 gk

Console(config) #interface ethernet NETP2

Console(config-if) #port monitor ethernet SNP6 both
Console (config-if)#

o+ 9%

show port monitor (4-145)

4.3.16.2

show port monitor

o] 3

o

ARg-ste] ve RS BA ST

T

show port monitor [interface]
interface - ethernet port-name

port-name - ©+& % A: SNP0-15. ¢ ¥ =: NETP0-7. ¥#2]: NETMGT
(o] QB FHo|AE A TES Hoer})
71& 43

BEEAAE RoFH T
HE BE

A3 Ay

9% -

]

Bl O
= o5
o
rlo
[18(_'4
2
-
oX
i
2

E 4 g Z=(F, RX, TX, RX/TX)=




4.3.17 rE

4-146

ol

ok el A& EE SNP6ollA 2E NETP2O.& vl e]¥dte 45 KolsUth

Console(config) #interface ethernet NETP2
Console (config-if) #port monitor ethernet SNP6
Console (config-if) #end

Console#fshow port monitor

Port Mirroring

Destination port(listen port) :NETP2

Source port (monitored port) : SNP6
Mode :RX/TX
Console#

4 9

port monitor (4-144)

|
o®
Hu
4

%
o,
ol

(e}
TES QY YA(F, EYE 14 1FHete] YEYD AAY UGS G473 ol
37 5g AT S eyt B WA A% Alo] T2 EF(LACP)S AH-ato] 2914 9
O UEYT A el Ay 295 B8 EYI H3E IS S AUt 1Y EYI Y
Ae EAT H) 29 ES AHgelop gtk 2o B4 EY9 9 2937}
LACPS A gat7|t sbd gyt o] A9 A= EFJAE 671704 AddUth A S 5o, F 70
©] 1000Mbps LEZ FAH Ef AL o3 R A58 2 4Gbps? & % & A
A% & ey
g s 2= ©HoIx|
+E 7Y 5Y
interface port-channel EgYaE Aty EE e g3t Qe o)A FA RER GC 4-75
Qg
channel-group Eg o XTEEZ F713 T} IC  4-147
&8 7Y 5Y
lacp AA e A o] 20 tha) LACPE 74 4t IC  4-148
EG7 g #FA] 5 E
show interfaces status Egg ARE wAT NE, 4-83

port-channel

PE
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g3 A A

n PR AINA QS S, 29 el IEAS AlClRE Ak Ao WA 22
. @711_91 Efas A 419 ¥ A FE B A 2719 ¥ A XTES IFE S
9}

R A7 P EEE EYA TER PR G

. 2 o7 Aok g of 7ol BAl R (%5, o] F
), VLAN % 2 CoS A% Sol Lggurh.
!

< AHg-8te] VLANCN(A) ol-&, 2HA] &= 7

-

m STP, VLAN 9 IGMP 2% & A9 FE Ad& AHste] A4 EF A tisiAnt 7

4.3.17.1 channel-group

o] & AHgstol Y ER A X EE FUHEYH ER AN 2EE A A 5H 7 no I

channel-groupchannel-id
no channel-group

channel-id - E3 72 A9~ YTth(H 9] 1-6).

718 AA

A FET} o] EF o F7tH YT
g3y ne

S FHo] A A (o1 E )
53 A8

m Y EGAE AT e TS K39 290 AAT F SlFUh
m EFINA XE T5FE8 A73EH no channel-group ¥ ¥

m YA EYAE A A5 W no interfaces port-channel W 3 & AF§-3H Al 2



4.3.17.2

4-148  Sun Fire™ B1600 S3|0|= A/ AE AHA] &

ol
o oM e ERA 15 A4 F v £E NETP2E F743d o

Console(config) #interface port-channel 1
Console(config-if)#exit

Console (config) #interface ethernet NETP2
Console(config-if) #channel-group 1
Console(config-if)#

lacp
o] W& Abgste] dAl eI F o] 20 tis) 802.3ad ¥ HF Aol ZEEZF(LACP)S &4
stttk W& shete W no 4 AHEEHI A 2.

T
lacp
no lacp

CIQIEE)

m LACP Ef 9] oF 2o Q= TEE A BE = A% 248 §al dolgoz 74
afjofrt gt

D7} 502 Folg

m U A9A9 A 2 ECE LACPS 24313 B¢ EY s As o2 gy
m o] T A9 Aol 470 o /d e R ETVF AdE ] Q1AL o] & EEe] LACP7F &/ 3t
B, AR FE= 7] BE GEHVEEH 24 B F shubell Aol ek Aol vk

oA 24 s o,

QIA| 22| QHH M o 20034 4




ol

U+ o= 2 E NETP0-20] LACP7} &4 3he A-9-duth F=9 g% € 9l=
= LACP7} &/d3}= o] 317] W<l show interfaces status port-channel 1
2o Trunklo] 7A€ 2o =2 vhebe .

g

Console (config) #interface ethernet NETPO
Console (config-if)#lacp
Console(config-if) #exit
Console(config) #interface ethernet NETP1
Console(config-if)#lacp
Console(config-if)#exit
Console (config) #interface ethernet NETP2
Console (config-if)#lacp
Console(config-if) #exit
Console(config) #exit
Console#fshow interfaces status port-channel 1
Information of Trunk 1
Basic information:

Port type: 1000t

Mac address: 00-00-e8-00-00-0b
Configuration:

Name:

Port admin status: Up

Speed-duplex: Auto

Capabilities: 10half, 10full, 100half, 100full,

Flow control status: Disabled

Current status:

Created by: lacp

Link status: Up

Operation speed-duplex: 1000full

Flow control type: None

Member Ports: NETPO, NETP1l, NETP2,
Console#

1000full
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Geol M= s W8l tie F7 AR E AT dyth
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A =4
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Hr
i

A.l

2]

A]

ohe

=]

& = MIB

olli= E% MIB7F 19} 9l th,

]
B RUEYE 5 sy ol

RFC Hs

s

XYElE OF

1213

1493

2863

MIB-II .

B2 MIB .

S EENEIE
MIB .

A2E TF

Qg ol ~ 1F
ip I3

icmp 1%

tep 1

udp 1%

snmp 13
dotldBase 1%
dotldStp 1%
dotldTp 1+
dotldStatic 1%
ifXTable 15
ifStackTable “1&




RFC HE s XYElE I8

2819 RMON MIB o %7 1%
e 715 I%
o AR IH
e OWE IF
2618 RADIUS MIB ¢ radiusAuthClientMIB
2665 Etherd MIB e dot3StatsTable 15
2737 €] ] MIB e entityPhysical 1%
2674 P Bglx e dotldExtBase 1%

¢ dotldPriority 13

e dotldGarp I+
2674 Q =g~ ¢ dotlgBase 1%

e dotlqTp 1%

¢ dotlqStatic 15

e dotlgVlan

obehell = Sunik 2§ <1E] ko] = MIB7h theh uich.

H= Bz

CSSP.MIB 01.00.00
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& FEol 23

RFC HS M=
RFC e coldStart
1215(SNMPv1), e linkDown
RFC * linkUp
1907(SNMPv2c) authenticationFailure
RFC 1493 ¢ newRoot
¢ topologyChange
RFC 2819 e risingAlarm
e fallingAlarm
A A== SunAt A e ZEto] = Efe & ths dgo] 23yt
RFC HS s
CSSP.MIB ¢ swPowerStatusChangeTrap

FEA 22 ZEHol~ A3
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B.1

)
N
=
o
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Ir
oY,
o
i)
dlo
o
1o
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_O|L
it
>
o

A =
n A9 ¢} G G o Aol Eo]l AAH Y =A FA T}
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B.2

m LE Ll ° S 9»)1%7(] T aoﬂ ooké—? "5‘91
FETL AR FE) 05 RER TAH 0 QA o AT Y 4-E 3795 0] A 9] “%
E e FrelN e

B.3

B-2

o] QI Ho] 2~ A~

gy ) B4 = SNMP 78t M EY T ] AZEY o] S ALg5lo] Y EY I o=
Holl qp A~ 9% 9] e Qe H o] Ao AAAE = QUL Bel AE H o] A A AT =T
EAZ S AF teolr dyste 24 2 ARE Fxe4 A L.
Q) BE9-A, SNMP AZE o] & AFg3ate] AA 5= 9le F9 S AN 2.
m AW AA] Aol A=A Ay
m B Aol AT A9 e HEYA Aol A& A
m AT HEY I AU E AAE =R 18 3 AL
1y}, 3-799| 01X o] “EE FJ7E A A L.
m B el A MW YA Abol o 2A1F AT S A theS el
2929 #E] VLANO] A [P F49k B wpaaz FA s o] Qea] ofF
s T Agoldo] ] VLANT U3 MuY o IP 45 2H1 A o
n #E Agoldo] AAH A9 LEV} ] VLAN] &3] 9= of 1
HEYAY 0 A9XNES d4dste LEZF 27 AP 8 LEoIH ] VLAN &
& QA o 7
m T 2o AT AW XA ALolef Bt o] ] BAIE AYA V) S AS thE FeF
A=
n 29X #E VLANo] G&53IP F4, A B vpAT, 715 Aol Ego] & FA o] gl

#) of 3

A,
-

& EESL H B BE A QoA
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s FHE AHO M f &
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n W AEo]de] ddE A9A LEVF B VLANe a3l slex o+
58 dd3e 2EVFHO A E EEH

ot

FIP 2, Ayl sz, 712 Aol Eglo) 7k Mg H o] A

= UE GEN AU P AE B ASL G B4 AAALSE AR

= o]
- M H

ftilo
4

2Y LE A4S F3o UF 7+ == o
m Sun Fire B1600 £-zo] = A A ¢} &4 Al 5-E DB
= AFHESSC 259 Y LE] A48y},

8

m Eud dEdoly TR 1AL VTI00 33, 8 dlo]g v E, 1 A% v E, g E %<,
9600bps= A P == FAFYh

n g wy HE Aol 5ol 5 BellA g A wj A o} A=

Hof]

A2E 5 2E AP e FelsAe

-9/RJ-45 Aol && AF&-dto] Bjvd &

e
ol
o
rr
N

shol g vh,

B.4

E-“'P?”!\’

W EQ1A) T AW A A AN E FEste] e
2 A7 39 ohgel A Ak AE 595

A7 BARE o AR B HoI} FFES )

71 g

T A9 AE % Eol gt
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o

Console(config) #logging on
Console(config)#logging history flash 7
Console (config) #snmp-server host 10.1.0.23

B.4.1 I HALA]

o Fell= o] AR 2 wiAAEo] U} dF U

£ B-1 21 AR

HIAIX] o2 Bl
System coldStart notification 239A 2 2= A% (cold boot)#F1 T} 5
System warmStart notification 2925 9 A% (warm boot) 35U T 5
Unit 1 Port YY link-up notification X E 37 225U 6
Unit 1 Port YY link-down notification X E #3937 A% =45 &5} 6
Trunk 1 link-up notification Efg g g 37 A5E 95} 6
Trunk 1 link-down notification Eg g7 2% XY YS5UH 6
VLAN XX link-up notification VLAN # =7} ZE 995 yth 6
VLAN XX link-down notification VLAN %37} &% A= 95 Ut} 6
Authentication failure notification SNMP & A~ ¢1=S Ao gl & o) 6
STA root change notification STA FE7} 49954} 6
STA topology change notification STA EZ 2|7} A3 55 o) 6
RMON rising alarm notification RMON 4% A ® 9}, 6
RMON falling alarm notification RMON 3% A 19t} 6

Unit1Port YY&= &4 1, ZE YY(YY: 1 ~ 25)& &u|gth
VLAN XXi= 91912 VLAN ID #H(XX: 1 ~ 4094) I .

* Syslog A1 %] #*(4-317 0] #] 2| “logging history” 3+
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B.5

B.5.1

B.5.2

292 7F g el A 2%

Ptk o2 SW e

917 ool A" BAE A

[y
i
)
o
)
x
i)
o,
o
to
u
N
)
o
Ry
i,

O

Console#fshow interfaces statuss e 1/1

A

% Invalid input detected at '”' marker.

Al ~ED Q5

Ok el of 291X 9 o 95 MAAZE o} Sl T 91X 7F B sk v A 2]

& Aot v 4-31910]1 4 9 “logging history” & #Z 3] Al 2

= B-2 A2 @5 vALA

HIAIK] oy ko

<module> create task fail. ARG AT E ] LEo| AL AT 4 glHUT 2

<module> task idle too long. A A3 £2TEg o] mEo] LT o8 o9 AEE &5 2

Allocate <string> memory fail. #1743t <String>°ll vz 25 &8+ £PHU 2

Free <string> memory fail. A4 3 <String><] W 2el& & Al ZRHUh 2

<string> switch to default. A A8t o] & & dA] FAY X DE x| o} 7| Eghe AL 3
Utk (&9 gl AL o] A B gekel EgRe

223544 2.)

module> 9] 2] A~ZE Qo] B (e]: STA, VLAN, XFER, TRAP, RMON)-& 9] 7] @t}
string 7+ A7 ol A4 3 5} e ou gy

* Syslog A1 4] @ (“logging history” on page 4-31 #3)

F5B =2Hd3dlZ B-5



B.5.3 B 25

g ol o] 29172 WY A |~ 25 WAA A sk ATk o] WAAS S =
dolel] 7)1 =57 2,

E B-3 B 25 WAA
HIAIX] e
Ambiguous command: <string> 2t gy

Clear dynamic address error. =7

=
CLI internal error - contact your local CLI &
service provider.

Copy error. EAFsEA] ZFF U

Exec-timeout could not be disabled 9y A Adoa Ad A7F 23 7| 5S u @8k 4 4y

for vty session. =3

Factory default configuration file T E5A 712 A RG-S AT 5 FU

cannot be deleted.

Factory default configuration file A E5A 712 AH Fde A F A5

cannot be replaced.

Failed to allocate resource. g aA7t FE2EHA ST

Failed to get <string> A s A 5 glsyh

Failed to set <string> T4 HEE A 5 gleyh

Failed to write certificate file to flash. <1224 sy} ¢ &7} Q)& Uk v 7] v 2 &7 Q)
Avk(ell: X8 4E ) B v 77 JISA R 7]
ok A A GFEU

Incomplete command. A Fgo] LAY

Insufficient memory. w2 g] 7} = o),

Insufficient memory to display or save w|x g #7lo] F-Fslo] RE AWE £33 5 Q& T
running config.

Invalid file name. Qg sl ¥}l o] Zo] &ul= x| &)
Invalid input. FRE Qo] AxHE T

Invalid input detected at 'A' marker.  W#g &% 9 gs gL}

Invalid parameter. 3w A7 2B 4 T)

Invalid parameter value/range. Type & &5 %] ¢ 7k = Zx19 7Zo|g]YTh
"?" to get more detail information.

Invalid TFTP server IP address. TFTP IP 54 <t}

Not enough resources; please try later. 3 7]%5<5 583 2 2271 Q15U Th
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HIAIZ]

4y

No such file.
No such VLAN.

Port <port name> does not exist.

Port <port name> is an ethernet port.

Port <port name> is not present.
Port <port name> unknown.
Session terminated.

Session timed out.

Startup file cannot be deleted.

This command for console only.

Alzsel s shele] glgin,
al VLAN®] gi%4 o,

g EE o]Fo] glsyth

9 BE(vty)l A 2 MANS 3PS AT 5 UE

el

Ytk
This command is only valid for ol Mo gL st XTEW EE Fo| 2718 5= gla )
adding a single port to a trunk.
This command is only valid for the XE HAYS HA u oy LEE AeNd & gLy
name of a single port.
This command is not supported for ¥ 2 £ Eoj+= “no switchport allow vlan”4 % & A}4-&
management port in current release. 95y
Trunk ID: <trunk> is out of range. Ed 3 ID7} f&58HA 54t
Trunk <trunk> does not exist. Eg 37 95Ut
Trunk <trunk> is a normal trunk. Eg g7l Ayt Eg 9T}
Trunk with no members cannot be EFT FAYS FASAY BAE 4 U
displayed.
Type "show ?" for a list of “show” WS g3 A%
subcommands.
Unknown error. ¢k 4 QL 9=y}
Unrecognized command. ok 4= 9= ey}
<string>- 4 & ol 2179 g gtk

FE =M sf&d B-7



B.5.4

9 AE Aol 2 o F

o2 Eolls 29A9 A QE Aol A A F AR 7F Ut SlEU T o] AR &2 21
e 7155 A dFy.
= B-4 < Qe H o] A @ F HAA

M HIAIX] oy

Switch Setup

System Identity

User privileges are not enough to
perform this operation.

o] ¥Z g o,

fuindl

Network Current IP Address Mode is not DHCPE Azt u] ~9 %= DHCP =+ BOOTP %=
Identity DHCP or BOOTP. o]o]o} &t}
Data is invalid. Ak ¢ &9y},
Set DHCP Client-ID error. DHCP Z oA E ID= A48 4= gLt}
User privileges are not enough to Aslo] F=3 ),
perform this operation.
Software Data is invalid. k9 o),
Please input a destination file. U2RE B JRESe] Hoj& g 349 ol5S 9
AL
Please input a source file. tege e g udt sx 1he o o] 28 Qg F A Q.
Please input or select a destination s T g tale] toj tat 9t 9] o] =& 9y
file. A A Al L.
Please select a file. ez B J2ET gds Ay e,
System will be restarted... A 2B A A ZFE Y Tk
User privileges are not enough to Aslo] F=3F}
perform this operation.
Switch Config
Security Cannot add user. AFgz) o] 2o §a3tA LAY AU AFEA 52 2985
SES
Cannot set password for user. s 7t SashA gEHy
Cannot set user privilege. AFE- A} H o] Bo] EA4 7} 25U}
Cannot set user status. AF8-A; o] B A7t 9yt
User does not exist. A&} g o] Bof A7} Q&)
Communication Community String cannot contain AHYE Exdo]= 3ulS A}23l 5= 9l &),
spaces.
Community table is full or data is AFYUE "HolEo] 715 ZAY HolH 7t fashA] &
invalid. c}.
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= B-4 < Qe H o] A @ F HAA

i HIAIX] My
Data is invalid. oyl @ Fyrt
Illegal SNMP trap IP address. IP F4 F&o] ZEHHFYTh
Please select a Community String. AAET AFYE Z2DS Ast A 2.
Please type a Community String. 2718 AFYE ZALS QJEEAA L.
Trap Manager table is full or data is EAd 7z} glo]Eo] /1S FAY dglolE 7f FashA
invalid. 2=
User privileges are not enough to Aste] FFHFYh
perform this operation.
You must specify an IP trap FNALIP ER ARYE =4LS A9 L.
community string.

Security Authentication type doesn't exist. 274, TACACS, RADIUS ¢1% +3 % stur} A9

s

Data is invalid Axk L FPYH
Illegal IP address. IP F24 g2o] ZEEHFU
Number of Server Transmits is out of RADIUS A A4 31571 Gad WY o 54 &)
range.
Password too long. Ho 43 dol g 2 PFYh
Please input username. F71e A AFE-AF] o] 55 A3 A 2.
Please select an user A3 E AAFAY AR T ALEAE Y] Al L.
RADUIS KEY is invalid RADIUS ¢ts.% 717} fraskA gaurt.
Server Port Number is out of range. = RADIUS ZE W37} §a W9 o] 55 &&1t}
Select a privilege level. 2713k AL 2Fe] A H LS HElFA A S,
TACACS PORT is invalid TACACS X EV} fastA g5yt
TACACS KEY is invalid TACACS 7|7} frastA &t
Timeout is out of range. RADIUS A7+ 23} gho]l F-&3 M9 ol 54 ¢5yth
User privileges are not enough to Aslo] F=3F ),
perform this operation.

VLAN Cannot create VLAN. VLAN ID7} &34 AU A== #Hd VLAN &5

Cannot set VLAN name.
Cannot set VLAN status.

Cannot delete VLAN.

e

VLAN 1 &+ %2 ZE 9 94 VLAN(PVID)C. 2 3¢
VLANZ v g 38 & glsyth
T49& 7 VLAN E+= Qg o] 29
8 21%¥ VLANS A A8 5 glF

YA VLANO =

F5B =2ddlZ B9



= B-4 Y Qe o] A 2 F WAA
iy HIAIX] oy
Data is invalid Auk @ FY T
User privileges are not enough to Aslo] F-Z3h ),
perform this operation.
Membership  Data is invalid. Aut 9 Folut}

User privileges are not enough to
perform this operation.

Broadcast & Multicast

Broadcast
Parameters

IGMP
Parameters

Multicast
Router Ports

Multicast
Services

Spanning Tree

Threshold is out of range.

User privileges are not enough to
perform this operation.

Please enter a valid version.
Query count is out of range.
Query interval is out of range.
Query timeout is out of range.
Report delay is out of range.

User privileges are not enough to
perform this operation.

Data is invalid.

Please select a port

User privileges are not enough to
perform this operation.

Data is invalid.
Igmp group member is null.
Illegal IP address.

Select a port or trunk

User privileges are not enough to
perform this operation.

&

Ao 57k Has el Ul B4 eguh
Aol Fae W9l el £ hgirh

9l el B4 g

e

HEFNAE SE (M) 27 EE AAE EES A8

Al L.

I

2o 4 IGMP 1§ 498 A9 sk4 4 2.

P 52 gAo] 2RH 5T

Basic Data is invalid. ol ¢ Zolyt}
Configuration Priority is out of range. A =7 FES HY el A4 dHsu
User privileges are not enough to Aslo] E=3F}
perform this operation.
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= B-4 < Qe H o] A @ F HAA

|+ HIAIX] oy
Advanced Data is invalid. Ayl ¢ &9y}
Configuration User privileges are not enough to Aslo] F=3F ),
perform this operation.
Class of Service
Basic Traffic Cos Value is out of range. CoS Zro] g-& 3 Mo o 52 25Ut
Prioritisation Data is invalid. ok eme T
Priority is out of range. o £ SRS MY Yo 51 25y
Queue weight must be in a order of )71 7}5x7} f&38H% &&5UTh
Q0<=0Q1<=0Q2<=0Q3
Traffic Class is out of range. EYT FYat A 19 Ul E4 &5yt
User privileges are not enough to Aslo] E=3 ),
perform this operation.
Layer 3/4 Cos Value is out of range. CoS o] &3t MY Yo Ex &y}
I];réfﬁ,c . Please select IP Precedence or DSCP 94 49 An| A2 84313 49 o] $HE Z s A
rioritisation mode a5 A 0
Traffic Class is out of range. Ef Ze A Fas HY Yol 1 5y}
User privileges are not enough to Asto] BE3h ),
perform this operation.
Address Tables Aging time is out of range. Ao F2& w3 AR FYco)
User privileges are not enough to Asto] BE3h ),
perform this operation.
Up Links, Down Links
Status Cannot set port capabilities. AAs LTEO £ /o|F REV} 2ulE X k& T
Data is invalid. Aut ¢ &y},
User privileges are not enough to Asto] B3},
perform this operation.
Link Cannot add trunk. The specified trunk A% 3 E= 37} 7}5 ZF7 diolE 7} fa8H4 &5UTh
Aggregation is full or data is invalid.
Cannot create trunk. Ay B8 £ 2395

Cannot remove trunk. EY T go]Eo EA7 Q&)

cE]
Cannot remove trunk member. Data is E& 3 g o] o 247} 9%t}

invalid.
Cannot set trunk status. 14 Efa AL s LACPE 433 4 gl&yth
Data is invalid. Ak @ FAY.

f5B =2d iz B-11



=B-4 4 AE o] A @ F HAA
|+ HIAIX] oy
User privileges are not enough to Aslo] F=3H T}
perform this operation.
VLANSs Data is invalid. ol ¢ Zolyu}
Please enter a valid PVID. PVID7} $&3F4 ¢r5Ut), £nlE PVIDE A EEAA 9.
Please enter a valid timer. Elo] W7} § a4 Lotk 2ulE go] WS A-EHA A
2
Table is full or data is invalid. go] o] 7}5 ZAY dolE 7} S& A &yt
User privileges are not enough to Aslo] F=3F ),
perform this operation.
Address Data is invalid. oJnk @ ot
Filtering . .
Please enter a valid MAC address. MAC F27} 37384 54t
Please enter a valid VLAN ID. VLAN ID7} $ &3+ &%)
Table is full or data is invalid. go]Bo] 71 ALY dolE 7} S&5A gLyt

Spanning Tree

Config

Port

User privileges are not enough to
perform this operation.

Data is invalid.

User privileges are not enough to
perform this operation.

Path cost is out of range.
Priority is out of range.
Path cost is out of range.
Priority is out of range.

User privileges are not enough to
perform this operation.

Management Ports

VLANSs Data is invalid. ol ¢ Boji
Please enter a valid PVID. PVID7} $&38H4 ¢45Ut) 2812 PVIDE A®EAA] 9.
Please enter a valid timer. ol m 7} & &84 syl LUl glo]W =2 Mg
2.
Table is full or data is invalid. HolEo] 7}5 ALY "ol g7t fastA &HYth
User privileges are not enough to Aslo] F=3F ),
perform this operation.
Packet Filtering User privileges are not enough to Aslo] F=3 ),
perform this operation.
Monitoring
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B4 A AE o] 25 vAA
iy HIA| K| Moy
Port Mirroring  Data is invalid. k9 Folth
User privileges are not enough to Agte] FHFh.
perform this operation.
Logs Data is invalid. Aut ¢ oYt}
User privileges are not enough to B3to] Ly

perform this operation.

Hr

I

B

=8 a2
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4T
i

C.1

22917 ob7] 8%

HE Y= 9= - 1000BASE-T 874
Z4E - GE V7 E o A 167(AH B =g
#e] A9 - 10/100BASE-TX 171, £4 ¥ E 171(2 4 RJ-45)

ST E YN

10/100/1000Base-T 3£ E NETPO-7:
RJ-45 A E], A5 =7, A5 MDI/MDI-X

Aol AA: 10BASE-T: 1000hm, UTP Alo] & - H3= 3,4, 5
100BASE-TX: 1000hm, UTP #A|o]¥& - ¥ 5
1000BASE-T: 1000hm, UTP #lo]& - ¥ 5 == 5e

H 3 o}z €3]

d¥a 9 ey LE: IMB(S )
THAgF

48Gbps

253 wlelgHo) =

32K MAC F4 &5

LED

SSC: 25, el Ao, AA 7hs
olvl ZE: HA/AF, H5

C-1



C.2 e 7l

In-Band &)
g2y 9 7)4F HTTP, SNMP
Out-of-Band #g]

RJ-45 &4 TEE §3 RS-232 4135 A%

TFTP(In-Band) =+ Xmodem(Out-of-Band)
MIB #4

SNMP v1/v2(RFC 1215, 1907), MIB II(RFC 2863), H.2|# MIB(RFC 1493), Ether
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