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Declaration of Conformity

EMC

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

Safety
This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

Compliance Model Number: DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

EN55022:1998/CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3 V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines

2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3 V
EN61000-4-8 1 A/m
EN61000-4-11 Pass

EN61000-3-2:1995 + A1, A2, A14 Pass
EN61000-3-3:1995 Pass

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

/S/ /S/
Dennis P. Symanski       DATE
Manager, Compliance Engineering
Sun Microsystems, Inc.
901 San Antonio Road, MPK15-102
Palo Alto, CA 94303-4900 U.S.A.
Tel: 650-786-3255
Fax: 650-786-3723

Peter Arkless        DATE 
Quality Manager
Sun Microsystems Scotland, Limited
Springfield, Linlithgow
West Lothian, EH49 7LR
Scotland, United Kingdom
Tel: 0506-670000 Fax: 0506-760011
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 Regulatory Compliance Statements
Your Sun product is marked to indicate its compliance class:

• Federal Communications Commission (FCC) — USA
• Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
• Voluntary Control Council for Interference (VCCI) — Japan
• Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the 
product.

FCC Class A Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of 
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment 
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is 
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications. 
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required 
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with 
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the 
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of 
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential 
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in 
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee 
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the 
interference by one or more of the following measures:

• Reorient or relocate the receiving antenna.
• Increase the separation between the equipment and receiver.
• Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
• Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to 
maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded 
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the 
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A
This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme à la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme à la norme NMB-003 du Canada.
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BSMI Class A Notice
The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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� Sun /0ä+:+Øë,���*)*'c�()*+,-.&Sun Crypto 
Accelerator 1000 67/	0�1S2
�34����&8�¤W�èåP5J7
h6�7��

Ì�ò®n�8 (HA) )*&9Æ Sun Crypto Accelerator 1000 ���nÎ:��
�ÉÆ���!;^&<=J7{|>?n��Sun Crypto Accelerator 1000 Å@�
	»AJ7BC&D��bE��FG&67/	1SbBC&8µBC�����n
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IPlanet ���� Apache ����

��� �� �� �� ��
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DSA X X X X

Diffie-Hellman X X

DES X X X X

3DES X X

ARCFOUR X
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108528-05 KU-05 (nvpair fg )

112438-01 /dev/random
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2. #$%��& PCI '( ()*+ 64 ,-�66 MHz '( )"

3. ./0�12345&617�.89:�;<=>?@7"

4. ��ABCDEFG�.DEH PCI IJKL"

µ®=¯°�ª« 5 Ä±£d²³�

5. MN Sun Crypto Accelerator 1000 O@P&QR�.SHTUVWX$Y�Z['�
PCI '(\���]7^[_`a&DE"

6. .�� !I*��7����.bcde��"

7. 4 ok fgh� show-devs ij��klO@Pmnopqr

/pci@1f,2000/pci108e,5455@n �Éû´o���w��&�w¡��µ¶bo�
��^�·Æ���õ	Ø��Éû�

ok show-devs
. . . 
/pci@1f,2000/pci108e,5455@1
/pci@1f,4000/pci108e,5455@5
. . . 
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Sun Crypto Accelerator 1000/0'#
Sun Crypto Accelerator 100067�_� Sun Crypto Accelerator 1000 CDÄ���¸
K]� SunSolve !2�C�qrvw���¬E 4 `�Ç�]qrvwÈ9:+¹
�hi�

� ����

1. no 1.1 stu��v��wx Sun Crypto Accelerator 1000 1.0 s&yz"��L{
ij��wx& 1.0 s|}r

2. . Sun Crypto Accelerator 1000 CD~�de& CD-ROM ����"

� ����r�úû Sun Enterprise Volume Manager™&ýc	0�µ CD-ROM º
¦§ /cdrom/cdrom0 ßZÄ�

� ����×Øúû Sun Enterprise Volume Manager&�\Ca�oº¦ CD-ROMD 

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr 
SUNWdcamn SUNWcrypm

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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�µ	� /cdrom/cdrom0 ßZ»¼§Ca���ßZ�

���ù��� Apache o_Ì��!2345&�¨��� SUNWcrysu m��

���ù��Û�I�m� ( ½de ) � Apache !2345&��� SUNWcrysl m
��

���ù�úû  SunVTS™ ST&��� SUNWdcav m�����¾�� 
SunVTS 4.4�4.5�4.6 � 5.0&¿`��� SUNWdcav m��

3. h�L�ij�noyz|}r

4. �klyzm�k;no������ pkginfo ij"

� 2-1  /cdrom/cdrom0 ������

$%&'( )*

��� U.S. jEklm��

FR_Copyright nojEklm��

Docs Sun Crypto Accelerator 1000 pqr 1.1 Uhst��I�u

Packages vw Sun Crypto Accelerator 1000 [Oxyz
SUNWcrypr �{|}Zy

SUNWcrypu �{~���de�de�

SUNWcrysu Apache SSL fg ( �� )
SUNWcrypm �{~��m�

SUNWdcar DCA �{��` (Root)
SUNWdcamn DCA �{��`�m�
SUNWdcav SunVTS DCA �{��`�� ( �� )
SUNWcrysl SSL �����de� ( �� )

# cd /cdrom/cdrom0/Packages
# pkgadd -d . 

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn 
SUNWdcav
system  SUNWcrypr   Cryptography Kernel Components
system  SUNWcrypu   Cryptographic Administration Utility and Libraries
system  SUNWcrysl   SSL Development Tools and Libraries
system  SUNWcrysu   SSL Support for Apache
system  SUNWcrypm   Cryptographic Administration Manual Pages
system  SUNWdcar    DCA Crypto Accelerator (Root)
system  SUNWdcamn   DCA Crypto Accelerator Manual Page
system  SUNWdcav    SunVTS Test of DCA Crypto Accelerator



� 2� �� Sun Crypto Accelerator 1000 ��� 11

5. (�� ) �kl+�mno�������� prtconf ij"��no�� 
Sun Crypto Accelerator 1000 O@P����g������L���wg"

6. (�� ) �� modinfo ijY�gm��&��"

¿ü&kcl � cryptio ¨Ø�ÀÁ�� Sun Crypto Accelerator 1000 ���oúûy
z+,`&Â	�¦�´obo�

��&12
� 2-2 ´o¡ Sun Crypto Accelerator 1000 67Ãc��:ôpq�ßZ�

	 2-1 ´o�sßZM���AB�

# prtconf
pci108e,5455, instance #0
pci108e,5455, instance #1

# modinfo | grep Crypto
130 1033e946   6df0  79   1  cryptio (Cryptographic IOCTL v1.58)
131 1030240c   2d93   -   1  kcl (Cryptographic Library v1.64)
132 10313ac8   131e   -   1  kcpi (Crypto Provider Interface v1.27)
135 103178be   8684  82   1  dca (PCI Crypto Accelerator v1.156)

� 2-2 Sun Crypto Accelerator 1000��

'( )*

/etc/opt/SUNWconn/crypto/realms �����I��

/opt/SUNWconn/crypto/bin ��deAB�

/opt/SUNWconn/crypto/lib ��de�

/opt/SUNWconn/crypto/sbin ����AB�
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� 2-1 Sun Crypto Accelerator 1000�����

34'#
���2
�Ä;&����3467$¾Å4�sÄ;���¬E 65 `�ÇÅ4Ä
;È����½2
Ä;&�n�«¾Æ}�v���nÅ4ÉÆß$r���Ä

�Ä;�]Ç�ÔÄ;��È&�n	��g�!2345M (� ) #$345�

�� – 34 Sun Crypto Accelerator 1000 67�$&���¾g�Ì��� 
Sun Crypto Accelerator 1000 ���üN��ôØ!2345���×Ø�}_&	É
ö�s!2345�érÊä+�

����

/etc

/opt

/SUNWconn

/crypto

/realms

/opt

/SUNWconn

/bin /lib /sbin

���� 
 !� 

"#��

 !� 

/

/crypto

$%
&'

/include /man /ssl

Apache
()��

����
��*

+,-.
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�  !��

� ����5wno&yz|}��
������&�	��� pkgrm ijY��"

�� – w���m���\
�Ë�34���×Ø\�34n		Ì»ÍÎ&��
éÏ�Ð«Ñ)�

���w��ôØ�m�&�uÒ\ÈCa�oo34�sm�D

�� – ����34 Sun Crypto Accelerator 1000 ��� � SunVTS ST (SUNWdcav)
`&�� SunVTS w��úû�&��¸K]�Ó��+2��n��ST���¬
SunVTS ��ço9:+¹�hi�

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr 
SUNWdcamn SUNWcrypm
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 � �3

� iPlanet ��������
	
�

�F
���N� Sun Crypto Accelerator 1000 ���OP iPlanet !2345�
���F�_CaF�D

� E 15 `�ÇæzÈ

� E 16 `�Ç2
MpqÄ;È

� E 18 `�ÇN� iPlanet !2345GHÈ

56
�N� iPlanet !2345 (iWS) �·vÄ&��	]L�k¦ÅÆæz�� 3-1��·

ÉÆª«�
���sæz	��F_
��þ�HÔÒ��uÆæz&��¬

� 3-1�
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�������
��� iPlanet �����	
���������������������� 
!"#$%&����'(��)$��*+)$,-.�/0123 A *4567
89��:;<�

� �������

1. ��������	
��� Sun Crypto Accelerator 1000 ����������
��������

2. �� secadm  !"#�

� 3-1 iPlanet ��������	


���� ��

iWS ����� �� iPlanet ������	
���������� iPlanet ��
�


�������

���

���� !��"#$��%��	
��&����'(��

����� iPlanet ����������)��
*+,-��.
/0"#$��%�1	+23����

45��6 �78 secadm 9�:;��	
���� UNIX 
<=>2?

@A�� (B Solaris @AC UID D 0 
EFGH )

user@realm-name ���� !�� Sun Crypto Accelerator 1000 �%��	
��
������>2 secadm DIJKL>2?��MN
��*+
,-��O/0 user@realm-name $��%�1	+23����

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

$ secadm
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3. �� secadm ®���Y¯°±²r

4. 4±²�³����

�s���ÖÕ×	��� Sun Crypto Accelerator 1000 !;Ä&���Múû!2
345v�� UNIX ���ÖÕÉö��2
����$&�Ø:���¾c�ß$
úû�Ä;&8��#$%��Ù¦�

��2
����$&���¾c�µÖA����Ä;�

5. ��5�´�9�±²����5µ���¶nobody· ����¸¹Yº»¼½'
(¾¿"�ÀÁÂ 55 Ã&¶'(¾¿·�ÄÅÆ�Ç"

!2345N�:&������æzÚûÛ@��  user@realm-name æz�

�� – ���Ø£k¦�æz�×Øæz&�µ�é�9ÒÓ�×ØÜ��énÝ9
Þß�æz�

6. Èb secadm�

secadm> create realm=realm-name
System Administrator Login Required
Login: root
Password: 
Realm realm-name created successfully.

secadm> set realm=realm-name
secadm{realm-name}> su
System Administrator Login Required
Login: root
Password:
secadm{root@realm-name}#

secadm{root@realm-name}# create user=nobody
Initial password: 
Confirm password: 
User nobody created successfully.

secadm{root@realm-name}# exit
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=> iPlanet ?@ABC$%
���£òCa�v�N� iPlanet !2345&C�àF	Ø+áâ�
��

1. �� iPlanet !2345

2. 2
ÁÜh�N�

3. ]Lã@�

4. ��ã@�

5. c� iPlanet !2345)*�

�� – �sv���\Ca�oË�£ò�äý	Éö�r<�)*c��

� ����� iPlanet !2345 4.1&���E 4 F�
� ����� iPlanet !2345 6.0&���E 5 F�



19

 � �4

�� iPlanet ����� 4.1 �
����

�F
����� iPlanet !2345 4.1 �c�I)*��F�_CaF�D

� E 19 `�Ç�� iPlanet !2345 4.1È

� E 26 `�ÇiPlanet !2345 4.1 )*c�È

/0 iPlanet ?@ABC 4.1
���\�úû�sv����¬ iPlanet !2345��ç9:�� iPlanet !2
345�fghi�

� �� iPlanet ()*+, 4.1
1. L� iPlanet ÉÊËÌÍ 4.1 yz"

�n�Ca�!¢Ä¦§!234567D

http://www.iplanet.com

2. noÉÊËÌÍ"


��_ÉÆå�&��n��Ì!2345c��Î�)*�345�Ãc"æ

ÌD/usr/netscape/server4

� iPlanet !2345��·vÄÜRÃc"æ����È�sÃc"æ������
����Î�>�&�¯�����ç}"æC�
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3. ������"

4. ÎÏ4noijÐ�&fg"

4�\È�oè+Ù&��nÜRÃcé&êë£òc��

a. h� yes �ÑÒ�ÓÔÕÖ×"

b. h��Ø& hostname.domain"

c. h�ÙÚ iWS ÛÜËÌÍÝÐ"

d. $ÞfgßàL Return"

� "#-./01

1. c�ÛÜËÌÍ"

]N� iPlanet !2345 4.1&���Ca�� ( üóúû� setup vwÄô]L�
startconsole)D

A�	´oÛ��345� URL�

2. bcÉÃáâÍh�L�ãB�c� iPlanet ÛÜËÌÍr

��´ìíÄk¦��úû setup :ôvî� iWS #$345���ÖÕ1æz�

�� – ������ iPlanet !2345�·vÄ���Ãcé&�� User ID � iWS
#$345���ÖÕÄk¦ admin �Æz�

3. à9L¶OK·"

4. äÉÊËÌÍ�å¯°æç��è"

��¸ï�ÉÆ��!2345��»N��[�	�þ ��&�Ô·Æ!234

5��'îÚûª« 1-4�

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

http://hostname.domain:admin_port
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�� – ���Î:ï]�#$345�úû SSL&c�ÁÜh�N�v� gð��
��¬ iPlanet fg��9:+¹�hi�

a. 4ÛÜËÌÍ7à9L¶Servers·éê"

b. �ëËÌÍà9L¶Manage·àì"

c. à9LíÃîï&¶Security·��ë¶Create Database·�å"

d. 4Ù�ðñòó�h�ÝÐ (ÉÊËÌÍæç��è ) à9L¶OK·"

æzc���ñz�p iPlanet !2345��[ÑwCúû:&�µ	���oN
�^�y¿Ñ)�

5. ��L�ijÐ�c� Sun Crypto Accelerator 1000 O@Pr

�Æ��z�o�vîÉÆ!2345�c	Ì iPlanet !2345� Apache !23
45�� Sun Crypto Accelerator 1000 yzÑ)���zÜCo	+2)*�N�
Sun Crypto Accelerator 1000 ����

6. �h� 1�¼½ iPlanet ÉÊËÌÍ�ôä�� SSL�à9L Enter"

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1
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7. q$Þfgß��h�ÉÊËÌÍõ¥¦ª«à9L Enter"

8. ���ö÷�ø��4$Þfgßh� y à9L Enter"

9. h� 0 ù$"

� �2*+,34

1. h�L�ij�ú¯c�ÛÜËÌÍr

2. �ûËÌÍüý��à9LíÃîï&¶Security·éê"

´o2
ÁÜh�N�ìí�

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start
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3. 4þ�òó���ë¶Request a Certificate·�å"

4. ��L�&�ÇÎÏ?�������üý�ûr

a. �ë¶New Certificate·"

���nbÜ»!��ã@]L§n¡!"Û��ã@;<ÚB�òóÚB&�

vîÇCA URLÈv��äý�vîÇCA Email AddressÈ&8k¦ÉÆ�¬Ü
[ã@]L�¸¹º�¾¢�

b. �ë���&�Ð�� (Cryptographic Module)"

·ÆÄ;õ��Côw�	nÄØ�n�ß�<�vî�r<�Ä;�]�� Sun
Crypto Accelerator 1000&���� user@realm-name n�ÄvîrÆÑ)�

c. 4¶Key Pair File Password·ðñòó��ä.�x=�& user@realm-name ¼½
ÝÐ"
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d. f	L�å¥&�k�Çr

� Requestor Name (]L�ÖÕ ): ]L��õöhi
� Telephone Number (¸÷¿z ): ]L��õöhi
� Common Name (É©ÖÕ ): ��ø��ùú5»k¦�!2!; 

hostname.domain 
� Email Address (¸¹º�¾¢ ): ]L��õöhi
� Organization (ÚB ): �nÚB�9é&�	ò��ã@�
� Organizational Unit (ÚBÖÕ ): (v� ) �nÚB=>�9é&�	ò��ã@�
� Locality (ô�¾ ): (v� ) ûü�ý�ô�¾�þ�&����Ò�hi&�	ò�
�ã@�

� State (� ): (v� ) ���Ä�¦£¤��Ö
� Country (þ� ): �nþ���z ISO �z (��&�þ��zÌ US)

e. à¶OK·ì
$�Ç"

5. ��üýÔÕ���üý"

� ���vî»!ã@]L� CA URL&ýã@]L	��»0�»!�

� ���vî CA Email Address&�µ�¼§��Á�Ä�?@]LÛÎ�	�zî

É�&8µI¼�?@;<�

6. 4üý��[���Ñé:9��������"

�¯�ã@�Î�ã@]L&�âÊ �zÑw´o�

� ��*+,34

1. ��ë4íÃ@þ�&noüý��"

Éf]LLã@;<ÚBôÜR�â·&���µ�ã@��� iPlanet !2345
��

2. �ë¶Security·éê"
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3. 4þ�òó���ë¶Install Certificate·�å"

4. �p?����noüýr

� Certificate For (��ã@Ô� ): This Server (�345 )

� Cryptographic Module (yzÑ) ): vîp� user@realm-name ÖÕ�

� ���Ø�sÖA�ÒÓ� user@realm-name �æz�

� ��¹9��GC&�nµ��¯�������ÖÕ&p� SSL deCúû:&
cµ	7+!2345�o�9ã@�ÒÓ�ÖÕ�

5. ��ëÇ�ãB (�é: ) .5��w��&üý�7"

6. à9LíÃLò&¶OK·ì"
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7. .5HüýÔÕ�7w��&üý��¶Message·òó\"

��	´oÉsg�ã@���h��

8. ��wx����k��à9L¶Add Server Certificate·àì"

����i�	]L�'2N�345��� �]�&ñÌ!2345w�£[Lg

��!2345]�� SSL&��	Lât]�}c�)*���Ca�v�oÌ!2
345c�)*�

iPlanet ?@ABC 4.1 DEFG
E�!2345�345ã@w��£ò&��KÌ!2345� SSL c�)*�

� 	5 iPlanet ()*+, 4.1 ��
1. H��ÛÜ�@���ë ���&ÉÊËÌÍ!z�à9L¶Manage·àì"

2. ��¶Preferences·éê"4Ã@îï��à9Léê"

3. �ë4íÃþ�&¶Encryption On/Off·��"

4. .³Ý¼½ä¶On·"

Ô÷��Ä�âi�uÒ+2ÌÃc SSL âi�¿z 443���ØK]:�7+âi�
¿z�

5. à9L¶OK·àì"

6. à9L¶Save·àì�|� #$Å"

!2345ß$Lc�Ì��[ÑwCúû�

7. h�L�ijY�% 
/usr/netscape/server4/https-hostname/config/magnus.conf ¾¿r

IÄ hostname � !2345�ÖÕ�

"#Ãcé&��ª« 2�ª« 4ôÖA�ã@	L�ÖÌ Server-Cert�����
ã@Ø�Î�ÖÕ&��ã@ÖÕo9� Server-Cert�

CERTDefaultNickname user@realm-name:Server-Cert
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8. ��ë5 �ÛÜ&ËÌÍ�Z[à9LíÃ&7'&¶Apply·àì"

�Æ�+	�#$345�m�ôØ�7+�

9. �à9L¶Load Configuration Files·àìY|�(��4 magnus.conf ¾Ww)
&$Å"

p345g�:&���ÉCÇApply ChangesÈ��&��	´o�´ìí8�ok
¦æz��Æìí�n'c��&��Øn		�Î��s7+:»Aìí�g��Æ

ìíØàÆ��8X��éD

� �ÉCÇLoad Configuration FilesÈ���
� ¾N�!2345&¿`�ÉCÇApply ChangesÈ���

10. 4ÉÊËÌÍÃ@W��ë4Ã@þ�&¶On/Off·��"

11. h�ËÌÍÝÐà9L¶OK·àì"

ÜCo��	�o�k¦ÉÆ�¹Ææz��^�Ñ)�oC&���!2345ÁÜ

h�Næz�

� user@realm-name Ñ)�oC&�k¦p�� realm-name �� secadm pq user :
c��æz�

12. �*+L{ URL �klÉÊËÌÍ& SSL ,-+�c�r

https://hostname.domain:server_port/

��Ãc� server_port   443�
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 � �5

/0 iPlanet ?@ABC 6.0 HFGDE

�F
���N� Sun Crypto Accelerator 1000 ���OP�� iPlanet 6.0 !23
45��F�_CaF�D

� E 29 `�Ç�� iPlanet !2345 6.0È

� E 36 `�Çc� iPlanet !2345 6.0 )*È

/0 iPlanet ?@ABC 6.0
���\�úû�sv����¬ iPlanet !2345��ç9:�� iPlanet !2
345�fghi�

� �� iPlanet ()*+, 6.0
1. L� iPlanet ÉÊËÌÍ 6.0 yz"

�n�Ca�!¢Ä¦§!234567D

http://www.iplanet.com

2. noÉÊËÌÍ"


��_ÉÆå�&��n��Ì!2345c��Î�)*�345�Ãc"æ

ÌD/usr/iplanet/servers

� iPlanet !2345��·vÄÜRÃc"æ����È�sÃc"æ������
����Î�>�&�¯�����ç}"æC�

3. �� setup ��"
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4. ÎÏ4noijÐ�&fg"

4�\È�oè+Ù&��nÜRÃcé&êë£òc��

a. h� yes �ÑÒ�ÓÔÕÖ×"

b. h��Ø& hostname.domain"

c. h�ÙÚ iWS ÛÜËÌÍÝÐ"

d. $ÞfgßàL Return"

� "#-./01

1. c�ÛÜËÌÍ"

]N� iPlanet !2345&���Ca��� ( üóúû� setup :ô]L�
startconsole)D

����u���ÛÜ345� URL >¢�

2. bcÉÃáâÍh�L�ãB�c� iPlanet ÛÜËÌÍr

��´ìíÄk¦��úû setup :ôvî� iWS #$345���ÖÕ1æz�

�� – ������ iPlanet !2345�·vÄ���Ãcé&�� User ID � iWS
#$345���ÖÕÄk¦ admin �Æz�

3. à9L¶OK·"

4. äÉÊËÌÍ�å./æç��è"

��¸ï�ÉÆ��!2345��»N��[�	�þ ��&��ôØ�!23

45���'î�sv��

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58
warning: daemon is running as super-user
[LS ls1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

http://hostname.domain:admin_port



� 5 � �� iPlanet ����	 6.0 
��� 31

�� – ��������	
����� SSL����������������
 !" iPlanet #$%&'()*+��,�

a. ��������	
�Servers���

b. �������	
�Manage����

c. �	
������Security������Create Database����

d. ������ !"#$% (&'���()*+, ) ��	
�OK��

-.��/01.�2 iPlanet 34���56789����:;-.<=>?
@ABC.7D�

5. -.
/�01%234 Sun Crypto Accelerator 1000 5678

:;EF.GH�IJK;34���LMN iPlanet 34��O Apache 34�
�5P Sun Crypto Accelerator 1000 C.7D�EF.QRSM*TDUV'?=
Sun Crypto Accelerator 1000 WXY�

6. 9"# 1�:; iPlanet &'���<=>?4 SSL���	
 Enter�

7. @ABCDE�9"#&'��� root FGHI��	
 Enter�

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers
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8. ���ö÷�ø��4$Þfgßh� y à9L Enter"

9. h� 0 ù$"

� �2*+,34

1. h�L�ij�ú¯c�ÛÜËÌÍr

2. �ûËÌÍüý��à9LíÃîï&¶Security·éê"

´o2
ÁÜh�N�ìí�

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start
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3. 4þ�òó���ë¶Request a Certificate·�å"

4. ��L�&�ÇÎÏ?�������üý�ûr

a. �ë¶New Certificate·"

���nbÜ»!��ã@]L§n¡!"Û��ã@;<ÚB�òóÚB&�

vîÇCA URLÈv��äý�vî CA Email Address&8vîÉÆ�¬Ü[ã
@]L�º�>¢�

b. �ë���&�Ð�� (Cryptographic Module)"

·ÆÄ;õ��Côw�	nÄØ�n�ß�<�vî�r<�Ä;�]�� Sun
Crypto Accelerator 1000&���� user@realm-name n�ÄvîrÆÑ)�

c. 4¶Key Pair File Password·ðñòó��ä.�x=�& user@realm-name ¼½
ÝÐ"
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d. f	L�å¥�k&�Çr

� Requestor Name (]L�ÖÕ ): ]L��õöhi
� Telephone Number (¸÷¿z ): ]L��õöhi
� Common Name (É©ÖÕ ): ��ø��ùú5»k¦�!2!; 

hostname.domain 
� Email Address(¸¹º�>¢ ): ]L��õöhi
� Organization (ÚB ): �nÚB�9é&�	ò��ã@�
� Organizational Unit (ÚBÖÕ ): (v� ) �nÚB=>�9é&�	ò��ã@�
� Locality (ô�¾ ): (v� ) ûü�ý�ô�¾�þ�&����Ò�hi&�	ò�
�ã@�

� State (� ): (v� ) ���Ä�¦£¤��Ö
� Country (þ� ): �nþ���z ISO �z (��&�þ��zÌ US)

e. à¶OK·ì
$�Ç"

5. ��üýÔÕ���üý"

� ���vî»!ã@]L� CA URL&ýã@]L	��»0�»!�

� ���vî CA Email Address&�µ�¼§��Á�Ä�?@]LÛÎ�	�zî

É�&8µI¼�?@;<�

6. 4üý��[���Ñé:9��������"

�¯�ã@�Î�ã@]L&�âÊ �zÑw´o�

� ��*+,34

1. ��ë4íÃ@þ�&¶Install Certificate·"

Éf]LLã@;<ÚBôÜR�â·&���µc��� iPlanet !2345��

2. ��ë¶Security·éê"
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3. 4þ�òó���ë¶Install Certificate·"

4. �p?����noüýr

� Certificate For (��ã@Ô� ): This Server (�345 )�

� Cryptographic Module (yzÑ) ): vîp� user@realm-name ÖÕ�

� ���Ø�sÖA�ÒÓ� user@realm-name �æz�

� ��¹9��GC&�nµ��¯�����vî��ÉÆÖÕ&p� SSL deC
úû:&cµ	7+!2345�o�9ã@�ÒÓ�ÖÕ�

5. ��ëÇ�ãB (�é: ) .5��w��&üý�7"

6. à9L4íÃLò&¶OK·àì"
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7. .5HüýÔÕ�7w��&üý��¶Message·òó\"

��	´oÉsg�ã@���h��

8. ��wx����k��à9L¶Add Server Certificate·àì"

����i�	]L�'2N�345��� �]�&ñÌ!2345w�£[Lg

��!2345]�� SSL&��	Lât]�}c�)*���Ca�v�oÌ!2
345c�)*�

FG iPlanet ?@ABC 6.0 DE
E�!2345�345ã@w��£ò&���Ì!2345� SSL c�)*�

� 	5 iPlanet ()*+, 6.0 ��
1. à9L01Ã@îï&¶Preferences·éê"

2. �ë4þ�òó�&¶Edit Listen Sockets·�å"

Â]í�	abÒ!2345���ôØ�� Socket�

a. $ÅL�2,r

� Port (âi� ): c��µ�N� SSL �!2345��âi� (âÊ âi� 
443)�

� Security (�[ ): cÌÇOnÈ�

b. àL¶OK·àìY|� #$Å"

�ÇEdit Listen SocketsÈ`�Ä��[8�>&E�uÒØÉÆÇAttributesÈÛ
A�

3. à9L¶Attributes·��"

4. h� user@realm-name ÝÐ�3ýde7& user@realm-name"

5. H4�56��ë SSL ¼½"

�nvîÇCipher DefaultÈc��ÇSSL2È��ÇSSL3/TLSÈ�ÇDefaultÈv�
�	´oÃc�c���ÙàÆv�K]�vî�ïN��èåé�
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6. �LY�ë user@realm-name lý��h�:Server-Cert (75w�ë"Ñ&¸¹)"

¨Øp� user@realm-name ô�Ø�ÒÓ	´o�ÇCertificate NameÈ�>Ä�

7. q5m�ë8lý�klwx&n9:¼½��àL¶OK·àì"

8. à9L&7'&¶Apply·�45c�ËÌÍu|� #$Å"

9. à9L¶Load Configuration Files·�|� #$Å"

�	LÉ §�ÉÆ`�&&�N�!2345���

p345g�:&���ÉCÇApply ChangesÈ��&��	´o�´ìí8�ok
¦æz��Æìí�n'c��&��Øn		�Î��s7+:»Aìí�

g��H�ìíØàÆ��8X��éD

� �ÉCÇLoad Configuration FilesÈ���
� ¾N�!2345&¿`�ÉCÇApply ChangesÈ���

10. 4�ûÝÐ&ðñ;\h�ÝÐ�c�ËÌÍ"

ÜCo��	�o�k¦ÉÆ�¹Ææz��^�Ñ)�oC&���!2345ÁÜ

h�Næz�

11. 4 user@realm-name ��fgL��h�q54 realm-name �� secadm ./ user ß
¼½&ÝÐ"

12. �*+L{ URL �klÉÊËÌÍ& SSL ,-+�c�r

https://hostname.domain:server_port/

��Ãc� server_port   443�
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 � �6

�� Apache �����

�F
����� Apache !2345�N� Sun Crypto Accelerator 1000 ����
�F�_CaF� D

� E 39 `�ÇN� Apache !2345È

� E 42 `�Çpqã@È

= Apache ?@ABC
Solaris 8 7/01 +,-.^Y� Apache Web Server 1.3.12�Solaris 9 +,-.^Y�
Apache Web Server 1.3.22�C��
� �ÌÒm�� Apache !2345ü���
��� Apache !2345��9:+¹M Apache !2345��fg�hi�

� 6 Apache ()*+,
1. ./ httpd �ô¾¿"

Solaris ��� httpd.conf-example ��âÊ>� /etc/apache��n���
��_Ìå�&\ÈCa�w{î
D

2. 4 http.conf ¾¿��. ServerName <�5&ËÌÍ¸¹"

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf
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3. c� sslconfig"

4. �ë 2�¼½ Apache ÉÊËÌÍ&�ôä�� SSLr

5. f	 Apache =�,��w4&¥¦"

� Solaris ���&ÒßZâÊ  /usr/apache�

6. �f	 Apache &�ô¾¿,§"

� Solaris ���&ÒßZâÊ  /etc/apache�

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys

Your selection (0 to quit): 2

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache
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7. äde./ RSA =��"

���vî�]pqÒÓ)&�����`!�&�� sslconfig ÖAÒÓ�

����" No&�#§E 42 `�Çpqã@È�

8. f	>¬=�&¥¦"

��ßZ���&ý	pqÒßZ�

9. �ë=���&?@¸¹"

ÒÖÕ	LY{��Î�z$¶øÒÓ���ã@]L��Mã@���

10. f	ABOC 512 � 2048 ,-D&=�AB"

Ô�¹9!2345u�vw&1024 >�%ê�&D�nvî��+ê�ÒÓ�

11. ./ PEM E�Ð"

�âûz	=�ÒÓh���<�vî%ê�âûz&DØ:&ØÒâûz���'Ø

æz&�µ�é�9ÒÓ�

Do you wish to create a new RSA keypair and certificate request? 
[Y/N]:

Where would you like the keys stored? [/etc/apache/keys]: 
/etc/apache/keys

Please choose a base name for the key and request file:

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
..........++++++
......++++++
e is 65537 (0x10001)

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
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�� – ���Ø:k¦�âûz�×Øâûz&�µ�é�9ÒÓ�×ØÜ��én
Ý9Þß�âûz�

9:IJ
Cav�
����pq� Apache !2345�� Sun Crypto Accelerator 1000 �
�� ôK�ã@�

� $%34

1. ��5F./&=�./üý�û"

���¾k¦æzÂ	�9ÒÓ�¿`�Ca�>��5hiD

� Countary Name ( þ�ÖÕ ): �nþ���z ISO �z&� �]�>&�	òó
�ã@� (��&�þ��zÌ US)�

� State or Province Name (��(): (v�) ���>Äk¦£¤���(ÖÕ (��k
¦Ç.È8�C Return)

� Locality (ô�¾ ): (v� ) ûü�ý�ô�¾�þ�&����Ò�hi&�	ò�
�ã@�

� Organization Name (ÚBÖÕ ): �nÚB�9é&�	ò��ã@�

� Organizational Unit Name (ÚB=>ÖÕ ): (v� ) �nÚB=>�9é&�	ò�
�ã@�

� SSL Server Name (SSL 345ÖÕ ): �ø��ùú5ôk¦�!2!;

� Email Address (¸¹º�¾¢ ): ]L��õöhi
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CaÌk¦�ã@�>�å�D

2. �G���H< /etc/apache/httpd.conf ¾¿"

��	´oMÒÓ�ã@fg�hi���µ)§��q* /etc/apache/httpd.conf
��P5 Sun Crypto Accelerator 1000 67���

�� – r<����� µ	bE��c�)*�

Enter PEM pass phrase:
You are about to be asked to enter information that will be incorporated into 
your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
-----
Country Name (2 letter code) [US]:US
State or Province Name (full name) [Some-State]:.
Locality Name (eg, city) []:.
Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com

The keyfile is stored in /etc/apache/keys/base_name-key.pem.
The certificate request is in /etc/apache/keys/base_name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections.  One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:

LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number

In the AddModule section, add the following:

AddModule mod_ssl.c
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3. ��5�ë"�¼/ VirtualHost�5IJ4 httpd.conf ��
SSLPassPhraseDialog ij�t7³� SSLEngine�SSLCertificateFile K 
SSLCertificateKeyFile ij�"

���ÔE 39 `�ÇN� Apache !2345ÈÄ�ª« 7ìí�" no&��µ+:
�`��ÖAÒÓh��ÚÉªhi�

4. �� sslconfig &LM[��ë 0" 

5. N /etc/apache/keys/base_name-certreq.pem (base_name OP4Â 39 Ã&
¶c� Apache ÉÊËÌÍ·&¡¢ 9 �¼½ ) ��5&üýQ¾:�RSüýÔÕ
�"

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
        SSLEngine on
        SSLCertificateFile /etc/apache/keys/base_name-cert.pem
        SSLCertificateKeyFile /etc/apache/keys/base_name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost 
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server.  Please refer
to your Apache documentation.

<Press ENTER to continue>

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing
"Work with iPlanet and Apache keys" from the
sslconfig main menu.



� 6� �	 Apache ����� 45

6. üý��[��./üý¾¿ /etc/apache/keys/base_name-cert.pem .5T
U&üý��V�"

7. c� Apache ÉÊËÌÍ"

�	�� Apache �Ú>vwzßZ  /usr/apache/bin����� ���Ú>v
wzßZ&�k¦r<ßZ�

8. fgß�h� PEM E�Ð"

9. �WXÉÊËÌÍ& SSL ,-+�c�����áâÍ*+L� URLr

https://server_name:server_port/

��Ãc� server_port   443�

# /usr/apache/bin/apachectl start
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 � �7

������ 

�F
�� Sun Crypto Accelerator 1000 67�QRSTMUVWX��F�_Ca
F�D

� E 47 `�ÇSunVTS QR67È

� E 50 `�ÇSun Crypto Accelerator 1000 �UVWXÈ

SunVTS KL'#
Sun Crypto Accelerator 1000 CD � SUNWdcav m�Ä��� SunVTS STD
dcatest nM Solaris Supplement CD �� SUNWvts M SUNWvtsx m����Ð
« SunVTS ST,iM�����-Îä+&�� Sun Crypto Accelerator 1000 �
���QR�	�

��� SunVTS ���&9:úûM.,�sQRST�fghi��n� Sun
Hardware AnswerBook �¦§�s��� Solaris m�/Sun Hardware AnswerBook
	\È������ Solaris m�&� Solaris Supplement CD ����

�� – ×Ø��� Solaris Supplement CD �� SunVTS m�`&�Â	�� 
SunVTS�
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� 78 dcatest
1. ������ (superuser) &�	�c� SunVTS"

��� SunVTS �	
�� 9: SunVTS N���á0
��

Ca
������ CDE �����N� SunVTS�

2. 4 SunVTS Diagnostic �56��¼½ System Map ä Logical ��"

�� – 1¿nde Physical Ñw/D�v�	������  Logical Ñw�

3. Y�wxZòó�[�wx\]"

4. �ë¶Cryptography·^&Zòó�Z[�ë¶Cryptography·&³_òó���
g Cryptography `��&wx\]"

5. Y� Cryptography `���¸¹"+ dcatest &Zòó"

� �� dcatest L´obo&�#§ª« 6�

� �� dcatest ×ØL´o&�¡ÇCommandsÈCôw�	nÄvîÇReprobe 
systemÈ&'21S���

��� SunVTS ��2Xá0�v��1S£ò�´o dcatest `&�3?Úûª
« 6�

6. à9L dcatest �åt9�Z[�&aà9Lbc���g¶Test Parameter 
Options·"

�sv�×�� dcatest/E 49 `�Çdcatest ST�9v�ÈÄ	Øá0

��

7. )�9d�ë[��N¶Within Instance·Lc�,-?�à9L¶Apply·�<$w
�ë& dcatest �å�7N¶Across All Instance·Lc�,-?�à¶Apply·�<
$wxZ& dcatest �å"

��+	34�´ìí&8µ�¼� Sun Diagnostic Âìí�

8. à9L dcatest �åt9�Z[&aà9Lbc��g¶Test Execution Options·"

�ÙÉÆ´oÇTest Execution OptionsÈ��é& �ÉCÇOptionsÈCôwÂ�	
n/¿`�ÉCÇTest ExecutionsÈ��sv� â� SunVTS ,i�&c©	TUô
ØST���¬ SunVTS ��+:+¹hi�

# /opt/SUNWvts/bin/sunvts
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9. M�wx�ë[��à9L¶Apply·���4�56�Î� Sun Diagnostic �5
6"

10. à9L¶Start·��wx�½\]"

11. à9L¶Stop·[ewx\]"

dcatest 9:;<=>
� 7-1 
���� dcatest ¹ST�

dcatest ?@ABC
���vî¡��aüó CDE -.úû dcatest&ýôØ�Ì9�����az4Ä
���

� 32 >�ÑwÄ&dcatest �"æ  /opt/SUNWvts/bin/�� 64 >�ÑwÄ&
dcatest �"æ  /opt/SUNWvts/bin/sparcv9/�

ôØ SunVTS ��5v�� dcatest ���a��Ä6nde�÷��STv���
 -o Ì9÷ø���

��� SunVTS Test Reference Manual 9:�5��aÌ9��7�¡� dcatest
 ÉÆ�	ÑwST/ñ����{� -f�{¦ -u ´o���wi���{¦ -v
´o VERBOSE i�����8¿8£��ß&�nvî8k¦��

C��å�Ì�� 32 >�Ñw�Æøvw��wúû dcatest�C����	Úû
ôØ� dca0 ��ôØ¹STD

� 7-1 dcatest ¹ST

-./0 "#

3DES �� 3DES º»���

RSA �� RSA ¼��½¾¿À�

DSA �� DSA Á:Â¨�

RNG ÃÄ��Å0¶{

# /opt/SUNWvts/bin/dcatest -f -o dev=dca0,tl=3DES+RSA+DSA+RNG
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C� � SunVTS 9BC 64 >�Ñwúû dcatest �å��C����	Ô dca2
�� RCA ÚûSTD

p���aúû dcatest :&þ(}rv��c�&µ��Òv��Ãcc�oú
û&� � 7-2 Ä�
��

Sun Crypto Accelerator 1000 �MN�O 
:R Sun Crypto Accelerator 1000 �� äa���ÄD�¡ OpenBoot PROM
(OBP) �o&k¦ show-devs ´o��H=��uÒ	¼§Åû�� Sun Crypto
Accelerator 1000 ��� ������H=&å��CD

����å�Ä&pci108e,5455 �n Sun Crypto Accelerator 1000 ��� ���"
æ�����×Ø;7&ñ�×Øn�� OBP </QR�

# /opt/SUNWvts/bin/sparcv9/dcatest -f -o dev=dca2,tl=RSA

� 7-2 dcatest ��a=é

12 "#

dev=dcan ��@��	sÆÇ? ÇÈ dca0 ' dca2�ÈÉÊ��CË0 Ì
�4F dca0�

tl=testlist ��@ÍB	Î��� tl 	Î��Ï + (�¶ ) ÐZÑ��Òfg	Î
��Ó� 3DES�RSA�DSA � RNG �Ï tl=3DES+RSA+DSA+RNG
ÔÕÍB��Î����ªÒÏ�� tl=all AB��	���ÈÉÖ
���Î��	× Ì�4F all�

ok show-devs
. . .
/pci@1f,0/pci@1/pci108e,5455@2
. . .
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Sun Crypto Accelerator 1000 �����_�o>�´o5&n?u�����yz
@��]:Ryz%+]L äA� ¡���Ï$&��� kstat(1M) ��o´o
�����BD

ôab� kstat hi�nyz]L�ÇjobsÈ äL¼§ Sun Crypto Accelerator 
1000 ����ÇjobsÈ9é�CD7+&no���r�{|�¼§ Sun Crypto 
Accelerator 1000 ����{æ%+]L���yz%+×ØL¼§����&�\È
!2345�÷�)*&��!2345�)*�

�]ETXF kstat(1M) ¼��Ð« / G�vw�ù9é�G�vwH>�s9é�
ß�& ÌlxÚûE¾de�I�71ÀÁ9én		l:7+�

�� – ��� /kernel/drv/dca.conf ��Ä�7� nostats �8&~	I��
ù9z�Ý91´o���8n�o�eÞ� J�

# kstat -m dca -i 0 -n dca0

module: dca                     instance: 0     
name:   dca0                    class:    misc                          
        3desbytes               3040
        3desjobs                5
        crtime                  65.342725895

    dsasign                 0
    dsaverify               0
    rngbytes                10592
    rngjobs                 187
    rngsha1bytes            16328
    rngsha1jobs             327
    rsaprivate              9
    rsapublic               0
    snaptime                106956.467004482
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 �� A

�� iPlanet �����!"
Sun Crypto Accelerator 1000 	
�

�YZ����� iPlanet !2345#$ Sun Crypto Accelerator 1000 ������
��[�	\]�

�� – ]#$Ä;&��K	%��¸ã����#$%K¿�

�YZ�_CaÅÆ��D

� E 53 `�ÇGLMMNÈ

� E 61 `�Çc�M#$Ä;È

� E 65 `�Çc�M#$���K¿È

$P&QR
Ô�¶· PKCS#11 ��M Sun Crypto Accelerator 1000 ���âi�u�vw�D
iPlanet !2345&���pqÄ;�����

Sun Crypto Accelerator 1000 ^���� {æÒÓh��OÉ�Ø��·Æ���õ
n�Ø¹'ÒÓ����n		¬�Ø¹'ÒÓde�Î�)*&��

ÇproductionÈMÇdevelopmentÈÒÓ (?u�����ÎÚB )/�K]¹'ÒÓ
l�pq®n�8 (HA) )*����Ç���ÈMÇ���K¿È��  Sun
Crypto Accelerator 1000 ���&üó��� UNIX ���K¿�UNIX ���ÖÕ
M Sun Crypto Accelerator 1000 ���ÖÕ.&8×Ø]�Ôu�
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Ä; ���MIÒÓh�.�PQ R�Ä;���tS¹'����	T���Ä

; R�Î����UÏ& Ô��ÆÄ;&õnH>Vq�ÖÕW.��n&�

Vq#$Ä;^t�

É©���&�_=ÉÄ;M=É����X�o
&Ò)*n	�8=ÉÄ;

ÇwebserverÈMÒÄ;�=É���ÇnobodyÈ��n&���ÇnobodyÈ�
Ø8H�=ÉÄ;Ä�¹ÆÒÓ��9,i<�

�µ�Øpq�ÙÄ;�Y8&l R���MÒÓh��+îï�)*n	�_¹

'Ä;���DÇfinanceÈ�ÇlegalÈMÇengineeringÈ�·ÆÄ;õH>V
q�ÖÕW.�X�o
&ÇfinanceÈÄ;����ÇwebservÈ�MÇengineeringÈ
Ä;�ÇwebservÈ �Î����K¿�

�n�� secadm #$%§o#$ Sun Crypto Accelerator 1000 Ä;M����

&'DEF
 iPlanet ()*+,G
p iPlanet !2345K]�È Sun Crypto Accelerator 1000 ��� #$�ÒÓ:&
c	��Ç�ØÖÕÈo��ÒÒÓ ¡J7üó^�67h�N#$�

Sun Crypto Accelerator 1000 ��� ��Ç@ÈZ¿oA5���K¿MÄ;ÖÕ&p
q�ØÖÕ�É©��:&¨©	pq=É�Ä;ÇwebserverÈ��=É���

�ÇnobodyÈ�iPlanet !2345	�o�È���ÇnobodyÈ�ÇwebserverÈ
Ä;Ä�Ø�ÒÓ��Ø�[ Çnobody@webserverÈ���������

nobody �æz ( �� secadm pq���:cq�æz ) o]Lã@���ã@��
Û@N� iPlanet !2345�

HI
JKLM

iPlanet !2345¶·�Ø�9ÒÓh�/�s�Ø�LÕÌ)\�)\�� ]¸
Sun Crypto Accelerator 1000 #$%Ô÷�u�vwvî8×^E���Ø�

��×Ø)\����&Sun Crypto Accelerator 1000 67	^¼Ãc�Ø)½ iPlanet 
!2345���å�Ä	Ô·ÆÄ;^¼ÉÆ�Ø&�ØÖÕ  
nobody@realm-name�
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��

���Ø_ÆÄ;DÇengineeringÈ�ÇfinanceÈ1ÇlegalÈ�Ca�Ø	L
^E½ iPlanet !2345�

� nobody@engineering

� nobody@finance

� nobody@legal

¿ü&�sÖÕ]	%��&�sÄ;Äõ�K��ÉÆ`_ÇnobodyÈ�����

JKLM

]9�Ãcc�&����KØ)\���)\�� �_ÉÆ�¹Æ�ØÖÕ��z

��&·Æ�ØÖÕÉû�iPlanet !2345×	^Ea���Ä��Ø���)\
����é�C (\��a )D

1. $HOME/.SUNWconn_crypto_slots ��

Ò�������úû iPlanet !2345�����"ßZ�iPlanet !2345
n		×Ø"ßZ� UNIX ������úû/���GCý�	����w�

2. /etc/opt/SUNWconn/crypto/slots ��

/etc/opt/SUNWconn/crypto/slots �� [;Ãcé&������"ßZ
Ä×Ø .SUNWconn_crypto_slots ��&ý	��$��

C� )\���^tå�D

��¦�§�HÜÉ��&ýE 54 `�Ç�ØM)\��ÈÄbH�ÃcÑw	L�
��

���E 3 F9:+¹�ØÖÕ� iPlanet !2345)*Ä�fgu�hi�

webserv@engineering
webserv@finance
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� secadm
secadm vwÌ Sun Crypto Accelerator 1000 ��������a���

]êë�9 secadm vw&�µ Sun Crypto Accelerator 1000 %§ßZ�¦cd"æ
Ä&��D

secadm ���=é�CD

secadm [-h]

secadm [-y] [-f filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command

Ò���>�� /opt/SUNWconn/crypto/bin/ ßZ�

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

� A-1 secadm 67

12 ��

-h ØÕ secadm 	.��mÙÚ��

-f filename Û filename 8ÜÝM'ÞM.� Ù�ß�

-r realm-name à�áÝ.��e¤���-r >?âãä secadm ��� realm-name
¤ABåæ	.��

-s admin-name à�áÝ.��e¤���-s >?âãä secadm �� admin-name
E=ç�
��Ï�����èéç��admin-name aêF UID 0
(ë ) UNIX ��I (ÇÈ root)�ç�dìâ�åæ	.�íABîï
ÍB�

-u username à�áÝ.��e¤���-u >?ãä secadm Ï username ç��
ç�dìâ�åæ	.�íABîïÍB�

-y "#��ÝðâåÕ@¦ñ¹	.� +òóôõyesö�
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NOP�

secadm n�_�Ñw�Éúû��sÑw�ef&�������¼§ secadm�
�_ÆÑw =É��Ñw���ÑwMg�Ñw�·ÆÑwK]�Î�æz�

������

�=É��ÑwÄ&���	� secadm `��ôØ��a�9�¿`��]úû��
��X�o
&Ca��	´oôØEØÄ;&8µ���¼���ah/�o�

Ca��	�������ÚûÙ¦&¿`�ÇengineeringÈÄ;Äpq���
ÇwebservÈ�

���ÇPassword:È�o`k¦�æz�� �����æz&üÇInitial 

password:ÈMÇConfirm password:È�o`k¦�æz 2pq����æ
z�

ôØ=É��Ñw�kb&õ	¼i�5kb4Þ�Òkbn���5 UNIX h/
�w{'É �

����

���ÑwÄ&���	��ÉÆ��� secadm F9ÉÆ�¹Æ������K 
ASCII �z&·û�_ÉÆ���òXû��Ç#Èz�ÌÑ	���c����Ñ
wv�&secadm 	Æ}�`ÉÆv�`ôØ���a�9�C��å�	úû 
deluser.scr Ä����8ÔôØ�oÚû<?�"D

$ secadm show realm

$ secadm -r engineering -s root create user=webserv
Password: 
Initial password: 
Confirm password: 
User webserv created successfully.

$ secadm -f deluser.scr -y
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��

g�Ñw�����M ftp(1) gð�����nÉÓk¦ÉÆ���g�Ñw�d

e -y v��

E secadm QR?@
 secadm vw�Ø��a=j&���{��Â	M Sun Crypto Accelerator 1000
��� g���n����MN�[����z� (k¶øÒ��Ìl ) Úûk¦
���k¦ÇshÈü� Çshow ÈuÒ	%rÊ�+&DÇloÈn		ÖAmn&ñ
Ì�n	 ÇloginÈ�ÇlogoutÈ�

C��å�´o�����£¤MNk¦��D

Î��hi�n����MN���z�ü+:&��Dsh�us�

Ño���µ	ÉöX
8��uD

secadm{root@engineering}# show user
User                                    Status
-----------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------

secadm{root@engineering}# lo
Ambiguous command: lo
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E secadm S8T4
¸¹���÷ø Ï$���K¿MÒÓ���&	]L�Û@Ì��������

�������K¿��Ô Sun Crypto Accelerator 1000 ÚûÛ@&Â	Úû�+
�DpqÄ;�pq���K¿�N��I����K¿��Å4Ä;����K¿�

]7+���æz��ab����Ø�ÒÓp�&Û@Ì��� �K��� A-2 ´

o������n��us������n��us���

]Û@Ì�����&����� UID 0 � UNIX ���ÖÕ (�� root ��� )&8
����o:k¦æz����µ��k¦pq���:Ì�©c��æz�p��

����������Ù¦:&���¾vîrÆÄ;�

� A-2 89:;<=>

34 56 7896 :;56<=>?

create user=username ÷ F �����

create realm=realm-name F ÷ �����

delete user=username ÷ F �����

delete realm=realm-name F ÷ �����

disable user=username ÷ F �����

enable user=username ÷ F �����

exit ÷ ÷ i 

login F ÷ ��I

logout ÷ ÷ i 

passwd F F ��I

set realm=realm-name ÷ ÷ i 

show class ÷ ÷ i 

show key ÷ F ��I

show realm ÷ ÷ i 

show user ÷ F �����

su F ÷ �����

quit ÷ ÷ i 

unset realm ÷ ÷ i 
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]������Ù¦&�q¦D

]��������Ù¦&�q¦D

p�����������Ù¦:&secadm �o	´oß$Ù¦��������
Ù¦M�����Ù¦n¡�o��`ÉÆz�µø�����Z¿ r8¿ (>)&
ü�����K¿� sz¿ (#)����ß$ ������������Ù¦�

8ETÙ¦ÌI����������&2Ù¦ò�`&�ß$�ã@µ	Þß�

��D

UV?@WX

secadm �Ø^p
��	�]9:
�&���k¦Ç?Èz�&`�tK]9:

�������k¦��:&��aÄ�_�Ç?Èz�&���	´oÒ���=
é&��D

secadm{realm-name}> login user=username

secadm{realm-name}> su

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password: 
secadm{webserv@engineering}> su
System Administration Login Required
Login: root
Password: 
secadm{root@engineering}# logout
secadm{engineering}>

secadm> create ?
Usage: create {user=<username> | realm=<realm-name>}

secadm> show ?
Sub-Command                     Description
-----------------------------------------------------
class                           Show all realm classes
key                             Show all key objects in a realm
realm                           Show all realms
user                            Show all system accounts
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k¦Ç?Èn��n���MN�H=&��D

���]���aÑwÄ9:
�&���Ø:�rs�GC&Ç?È	L�ô���
shell XF��<���ì¿$����� shell uvz��

YZ secadm ��
ØàÆ��n��uv secadmDquit 1 exit�Ctrl-D �q�a�n¡ secadm
Äuv�

FG&S+;<
Ä; ÒÓh��w�>��MÄ;fgÛ��8�#$%M����Ä;�¨��w

�W.&�������K¿>ØÒÓp���w��n&½�Ø���Û@�u

�vw¼�§ÒÓ�Ä;ØàÆ��D

� ÒÓp�DV-ÒÓ&w��u�vw� iPlanet !2345���

� ���K¿D�sK¿��u�vwÛ@M�9÷�ÒÓ��é�

1¿����ØÉÆÄ;&��ÄnwØ¹ÆÄ;�·ÆÄ;nwØ0x����K¿

)�X�o
&��u�vwÛ@Ì��� webserv�����9Ä;Ä�ÒÓ&ý
���K¿ webserv �����Ä;Ä�

secadm> ?
Sub-Command                     Description
-----------------------------------------------------
create                          Create users and accounts
delete                          Delete users and accounts
disable                         Disable a user
enable                          Enable a user
exit                            Exit secadm
login                           Login as a user
logout                          Logout current session
passwd                          Change password for a user
set                             Set current working realm
show                            Show system settings
su                              Authenticate as the System Administrator
quit                            Exit secadm
unset                           Unset secadm operating parameters
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$%&'

pqÄ;	Û pqw�V-ÒÓß��ßZ���MI��]h6�]pqÄ;&�

�#$%���� create realm ����]pq�Ä;ÖÕ��kß$>Øã@Ì
�&��������·Û@&��Â	Ëx£ò�p�ok¦æz:&�k¦ UNIX
��#$%æz���D

�n\ÈK]&µÄ;{�Ö�X�o
&�ïÌ�Î��y�Dzá�y1%v�

y&pq�Î�Ä;����GC&�uÒµÄ;�ÖÌ finance M engineering�
��D

FG�TUVW;<
secadm ÉÓ×	#$=ÉÄ;Ä�ÒÓ�K¿�¹9Ï$Ä;����K¿���	
]L�¾vîÄ;�]vîÄ;&�»b set realm ��&å��CD

v�Ä;`&secadm 	� {} 8¿Ä´oÄ;ÖÕ�

secadm> create realm=engineering
System Administrator Login Required
Login: root
Password: 
Realm engineering successfully created.

secadm> create realm=finance
System Administrator Login Required
Login: root
Password: 
Realm finance successfully created

secadm> set realm=finance
secadm{finance}>
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����ï3?�ß$�Ä;Ä%+&�nµß$%+Ä;c�Ì29é��9{c

�Ä;�7+�9{c�ß$%+Ä;�	0�ÙbÒÄ;Äß$�·Û@�ôØ��

����������D

[&'\]REF
�s���ÖÕ×	��� Sun Crypto Accelerator 1000 ���!;Ä&��KMÀ
Áúû!2345v�� UNIX ���ÖÕÉö��ETpq����$&�Ø:�
��¾vîr<�Ä;&8��������Ù¦���D

���×K]ÉÆÄ;���&�n��Ä;ÖÕÇnobodyÈ&��c�)\�

��C�å��Ä;ÇengineeringÈÄpq����ÇnobodyÈ&8Ì
Çnobody@engineeringÈc��æz&I�7�� 3-1Ä� user@realm-name�

!2345N�:&��K���æzÚûÛ@�

�� – ��KØ£k¦�æz�×Øæz&�µ�é�9ÒÓ�×ØÜ��énÝ9
Þß�æz�

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

secadm> set realm=engineering
secadm{engineering}> su
System Administrator Login Required
Login: root
Password:
secadm{root@engineering}#

secadm{root@engineering}# create user=nobody
Initial password: 
Confirm password: 
User nobody successfully created.
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AZ&'

�n»b show realm=realm-name ��oabÄ;��hi�

AZ&'^_

Ä;gø ÒÓ#$Ñ)&,iÄ;��#$ÒÓp�����K¿��Û@h��

Sun Crypto Accelerator 1000 ß$OÉde�Ä;gø  SUNW_filesys Ä;gø�
]abôØde�Ä;gø&��� show class ���

`!&'

]Å4Ä;&�»b delete realm ��&8��]Å4�Ä;ÖÕ�»b���
:&secadm 	»bÇyes/noÈi�&]L�<?34Ä;�pqÄ;`&�����

K¿��¾{Û@&��Â	Lúû��Ù&��	Å4��Ä�Ä;�]Ç�ÔÄ

;��È&�n	�Kg�!2345M (� ) #$345�

secadm> show realm
Realm Name
-----------------------------------------------------
engineering
finance
-----------------------------------------------------

secadm> show class
Realm Class
-----------------------------------------------------
SUNW_filesys
-----------------------------------------------------
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� ���

1. �� secadm ®���Yf�wx&±²"

�	34ôØ20^÷��Ä;h�&�8ÒÓh��

FG&S+�XY�
���K¿��u�vwÛ@ Sun Crypto Accelerator 1000 ��é&8]¸�ÎÉÄ
;Ä RÒÓ�rÆ���K¿�Ø�ÒÓµ�	L½Û@����9��LI��

�Û@§Ä;�����9�Ô�ôØ�s��&��KvîÄ;��������K

�� secadm su ��Ù¦ÒÄ;�

$%EF

� �g$ create user hj�./���"

���K]���ÖÕ&�w�Dcreate user=username�

�� – ���Ø£k¦�æz�×Øæz&�µ�é�9ÒÓ�×ØÜ��énÝ9
Þß�æz�

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root
Password: 
Realm realm-name deleted successfully.

secadm{root@engineering}# create user=username
Initial password: 
Confirm password: 
User username created successfully.
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AZEF

¨Ø�����Â	abÄ;Ä����	�������»b show user ����
��¨	abv�Ä;Ä�����

� g$ show user hj"

abEFcd

×Ø�� secadm login ��ÆøÙ¦����&n7+Ò����æz����
¾t|ß$�æz&Â	c�2æz�

� g$ passwd hj"

�� – ���Ø£k¦�æz�×Øæz&�µ�é�9ÒÓ�×ØÜ��énÝ9
Þß�æz�

secadm{root@engineering}# show user
User                                    Status 
-----------------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------------

secadm{username@realm-name}> passwd
Enter current password: 
Enter Password: 
Confirm Password: 
Password successfully changed for user username.
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6efEF

×�����K¿�ØN��I�����	T�"#Ãc&·Æ���õ ��N�

F*pq��

� �[����i_��h� disable user=username hj"

ôØÔI����K¿�Û@ETõ	Þ}�¿ü&ôØÒÓõ×ØL7+�pK¿L

'2N�:&ôØÒ����Ø�ÒÓõn�ÓL?@u�vw�9�

� �c�i_��h� enable user=username hj"

`!EF

� g$ delete user hj�i½�f�&���"

���������]Å4����K¿ÖÕ�

»bÒ��`&M���fgÛ�ÒÓ	LÅ4�Å4����$&secadm 	�o�

����Úû yes/no �<?�

secadm{root@engineering}# disable user=username
User is now disabled.

secadm{root@engineering}# enable user=username
User is now enabled.

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.



68 Sun Crypto Accelerator 1000 ��� 1.1 �����	
�� • 2002  6 �



69

 �� B

#$%&'

�YZ
�� Sun Crypto Accelerator 1000 67^_�  man 
�`�


�`n��Ca��{�ìD

� B-1 ab8bHn�� man `�

man -M /opt/SUNWconn/man page

� B-1 Sun Crypto Accelerator 1000 Man ?@- 

man "#@ "#

cryptio(7d) cryptio sÆø�de=�ùNO�{��`åæúûÜüýþ��
cryptio ø�de*@ùH[O	û� ��de�|}�����
ûÜåæ	_��

dca(7d) dca sÆF leaf ø�de åæ�ùNO����`	ûÜüýþ
��

dca ø�de*@ùH[O	û� ��de�|}�����ûÜ
åæ	_��

kcl(7d) kcl sÆø�deFÞAB�Ò��|}�¡ åæ Sun ��æ�`
ø�defg�

kcl ø�de*@ùH[O	û� ��de�|}�����ûÜ
åæ	_�

kcpi(7d) kcpi sÆø�deFÞAB�Ò��|}�¡ åæ Sun ��æ�
`ø�defg�

kcpi ø�de*@ùH[O	û� ��de�|}�����ûÜ
åæ	_��
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secadm(1m) secadm ��������	
��secadm  
Sun Crypto Accelerator 1000 ��������secadm ����
����� Sun Crypto Accelerator 1000 ������ !" ��
	
#$�

secadm ��%&����	
��

secd(1m) secd '��()* secadm +������,-./�

sslconfig(1m) sslconfig  Sun Crypto Accelerator 1000 ��������

� B-1 Sun Crypto Accelerator 1000 Man ��� ( � )

man ��� ��
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 �� C

Apache ����� SSL ��()*

�YZab��� Sun Crypto Accelerator 1000 67c� Apache !2345 SSL d
e)*�� http.conf ��Äc���û)*���¬ Apache !2345��+
:+¹hi�

1. SSLPassPhraseDialog exec:program

�å~D[;

���ûÎt Apache !2345��� program uÒLúû�çæz�ÒÓ�
��program uÒµ�ç§�æza�§�5kb�

�����Ø¹'ÒÓ����Øâ�æz&ý program ×	LúûÉÓ ( ·ÆL�
ç§�æz�CÓúû program $&õ	L�TÉÓ )�

program úû:ØàÆÌ9DEÉÆ 345�ÖÕ&�w�Dservername:port&�
�Dwww.fictional-company.com:443(âi� 443   SSL Ì���!234
5��hâi� )�E�ÆÌ9ÌÒÓ��Ä�ÒÓgh (keytype)�keytype n 
RSA � DSA�

�� – ¡��vwn���N�:úû&�<�{cùwu�Â,08ó tty �
���G (�: tty(3c) 	�� false)�

���vw /opt/SUNWconn/crypto/bin/sslpassword n�� program úû
���vw	0��o]Lk¦æz&��æzk¦:µ��´o�

��� sslpassword vw�	0�¡��Äcdæz&�n�o�!2345N
�:�����g��ÒÓ���æz	¡�� 
/etc/apache/servername:port.keytype.pass Úûcd���¦�§Ò��&ý��
	�� /etc/apache/default.pass ����sæz���^t×�_½{æ�
æz&·ÆæzÉû�
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�� – æz��uÒ��<l{=�&��×Øúû!2345� UNIX ���n
F9Ò�������uÒM���5 Apache User ��ûfÎ�����

��×Ø÷ø��&Ãc�+ ��^���oÚi�Sun p´������Ãc
é&8����� sslpassword vw{9�&�����N�:Úûg��
���

2. SSLEngine (on|off)

�å~D[;���ÂÚ

���	N� SSL âiÍ���É© �o���ÂÚ�N�345¹ç� SSL �
	�Ê��h*�É D

Ô���âi� 443 ( �5 HTTPS âi� ) �ôØ345&���µc� SSL ���
�)*������&"#Ãc	g��âiÍ��

3. SSLProtocol [+-]protocol

�å~D[;���ÂÚ

���û	c�345uÒ�� SSL ����âiÍ��n��âiÍ�	L	L
a�� C-1Ä8{á0bH�

<VirtualHost _default_:443>
SSLEngine on
</VirtualHost>

� C-1 SSL ABCD

ABCD "#

SSLv2 
� Netscape ��	 SSL ��

SSLv3 �%UV	 SSL �	�� �«Þ0���\���`fg

TLSv1 SSLv3 	�% �îc�ÍB IETF ��� Vo�� �à�!"
	��`fg

all �����	��
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�n��{¿ (+) �J¿ (-) o2
�34ôØâiÍ��X�o
&]I�
SSLv2 de&���Ca��ûD

C��fp�D

4. SSLCipherSuite cipher-spec

�å~D[;���ÂÚ�ßZ�.htaccess

SSLCipherSuite ��û ��c�us SSL yz5n������©��Uc
���[;���ÂÚ��GC&��û	���� SSL handshake ÄL����
=ÉßZ��GC&c	ê� SSL Í´�����yz5�Í´	�]LLF9
`��uL�¼$Úû�

cipher-spec  ÉÆ��¿ R�yz5H=&yz5á0h��� C-2��� C-2 Ä&

DH ��  Diffie-Hellman&DSS ��  Digital Signature Standard�

SSLProtocol all -SSLv2

SSLProtocol +SSLv3 +TLSv1

� C-2 E� SSL yz5

Cipher-Tag ABCD EFGH 56 I+ MAC ,�

DES-CBC3-SHA SSLv3 RSA RSA 3DES (168 YZ ) SHA1

DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168 YZ ) MD5

RC4-SHA SSLv3 RSA RSA ARCFOUR (128 YZ ) SHA1

RC4-MD5 SSLv3 RSA RSA ARCFOUR (128 YZ ) MD5

RC4-MD5 SSLv2 RSA RSA ARCFOUR (128 YZ ) MD5

RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (128 YZ )

DES-CBC-SHA SSLv3 RSA RSA DES (56 YZ ) SHA1

RC4-64-MD5 SSLv2 RSA RSA ARCFOUR (64 YZ ) MD5

DES-CBC-MD5 SSLv2 RSA RSA DES (56 YZ ) MD5

EXP-DES-CBC-SHA SSLv3 RSA 
(512 YZ )

RSA DES (40 YZ ) SHA1 #�

EXP-RC2-CBC-MD5 SSLv2 RSA 
(512 YZ )

RSA ARCTWO (40 YZ ) SHA1 #�
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� C-3 ab8
����gð�ç� )�	�øÖ�

EXP-RC2-CBC-MD5 SSLv3 RSA 
(512 YZ )

RSA ARCTWO (40 YZ ) SHA1 #�

EXP-RC4-MD5 SSLv3 RSA 
(512 YZ )

RSA ARCFOUR (40 YZ ) MD5 #�

EXP-RC4-MD5 SSLv2 RSA 
(512 YZ )

RSA ARCFOUR (40 YZ ) MD5 #�

NULL-SHA SSLv3 RSA RSA $ SHA1

NULL-MD5 SSLv3 RSA RSA $ MD5

ADH-DES-CBC3-SHA SSLv3 DH $ 3DES (168 YZ ) SHA1

ADH-DES-CBC-SHA SSLv3 DH $ DES (56 YZ ) SHA1

ADH-RC4-MD5 SSLv3 DH $ ARCFOUR (128 YZ ) MD5

EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 YZ ) SHA1

EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168 YZ ) SHA1

EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 YZ ) SHA1

EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 YZ ) SHA1

EXP-EDH-RSA-DES-CBC-SHA SSLv3 DH 
(512 YZ )

RSA DES (40 YZ ) SHA1 #�

EXP-EDH-DSS-DES-CBC-SHA SSLv3 DH 
(512 YZ )

DSS DES (40 YZ ) SHA1 #�

EXP-ADH-DES-CBC-SHA SSLv3 DH 
(512 YZ )

$ DES (40 YZ ) SHA1 #�

EXP-ADH-RC4-MD5 SSLv3 DH 
(512 YZ )

$ ARCFOUR (40 YZ ) MD5 #�

� C-3 SSL FG 

 / "#

SSLv2 �� SSL 2.0 U�{`

SSLv3 �� SSL 3.0 U�{`

EXP ��#�%H�{`

EXPORT40 �� 40 YZ#��{`

EXPORT56 �� 56 YZ#��{`

� C-2 E� SSL yz5 ( � )

Cipher-Tag ABCD EFGH 56 I+ MAC ,�
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�n��� C-4Äab8á0
��÷�z�oc�yz5�U)*�

cipher-spec �Ãcé 

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

Ãcé	c�ôØyz5�)*&D�Ö ( ½�Û@ ) Diffie-Hellman 4Ù&
ARCFOUR ����� RSA&�®���{æ��W���{æ�

5. SSLCertificateFile file

�å~D[;���ÂÚ

���û	���345Ä PEM yz� X.509 ã@���ô�>��

6. SSLCertificateKeyFile file

�å~D[;���ÂÚ

���û	���345Ä PEM yz���ÒÓ���ô�>�&Ôu��� 
SSLCertificateFile ��ûc�)*�ã@�

LOW &'+(�{` (DES 40 YZ RC4)

MEDIUM i  128 YZ�{`

HIGH ���{`��)� DES

RSA ���{`�� RSA ¿À*6

DH ���{`�� Diffie-Hellman ¿À*6

EDH ���{`�� Ephemeral Diffie-Hellman ¿À*6

ADH ���{`��+
 Diffie-Hellman ¿À*6

DSS ���{`�� DSS Â¨

NULL ���{`,Ê����

� C-4 HD$%3IJ()��KLMN

�J "#

<$ > %·�{`«-á

! Û-á¤.i/K�{`0�{`1Ê�23í��

+ %·�{`«-á¤ Ù4«�îYÆ (Ò�â1567 )

- Û-á¤/K�{` (ÒÏ�8S�%��«-á¤ )

� C-3 SSL FG ( � )

 / "#
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7. SSLCertificateChainFile file

�å~D[;���ÂÚ

���û	���_Bò345ã@"æ� PEM yz�ã@�>��p345�ã
@8ó¡���?¶�;<ÚBbÜ��:&�n����ûÍ������3

45�ã@�

p�����Û@ (SSLVerifyClient) :&Ô����Û@&�AÄ�ã@�L
��ÌØë�

8. SSLCACertificateFile file

�å~D[;���ÂÚ

���û	���_�����Û@�ã@;<ÚB (CA) �ã@Û����ô�>
��

9. SSLCARevocationFile file

�å~D[;���ÂÚ

���û	���_�����Û@�ã@;<ÚBã@;<ÚB (CA) �ã@��
Û����

10. SSLVerifyClient level

�å~D[;���ÂÚ�ßZ�.htaccess

���ûc�����Ô345�Û@)*�( ��DÔ�¸¹àáu�üjÉ©8
�K]��c�&D�I�u�ÄØ+��)

level �9éa�� C-5&8Øá0
��

É©o
	�� none � require�Ãcé  none�

� C-5 SSL OP�QRST

KL "#

none Ê*@���§¨

optional ���ÒÏå��9§¨

require ����	 å��9§¨

optional_no_ca ���ÒÏå�§¨ :§¨Ê*@Ý��9
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11. SSLVerifyDepth depth

�å~D[;���ÂÚ�ßZ�.htaccess

���û	��345����ã@�]¸���ã@�A �9é 0 �n¨Ø
0û���ã@Øë&ü9é 1 �n����KL345bÜ?t� CA ( ¶·
SSLCACertificateFile) ���+��9é]¸ CA ��$

12. SSLLog filename

�å~D[;���ÂÚ

���û	��ØZ SSL ��hi�ØZ����×Ø{�� (Ãcé )&ý×Ø
Ü� SSL ÷�hiµ	LØZ�

13. SSLLogLevel level

�å~D[;���ÂÚ

���û��ØZ� SSL ØZ�Ä�hi�á0�level �9éa�� C-6&8Øá

0
��

14. SSLOptions [+-] option

�å~D[;���ÂÚ�ßZ�.htaccess

���	Ô·ÆßZc� SSL úû:-v��]µv�2
§ß$)*Ä&��$
�{�{¿ (+)/]34&��$�{�J¿ (-)���ÎÉßZØ¹Æv�:&µ�
�li�S��v�/�sv� �	5¡����

� C-6 SSL U�ST.V

MN "#

none Ê;� :<=	>?@âíAB«�� Apache <=;�

warn vwCã	>

info vw�		>

trace vwDE	>

debug vwK<	>
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v�MIbHLa�� C-7Ä�

15. SSLRequireSSL

�å~DßZ� .htaccess

���û	¢eÔ÷�ßZÚû�9&4ó���  HTTPS �����û�e£
¤�)*OòßZ�^tL½�Û@�½{æ�9�

� C-7 E� SSL 67

12 "#

StdEnvVars ¢£��	 SSL !�QR/0¡0;âFGH�IJ�

ExportCertData FG#� SSL_SERVER_CERT�SSL_CLIENT_CERT � 
SSL_CLIENT_CERT_CHAINn (n = 0, 1, ...) QR/0�;</0vw
PEM �{	����^_`§¨�

FakeBasicAuth ���§¨	õDistinguished Name (DN)öâíKL= HTTP MV
Â¨��I
� (Basic Authentication Username) NâõOsö=
�Â¨�;ÒÏ� SSL ���¹¨²����	 Apache ûÜüý±
ý PÊåÕ��I���{�

;<��I� Apache �{��¤	?�a*�����{ 
xxj31ZMTZzkVA ;Fõpasswordö;MÐ	��Q� (crypt(3c))�

StrictRequire +ý� SSLRequireSSL íRS�TUûÜ V�³´Ò�WXV�
�B	��BÈ Satisfy Any û��
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 �� D

+,-�./012 Sun Crypto 
Accelerator 1000 	
���

�YZjkl Sun Crypto Accelerator 1000 ���67&c©n�opqrs
OpenSSL ftu�vw�x� Sun Crypto Accelerator 1000 ��� �yz{|�
	�8óôØ OpenSSL u�vwõ	¡���y¥Ä+¦ ( fÔ���ð��
OpenSSL vwNpqüj/ÒvwNn¡ www.openssl.org C� )�

�� – ��pqu�vwpq�� Sun Crypto Accelerator 1000 67MJ7�hi
§IÇEFÈ��&�8ó�Ö¯�rwde������hi�ß� ¬Øô¨

�&D��hi8���Ü�©=����K] Sun de�X���&�M Sun
Professional Services õ�&�¼Øusvî�

���¾�� SUNWcrysl m�&IÄ�_�]��	�MvwN�

u�vw)*���_ /opt/SUNWconn/crypto/include � OpenSSL �	&��
y¥ª�D

�Ù&ÛA5���_âir<vwN��È�¹9 OpenSSL ft�u�vw	�È
libcrypto.a M libssl.a vwN�É��à�«�È�����{¦ Sun {æv
wN�Ca�ÛA5ª�n�o�òß�D

-I /opt/SUNWconn/crypto/include

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -lssl -lcryptography -lnvpair
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 �� E

Sun Crypto Accelerator 1000 	
�
34

�YZG}~H Sun Crypto Accelerator 1000 ����������YZ�_�Ca
ÅÆ��D

� E 81 `�ÇÀ7¬È

� E 82 `�Ç����È

� E 82 `�Ç¸6]LÈ

� E 82 `�Ç-.��È

Z#[\

� E-1 W�XY

OP -Q RSTQ

Y( 6.875 Z[ 174.625 ¼\

]( 4.2 Z[ 106.680 ¼\
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,-]^

_`a)

bc]^

� E-2 ��Z[

UV WX

PCI �^ 33 MHz ' 66 MHz

°±pq fg 33 MHz ' 66 MHz �^_t 3.3 V ' 5 V `	 PCI 2.1�

PCI #ab]( 32 YZ' 64 YZ

� E-3 \]��

WX -Q

�ºcdef» 10W @ 5V
700mW @ 3.3V

d¼g 5V +/- 5%
3.3V +/- 5%

DEa 2A @ 1.8V
150mA @ 3.3V

� E-4 ^_Z[

YZ [\WX ]^WX

h( 0° © 70°C�32° © 160°F -65°C © +150°C�-85° © 300° F

!"i( 5 © 85% jk� 0 © 95% jk�
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 �� F

56789:

�YZ��#����s������67����M;<�

OpenSSL ����

OpenSSL %§m�µÎ:R®';<#�&�� OpenSSL ;<Mð¯ SSLeay ;<õ
��Ò%§m����¬C���ÀÁ�;<�z�ÀÁ�à�;<õ  BSD h
*�ÇÑ�o6zÈ;<���ØÜ�M OpenSSL fg�;<ìí&�õöD
openssl-core@openssl.org�

OpenSSL ��

K+<ôØ (c) 1998-2001 °&OpenSSL Project�ôØ<x±�=¯�

o6vwz��Ú>vwz�'�²M��&�k ä�·q*&õ�]¸�a&D�

�Z5Ca³�D

1. o6vwz��=¯�HK+<������³�anMC���´µ��

2. �Ú>�wÚû�'�²�����M (� ) I�l�²���h�Ä'
���
K+<������³�anMC���´µ��

3. ôØ���67��	����¶Î·�&��´oCaµ�DÇ�Ö¯�8¡
OpenSSL Project ôÑ»�67&� OpenSSL Toolkit �� 
(http://www.openssl.org/)�È

4. ½��$��Î�&ÇOpenSSL ToolkitÈMÇOpenSSL ProjectÈ�ÖÕ�:��
¸¹�º��67�»AÖ¯�]9:��Î�&�M openssl-core@openssl.org
õ��
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5. ½�  OpenSSL Project ��Î�&¡�67»A�Ö¯�:ÕÌÇOpenSSLÈ&
ÇOpenSSLÈz���:bE�Ö¯ÖÕÄ�

6. Ü�h*�'�²�K�_Caµ�DÇ�Ö¯�8¡ OpenSSL Project ôÑ»�
67&� OpenSSL Toolkit �� (http://www.openssl.org/)�È

���� OpenSSL PROJECT ����	
���������������
������ !�"#�$�%&'()��*+�,&-./01OpenSSL
PROJECT 2�3456�7-.89$���:;<�=> ?> @A !B C
D2EA�FG ( �����HIJK�LM2NO#PQ9$R? ST2UV#
WX2YO#Z[ ) \-.(-�]�^8 (-_�`�]abcHde f
g(-2hX (��ij2�kl8 )m9nopqrstFG#uv�w�xy+

�Ö¯�_¡ Eric Young (eay@cryptsoft.com) ô¼À�{æ67��Ö¯�_¡ 
Tim Hudson (tjh@cryptsoft.com) ô¼À�67�

�� SSLeay ��

K+<ôØ (C) 1995-1998 ° Eric Young (eay@cryptsoft.com) ôØ<x±�=¯�

�m�  Eric Young (eay@cryptsoft.com) ¼À� SSL À+��À+¼À Z5
Netscape SSL ���¼À�

�Z5Ca³���GC&�vwNµn�½��àáMóàá���Ca³��

���²ÄôØ�vwz&_DRC4�RSA�lhash�DES ��vwz&ü�×l�
SSL vwz���²Ä�_� SSL �� RfÎ�K+<³¾¿À&DK+<ôØ�
Ì Tim Hudson (tjh@cryptsoft.com)�

K+<aÁ Eric Young ôØ&ñ�vwzÄ�K+<�����:34�

���m�Lu��Ö¯Ä&Eric Young uÒLÐÑµ�ÌvwNÄL���� �
+���n vwN�:��zi���m�67��� (����� ) ���

o6vwz��Ú>vwz�'�²M��&�k ä�·q*&õ�]¸�a&D�

�Z5Ca³�D

1. o6vwz�'�²��=¯K+<������³�anMC���´µ��

2. �Ú>�wÚû�'�²�����M (� ) I�l�²���h�Ä'
���
K+<������³�anMC���´µ��

3. ôØ���67��	����¶Î·�&��´oCaµ�DÇ�Ö¯�_¡
Eric Young (eay@cryptsoft.com) ô¼À�yz67�È��ô���vwNMyz
8�fg&ýÇyzÈÉMn(}�:-)
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4. ���¡ apps ßZ{¦Ü� Windows ��vwz (�I»AÖ¯ ) (ÕÌu�vw
z )&���{¦Caµ�DÇ�Ö¯�_¡ Tim Hudson (tjh@cryptsoft.com) ô¼
À�67�È

z��� ERIC YOUNG ����	
�����������������
���� !�"#�$�%&'()��*+�,&-./01{56�7-.

89$���:;<�=> ?> @A !B CD2EA�FG ( �����HI
JK�LM2NO#PQ9$R? ST2UV#WX2YO#Z[ ) \-.(
-�]�^8 (-_�`�]abcHde fg(-2hX ( ��ij2�k
l8 )m9nopqrstFG#uv�w�xy+

�vwzÜ�ÐÑ�»Am��;<M�²³¾«�:7+���&�vwz�:î


8{¦§I��²;<�C (_ GNU ÐÑ;< )�

``Ian Fleming was a UNIX fan! 
How do I know?  Well, James Bond 
had the (license to kill) number 007,
i.e. he could execute anyone.''
-- Unknown 

mod_ssl ��

mod_ssl m��ÇÑ�o6z67È�[&ñÌc  BSD h*;<�²�á0�
;<hi�C�

K+<ôØ (c) 1998-2000 ° Ralf S. Engelschall. ôØ<x±�=¯�

o6vwz��Ú>vwz�'�²M��&�k ä�·q*&õ�]¸�a&D�

�Z5Ca³�D

1. o6vwz��=¯�HK+<������³�anMC���´µ��

2. �Ú>�wÚû�'�²�����M (� ) I�l�²���h�Ä'
���
K+<������³�anMC���´µ��

3. ôØ���67��	����¶Î·�&��´oCaµ�DÇ�Ö¯�_¡
Ralf S. Engelschall <rse@engelschall.com> ôÑ»�67&� mod_ssl ù��� 
(http://www.modssl.org/)�È

4. ½��$��Î�&Çmod_sslÈÉM�:��¸¹�º��67�»AÖ¯�]9
:��Î�&�M rse@engelschall.com õ��

5. ½� Ralf S. Engelschall ��Î�&¡�67»A�Ö¯�:ÕÌÇmod_sslÈ&
Çmod_sslÈz���:bE�Ö¯ÖÕÄ�
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6. Ü�h*�'�²���_Caµ�DÇ�Ö¯�_¡ 
Ralf S. Engelschall <rse@engelschall.com> ôÑ»�67&� mod_ssl ù���
(http://www.modssl.org/)�È

����  RALF S. ENGELSCHALL ����	
�������������
�������� !�"#�$�%&'()��*+�,&-./01

RALF S. ENGELSCHALL 2�3456�7-.89$���:;<�=> ?> 
@A !B CD2EA�FG ( �����HIJK�LM2NO#PQ9$R
? ST2UV#WX2YO#Z[ ) \-.(-�]�^8 (-_�`�]
abcHde fg(-2hX (��ij2�kl8)m9nopqrstFG#u
v�w�xy+
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de

A
Apache SSL `;! , 71

Apache /0123
�abc , 42
d� , 39

D
dcatest, 48
efg , 49
:;hi	 , 49
fgj.67 , 49

I
iPlanet /0123

iPlanet /0123 4.1
kl , 19
kl123bc , 24
�amnop* , 20
qr123bc , 20
HD() , 24

iPlanet /0123 6.0
kl , 29
kl123bc , 34
�amnop* , 30
qr123bc , 32
HD() , 36

d� , 15
st��auv , 16

K
kstat :; , 51

O
OpenBoot PROM, 50

R
RSA &w( , 41

S
secadm x��� , 56
SunVTS, 47

dcatest, 48

U
URL

iPlanet � , 19, 29
OpenSSL, 79

��

123bc , 22, 32
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��

��y , 53
h> , 66
z{ , 67
�a , 65
d�|}� , 67

��y5%

~� , 66

:;
kstat, 51

&w�� , 41

��

mnop*

�a

iPlanet /0123 4.1, 20
iPlanet /0123 6.0, 30

���� , 3

��

����
Solaris 8, 4
Solaris 9, 5
�� , 4
�� , 5

�E�� , 2

���

�)()�H , 2

5%

iPlanet /01234��� , 15
secadm, 16
��89� , 17

��

C��� , 83

d�

Apache /0123 , 39
iPlanet /0123 , 15

��.V , 51

��� , 10

���

���� , 54

��fg , 47

���

���� , 50

89 iPlanet /0123 , 53

uv , 53
h> , 64
z{ , 64
�a , 62
HD , 62

�	�

� � , 2

���

��¡��

kl , 10


