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 � 6�ok�hij��show-devs�kl�mnQBRopqrst

/pci@1f,2000/pci108e,5455@��C�������D��EæDR���fk¹�

ok show-devs
. . . 
/pci@1f,2000/pci108e,5455@1
/pci@1f,4000/pci108e,5455@5
. . . 
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# mkdir /cdrom
# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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SUNWcrysl�E+�
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!� �mn}~o�m=pq�������pkginfo�kl"
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Copyright lmnEo��

FR_Copyright pmnEo��

Docs �����
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Packages rs������
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SUNWcrypr �wxyZu

SUNWcrypu �wz{|�de}de~

SUNWcrysu �'�	3����(�ghf>�i

SUNWcrypm �wz{���

SUNWdcar !����w��`�20���5

SUNWdcamn !����w��`���

SUNWdcav !����w��`����*+����f>�i

SUNWcrysl �'�	3����(�����}de~

# cd /cdrom/cdrom0/Packages
# pkgadd -d . 

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn 
SUNWdcav
system  SUNWcrypr   Cryptography Kernel Components
system  SUNWcrypu   Cryptographic Administration Utility and Libraries
system  SUNWcrysl   SSL Development Tools and Libraries
system  SUNWcrysu   SSL Support for Apache
system  SUNWcrypm   Cryptographic Administration Manual Pages
system  SUNWdcar    DCA Crypto Accelerator (Root)
system  SUNWdcamn   DCA Crypto Accelerator Manual Page
system  SUNWdcav    SunVTS Test of DCA Crypto Accelerator



��&�� ����� �������#�	��������	��������� ��

$�)����/�mnopq���������prtconf�kl"

#�)����/���modinfo�kl[�io��&��"

�ËEkcl���cryptio��£� ¡��������
'����		���
���
������¹å�{�#$
SE¢Ú÷�ò��k¹�

��"-.
���E���R������
'����		���
���
������PQ£É���Än¤�¬h�

	��E���CD¥��¬h\ij�

# prtconf
pci108e,5455, instance #0
pci108e,5455, instance #1

# modinfo | grep Crypto
130 1033e946   6df0  79   1  cryptio (Cryptographic IOCTL v1.58)
131 1030240c   2d93   -   1  kcl (Cryptographic Library v1.64)
132 10313ac8   131e   -   1  kcpi (Crypto Provider Interface v1.27)
135 103178be   8684  82   1  dca (PCI Crypto Accelerator v1.156)
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�������

'( )*

/etc/opt/SUNWconn/crypto/realms ��}��I��

/opt/SUNWconn/crypto/bin ��deAB�

/opt/SUNWconn/crypto/lib ��de~

/opt/SUNWconn/crypto/sbin ����AB�



�	 �������#�	��������	���������������	
� ' &��&���!�

�
	��
 �����
'����		���
���
����������

/etc

/opt

/SUNWconn

/crypto

/realms

/opt

/SUNWconn

/bin ,lib /sbin
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WXY
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WXY

�

"

%crypto
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,include /man /ssl
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CÚÒÍÄ£�¼¦Ç��¦�AÎE.®��AÎ�

# /opt/SUNWconn/crypto/bin/secadm
secadm>

secadm> delete realm=��������
Delete realm ��������? [Y/N]: Y
System Administrator Login Required
Login: root
Password: 
Realm �������� deleted successfully.
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# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr 
SUNWdcamn SUNWcrypm
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�� ���secadm�����t

!� ���secadm�����[ª«��t

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

$ secadm

secadm> create realm=��������
System Administrator Login Required
Login: root
Password: 
Realm �������� created successfully.
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#� Âd������"

secadm> set realm=��������
secadm{��������}> su
System Administrator Login Required
Login: root
Password:
secadm{root@��������}#

secadm{root@��������}# create user=nobody
Initial password: 
Confirm password: 
User nobody created successfully.

secadm> exit
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# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://�
�	�����
����, port 8888 as root

http://�
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# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1
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Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start
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# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58
warning: daemon is running as super-user
[LS ls1] http://�
�	�����
����/port 8888 ready to accept requests
startup: server started successfully
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# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1
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Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start
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# cp httpd.conf-example /etc/apache/httpd.conf

# /opt/SUNWconn/crypto/bin/sslconfig
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Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys

Your selection (0 to quit): 

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

Do you wish to create a new RSA keypair and certificate request? 
[Y/N]:
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Where would you like the keys stored? [/etc/apache/keys]: 
/etc/apache/keys

Please choose a base name for the key and request file:

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
..........++++++
......++++++
e is 65537 (0x10001)

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
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Enter PEM pass phrase:
You are about to be asked to enter information that will be 
incorporated into your certificate request.
What you are about to enter is what is called a Distinguished Name 
or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
-----
Country Name (2 letter code) [US]:US
State or Province Name (full name) [Some-State]:.
Locality Name (eg, city) []:.
Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com
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The keyfile is stored in /etc/apache/keys/ap6-key.pem.
The certificate request is in /etc/apache/keys/ap6-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections.  One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:

LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.1.3.12

In the AddModule section, add the following:

AddModule mod_ssl.c



�� �������#�	��������	���������������	
� ' &��&���!�

!� ��7�å5�µì�VirtualHost�7D6�httpd.conf�{�
SSLPassPhraseDialog�kl�E9���SSLEngine�SSLCertificateFile�v�
SSLCertificateKeyFile�kl�"

�Ö�����B����Ø����E�Ùp'W�S��¡���AÎ�(��AB�

$� ���sslconfig�&FG]��å�0"�

#� H�/etc/apache/keys/�������-certreq.pem)����:����IJ6���+{µ
¶/��7&øùK·<�	LøùÍÎz�"

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
        SSLEngine on
        SSLCertificateFile /etc/apache/keys/ap6-cert.pem
        SSLCertificateKeyFile /etc/apache/keys/ap6-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost 
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache web server.  Please refer
to your Apache documentation.

<Press ENTER to continue>

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing
"Work with iPlanet and Apache keys" from the
sslconfig main menu.
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àl£É��������
�	�z���A�

# /usr/apache/bin/apachectl start
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# /opt/SUNWvts/bin/sunvts
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Info_Print�NÜ�
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-./0 12

Test_Sel ³´Y04 �#�¯@AB	µ��¦¶�04���·>¸�����
¹Mµ��º·�»M¡���=¼	½¾0¿��À¡���¯Áµ�
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Info_Print ��'Æ��Çf��/&�ÈÉiÇÊ	�Ë�ÄÅÅ¯FÌ��Í�
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 dcatest�+%&

3456 
! 12

ALL � AB�����

SHOWINFO � �Ë���/&�ÈÉ�Ç ����ÇÎÏÐÑ�`}
�Ò�

3DES � ���A!-��ÓÔ���

RSA � ���0���|Õ}Ö×ª«�

DSA A� ���!���Ø:Ù �

Random B� ��Ú0}ÛÜÚ0	ÝÞ�Ë����/&�ÈÉÇÊ Ï
ÐÝÞ	0¿�
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��A��ñvµ �Edcatest��ÏÐz�/opt/SUNWvts/bin/���B��ñvµ �E
dcatest��ÏÐz�/opt/SUNWvts/bin/sparcv9/�

I��Î9����A��ñvµ �E¸J

FGH���� !��!�	�"#����$������VW
F�4S°T��G�R1�dcatest�
z���	µ ëìE�OC���-f����-u�����y BÕ�ò���-v��
��*-0 &�-�BÕ���y®|®��Ü¬EBCNÚ�?�Ü�©rNÜòÚ¡�
¶NÜ�£É<#E���CEA�Ä��

/opt/SUNWvts/bin/dcatest -f [�	��������
������%�����&���	�] 
[-o [dev=dca�][,testsel=�][,infodis]]
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 dcatest��4SE¸

78 12

dev=dca� �¯@��	�Òß? ßà�)	���'�)	���àáâ��Cã0 Ä
Å4F�)	���

testsel=� �¯@AB	µ�� ��À¡F���ä���C�	0¿�àáâ��Cã0 
ÄÅ4F���

infodis àá@Æ����/&�ÈÉ	ÇÊ 1��Vã0�àáâ��Vã0 
ÄÅ=���#�:,
����-��D��)�
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ok show-devs
. . .
/pci@1f,0/pci@1/pci108e,5455@2
. . .

# kstat -m dca -i 0 -n dca0

module: dca                             instance: 0     
name:   dca0                            class:    misc                          

3desbytes                       3040
3desjobs                        5
crtime                          65.342725895
dsasign                         0
dsaverify                       0
rngbytes                        10592
rngjobs                         187
rngsha1bytes                    16328
rngsha1jobs                     327
rsaprivate                      9
rsapublic                       0
snaptime                        106956.467004482
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�� $HOME/.SUNWconn_crypto_slots�'(

¶'(O�o�1;���,������T�������)�<¬h��,������T����
,	Ú¢£<¬h�����$���)�=>;�E��)?I@-	���8 �

��� /etc/opt/SUNWconn/crypto/slots�'(

/etc/opt/SUNWconn/crypto/slots�'(z°�/ÉÒE�Ö��)�<¬h
�¢£�.SUNWconn_crypto_slots�'(E@Ú��A)�
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�	�secadm
secadm�6  �����
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íKLoV�secadm�6 EFp �����
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secadm��4�P¸�IJ

secadm�P-hQ

secadm�P-yQ�P-f�#�����Q

secadm�P-yQ�P-r���������Q�P-u��������R�-s����������Q��
�����

webserv@engineering
webserv@finance

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH
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secadm�,�eYµ «�å��CDµ �fgE�1�4��Ow_�secadm�
Ce�µ z,��4µ �ijµ \h<µ �¹�µ �í-��µ��
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�,��4µ �E��)Ú��secadm�S3�Ä£�4SGT��S3�íå���
4�b9¹
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 secadm�)*

-. 9�

-h ÏÐ�secadm�	.���åæÕ�

-f�#����� ç�#������8è»M'ÃM.� å�é�

-r��������� ê�ë».��e����-r�>?·ìí�secadm��������������
�ABîÑ	.��

-s���������� ê�ë».��e����-s�>?·ìí�secadm��������������
E=ï�
��¡¬z{ðñòï������������a*F���!��
fói ���$���Ifßà�rooti�ï�dô·�îÑ	.�õAB
ö÷´B�

-u������� ê�ë».��e����-u�>?ìí�secadm�¡��������ï��
ï�dô·�îÑ	.�õABö÷´B�

-y "#��»ø·îÐ@�ù�	.� +úûüÌ��Í�

$ secadm show realm

$ secadm -r engineering -s root create user=webserv
Password: 
Initial password: 
Confirm password: 
User webserv created successfully.
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$ secadm -f deluser.scr -y

secadm{root@engineering}# show user
User                                    Status
-----------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------
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secadm{root@engineering}# lo
Ambiguous command: lo

�
��	
 ,-./0

:; <= >?@= AB<=CDEF

create userS������ ý F ¬z{ð

create realmS�������� F ý ¬z{ð

delete userS������ ý F ¬z{ð

delete realmS�������� F ý ¬z{ð

disable userS������ ý F ¬z{ð

enable userS������ ý F ¬z{ð

exit ý ý k¥

login F ý ��I

logout ý ý k¥

passwd F F ��I

set realmS�������� ý ý k¥

show class ý ý k¥

show key ý F ��I

show realm ý ý k¥

show user ý F ¬z{ð

su F ý ¬z{ð

quit ý ý k¥

unset realm ý ý k¥
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secadm{��������}> login user=������

secadm{��������}>�su

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password: 
secadm{webserv@engineering}> su
System Administration Login Required
Login: root
Password: 
secadm{root@engineering}# logout
secadm{engineering}>
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£Ç��4,�1wx�secadmJquit�5�exit��+0(E!��;7SÙ,R�
secadm��wx�

secadm> create ?
Usage: create {user=<username> | realm=<realm-name>}

secadm> show ?
Sub-Command                     Description
-----------------------------------------------------
class                           Show all realm classes
key                             Show all key objects in a realm
realm                           Show all realms
user                            Show all system accounts

secadm> ?
Sub-Command                     Description
-----------------------------------------------------
create                          Create users and accounts
delete                          Delete users and accounts
disable                         Disable a user
enable                          Enable a user
exit                            Exit secadm
login                           Login as a user
logout                          Logout current session
passwd                          Change password for a user
set                             Set current working realm
show                            Show system settings
su                              Authenticate as the System Administrator
quit                            Exit secadm
unset                           Unset secadm operating parameters
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secadm> create realm=engineering
System Administrator Login Required
Login: root
Password: 
Realm engineering successfully created.

secadm> create realm=finance
System Administrator Login Required
Login: root
Password: 
Realm finance successfully created
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secadm> set realm=finance
secadm{finance}>

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

secadm> set realm=engineering
secadm{engineering}> su
System Administrator Login Required
Login: root
Password:
secadm{root@engineering}#

secadm{root@engineering}# create user=nobody
Initial password: 
Confirm password: 
User nobody successfully created.
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��¦�:Èz�SUNW_filesys�¦�:È�
íSkÄ£
��¦�:ÈEF���show�class��4�

!"#$

í§Í¦�EFvk�delete�realm��4EÂ��í§Í�¦�½��vk��4�E
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secadm> show realm
Realm Name
-----------------------------------------------------
engineering
finance
-----------------------------------------------------

secadm> show class
Realm Class
-----------------------------------------------------
SUNW_filesys
-----------------------------------------------------
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�£��'(b¢	Sk¦�����)���'(bO�vk�show�user��4��
�4�ÚSkN�¦�����)�

� m$�show�user�nl"

secadm{root@engineering}# create user=������
Initial password: 
Confirm password: 
User ������ created successfully.

secadm{root@engineering}# show user
User                                    Status 
-----------------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------
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secadm{������@��������}> passwd
Enter current password: 
Enter Password: 
Confirm Password: 
Password successfully changed for user ������.

secadm{root@engineering}# disable user=������
User is now disabled.

secadm{root@engineering}# enable user=������
User is now enabled.
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secadm{root@engineering}# delete user=������
Delete user webserv? [Y/N]: y
User ������ deleted successfully.
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(VirtualHost _default_:443>
SSLEngine on
()VirtualHost>
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all �����Ç�¯

SSLProtocol all -SSLv2

SSLProtocol +SSLv3 +TLSv1
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warn rsIìÇÊ

info� rs�ÇÇÊ
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debug rsKCÇÊ



�� ��������#�	��������	���������������	
� ' &��&���!�

NÜ\N���S����EC��

����SSLRequireSSL

��Î�J¬h�.htaccess

�34�ÚB§�Ç�¬h(�oVEÍÃ���z�I++,�C,�¹k§<=�
=>ÛÁ¬h�¦_��áÁÂò��µoV�

�
���
 8����(�)*

-. "#

StdEnvVars LM��	���(�!�QR/0¦N;·OPQ�RS�

ExportCertData OP,��SSL_SERVER_CERT�SSL_CLIENT_CERT�}�
SSL_CLIENT_CERT_CHAIN��2��S����������5�QR/0�;</0rs�
,-���w	��	}^_`? �

FakeBasicAuth ��	? 	Ì!�����.���3�)������2!�5Í·õTU=�I++,�VV
Ù ��I
��2 ���	����3����	���������
����5 W·ÌX�Í=
�Ù �;À¡����(���	� Y����	��'�	3���è��±
� ZâîÐ��I���w�

;<��I���'�	3���w���	?�a*�����w�
xxj31ZMTZzkVA ;FÌ'�����
)Í;M¿	��É��
2crypt2A	55�

StrictRequire +���SSLRequireSSL�õ[\�Æ]�è ^�_`À�abV�
�B	��Bà�Satisfy�Any����



���

�� #

/01�23456 �����
'���
�		���
���
����������

�Lh¨|V������
'����		���
���
���������PQE\a,�¹n¤éD�
&'����(�	_¯�6 �X�������
'����		���
���
��{����	�

��
�
�Ün¤¯�6 n¤��������
'����		���
���
������PQ\�Q�AB
©N�(����EæÂÃ�¡g�G 
�������AB�¬�zde£Ä
ª E �ÜABÂ-��Ä�«���Ö��í�����
���þyjEF\�
����,
�#�����������
"�	���$cEN�£�DNÚ�

�O�����SUNWcrysl�E+EN�./Oí�iüi\6 Ë�

¯�6 =>O�./�/opt/SUNWconn/crypto/include���&'����(�iüE9�
{¬
�

�¤EªÕ�O�./±iG�6 Ë�G·��T�&'����(�	_�¯�6 ÚG·�
libcrypto.a�\�libssl.a�6 Ë«��òÇ)ßG·��ÙO���������µ6
 Ë�IS�ªÕ�
,�¹óÁ¬�J

àlÂÃÄ£�&'����(�¯�6 ÅÚRCé�{¬�'®8	�1��¿���
&'����(�6 Ën¤Ël2¶6 Ë,R�www.openssl.org�I÷@�

-I /opt/SUNWconn/crypto/include

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -lssl -lcryptography -lnvpair



�� ��������#�	��������	���������������	
� ' &��&���!�



���

�� $

�����
'����		���
���
��������
78

���©¯� �����
'����		���
���
����������XY°Y�

�Lh./�IS����J

� ��C����� Q±²�

� ��@�������°Y�

� ��@�����s�í��

� ��@�����%&°Y�

U�VW

�
$��
 M�NO

UV WXYZ [XYZ

c1 B�@C��ld �C��B���|e

f1 ����ld ��B�B@��|e



�� ��������#�	��������	���������������	
� ' &��&���!�

()XY

Z[\%

�
$�	
 ��PQ

\] ^_

,����g AA��IN�'�BB��IN

°±hi gh�AA��IN�'�BB��IN��gj¢�A�A�*�'���*�k	�,�������

,���,lmf1 A��YZ'�B��YZ

�
$��
 RST�

^_ 3Z

nÓopqÔ ��H�7��*

C���H�7�A�A*

o|r �*�F%E��X

A�A*�F%E��X

DEl ���7���@*

������7�A�A*



.��+ �������#�	��������	����������34 ��

]^XY

�
$��
 UVPQ

`a bc^_ de^_

s1 �Y�t�C�Y���A�Y�t��B�Y�/ EB�Y�t�F���Y���E@�Y�t�A��Y�/

!�u1 ��t�@�X�vw� ��t���X�vw�



�	 ��������#�	��������	���������������	
� ' &��&���!�



 83

�� F

Third-Party Licenses �����
���

Some portions of Software are provided with notices and/or licenses from other 
parties which govern the use of those portions.  

OPENSSL LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the 
OpenSSL License and the original SSLeay license apply to the toolkit. See below for 
the actual license texts. Actually both licenses are BSD-style Open Source licenses. In 
case of any license issues related to OpenSSL please contact 
openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2001 The OpenSSL Project.  All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer. 

2. Redistributions in binary form must reproduce the above copyright notice, this 
list of conditions and the following disclaimer in the documentation and/or other 
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display 
the following acknowledgment: "This product includes software developed by the 
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"



84  Sun Crypto Accelerator 1000 ��������	
� • 2002 � 3 

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse 
or promote products derived from this software without prior written permission. 
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may 
"OpenSSL" appear in their names without prior written permission of the 
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following 
acknowledgment: "This product includes software developed by the OpenSSL 
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ``AS IS'' AND ANY 
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, 
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE DISCLAIMED.  IN NO EVENT SHALL THE 
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF 
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young 
(eay@cryptsoft.com).  This product includes software written by Tim Hudson 
(tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com). 
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following 
conditions are aheared to.  The following conditions apply to all code found in this 
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code.  The 
SSL documentation included with this distribution is covered by the same copyright 
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are 
not to be removed.
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If this package is used in a product, Eric Young should be given attribution as the 
author of the parts of the library used. This can be in the form of a textual message 
at program startup or in documentation (online or textual) provided with the 
package.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of 
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this 
list of conditions and the following disclaimer in the documentation and/or other 
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display 
the following acknowledgement: "This product includes cryptographic software 
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left 
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps 
directory (application code) you must include an acknowledgement: "This 
product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND ANY EXPRESS 
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE DISCLAIMED.  IN NO EVENT SHALL THE AUTHOR OR 
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; 
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, 
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative 
of this code cannot be changed.  i.e. this code cannot simply be copied and put under 
another distribution licence [including the GNU Public Licence.]

``Ian Fleming was a UNIX fan! 
How do I know?  Well, James Bond 
had the (license to kill) number 007,
i.e. he could execute anyone.''
-- Unknown 
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MOD_SSL LICENSE

The mod_ssl package falls under the Open-Source Software label because it's 
distributed under a BSD-style license. The detailed license information follows.

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer. 

2. Redistributions in binary form must reproduce the above copyright notice, this 
list of conditions and the following disclaimer in the documentation and/or other 
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display 
the following acknowledgment: "This product includes software developed by 
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project 
(http://www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived 
from this software without prior written permission. For written permission, 
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may 
"mod_ssl" appear in their names without prior written permission of Ralf S. 
Engelschall. 

6. Redistributions of any form whatsoever must retain the following 
acknowledgment: "This product includes software developed by 
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project 
(http://www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL ``AS IS'' AND ANY 
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, 
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE DISCLAIMED.  IN NO EVENT SHALL RALF S. 
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF 
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.
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