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   PROBLEM STATEMENT:
 
     The malloc() function in libc.so and libc.a has been updated.
     This version is distributed in the V4.0D/E BL12 patch kit, 
     and V4.0F/V5.0 SSB. The new malloc() returns non-zeroed memory.
     This behavior remains consistent with all applicable standards, 
     and is how malloc should be expected to work in the general case.
 
     However, the older malloc() usually happened to return zeroed
     memory for malloc’s of less than 632 bytes when the free()
     function had not yet been called by the process.  Now it will
     usually leave non-zero data in the second longword of the
     allocated buffer.  A few applications have proven to be sensitive
     to this change.
 
 
   PROBLEM SYMPTOM: 
 



     When the application produces a string, an error message similar
     to the following will be seen:
 
       save: SYSTEM error, ’service1M-PqM-Am-^?^C’ is not a registered
             client.  
 
     This isn’t the only message that you could see, but it will 
     likely show a name, such as service1, followed by "junk" such
     as, M-PqM-Am-^?^C.
 
     Since the memory returned is not necessarily zeroed, failing to
     null-terminate a string can cause unpredictable results.  In this
     example, the string ended at the next zero(NULL) byte, well 
     beyond the intended end of the string.
 

   SOLUTION: 
 
     An application failing to null-terminate a string must be corrected.
 
     The following statement was true in prior implementations, as well
     as the latest implementation of malloc():
 
       If a programmer wants to ensure that they receive a zero filled
       memory region, calloc() would be the correct function to use.
 

     Here is an example of a coding error that could be seen:
 
       #include <stdlib.h>
       #include <stdio.h>
       #include <string.h>
  
       #define LEN     8
 
       main()
       {
        char *name = "Tru64 UNIX";
        char *new_name;
 
        new_name = malloc(LEN);
        if(new_name == NULL) {
                perror("malloc()");
                exit(1);
        }
        strncpy(new_name, name, LEN);
        printf("The name is %s\n", new_name);
        }
 
      Note in the above example that strncpy() will not be able to copy
      the whole string into the eight byte buffer.  In this situation
      strncpy() does NOT put a NULL byte at the end of the string.  This
      is a common usage error.  The correct user code will give a length
      of one less than the buffer size to strncpy(), and manually store
      a zero in the last byte of the buffer, e.g.:
 



      #define LEN     9
 
        strncpy(new_name, name, LEN-1);
        new_name[LEN-1] = ’\0’;
 

   ADDITIONAL COMMENTS: 
 
      Currently we have only seen this problem in two applications and
      we believe it will only be a few applications that have this type of
      coding error. Development engineering is reviewing the malloc() 
      man pages to ensure they reflect the correct behavior of malloc().    
 

   KNOWN WORKAROUNDS:
 
     1. For V4.0D/E, back out the complete BL12 patch kit, of course this 
        will not work for V4.0F and V5.0 SSB.
      
        NOTE: DO NOT install patch kit BL12 then replace libc with the
              old libc. 
 
     2. Change the offending string to be one byte less than the allocated
        memory and terminate the string with a NULL.
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