[ TD 2696-CR] Application Problens after Patch Install and V4.0F/ V5.0 - BLITZ
Uni que 1d: 009DDO9D- E4746860- 1CO2A1

(c) Copyright 1999 Conpaq Conputer Corporation. Al rights reserved

SOURCE: Conpaq Conputer Corporation | NFORVATION  BLITZ

| NFORVATI ON BLI TZ TI TLE:

Possi bl e problens with sonme applications, after installing
the V4. 0D E BL 12 patch kit and V4.0F/ V5.0 SSB

DATE: 3- Sep-1999
| NFORVATI ON BLI TZ #: TD 2696- CR

AUTHOR: Henry Bone

TEL#: (603)884-6288

EMAI L: Henry. Bone@Conpag. com
DEPARTMENT: UNI X BUSI NESS SEGVENT

PRODUCT NAME(S) | MPACTED: Tru64 UNI X

PRODUCT FAM LY(IES): PRODUCT NUMBERS:
St or age .

Syst ens X _Apha_
Net wor ks L

PC .

Sof t war e X V4.0D-F/ V5.0

O her (specify)

PROBLEM STATEMENT:

The malloc() function in libc.so and |ibc.a has been updat ed.
This version is distributed in the V4. 0D/E BL12 patch Kkit,

and V4.0F/ V5.0 SSB. The new mal |l oc() returns non-zeroed nenory.
Thi s behavior remains consistent with all applicable standards,
and is how mal | oc shoul d be expected to work in the general case.

However, the older malloc() usually happened to return zeroed
menory for malloc’s of |less than 632 bytes when the free()
function had not yet been called by the process. Now it wll
usual |y | eave non-zero data in the second | ongword of the

al l ocated buffer. A few applications have proven to be sensitive
to this change.

PROBLEM SYMPTOM



When the application produces a string, an error nessage simlar
to the following will be seen:

save: SYSTEM error, ’'servicelM PgM Am"?"C is not a registered
client.

This isn’t the only nessage that you could see, but it wll
| i kely show a nanme, such as servicel, followed by "junk"” such
as, M PgM Am *"?7C.

Since the nmenory returned is not necessarily zeroed, failing to
null-termnate a string can cause unpredictable results. In this
exanple, the string ended at the next zero(NULL) byte, well
beyond the intended end of the string.

SOLUTI ON:
An application failing to null-termnate a string nust be corrected.

The followi ng statenent was true in prior inplenmentations, as well
as the latest inplenentation of malloc():

If a programrer wants to ensure that they receive a zero filled
menory region, calloc() would be the correct function to use.

Here is an exanple of a coding error that could be seen:

#i ncl ude <stdlib. h>
#i ncl ude <stdi o. h>
#i ncl ude <string. h>

#defi ne LEN 8

mai n()

{

char *name = "Tru64 UNI X';
char *new_nane;

new_nanme = mal | oc(LEN);
i f(new_nanme == NULL) {
perror("malloc()");
exit(1);
}
strncpy(new_nane, nanme, LEN);
printf("The nane is %\n", new_nane);

}

Note in the above exanple that strncpy() will not be able to copy
the whole string into the eight byte buffer. In this situation
strncpy() does NOT put a NULL byte at the end of the string. This
s a conmon usage error. The correct user code will give a length
of one less than the buffer size to strncpy(), and manually store
a zero in the last byte of the buffer, e.g.:



#defi ne LEN 9

strncpy(new _nane, nanme, LEN-1);
new_name[ LEN-1] = "\0’;

ADDI TI ONAL COMMENTS:

Currently we have only seen this problemin tw applications and

we believe it wll only be a few applications that have this type of
codi ng error. Devel opnent engineering is reviewing the malloc()

man pages to ensure they reflect the correct behavior of malloc().

KNOWN WWORKAROUNDS:

1. For V4.0D/E, back out the conplete BL12 patch kit, of course this
will not work for V4.0F and V5.0 SSB.

NOTE: DO NOT install patch kit BL12 then replace libc with the
old Iibc.

2. Change the offending string to be one byte |ess than the all ocated
menory and termnate the string with a NULL.

*****************************< NC)'I'E >***********************************

| NFORVATI ON I N THI S DOCUMENT REPRESENTS OPERATI ONAL EXPERI ENCES AND *
SUGGESTI ONS BY COVPAQ OR PARTNER EMPLOYEES. COWPAQ SHALL NOT BE *
RESPONSI BLE FOR ANY ERRORS OR OMM SSI ONS CONTAI NED IN THI S DOCUMENT, *
AND RESERVES THE RI GHT TO MAKE CHANGES TO I T W THOUT NOTI CE. *

L I T

khhkkhkkhhkkhkhkhhhkhhkhkhhkhhhkhhkhhhkhhkhhhkhkhkhkrhkhhhkhhkhhhkhkhkhkrhkhkhkkrhkhhhkhkhkkikhkhkikkikkhkikk*

<>UPDATE / TEXT_UPDATE/ UNI QUE | DENTI FI ER="009DD99D- E4746860- 1C02Al" -
/| TITLE="[ TD 2696- CR] Application Problens after Patch Install and V4.0F/ V5.0 - BLI Tz
/ BADGE=( AUTHOR="999997" , ENTER="913696" , MODI FY="913696", -
EDI TORI AL_REVI EW=" 913696" , TECHNI CAL_REVI EW" 999997") -
/ NAMVE=( AUTHOR=" BONE HENRY", ENTER=" SPAI NHOWNER JCE", -
MODI FY=" SPAI NHOVER JCE", EDI TORI AL_REVI EW=" SPAI NHONER JOE", TECHNI CAL_REVI EW=" BONE HEN
/ DATE=( AUTHOR="3- SEP- 1999", ENTER=" 3- SEP- 1999", -
EXPI RE=" 3- SEP-2001", FLASH=" 3- SEP-1999 14: 33: 46. 69", MODI FY=" 3- SEP-1999", -
EDI TORI AL_REVI EW=" 3- SEP-1999", TECHNI CAL_REVI EW=" 3- SEP-1999") -
| GEOGRAPHY="USA"/ SI TE="EI RS"/ O\NER="TI M BLI TZ" -
| FLAGS=( USA_ CUSTOVER_READABLE, NOPOST_MESSAGE DI SPLAY, NOLOCAL, -
EUR _CUSTOVER READABLE, G A CUSTOVER READABLE, NO NI T_MESSAGE DI SPLAY, -
EDI TORI AL_REVI EVEED, FI ELD READABLE, FLASH, TECHNI CAL_REVI EVEED, READY)



