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PREFACE

The purpose of this manual is to assist the field service engineer

in 1isolating elusive or intermittent faults in the VAX 8600/8650
kernel system.

Revision 3 of the Fault Isolation Manual reflects Error Handling
Microcode Revision 1 with the addition of new EHM flowcharts and
description, and the addition of new bits to the EBCS, EDPSR,
EHMSTS, and IBESR registers. Revision 4 reflects the new Machine
Check Handler.

The keep alive flowchart was corrected to reflect console software,
and the snap file description was corrected to reflect the addition
of 79 longwords to the snapshot.

Chapter 1 provides an overview of how the 8600/8650 detects and
processes errors. This is the "big picture". It explains that:

@ The error detection networks in each of the boxes,
including the SBIA, report to the EBox.

'@ The EBox arbitrates and prioritizes the errors and
generates a micro trap vector address.

e The Error Handling Microcode (EHM) captures the state of
the machine, builds a stack frame, clears the error
condition, rolls back the PCs, pushes the stack frame onto
the interrupt stack, and calls the VMS machine check
handler.

® VMS processes the error, queues the stack to be written to
ERRLOG.SYS, and determines whether to REI, or bugcheck.

® Spear reads the event file and, depending which function is
selected, computes system availability, summarizes the
contents of the event file, translates specific entries, or
analyzes the cause of specific entries.

Chapter 2 consists of a flowchart and a catalogue of error scenarios
for the EBox, FBox, IBox, and MBox. The flowcharts are used to
manually analyze stack frames. The result is a pointer to an error
scenario. The scenario describes the nature of the error, provides
a typical error signature, and suggests a probable cause.

Chapter 3 contains error scenarios for the SBIA and SBI errors. It

will help the field engineer analyze and identify the most probable
cause of SBIA error entries.

xi




Chapter 4 contains a series of tables 1listing the console error
messages.

Chapter 5 describes the system event file and how to translate the
entries in the system event file using the error record formatter
(ERF) or SPEAR.

There are 12 appendices:

A. Appendix A contains a flowchart of the Error Handling
Microcode. It shows, 1in detail, how the EHM builds the
stack, clears the error, rolls back the PCs, pushes the
information on the interrupt stack, and calls VMS. The
flow is detailed enough to allow the field engineer to wuse
it to troubleshoot double error conditions.

B. Appendix B contains a brief description and "a flowchart
that describes how the console corrects control store
parity errors.

C. Appendix C contains a flowchart of the VMS machine check
handler. It shows the 1logging and the REI/Bugcheck
decision making process.

D. Appendix D contains flows describing the keep alive fail
and console ECC correction process. It includes the
generation of snap files.

E. Appendix E contains detailed functional diagrams that
describe the EBox error arbitration, prioritizing, and trap
vector generation logic.

F. Appendix F contains a set of functional diagrams that
describe each error detection network in the EBox.

G. Appendix G is the same as Appendix E except the diagrams
pertain to the FBox.

H. Appendix H is the same as Appendix E except the diagrams
pertain to the IBox.

I. Appendix I is the same as Appendix E except the diagrams
pertain to the MBox.

J. Appendix J is the same as Appendix E except the diagrams
pertain to the SBIA.

K. Appendix K contains bit definitions for the registers that
make up the machine check stack frame.

L. Appendix L contains bit definitions for the registers that
make up the SBIA stack frame

xii
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SYSTEM FAULT ISOLATION OVERVIEW
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SYSTEM FAULT ISOLATION OVERVIEW

INTRODUCTION

Both the VAX8600 and the VAX8650 are classified as a fault tolerant
Processors. That is, they are designed to recover from most
intermittent errors with minimum impact on system performance. The
following examples illustrate the degree of error detection and
recovery capability of these Processors.

o The Memory Array contents are ECC protected. If a single bit
error is detected during an Array Read, the data is corrected
(on the fly) before it is cached. Thus future references
will produce correct data.

o Cache data is byte parity protected with ECC backup. If a
Cache data parity error is detected the MBox will execute a
Cache Data Correction Cycle. Thus when the operation is
retried the data will be correct.

o Extensive parity protection has been designed into the
processor data paths. In most cases if a data path parity
error is detected, the processor 1is stalled, the error
condition cleared, and the PCs and RLog rolled back to a
state prior to the occurrence of the error. Thus, when the
processor is restarted the instruction will be re-executed
successfully.

o Control Store and Dispatch RAMs are ECC protected. If a
Control Store or Dispatch RAM parity error is detected the
processor is stalled and the Console 1is interrupted. The
Console will read the bad RAM word, look up the ECC for that
word in a table, perform ECC correction, write the word back
into the RAM and restart the processor. Thus, in most cases,
the process will successfully continue.

o If a short-term power failure occurs (10 minutes or less) the
system provides battery back up power to the Array Refresh
Circuitry. Thus when main power is restored the system will
successfully continue.

FAULT DETECTION AND REPORTING OVERVIEW

Figure 1-1 describes the overall organization of error detection,
error handling, and error reporting for both the VAX8600 and VAX8650
Processors. It shows the relationship between the Error Detection
Networks, the Interrupt and Exception Arbitration Logic, the Error
Handling Microcode, the VMS Machine Check Handler, the System Event
File, and SPEAR.

In addition, Figure 1-1 shows that the Console 1is involved in RAM
correction and Keep Alive Fail detection. The following paragraphs
provide a brief description of each function.
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ERROR DETECTION NETWORKS

As shown in Figure 1-1 each box has a separate error detection
network. These error detection networks constantly monitor for error
conditions, and with the exception of the SBIA, report errors directly
to the EBox Interrupt and Exception Arbitration Logic. The Interrupt
and Exception Arbitration Logic in turn generates a micro trap vector
into the Error Handling Microcode (EHM).

The SBIA is a special case because it must monitor for externally as

well as internally detected errors. Externally detected errors are
errors that are detected by either a Nexus or an I/O device. The SBIA
uses the external interrupt mechanism to report these errors to the
EBox Interrupt Arbitration Logic which in turn reports them to the
EBox Interrupt and Exception Arbitration Logic.

Internally detected SBIA error are errors that are detected internal
to the SBIA. The SBIA reports these errors to the MBox which in turn,
reports them directly to the EBox Interrupt and Exception Arbitration
Logic.

MBOX ERROR REPORTING

Before describing the function of the EBox Interrupt and Exception
Arbitration Logic, it is worth mentioning that the MBox has two
methods of reporting errors:

o Through the Port Status Lines, and

o Through a special MBox Internal Interrupt Mechanism.

The Port Status Lines are used in two ways. During an MBox Port
Request they are used to report Translation Buffer errors as well as
other non-error related port status (e.g., TB Miss, Access Violation,
etc.). When the MBox is not processing port requests the port status
lines are used to report MBox Fatal Errors (FE) and MBox Error
Register Full conditions.

MBox FE - The majority of MBox Fatal Errors are non-recoverable errors
that require immediate service. For this reason they share the
highest error handling priority with EBox detected errors. In
contrast, MBox Error Reg Full Trap requests have a lower priority.
They are serviced at Instruction Register Decode (IRD) time.

MBox Error Reg Full - The purpose of the MBox Error Reg Full Trap is
tq trap to a special routine in the EBox Error Handling Microcode that
is designed to read, save, and release the MBox Error Address Register
(MEAR) quickly. Saving and releasing MEAR quickly is important
because it is possible for the MBox to detect a second error before
the first error is completely processed by the Error Handling
Microcode. Should this happen the MBox will need MEAR to latch the
physical address of the second error in order to perform Array and
Cache data correction.

1-4
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MBOX INTERRUPTS

The MBox uses an Internal Interrupt mechanism to report all other
non-fatal MBox errors. Like MBox Error Reg Full Traps, MBox
Interrupts are serviced at Instruction Register Decode (IRD) time and
therefore have a relatively low priority. However, because the RLog
and PCs can be unwound and the operation retried, most of these errors
will be recoverable.

EBOX INTERRUPT and EXCEPTION ARBITRATION LOGIC

This is a central focal point. All errors, with the exception of MBox
Control Store and EBox Control Store parity errors report to the EBox
Interrupt and Exception Arbitration Logic. This logic prioritizes the
errors and generates a Micro-trap Vector Address. The Micro-trap
Vector Address is the starting address of a special EBox Microcode
routine that is designed specifically to handle error conditions.

ERROR HANDLING MICROCODE

The special Micro routine mentioned above is referred to as the Error
Handling Microcode (EHM). The Error Handling Microcode reads the
state of 25 major CPU Control and Status Registers and puts the result
in the EBox Scratch Pad RAM; locations 17 through 2F. This data is
referred to as the Machine Check Stack Frame.

In the process of building a Machine Check Stack Frame the Error
Handling Microcode also clears the error condition and rolls back the
RLog and PCs. This is done in preparation for retry of the failed
operation. Finally the Error Handling Microcode sets up the VMS
Machine Check Vector Address (SCBB+4) and calls the
Interrupt/Exception Micro-routine. The Interrupt/Exception
Micro-routine (not shown in Figure 1-1) pushes the Machine Check Stack
Frame onto the Interrupt Stack and calls the VMS Machine Check
Handler.

VMS MACHINE CHECK HANDLER

The VMS Machine Check Handler pops the Machine Check Stack Frame off
the Interrupt Stack and puts it in a System Event (memory) Buffer. It
then notifies the ERRFMT Process which, in turn, appends the buffer to
the System Event File (ERRLOG.SYS).

In the process of building and queuing the System Event Buffer, the
Machine Check Handler also checks the error rate and the severity of
the error. If the error rate is excessive, or if the error condition
is severe (i.e., non recoverable) then the Machine Check Handler will
Bugcheck the process (i.e., the User or the System). Otherwise the
Machine Check Handler will execute a REI and the system will retry the
failed operation.
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SPEAR (Standard Package for Error Analysis and Reporting)

SPEAR is a maintenance tool specifically designed to help Field
Engineers sort and analyze the contents of System Event Files. There
are two versions of Spear: SPEAR Basic and SPEAR Extended.

SPEAR Basic

SPEAR Basic is available on all sites that have a DEC Maintenance
Contract. This version of SPEAR consists of five programs:

o Instruct - Instruct is a Computer Based Instructional Program
that is designed to help new uses learn to use the SPEAR

Library Programs. In addition to explaining the SPEAR -

Programs, Instruct also describes the organization of System
Event Files and includes a review of some of the most common
Troubleshooting Approaches.

o Compute - Compute is designed to use the contents of the
System Event File to calculate system availability and
effectiveness. The Compute report can be used (in part) to
determine if the system is approaching the point where
corrective maintenance will soon be required.

0 Summarize - Summarize is designed to summarize the contents
of the System Event File. The Summarize report can be used
to determine whether the CPU or one of the I/0 subsystems
needs further investigation.

o Retrieve - Retrieve 1is a bit-to-text translator. It is
designed to extract specific entries from the System Event
File and produce either a Brief or Full translation of the
event. This information can be used to investigate the cause
of CPU and I/0 failures.

o VSR (Venus Snap File Report Builder) - This program was added
to the Basic SPEAR Library specifically to support VAX
8600/8650 Systems. Like Retrieve, VSR 1is a bit-to-text
translator. VSR, however, is designed to translate SNAP
Files. A SNAP file is a file built by the Console as a
result of a Keep Alive Fail condition. Both SNAP Files and
the Keep Alive Fail mechanism are described later.

SPEAR Extended

SPEAR Extended is only available at Remote Diagnosis Centers. In

addition to the programs that are available in SPEAR Basic, Spear
Extended includes:

o Analyze - Analyze is designed to analyze the contents of
large System Event Files and identify the most probable cause
of certain failures. Basically Analyze evaluates the events
in a System Event File against a set of If-Then Isolation
Theories. 1If the Events support a theory then the theory is
displayed for consideration by the Engineer at the RD center.

1-6
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o VSA (Venus Snap File Analysis Builder) - VSA is similar to
Analyze except it is designed to analyze the contents of
System SNAP Files.

KEEP ALIVE FAIL

The CPU has two Keep Alive Fail (KAF) Mechanisms. One KAF mechanism
is used by the Console to monitor the operation of the CPU. Each time
the EBox enters Instruction Register Decode (IRD) Time a signal is
generated that sets a status bit in the Console. The Console checks
the state of this bit every 300 milliseconds. If the bit is set, the
system is operating normally. The Console then clears the bit and
continues operation.

However, if the console finds that the EBox has failed to set the bit,
it declares a Keep Alive Fail Condition. (i.e., the EBox failed to
enter IRD Time during the last 300 Milliseconds.) At this point the
CPU is considered dead.

As a result of the KAF condition the Console enters a special KAF
Routine. The main purpose of the routine is to determine if either of
the SNAP Files (SNAP1.DAT or SNAP2,.DAT) are available to store
SNAPSHOT Data. If they are, zthe KAF Routine will read the state of
the CPU and put the result in a SNAP File buffer. The routine begins
by reading each SDB Visibility Channel. The routine then goes on to
read the Console Control and Status registers, the EMM Control and
Status Registers, the EBox Scratch Pad RAM contents, the Internal
Processor Registers, the PAMM contents, the last 64 longwords pushed
on the Interrupt Stack, and the Control and Status Registers for SBIAO
and SBIAl.

When the KAF routine is finished building the buffer it verifies the
contents of all loadable RAMs and then writes the SNAP File buffer out
to the RL02. Finally, the KAF routine will attempt to re-boot the
system.

If the re-boot is successful the SNAP File will be copied to the VMS
Directory "SYS$SYSROOT:[SYSERR] and named ERRSNP.LOG;n If, however,
the console was unable to re-boot the system then a second KAF
condition will occur which will result in the generation of a second
SNAP File (SNAP2.DAT). At this point the Console will loop waiting
for manual intervention.

The other Keep Alive Fail mechanism is used by VMS to monitor the
operation of the Console. The Console is programmed to update the
Buffered Time Of Year (BTOY) Register every 10 milliseconds. Every 90
seconds VMS reads this register via the Time Of Day Register (TODR).
If it finds that the register has been updated then all is OK. If,
however, VMS determines that the register has not been updated it

makes an entry in the System Event File and attempts to restart the
Console.

1-7
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

OVERVIEW

This Chapter is designed to help you analyze the contents of Machine
Check Stack Frames. It assumes that you have a "valid" Machine Check
Stack Frame in hand, and that you want to see which error scenario
this method of analysis will lead to.

HOW TO USE THIS CHAPTER - First translate the EBox Control and Status
Register (EBCS). Then, based on the contents of EBCS, follow the flow
chart illustrated in Figure 2-2. The flow chart will eventually lead
you to a page number that describes a typical error scenario that
would produce a Stack Frame similar to the one you are analyzing.

Review the scenario. It describes the most common conditions under
which that type of error will occur. It also suggests the most
probable cause of the error; first at the module level and than at the
component FRU level. (E.g., RAM and MCA callout.)

NOTE

In addition to the flow chart, Tables 1 through 4 may
be used as a quick reference to the Error scenarios.

Table 1 1Index of MBox Error Scenarios

Index Error Condition Page
M-00 MBox Control Store Parity Error 2-15
M-01 MBox TB Parity Error 2-19
M-02 MBox Cache Tag Parity Errors 2-21
M-03 MBox NXM Errors 2-23
M-04 MBox CP 10 Buffer Error 2-25
M-05 MBox CPR (CCC) Parity Error 2-27
M-06 MBox Detected CPU Write Parity Errors 2-29
M-07 MBox Detected ABus Parity Errors 2-31
M-08 MBox Array ECC Errors 2-33
M-09 MBox Cache Data Parity Errors 2-36
M-10 MBox Cache W Bit Parity Error 2-43
M-11 MBox Detected ABus Bad Data Code 2-44
2-2
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Table 2 Index of EBox Error Scenarios

Index Error Condition Page
E-00 EBox WBus Parity Error 2-46
E-01 EBox Result Parity Error (EDP Misc Error) 2-48
E-02 EBox Result Parity Error (VMQ) 2-50
E-03 EBox Result Parity Errors (WReg) 2-52
E-04 EBox Result Parity Error (VMQ Shift Operation) 2-55
E-05 EBox Operand Parity Error (VMQSAV) 2-56
E-06 EBox Operand Error (B WBus) 2-57
E-07 EBox OPBus Parity Error (EMD Data) 2-59
E-08 EBox OPBus Parity Error (String Data) 2-61
E-09 EBox OPBus Parity Error (IMD Data) 2-63
E-10 EBox OPBus Parity Error (ID Data) 2-65
E-11 EBox Operand Parity Error (A RAM) 2-66
E-12 EBox Operand Error (A WBus) 2-68
E-13 EBox Operand Parity Error (B RAM) 2-70
E-14 EBox Micro Stack Parity Error 2-72
E-15 EBox Control Store Parity Error 2-73
E-16 EBox MCF RAM Parity Error 2-79

Table 3 Index of IBox Error Scenarios

Index Error Condition Page
I1-01 IBox Control Store Parity Error 2-80
I-02 IBox IDRAM Parity Error 2-83
I-03 IBox IAMux WBus PARITY 2-85
I-04 IBox IAMux GPR Parity Error 2-87
I-05 IBox RLog Parity Error 2-88
I-06 IBox IBuffer Parity Error 2-89
I-07 IBox IBMux Parity Error 2-91

Table 4 Index of FBox Error Scenarios

Index Error Condition Page

F-01 FBox Self Test Error 2-92

F-02 FBox GPR Parity Error 2-94

F-03 FBox FDRAM Parity Error , 2-95

F-04 FBox FBA CS Parity Error 2-97

F-05 FBox FBM Control Store Parity Error 2-100
2-3
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STANDARD EHM, CSL, and VMS ACTIONS

A lot of effort has gone into standardizing the way the Error Handling
Microcode, the Console, and the VMS Machine Check Handler respond to
CPU detected errors. This Section describes the standard role played
by each. Special cases will be explained in the individual Error
Scenarios.

EHM ACTION (Standard): Unless specified otherwise in the individual
Error Scenarios the Error Handling Microcode will:

1. Stop IBox references.

2. Check and set the EHM ENTERED double-error trap mechanism.

3. Capture the state of the CPU and build a Stack Frame.

4., Clear the error condition and, if necessary correct GPR PEs.
5. Roll back the PCs in preparation for an instruction retry.

6. Load the VMQ with SCBB+4 (the MCHK Handler starting address).
7. Check and set the VMS ENTERED double-error trap mechanism.

8. Clear EHM ENTERED.

9. Call the Exception and Interrupt Handler (microcode).

The Interrupt and Exception Handler will:
1. Raise the IPL to 1F.
2. Push the Stack Frame onto the Interrupt Stack (memory).
3. Enable IBox References.

4, Start VMS at the MCHK Handler (SCBB+4).
NOTE

For specific details refer to the EHM Flows. (See
Appendix A)

2-4
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VMS ACTION (Standard): Unless specified otherwise in the individual
Error Scenarios the VMS Machine Check Handler will:

1. Enter the Reason Code in the copy of EHMSTS <03:00>.
2. Check the error rate (See Table 5).

3. Check for Fatal Errors and set the MCHK Abort bit if
approprate.

4. Transfer the Stack Frame to an Event Buffer.

5. Setup the buffer to be appended to
SYS$SYSROOT: [SYSERR] : ERRLOG.SYS.

6. Check for abort bits.

7. Either REI or Bugcheck (Non-Fatal/User or Fatal/System.

If VMS decides to Bugcheck the User it will set up an Exception on the
User Stack and execute an REI. 1If, however, VMS decides to Bugcheck
the System it will print the contents of the Interrupt Stack on the
Console, write the contents of main memory, the two Error Log Buffers,
and the reason for the crash to a file called SYS$SYSTEM:SYSDUMP.DMP
and then Halt. This will result in the Console detecting a Keep Alive
Fail condition.

The Console will Snap Shot the state of the system and attempt to
reboot VMS. If the reboot process is successful VMS will copy the
file to SYSSSYSROOT: [SYSERR]ERRSNAP.LOG. If the file already exists
the version number will be bumped by one. Also during the re-boot
process the two Event Buffers saved during the Crash will be appended
to the System Event file (SYS$SYSROOT: [SYSERR]ERRLOG.SYS).

NOTE

For specific details refer to the VMS MCK Flows. (See
Appendix B)

Table 5 VMS Error Rate Thresholds

Error Excessive Rate and Action Taken

EBox | 3 Errors within 100 Milliseconds - Bugcheck
IBox 3 Errors within 100 Milliseconds - Bugcheck
MBox (FE) 2 Errors within 20 Milliseconds - Bugcheck

TB 3 Errors within 100 Milliseconds

Fatal System Bugcheck

MBox (1D) 3 (Non-Array/Non-Cache) MBox Errors within 100
| Milliseconds - Bugcheck
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Table 5 VMS Error Rate Thresholds (cont.)

Error Excessive Rate and Action Taken

- —— - | - — - - G - . G - - —— -

Cache 3 Errors (same Cache) within 100 Milliseconds =~ Turn
off offending cache and print message on CTY

FBox ‘ 3 Errors within 100 Milliseconds - Turn FBox
off and print message on CTY.

CONSOLE ACTION (RAM ECC Correction): When called (interrupted) to
perform Control Store or Dispatch RAM correction the console proceeds
as follows: '
IBox DRAM and EBox, IBox, and FBox Control Store Correction:
1. Read the bad microword address (via the SDB)
2. Read the bad microword (via the SDB)
3. Calculate an ECC character for the bad microword
4. Get the correct ECC character for that microword
5. Exclusive "or" the two ECC characters (See note)
6. Correct the bad bit in the microword
7. Write the corrected word out to the RAM
8. Read and verify that the error was corrected
9. Return control to the Error Handling Microcode
10. The EHM will call the CSM to read four bytes of status from
the console and put them in EScratch location T1D (CSES).

FBox DRAM Correction - The Console proceeds as outlined above but,
because the FDRAM address 1is not latched at the time of error, the

Console will reload and verify the entire RAM instead of just a single
microword.

MBox Control Store Correction - The Console proceeds as outlined above
but, because the MBox microwords' are executed before they are checked,
the Console will not attempt to recover from an MBox Control Store

Parity Error. Instead it will 1leave the system hung until a KAF
occurs.

NOTE

If the console is unable to correct the RAM parity
error (i.e., multiple bit error) it will declare a KAF
Condition and then re-initialize the CPU.

1Y 333939222222022222222222222322222D
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SAMPLE CTY OUTPUT FROM A FATAL BUG CHECK

The following is sample output from a Fatal-Bug-Check
purpose is to help you locate Machine Check register
it is displayed on the in the Kernel/Interrupt Stack.
* FATAL BUG CHECK, VERSION = V4.1 MACHINECHK, Machine
CURRENT PROCESS = STARTUP

REGISTER DUMP

RO = 7FFE6440
Rl = 7FFE6300
R2 = 0000000F
R3 = 7FF6CO9F
R4 = 7FFE640C
R5 = 7FFE64B4
R6 = 00000000
R7 = 7FF4C748
R8 = 7FFEDO052
R9 = 7FFED25A

R10= 7FFEDDD4
R11= 7FFE33DC

AP = 7FF341FC
FP = 7FF341ES8
SP = 8049A794
PC = 802FE3A2
PSL= 041F0008

KERNEL/INTERRUPT STACK

8049A79C 00000058 BYTCNT {
8049A7A0 40001803 EHMSTS *
8049A7A4 7FFE7DF0 EVMQSAV2
8049A7A8 00002000 EBCS
8049A7AC 00000000 EDPSRY
8049A7B0 00200001 CSLINTG
8049A7B4 01006000 IBESR™
8049A7B8 00000000 EBXWD1%
8049A7BC 00000FE0 EBXWD29
8049A7C0 7FFE643C IVASAV(D
8049A7C4 7FF6C3DA VIBASAVY
8049A7C8 7FF6C3D6 ESASAV (7
8049A7CC 7FF6C3D6 ISASAV (3
8049A7D0 7FF6C3D6 CPC
8049A7D4 84006004 MSTAT1(S
8049A7D8 00004F10 MSTAT2)(
8049A7DC 00060000 MDECC ¢
8049A7E0 04000100 MERG |
8049A7E4 00000003 CsHCTL!
8049A7E8 0000007C MEAR 19
8049A7EC 0000001F MEDR%!
8049A7F0 FFFFFFFF FBXERRYY
8049A7F46 FFFFFFFF CSESVv
8049A7F8 7FF6C3D6 PC 14
8049A7FC 00C00000 PSLS

CTY Dump. Its
information when

check while ...
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

M-00 MBox Control Store Parity Error

OVERVIEW: The MBox Control Store consists of 256 ‘"seventy-six bit"
microwords. The microwords are stored in 20 256X4 RAMs on the MCC
Module (MCCD-MCCG). These RAMs are addressed by the MMS MCA at TO
(MCCl).

At T2 of a Fetch Cycle the RAM outputs are loaded into the Microdata
MCA's which cascade an accumulating parity check (over eighty bits)
from one MCA to the next, culminating in MCCB PARITY D OUT H (MCCA-B)
which, if true, 1latches MCC MBox CS PE H. MCC MBox CS PE H blocks
further Microdata MCA clocks and also interrupts the Console via EBE
CPU ERR <2:0> H = "7", a code which indicates a problem in the MBox
Control Store.

Preserved within the Microdata MCA's are the failing Microword and
also the micro PC of that Microword, which is "or'ed" into these MCA's
at each fetch. Therefore the Console, after obtaining the contents of
these MCA's via the SDB, has what it needs to attempt ECC correction.
But unlike its action for errors on other Control Stores, the Console,
after obtaining the syndrome and printing a message on the Console
terminal, treats this error as a Keep Alive Fail Condition. A Snap
Shot is taken, all RAMs are reloaded, etc. :

Because some Microbits have VTERMS and other loads on the MCD and MAP
Modules these Modules may cause a Microword parity error. In addition
to bad Microword parity the following three conditions can cause an
MBox Control Store Parity Error indication.

o Address Parity Error - The Microword was fetched from the
wrong location.

O UuSTACK Overflow - Too many words were pushed on the uSTACK

0 uSTACK Underflow - Too many words were popped off the uSTACK

An address parity bit, also contained within the Microword and
included in the overall parity bit calculation, is compared by the MMS
MCA against parity calculated over the uPC from which the Microword
was fetched. A mismatch results in a MBox CS PE.

If the three deep uSTACK in MMS MCA overflows or underflows, a CS PE
also results; however the Microword frozen will be one past the one
which issued the fatal stack command. The frozen uPC must be
consulted to determine the uFLOW. Note that any error detected on an
incoming DMA COMMAND asserts MCCM DMA ERR L which forces a pop of the
uSTACK via MCCB DLY1l FORCE FF H.

These three errors "or" out of the MMS MCA as MCCl STACK ERR H, a
visibility bit captured in the SNAP FILE.
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ERROR SIGNATURE:

CSES<K2:0>
CSES<28:16>
CSES<15:8>
CSES<31>

wuwnn

"7" or MBox CS PE
CS Error Address
Syndrome (for SBE ='s phys. MCA bit # +1)
Uncorrectable Error (Currently the Console

always sets this bit for MBox CS PE)

MCC1 STACK ERR H

PROBABLE CAUSE:

Module Probability
L0220/L0230/MCC High
L0204/MCD Low
L0205/MAP Low

Components

RAMS (see Table 1)

VTerms
VTerms

NOTE

Of the 80 MCA bits that are parity checked, 76 are RAM
outputs. Syndromes, however, exist for all 88 bits in
the MCA shift Path; the extra 8 bits in the shift path
hold the uPC of the frozen Microword.

Table 1 MBox Control Store

Syndrome ULD Phy Signal Name
1 00 00 MCCG U NEXT ADR 0
2 01 01 MCCG U NEXT ADR 1
17 02 22 MCCF U NEXT ADR 2
18 03 23 MCCF U NEXT ADR 3
43 04 66 MCCF U NEXT ADR 4
44 05 67 MCCF U NEXT ADR 5
2D 06 44 MCCG U NEXT ADR 6
2E 07 45 -MCCG U NEXT ADR 7
38 08 55 MCCH U ABUS MFORK EN
oD 09 12 MCCG U CLR FLGS
1C 10 27 MCCG U BEN MASK 0
25 11 36 MCCG U BEN MASK 1
1E 12 29 MCCG U BEN MASK 2
OE 13 13 MCCG U BEN MASK 3
21 14 32 MCCG U BEN SEL 0
23 15 34 MCCG U BEN SEL 1
2A 16 41 MCCG U BEN SEL 2
54 17 83 MCCH U FORCE ABS XFR
11 18 16 -MCCH U PA LAT LD
55 19 84 -MCCD U SEL CACHE

RAM Callout

E21
E30
E20
E36
E127

E140
E96
E96
E106
E21

E1l3
E13
E20
E20
E10

E10
E10
E130
E31
E130
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Table 1 MBox Control Store

Syndrome

- — o ————

Phy
70
82
42
37
35

74
08
57
80
51

40
61
52
60
64

10
62
06
11
30

65
20
19
75
77

87
76
73
78
17

04
09
21
53
85

48
18
33
39
26

54
43
13
79
31
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RAM Callout (cont.)

- D - - - - W — - - -

MCCH

FORCE LAST WD
MIC PAR

DS MUX SEL 0
DS MUX SEL 1
DSM VALID

ABUS INH INC

-MCCH U ARY STEP EN
MCCD U ARY START

MCCF U ARY RD DAT EN
-MCCF U ABUS LAT LD

MCCE U ARY2 HLD

MCCE U ABUS MBOX OUT
MCCE U ABUS ADR CNTL 0
MCCE U ABUS ADR CNTL 1
-MCCG U ERR TRAP

MCCE
MCCD
MCCD
MCCD
MCCF

MCCG
MCCF

cc ccaccac

ABUS DR EN
MD RES EN
DO MUX 0
DO MUX 1
ECC CHECK

Al HLD
HLD ARY BUSY

-MCCE U ABUS CLUP

MCCE
MCCE

MCCE
MCCF
MCCE
MCCF
MCCF

cc

ccccc

PA MUX SEL 0
PA MUX SEL 1

PA MUX SEL 2
INC WD CNT
CLR WD CNT
LD WD CNT
SEL WD CNT

-MCCD U CACHE WR EN
MCCH U EN WR LRU
MCCE U CLR CSH WV
MCCE U ABUS RFL BR
MCCF U MARK

-MCCF U ARB SEL SEL

MCCD
MCCD
MCCH
MCCH

MCCE
MCCE

U
U

EN BYT MERGE
ABUS2 HLD

CLR BD SEL
IOA SEL DIS

U
U

REG LOAD 0
REG LOAD 1

-MCCH U EN ARY BUS
MCCF U CB DR EN
-MCCH U ABUS DATA EN

2-17

E22
E127
E127

E119
E130
E140
E127
E30

E30
E30
E20
E106
E140

E117
E22
E8
E13
E13

E115
E31
E22
E119
E8
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Table 1 MBox Control Store RAM Callout (cont.)

Syndrome ULD Phy Signal Name RAM
65 (NO RAM)
66 (NO RAM)
27 67 38 -MCCH U RFL LAT LD E8
06 68 05 MCCD U CYC TYP 0 E36
08 69 07 MCCD U CYC TYP 1 E36
10 70 15 MCCD U CYC TYP 2 E36
3C 71 59 MCCD U CYC TYP 3 E106
72 (NO RAM)
73 (NO RAM)
39 74 56 MCCG U STACK CTRL 0 E106
33 75 50 MCCG U STACK CTRL 1 E96
40 76 63 MCCF U IOA SEL O E117
3B 77 58 MCCE U IOA SEL 1 E96
1D 78 28 MCCE U RES CORR REQ El
32 79 49 MCCH U

ADR PAR E104

EHM ACTION: None

CSL ACTION: The Console displays the syndrome on the terminal and
then declares a Keep Alive Fail Condition.

VMS ACTION: When VMS is rebooted it obtains the Snap File from the
Console and logs it.

2-18
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M-01 MBox TB Parity Error

OVERVIEW: The Translation Buffer is protected by four parity bits.
The TB Valid Bit (which reflects the PTE Valid Bit in the memory page
table) is protected by one parity bit. The PTE:(which is divided into
two parts: PTE B and PTE A) is protected by two parity bits. PTE B
(which includes PA <24:09>) is protected by one bit; and PTE A (which
includes (PA <29:25>) is protected by the other. The Modify bit, and
the Protection Code <D:A> bits are protected by the third parity bit.
Finally, the TB Tag (which contains VA <30:17>) is protected by the
fourth parity bit.

If a TB parity error is detected during a CPU port request, the MBox
will return a Port Status code of "8" (TB Parity Error) to the EBOX.
If the MBox was processing an EBox Port request when the TB Parity
Error was detected an immediate trap to the EHM will take place.
Otherwise, the trap will be deferred until the EBox does a FORK or GET
OPERAND.

NOTE

If an IBox Flush and Load CPC occurs before the EBox
checks port status, the TB Error will not cause a trap
to the EHM. The TB Error Status will, however, remain
latched in the MBox until the EBox issues an (MCF)
MBox Clear Error Regs. That won't happen until the
EHM is called handle the next error. Thus, the (left
over) TB Parity Error indication will show up in the
next Stack Frame built by the EHM. Therefore, do not
be confused by such a mixture of status.

ERROR SIGNATURE (TB Valid Parity Error):
MSTAT1 <11> = TB Valid Error
PROBABLE CAUSE:
Module Probability RAMS

- - ———————— - —— - - ——— - ———- -

L0205/MAP High E55, E60

ERROR SIGNATURE (TB PTE B Parity Error):
MSTAT1 <10> = TB PTE B Parity Error
PROBABLE CAUSE:

Module Probability RAMS

L0205/MAP High E136, E127, E123, E1l18
E113, E82, E78
If EBox port: E47, E34,
If IBox port: E40, E28
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ERROR SIGNATURE (TB PTE A Parity Error):
MSTAT1 <09> = TB PTE A Parity Error

PROBABLE CAUSE:

Module Probability RAMS

——— o —— - —— - — - - ——— - —— ——— -

L0205/MAP High E146, E140, E136
E774, E69, E64

ERROR SIGNATURE (TB TAG Parity Error):
MSTAT1 <08> = TB TAG Parity Error

PROBABLE CAUSE:

Module Probability RAMS

L0205/MAP High E145, E139, E135, E1l31
E126, E122, E1l17

EHM ACTION: Standard (See Introduction). In addition the

EHM will

clear this error condition by invalidating the entire

Translation Buffer.

EHM VECTOR: 8 (EBox Request - VMQSAV contains the VA)
10 (OP Port Request - VASAV contains the VA)
18 (IBuffer Request - VIBASAV contains the VA)

CSL ACTION: None

VMS ACTION: Standard (See introduction)

2-20
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M-02 MBox Cache Tag Parity Errors

OVERVIEW: When a read or write request is accepted by the MBox, bits
<12:04> of the physical address referenced are used to index the Tag
Storage for two Data Caches. A tag consists of four valid bits (one
for each 1longword stored in the cache block), bits <28:13> of the
physical address (where the longwords are stored), and a parity bit.
If bits <28:13> of the address referenced match the address portion of
the Tag and at least one valid bit is set, then there is at 1least a
"block hit" and there may be a Cache Hit. ‘

A Tag Parity Error in one cache is ignored if there is a "hit" in the
other Cache; otherwise the attempted operation is steered toward the
bad Cache. If the W Bit equals a zero for that Cache, the bad Tag
will be overwritten. If the W BIT equals a one, Cache Writes will be
inhibited and CPU requests will be aborted. 1In all cases DMA requests
are forced around Cache to the Array.

A Cache Tag Parity Error on a CPU request with the tag W BIT = 0 or a
Cache Tag Parity Error during a DMA request, regardless of the W BIT,
results in an MBox IPL 1D interrupt. A Tag Error on a CPU request
with the W BIT =1 results in an MBox FATAL ERROR microtrap in the
EBox.

NOTE

Both Caches are "looked up" in parallel, checking for
a "Hit". If both "Hit", then a Tag Error with the W
BIT =1 is forced by the MBox. This results in an MBox
Fatal Error.

ERROR SIGNATURE

MSTAT2 <06>
MSTAT1 <02>
MEAR <28:04>
MSTAT2 <04>
EBCS <14>
EBCS <15>
MSTAT1 <18>
MSTAT1 <17:16>
MSTAT1 <31:30>
MSTAT1 <29:26>

Cache Tag Parity Error
Selected Cache

Error Address

Cache Written Bit (Note 1)
MBox Interrupt

MBox Fatal Error (Note 1)
ABus C/A Cycle (Note 2)
Selected Adapter (Note 2)
CPU Port (Note 2)

Cycle Type (Note 2)

oW wononwononnu

Note

l. If MBox FE then error on CPU request with MSTAT2 <04> true.

2., If ABus C/A Cycle then error occurred on a DMA reference and
MSTAT1 <17:16> are relevant and MSTAT1 <29:26> should = "8",
ABus Cycle, or "4", ABus Array Write Cycle. If not ABus C/A
Cycle, then the error occurred a CPU reference and MSTAT1
<31:30> are relevant and MSTAT1 <29:26> should = "E", CP Read
Cycle, "D", CP Write Cycle, or "3", Write Back Cycle.
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PROBABLE CAUSE (if Caches 0 Select):

Module Probability Components (RAMS)
L0205/MAP High E148,E132,E128,E119,E142
E133,E129,E115,E86,E59,E63

PROBABLE CAUSE (if Caches 1 Select):

Module Probability Components (RAMS)
L0205/MAP high E141,E137,E124,E114,E149
E138,E125,E120,E89,E68,E73

EHM ACTION: If both Caches are on, the EHM sweeps the cache block
selected by MEAR <12:4> in the good cache and then executes a Cache
Clear which clears both Cache Tags at that index. If only one Cache
is on the EHM simply Cache Clear's the bad Tag. Having helped VMS to
avoid stumbling across a (potentially) fatal Tag error so that the
error can be 1logged. The EHM rolls back the Instructions, builds a
Stack Frame, and vectors to the VMS Machine Check Handler via SCBB+4.

EHM VECTOR: 6
CSL ACTION: None

VMS ACTION: VMS builds a full Machine Check Report, puts it a buffer,
queues the buffer to be appended to the System Event File
(ERRLOG.SYS), and if the W BIT is equal to 1, VMS takes a System Fatal
Bugcheck: some unknown process has 1lost write data. Otherwise a
counter is incremented and, if three errors have occurred within 100
milliseconds, the affected cache is shut off and a message is sent to
the Console reporting the event.
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M-03 MBox NXM Errors

OVERVIEW: When the MBox honors a CPU or DMA request, the physical
address referenced is latched in the PA Latch on the MAP Module. Bits
<29:20> of the PA Latch are used to address the PAMM (Physical Address
Memory Map RAMS) which produces a five bit code for every megabyte of
physical address space. The PAMM is configured by the console during
Boot when memory and I/O space are sized. Unused megabytes of
physical address space are assigned the NXM code (1F).

PAMM

Code Description

00-07 Select Arrays 0-7

08-17 Reserved

18-1B Select ABus Adapters
1D-1E Reserved

1F Non-existent Memory (NXM)

CPU requests which result in the NXM code are aborted and an MBox
Fatal Error microtrap is triggered in the EBox through vector 8.

DMA requests which result in a PAMM code of 1X (the most significant
PAMM bit true) are also aborted and an MBox IPL 1D interrupt is
requested. Note that SBIA's pass on SBI DMA requests to the MBox only
when those requests pass an address check. That is, the address
referenced must be within the range of Venus internal memory as
indicated by bits <29:20> of the SBIA's Configuration Register which
is loaded by the Console during Boot.

ERROR SIGNATURE:

MSTAT2 <03>

NXM
MEAR Error Address
MSTAT2 <20:16> the PAMM Code
EBCS <15> MBox Fatal Error (If CPU Error)

ABUS ADAPTER <1:0> (If DMA Error)

Cycle Type (Note 1)

MERG <08> Memory Management Enable (Note 2)

MSTAT1 <31:30> CPU Port (If CPU Error)

SBIA ERRSUM <12,08,04,00> = MBox Detected (If DMA Error)

MSTAT1 <17:16>
MSTAT1 <29:26>

Note
1. For CPU errors this should be "E", CP READ CYCLE or "D", CP
WRITE CYCLE. For DMA error this should be "8", ABUS CYCLE,
or "4", ABUS ARRAY WRITE CYCLE :

2, Helps to point toward CPU if O
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PROBABLE CAUSE (If CPU Error):

Module Probability

L0205/MAP High

L0220/L0230/MCC Low

CPU Low (NOTE 1)
Note

1. If MERG <08> equals a zero then the CPU may have produced a
bad (nonexistent) address; check MEAR. MSTAT1 <31:30> will
identify the Port and Box. Even if MERG <08> equals a one
the EBox makes some non virtual (physical) references which
bypass the TB (see if MEAR equals VMQ.SAV and MSTAT1 <31:30>
equals a 2, indicating EBox Port).

PROBABLE CAUSE (If DMA Error):

Module Probability
L0205/MAP High
L0202/SBS Med
L0203/SBA Low

L0220/L0230/MCC Low

EHM ACTION: Standard (See Introduction)
EHM VECTOR: 6 (MBox Interrupt)
8 (MBox FE)

VMS ACTION: VMS builds a full Machine Check Report, puts it a buffer,
queues the buffer to be appended to the System Event File
(ERRLOG.SYS), and attempts one retry for CPU errors. If the retry
fails or if two errors occur within 20 milliseconds, a System Fatal

Bugcheck is taken. For DMA errors, the error is logged and a System
Fatal Bugcheck is taken.

N
I
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M-04 MBox CP IO Buffer Error

OVERVIEW:

This error occurs when an ABus adapter detects any one

the following errors during a CP TO I/O reference:

(o]

o

o

o

o

Any ABus parity error detected on a CPU's ABus transaction

An illegal adapter address

An SBI Timeout (several variations)

An SBI Error Confirmation

A State Machine Control Store parity error.

The adapter returns ABus CPU BUF ERR H to the MBox which initiates
MBox Fatal Error micro-trap in the EBox.

ERROR SIGNATURE:

MSTAT
EBCS
EBCS
SBIA
SBIA
SBIA
SBIA
SBIA
SBIA
SBIA
SBIA
SBIA
SBIA
SBIA

Note

of

an

2 <02> = CP 10 Buffer Error

<15> = MBox Fatal Error

<14> = MBox Interrupt

ERRSUM <23> = CPU Buffer Error Lock (Note 1)

ERRSUM <31:26> = CPU Command/Length

ERRSUM <22> = CPU Address/Data Parity Error (Note 2)

ERRSUM <21> = CPU Control Parity Error (Note 2)

ERRSUM <20> = Address Error (Note 2)

ERRSUM <19> = Error on CPU Command/Address (Note 3)

ERRSUM <18> = State Machine Parity Error (Note 2)

SBIERR <12> = SBI Timeout (Note 2)

SBIERR <11:10> = CP Timeout Status <1:0> (timeout type)

SBIERR <08> = CP SBI Error Confirmation (Note 2)

TOADR = CPU (Longword) ABus Address
Locks CPU error status for all CPU errors except ERRSUM <18>.
Different errors.
Sets for errors detected on the CPU's Command/Length/Address,
not for errors on the Data/Mask/Status.
MEAR, and MSTAT2 <20:16> (PAMM CODE) are not valid for these

errors. Also, if the Machine Check has not been processed by
the VMS Machine Check Handler then MSTAT1 <17:16> (Selected
Adapter) 1is not wvalid. For further information see the
individual error write-ups.
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EHM ACTION: The EHM rolls back the 1Instructions, builds a Machine
Check Stack Frame, and vectors to the VMS Machine Check Handler via
SCBB+4. See EHM flows for more detail.

EHM VECTOR: 6

VMS ACTION: VMS builds a full Machine Check Report, puts it in a
buffer, queues the buffer to be appended to the System Event File
(ERRLOG.SYS), and increments a counter: if two occur within 20
milliseconds or the retry fails (same PC), it takes a System Fatal
Bugcheck.

EHM VECTOR: 8 (MBox FE)

VMS attempts retry for the first error only if certain conditions are
met; otherwise it returns an error to the current process, which, if
the processor mode is Kernel or Exec, will result in a System Fatal
Bugcheck. For further information see the individual error write-ups.
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M-05 MBox CPR (CCC) Parity Error

OVERVIEW: When the MBox accepts a CPU request (MCF), a modified form
of the MCF is used to address the Cycle Parameter RAMS. The resulting
eighteen functional CPR bits (there are also two parity bits) then

help direct the resulting MBox operation. The CPR's are not used for
DMA.

The parity bits are pre-computed and loaded into RAMs along with the
CPR data bits by the Console (via the SDB and Microdata MCA's). MCCC
U CPR PAR A H provides odd parity for ten functional bits and MCCC U
CPR PAR B H provides odd parity for the other eight.

When a CPR Parity Error occurs, the operation that takes place in the
MBox is unpredictable. An error therefore results in an MBox Fatal
Error microtrap in the EBox through vector 8. Under extremely rare
conditions, an error may be reported by MBox IPL 1D interrupt or Error
Address Full Trap. If so then the EHM will set EHMSTS <K17>, Process
Abort, to serve as an Abort Flag for VMS.

ERROR SIGNATURE:

MSTAT1 <23>
MSTAT1 <22>
EBCS <15>
EBCS <14>

CPR PE B

CPR PE A

MBox Fatal Error (usually)
MBox Interrupt (always)

PROBABLE CAUSE (CPR B Parity Error):

Module Probability RAMS
L0220/L0230/MCC high E118 (4 inputs to parity tree)
E139 (2 inputs)
E129 (1 input)
E126 (1 input)
E116 (1 input)
PROBABLE CAUSE (CPR A Parity Error):
Module Probability RAMS
L0220/L0230/MCC High E129 (3 inputs)

E126 (3 inputs)
E116 (3 inputs)

E139 (2 inputs)
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EHM ACTION: EHM rolls back the Instructions (except when the error is
reported via Error Address Full Trap) builds a Machine Check Stack
Frame, and vectors to the VMS Machine Check Handler via SCBB+4.

EHM VECTOR: 4 (If detected while handling an ERF Trap Request)
6 (If detected while handling an MBox Interrupt)
8 (If detected while handling an MBox FE Trap Request

VMS ACTION: VMS builds a full Machine Check Report, puts it in a

buffer, queues the buffer to be appended to the System Event File

(ERRLOG.SYS), and takes a Fatal Bugcheck.

2-28
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

M-06 MBox Detected CPU Write Parity Errors

OVERVIEW: Result data destined for storage in the GPRs, Memory, or
I/0 Space are driven onto the WBus. After latching the result data
from the WBus, the EBox generates byte parity, which is also driven
onto the WBus. The WBus parity bits are sent directly to the MBox MCD
Module, while the WBus data must pass through IDP, the DBUS, IBD, and
over the MDBus before reaching MCD where a parity check occurs. All
four bytes are parity checked regardless of the context sent via ICB
(for OP Port Writes) and EBC (for EBox Writes). The context indicates
to the MBox which bytes are valid write data.

If the IBox rotates the result data driven onto the MDBus, then the
MCD Module (which receives a copy of the rotation count in ICB WRT ROT

<1:0> H), rotates the parity bits (EBE WBUS OPAR <B3:B0> L) to
properly realign them with their bytes.

If the EBox is doing an MBox Register write then bad parity results in

an MBox Fatal Error microtrap in the EBox. Otherwise, bad parity
results in an IPL 1D interrupt.

If a Cache Write is performed, the parity that is sent by the CPU is
written , as 1is (good or bad), in the cache parity RAMs. Bytes not
written during a byte write retain their original parity. The ECC
character that is stored with data that fails the byte parity check
(including when cache is off) will be generated to indicate Bad Data.
If the error occurs on a byte not written, this ECC will never be
accessed because the MBox must first detect a Cache parity error
before it will attempt Cache correction.

NOTE

The EBox checks the parity of all data that it
transmits on the WBus. A mismatch (WBus PE) will
result in a process abort with the process abort code
equal to 2 (EBCS <19:16> = 2).

ERROR SIGNATURE

MSTAT1 <07:04>
EBCS <14>
EBCS <15>
MSTAT1 <29:26>
MEAR <29:02>

Byte(s) in Error

MBox Interrupt

MBox Fatal Error (Note 1)

Cycle Type

Error Address (physical) (Note 2)

wononowon

NOTE

1. 1If MSTAT1 <29:26> equals "2" (MBox Register Write
Cycle) it is a fatal error. If MSTAT1 <29:26>
equal a "D" (CPU Write Cycle) then only an
interrupt is requested.

2. If MSTAT1 <29:26> equal a "D", then this error may
generate a Bad Data Flag error at this address.
If MSTAT1 <29:26> equals a "2" then MEAR contains
the address of the Register written.
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PROBABLE CAUSE:

Module Probability
L0208/IBD High
L0206/IDP High
L0204/MCD Medium

DBus Low

MDBus Low

Parity Path to MBox Low

EHM ACTION: Standard (See Introduction)
EHM VECTOR: 8 (MBox FE)
6 (MBox Interrupt)

VMS ACTION: Standard (See Introduction). 1In addition, if the error
involved an MBox Register Write VMS will execute a System Fatal
Bugcheck.
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

M-07 MBox Detected ABus Parity Errors

OVERVIEW: O0Odd parity protects both the ABus Address/Data 1lines and
the ABus Control lines. puring Command/Address cycles, the
Address/Data lines transmit the Address while the Control lines
transmit the Command/Length. During Data cycles, the Address/Data
lines transmit Data while the Control lines transmit the Mask/Status.

The MBox parity checks all ABus Control bits in the ABS MCA on the MCC
module (MCC4). It parity checks the Address on the MAP module in the
ADB MCA and the ADA MCA's (MAP1-2). It parity checks Data on the MCD
module: byte parity generated on the Data latched in the Data Path
MCA's MCD1-3 is collapsed into longword parity and compared against
the longword parity latched from the ABus (MCD3).

For parity errors on a DMA Command/Length or Address, the MBox aborts
the operation, returns MCC ABus DMA ERROR H to the requesting adapter,
and requests an IPL 1D interrupt. For further information, see SBIA
Detected DMA Errors.

For parity errors on DMA Write Data or Mask/Status, the write

completes as if there were no error but an MBox Fatal Error micro-trap

is triggered in the EBox. On rare occasions if a Control Parity Error
is detected when the first longword is being processed for a DMA Write
(only) an MBox interrupt will be requested. For parity errors on CPU
read Data or Mask/Status, the Data is passed on unaltered to the CPU
but an MBox Fatal Error micro-trap is triggered in the EBox.

ERROR SIGNATURE

MSTAT1 <21>
MSTAT1 <20>
MSTAT1 <19>
MSTAT1 <18>
EBCS <15>
EBCS <14>
MSTAT1 <17:16>

ABus Data PE

ABus Control PE

ABus Address PE

ABus C/A Cycle (Note 1)
MBox Fatal Error (Note 2)
MBox Interrupt

Selected Adapter

Wowonow N

MSTAT1 <31:30> CPU Port
MSTAT1 <29:26> Cycle Type (Note 3)
MEDR <31:00> ABus Data

Note

1. 1If set, the error happened on the Command/Length or Address
(i.e. if MSTAT1 <20> 1is set, then the Command/Length not
Mask/Status was bad).

2. If set, then MSTAT1 <18> is reset.

3. 1If Cycle Type equals "E" (CP READ CYCLE) then MSTAT1 <31:30>
indicate the port. If Cycle Type equals "8" (ABus CYCLE) or
"4" (ABus Array Write) then the error was during DMA and the

CPU PORT is not relevant.
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4. If MSTATI

<29:26> equals "E",

then

both

<20:16> (PAMM Code) are not valid.

PROBABLE CAUSE (If Data Parity Error):

Module
L0202/SBS
L0203/SBA
L0204/MCD
ABus/Terminator

PROBABLE CAUSE (If Control Parity Error):

Module Probability
L0202/SBS High
L0203/SBA High
L0220/L0230/Mcq,%f High
ABus/Terminator Low

PROBABLE CAUSE (If Address Parity Error):

L0202/SBS
L0203/SBA
L0205/MAP
ABus/Terminator

EHM ACTION:
EHM VECTOR: 8 (MBox
6 (MBox

VMS ACTION:
Fatal Bugcheck.

Probability

Probability

Standard (See Introduction)

FE)
Interrupt)

Standard (See Introduction).

VMS will execute

MEAR and

a

MSTAT2

System
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

M-08 MBox Array ECC Errors

OVERVIEW: The ECC MCA hanging off the Array Bus on the MCD Module
generates a seven bit ECC character that is stored with each longword
during either an Array or Cache Write. The ECC MCA also produces a
six bit syndrome as well as other error status and signals during
array reads. Latched status is later gathered by the EHM into the
register known as MDECC. Error signals sent onto the ERR MCA on MCC
generate MCCM MBox INTR H.

The ECC character generation includes an address parity bit which is
calculated on PA <28:04> of the address where the longword is to be
stored. The ECC MCA handles the Address Parity Bit as if it were a
thirty third data bit. When the longword is later read, a parity bit
generated across PA <28:04> from where the longword was fetched is
XOR'ed in for the cancel. A mismatch results in the unique "single
bit" syndrome which says Address Parity Error. (This error can occur
when data is read from the wrong location and later accessed.) During
ECC generation the Bad Data Flag is also handled in a similar manner
(i.e., The ECC MCA treats the Bad Data Flag as if it were thirty
fourth data bit). The Bad Data Flag is set under the following

-conditions:

o A CPU WRITE with bad parity occurs (CPU writes always go to
Cache unless the Cache is turned off).

o An attempt at Cache Correction fails; the data Iis either
re-cached or, written to the Array if the operation was a
writeback.

o A DMA Masked Write occurs to a Cache or Array location that
has an uncorrectable ECC error. »

o A CP Byte Write to a Cache (or Array location if the Cache is
turned off) which has an uncorrectable ECC Error. A CP Byte
Write only updates specified bytes in a longword).

Bad Data status is assumed zero when a longword is read and a mismatch
results in the unique single-bit syndrome which says Bad Data.

To protect against failures in the control logic which gates data onto
the Array Bus, two of the check bits are inverted by the ECC MCA
before being driven onto the bus. These bits are reinverted when a
longword 1is checked. This enables the ECC MCA to detect all ones or
zero's on the bus and to latch and send ECC Fatal Error status to the
ERR MCA.

During Refills, Array longwords are cached in parallel with being sent
on to the read requester. Array longwords are cached with their
original ECC. If an uncorrectable error is detected during an Array
Read the Byte Parity is inverted before it is cached.
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For uncorrectable ECC Errors during DMA reads the ERR MCA disables the

ABus dr

ivers

and

thus

sends

parity) to the ABus Adapter.

an all zero's response (bad longword
This will result in SBI RDS being sent

on to the requesting NEXUS. Also the SBIA will latch an error in the
ERRSUM Register <14,10,6,2>. If EBCS <K14> 1is set, I/O0 status
reporting the SBI RDS should be ignored.
ERROR SIGNATURE
EBCS <14> = MBox Interrupt
MSTAT1 <29:26> = Cycle Type (Note: 1)
MSTAT1 <17:16> = Selected Adapter (Note: 1)
MSTAT1 <31:30> = CPU Port (Note: 1)
MEAR <28:04> = Octaword in Error
MSTAT1 <25:24> = Longword in Error
MSTAT2 <20:16> = PAMM Code (Note: 2)
MSTAT2 <27> = Array Type Code Valid
MSTAT2 <27:24> = Array Type Code
MDECC <22> = Bad Data Error (Note: 3)
MDECC <21> = Data Single Bit Error
MDECC <20> = Data Double Bit Error
MDECC <19> = Data Address Parity Error
MDECC <14:09> = Syndrome (Note: 4)
NOTE
1. If the cycle type equals "F" then the error
happened during a DMA reference and MSTAT1 <17:16>
is relevant. If the cycle type equals "9" then
the error happened on a CPU reference and MSTAT1
<31:30> is relevant.
2. The array slot associated with the error.
3. Look for a previous error at the same MEAR <28:4>
for the cause of this condition.
4. The data bit in error (or bad data or address
parity error) and the corresponding syndrome is as
follows.
SYNDROME (MSB) 70 0421000 66666655555444443333322222111111
IN OCTAL (LSB) 07 0000421 65432132654654326543265432654321
DATA BIT (MSB) BA CCCCCCC 33222222222211111111110000000000
(LSB) DP 0654321 10987654321098765432109876543210

PROBABLE CAUSE (Address Parity Error):

Module

L0200/ARRAY

L0220/L0230/MCC

L0205/MAP
L0204/MCD

Probability

High
High

(if same MSTAT2 <20:16> repeats)
(if random MSTAT2 <20:16>)

Medium (if random MSTAT2 <20:16>)

Low
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PROBABLE CAUSE (Double Bit Error):

Module Probability
L0200/ARRAY High
L0204/MCD Medium
Array Bus/Terminator Low
L0220/L0230/MCC Low

PROBABLE CAUSE (CRD, Corrected Read Data):

Module Probability
SMU High
Array Med
Array Bus/Terminator Low
L0220/L0230/MCC Low
L0204/MCD Low

NOTE

Array, above may be the L0200, L0225, L0226, or L0235
modules. An SMU would only be applicable for the
L0225 or L0235 modules.

EHM ACTION: Standard (See Introduction). SBE errors vector to
SCBB+54.

EHM will set process abort, EHMSTS <17>, if the error occurred on the

target word (Array Refill) and the error was not detected, handled,
and cleared by the Box requesting the data.

VMS ACTION: For DB and BD Errors, VMS builds a full machine check
report, puts it a buffer, queues the buffer to be appended to the
system event file (ERRLOG.SYS), and, for an error on an unmodified
page, attempts to bring in a fresh copy of the page from disk
(remapping it and sending the bad page to the bad page 1list). If
successful, VMS REI's. Otherwise, depending on the processor mode at
the time of error, and who owns the bad page, it either aborts the
current process or executes a system fatal bugcheck.

For parity errors VMS executes a system fatal bugcheck.

For SBE errors, VMS reads MEAR, MDECC, MSTAT1l, and MSTAT2 from the
EScratch (Machine Check Stack Frame) and stores them in a buffer.
Sixteen errors are allowed to accumulate before a SBE error log entry
is made. If three SBEs are detected within 10 millisecs, the SBEs are
logged and SBE logging is disabled for 5 minutes.

NOTE
Generally, if an error results in a system crash, VMS
MCHK puts the error into a VMS error buffer and takes
a crash dump. The VMS error buffers are appended to
the dump and processed at the next reboot.
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M-09 MBox Cache Data Parity Errors

OVERVIEW: Each Cache data longword is stored with four byte parity
bits and a seven bit ECC Character. Cache byte parity is checked in
the Data Path MCA's on MCDl1l-3. The the results sent to the UFO MCA
(MCDU) where it is latched as status. The result is also sent to the
ERR MCA MCCM) where it generates an interrupt.

For errors detected during a CP Cache Read, the data and byte parity
are sent to the CPU as is. For errors detected during an ABus Cache
Read, an all zero's longword and parity bit are sent to the ABUS. In
both cases the next operation that the MBox performs will be a Cache
Data Correction Cycle. This operation will correct the entire Cache
Block driving all four longwords along with their ECCs from the Check
RAMs (each in turn) onto the Array Bus so that the ECC MCA can
generate a correcting syndrome. Thus, when the retry occurs the data
will have been corrected or else re-cached with inverted byte parity
and ECC indicating Bad Data. For errors detected during a Byte Merge
Write, correction is performed before the byte(s) are merged and
written.

The MBox stores Cache correction status in MDECC. MDECC is also used
to store Array correction status.

NOTE

A zero syndrome can be due to a fault in a byte parity
bit-- or due to a transient since correction involves
re-reading the longword(s) for a second time. For
further information, see Array Errors.

Bad parity sent onto the CPU should result in an EBox microtrap due to
an IBox Error (EBCS <13>) or an EDP PE (EBCS <9>) If such a trap does
not occur the EHM will set EHM.STS <17> (Process Abort.)

Bad parity sent to the ABus will result in SBI RDS being sent on to
the requesting NEXUS. Also the SBIA will latch an error in the ERRSUM
Register <14,10,6,2>. If EBCS <14> is set, I/0 status reporting the
SBI RDS should be ignored.

ERROR SIGNATURE

MSTAT1 <03> = Cache Read Data Parity Error (Note: 1)
MSTAT1 <00> = CP Byte Write Cache Data Parity Error (Note: 1)
EBCS <14> = MBox Interrupt

MSTAT1 <29:26> = Cycle Type

MSTAT1 <31:30> = CPU Port (Note: 2)

MSTAT1 <17:16> = Adapter Select (Note: 2)

MSTAT1 <02> = Selected Cache

MEAR <28:04> = Octaword in Error

MSTAT1 <25:24> = Longword in Error

MDECC <22> = Bad Data Error (Note: 3)

MDECC <21> = Data Single Bit Error

MDECC <20> = Data Double Bit Error

MDECC <19> = Data Address Parity Error (Note: 4)
MDECC <14:09> = Syndrome
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Note
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Two different errors; the second only sets for errors during
CP Byte Write Operations, not DMA Masked Writes.

I1f the Cycle Type equals "8" (ABus Cycle) then the error
occurred on a DMA reference and MSTAT1 <17:16> are relevant.
If the Cycle Type equals "E" (CPU Read Cycle), or "D" (CPU
Write Cycle), or "3" (Write Back Cycle), then the error
occurred on a CPU reference and MSTAT1 <31:30> are relevant.

Look for a previous error at the same MEAR <28:4> which may
have caused the Bad Data Flag to be set.

Should only occur in conjunction with another error; either

an error in a Data/Parity RAM or a cached Array Address
Parity Error.

PROBABLE CAUSE (If: MSTAT1 <02> (Cache Sel) = 0 and MEAR <12> = 0)

Module

Probability Components

L0204/MCD High RAMs (See Table 1)

PROBABLE CAUSE (If MSTAT1 <02> (Cache Sel) = 0 and MEAR <12>

Module

1):

Probability Components

L0204/MCD High RAMs (See Table 2)

PROBABLE CAUSE (If MSTAT1 <02> (Cache Sel) = 1 and MEAR <12> = 0):

Module

Probability Components

- ———— ———— - ———-—— - — - -

L0204/MCD High RAMs (See Table 3)

PROBABLE CAUSE (If MSTAT1 <02> (Cache Sel) = 1 and MEAR <12>

Module

1):

Probability Components

—————— - - - —————— - -

L0204/MCD High RAMs (See Table 4)
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Table 1 RAM Call out (MSTAT1 <02> = 0 and MEAR <12> = 0)

Syndrome Bit Signal Name RAM
0 BP 0O MCDH GRP 0 BP 0 E52
0 BP 1 MCDH GRP 0 BP 1 E52
0 BP 2 MCDH GRP 0 BP 2 ES52
0 BP 3 MCDH GRP 0 BP 3 E52
11 00 MCDF GRP 0 DATA 00 Ell
12 01 MCDF GRP 0 DATA 01 Ell
13 02 MCDF GRP 0 DATA 02 Ell
14 03 MCDF GRP 0 DATA 03 E24
15 04 MCDE GRP 0 DATA 04 E24
16 05 MCDE GRP 0 DATA 05 E24
22 06 MCDE GRP 0 DATA 06 E32
23 07 MCDE GRP 0 DATA 07 E42
24 08 MCDD GRP 0 DATA 08 Ell
25 09 MCDD GRP 0 DATA 09 E24
26 10 MCDD GRP 0 DATA 10 E32
32 11 MCDD GRP 0 DATA 11 E32
33 12 MCDC GRP 0 DATA 12 E32
34 13 MCDC GRP 0 DATA 13 E42
35 14 MCDC GRP 0 DATA 14 E42
36 15 MCDC GRP 0 DATA 15 E42
42 16 MCDB GRP 0 DATA 16 E113
43 17 MCDB GRP 0 DATA 17 E113
44 18 MCDB GRP 0 DATA 18 E113
45 19 MCDB GRP 0 DATA 19 E126
46 20 MCDA GRP 0 DATA 20 E126
54 21 MCDA GRP 0 DATA 21 E126
55 22 MCDA GRP 0 DATA 22 E138
56 23 MCDA GRP 0 DATA 23 E151
52 24 MCD9 GRP 0 DATA 24 E1l1l3
53 25 MCD9 GRP 0 DATA 25 E126
61 26 MCD9 GRP 0 DATA 26 E138
62 27 MCD9 GRP 0 DATA 27 E138
63 28 MCD8 GRP 0 DATA 28 E138
64 29 MCD8 GRP 0 DATA 29 E151
65 30 MCD8 GRP 0 DATA 30 E151
66 31 MCD8 GRP 0 DATA 31 E151
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Table 2 RAM Call out (MSTAT1 <02> = 0 and MEAR <12> = 1)

Syndrome Bit Signal Name RAM
0 BP 0 MCDH GRP 0 BP 0 E45
0 BP 1 MCDH GRP 0 BP 1 E45
0 BP 2 MCDH GRP 0 BP 2 E45
0 BP 3 MCDH GRP 0 BP 3 E45
11 00 MCDF GRP 0 DATA 00 ES
12 01 MCDF GRP 0 DATA 01 E5
13 02 MCDF GRP 0 DATA 02 ES
14 03 MCDF GRP 0 DATA 03 E18
15 04 MCDE GRP 0 DATA 04 E18
16 05 MCDE GRP 0 DATA 05 E18
22 06 MCDE GRP 0 DATA 06 E28
23 07 MCDE GRP 0 DATA 07 E36
24 08 MCDD GRP 0 DATA 08 ES5
25 09 MCDD GRP 0 DATA 09 E1l8
26 10 MCDD GRP 0 DATA 10 E28
32 11 MCDD GRP 0 DATA 11 E28
33 12 MCDC GRP 0 DATA 12 E28
34 13 MCDC GRP 0 DATA 13 E36
35 14 MCDC GRP 0 DATA 14 E36
36 15 MCDC GRP 0 DATA 15 E36
42 16 MCDB GRP 0 DATA 16 E107
43 17 MCDB GRP 0 DATA 17 E107
44 18 MCDB GRP 0 DATA 18 E107
45 19 MCDB GRP 0 DATA 19 E120
46 20 MCDA GRP 0 DATA 20 E120
54 21 MCDA GRP 0 DATA 21 E120
55 22 MCDA GRP 0 DATA 22 E132
56 23 MCDA GRP 0 DATA 23 E144
52 24 MCD9 GRP 0 DATA 24 E107
56 25 MCD9 GRP 0 DATA 25 E120
61 26 MCD9 GRP 0 DATA 26 E132
62 27 MCD9 GRP 0 DATA 27 E132
63 28 MCD8 GRP 0 DATA 28 E132
64 29 MCD8 GRP 0 DATA 29 E1l44
65 30 MCD8 GRP 0 DATA 30 El44
66 31 MCD8 GRP 0 DATA 31 E1l44
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Table 3 RAM Call out (MSTAT1 <02> = 1 and MEAR <12> = 0)

Syndrome Bit Signal Name RAM
0 BP 0 MCDH GRP 1 BP 0 E53
0 BP 1 MCDH GRP 1 BP 1 E53
0 BP 2 MCDH GRP 1 BP 2 E53
0 BP 3 MCDH GRP 1 BP 3 ES53
11 00 MCDF GRP 1 DATA 00 El2
12 01 MCDF GRP 1 DATA 01 E12
13 02 MCDF GRP 1 DATA 02 El12
14 03 MCDF GRP 1 DATA 03 E25
15 04 MCDE GRP 1 DATA 04 E25
16 05 MCDE GRP 1 DATA 05 E25
22 06 MCDE GRP 1 DATA 06 E33
23 07 MCDE GRP 1 DATA 07 E43
24 08 MCDD GRP 1 DATA 08 El2
25 09 MCDD GRP 1 DATA 09 E25
26 10 MCDD GRP 1 DATA 10 E33
32 11 MCDD GRP 1 DATA 11 E33
33 12 MCDC GRP 1 DATA 12 E33
34 13 MCDC GRP 1 DATA 13 E43
35 14 MCDC GRP 1 DATA 14 E43
36 15 MCDC GRP 1 DATA 15 E43
42 16 MCDB GRP 1 DATA 16 E114
43 17 MCDB GRP 1 DATA 17 E114
44 18 MCDB GRP 1 DATA 18 E114
45 19 MCDB GRP 1 DATA 19 E127
46 20 MCDA GRP 1 DATA 20 E127
54 21 MCDA GRP 1 DATA 21 E127
55 22 MCDA GRP 1 DATA 22 E139
56 23 MCDA GRP 1 DATA 23 E152
52 24 MCD9 GRP 1 DATA 24 E114
53 25 MCD9 GRP 1 DATA 25 E127
61 26 MCD9 GRP 1 DATA 26 E139
62 27 MCD9 GRP 1 DATA 27 E139
63 28 MCD8 GRP 1 DATA 28 E139
64 29 MCD8 GRP 1 DATA 29 E152
65 30 MCD8 GRP 1 DATA 30 E152
66 31 MCD8 GRP 1 DATA 31 E152
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

Table 4 RAM Call out (MSTAT1 <02> = 1 and MEAR <12> = 1)

Syndrome Bit Signal Name RAM
0 BP 0 MCDH GRP 1 BP 0 E46
0 BP 1 MCDH GRP 1 BP 1 E46
0 BP 2 MCDH GRP 1 BP 2 E46
0 BP 3 MCDH GRP 1 BP 3 E46
11 00 MCDF GRP 1 DATA 00 E6
12 01 MCDF GRP 1 DATA 01 E6
13 02 MCDF GRP 1 DATA 02 E6
14 03 MCDF GRP 1 DATA 03 E19
15 04 MCDE GRP 1 DATA 04 E19
16 05 MCDE GRP 1 DATA 05 E19
22 06 MCDE GRP 1 DATA 06 E29
23 07 MCDE GRP 1 DATA 07 E37
24 08 MCDD GRP 1 DATA 08 E6
25 09 MCDD GRP 1 DATA 09 E19
26 10 MCDD GRP 1 DATA 10 E29
32 11 MCDD GRP 1 DATA 11 E29
33 12 MCDC GRP 1 DATA 12 E29
34 13 MCDC GRP 1 DATA 13 E37
35 14 MCDC GRP 1 DATA 14 E37
36 15 MCDC GRP 1 DATA 15 E37
42 16 MCDB GRP 1 DATA 16 E108
43 17 MCDB GRP 1 DATA 17 E108
44 18 MCDB GRP 1 DATA 18 E108
45 19 MCDB GRP 1 DATA 19 E121
46 20 MCDA GRP 1 DATA 20 El121
54 21 MCDA GRP 1 DATA 21 El121
55 22 MCDA GRP 1 DATA 22 E133
56 23 MCDA GRP 1 DATA 23 E145
52 24 MCD9 GRP 1 DATA 24 E108
53 25 MCD9 GRP 1 DATA 25 E121
61 26 MCD9 GRP 1 DATA 26 E133
62 27 MCD9 GRP 1 DATA 27 E133
63 28 MCD8 GRP 1 DATA 28 E133
64 29 MCD8 GRP 1 DATA 29 E145
65 30 MCD8 GRP 1 DATA 30 E145
66 31 MCD8 GRP 1 DATA 31 E145
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The EHM will set Process Abort EHMSTS <17> if a non Single Bit Error
occurred and the error was not detected handled, and cleared by the
Box requesting the data.

VMS ACTION: Standard (See Introduction). For Address Parity Errors
VMS executes a System Fatal Bugcheck. For Bad Data Errors see Array
Errors.
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

M-10 MBox Cache W Bit Parity Error

OVERVIEW: Because the processor uses two Writeback Data Caches (i.e.
a Cache can be updated without simultaneously updating an Array) it
sets a W (Written) Bit in the Cache Tag of the selected Cache to flag
when the corresponding Array Octaword is stale. This W Bit is stored
with its own odd parity bit. Except that it causes MBox Interrupt,
the MBox treats a W Bit PE exactly as if it were a set W Bit. That
is, a Writeback will be performed if the selected Cache Block
(Octaword) is about to be over written with data belong at a different
physical address. Thus insuring that the most current data are always
preserved. (If the W Bit had never actually been set, then the Array
Octaword will be overwritten with data identical to that already
stored there: the Writeback will be a NOP.)

ERROR SIGNATURE

MSTAT2 <05> = WBit PE
MSTAT2 <01> = Cache Select
MEAR <28:02> = Error Address

PROBABLE CAUSE (Cache 0 Select):

Module Probability RAMS

L0205/MAP High E77

PROBABLE CAUSE (Cache 1 Select):

Module Probability RAMS

- ——— - - ——— — —— - — -~ ——— -

L0205/MAP High E81

EHM ACTION: The EHM sweeps the faulty Cache Block (this is done to
clear the error because the MBox may not have performed a Writeback
followed by the Cache Invalidate), rolls back the instructions, builds
a stack frame, and vectors to the Machine Check Handler via SCBB+4.

VMS ACTION: Standard (See Introduction)
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M-11 MBox Detected ABus Bad Data Code

OVERVIEW: A two bit ABus field, ABus LEN STAT <1:0> H, is used to
indicate Length during Command/Address cycles and Status during
Mask/Data cycles.

The encodings used for STATUS are:

00- Good Data
11 Bad Data

The MBox always transmits Good Status for speed reasons, although if
an SBIA detects the Bad Data code accompanying DMA Read Data from the
MBox it will convert the Bad Data code into an SBI RDS to accompany
that data back to the SBI Nexus.

For this error we must consider the reverse direction. That is, when
an Adapter sends CP Read Data ( not DMA Write Data) and Bad Data
Status to the MBox. At present this occurs only when an SBIA converts
an SBI RDS accompanying CP Read Data into the ABus Bad Data code to
continue to accompany that data to the MBox.

It ought to be kept in mind that a DW780 can produce an RDS for a read
access to any Unibus device capable of asserting the Unibus PB Line
(this includes devices with parity protected registers).

A Bad Data code status bit is latched in the ABS MCA (which will
actually latch the bit for any non zero Status value). Logic external
to the MCA on the MCC module also detects the error and reports it to
the ERR MCA which will request an MBox IPL 1D interrupt. It will also
disable the MDBus drivers and thus provide all zero's Read Data (bad
byte parity) to the requesting CPU port. As a result, this error may
be reported by an EBox microtrap due to an IBox Error (EBCS <13>) or
an EBox EDP PE (EBCS <09>); otherwise the error will be reported by
MBox IPL 1D interrupt.

ERROR SIGNATURE

MSTAT2 <14>
EBCS <14>
EBCS <01>
EHMSTS <17>
MSTAT1 <29:26>
MSTAT1 <31:30>
MSTAT2 <17:16>
MEDR

MSTAT1 <31:30>

ABus Bad Data Code

MBox Interrupt

IO Read (Note 1)

Process Abort (Note 2)

"E", CP Read Cycle

CPU Port

Selected Adapter

ABus Longword (the Read Data)
CPU Port
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS
NOTE

1. Can only set for RDS on reads to I/0 space with PA
<29> equal to a 1. PA <29> equals a 0 for reads
to SBI memory. If EHMSTS <17> equals a 1, EBCS
<01> may not have been captured by the error

2. See EHM ACTION

3. MEAR and MSTAT2 <20:16> (PAMM Code) are not valid
for this error.

PROBABLE CAUSE:

Module Probability
SBI NEXUS High
L0202/SBS Low
L0203/SBA Low

L0220/L0230/MCC Low

EHM ACTION: If the error is reported via MBox interrupt or Error
Address Full Trap, EHM sets EHMSTS <17> (Process Abort) as an Abort
Flag for VMS informing it that, because the usual EBox microtrap did
not occur to prevent consuming the all zero's data, the current
instruction probably cannot be retried. Regardless of reporting
method, EHM rolls back the instructions, builds a stack frame, and
vectors to the Machine Check Handler via SCBB+4.

VMS ACTION: VMS builds a full Machine Check Report, puts it a buffer,
queues the buffer to be appended to the System Event File
(ERRLOG.SYS), and increments a counter: if three errors occur within
100 milliseconds, VMS executes a System Fatal Bugcheck. Else, if
EHMSTS <17> or EBCS <01> is set, VMS aborts the current process;
otherwise it REI's. Note that if the processor mode is Kernel or
Exec, which is most likely (unless external memory is in use) Process
Abort becomes System Fatal Bugcheck.
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E-00 EBox WBus Parity Error

OVERVIEW: This error occurs when the EBox Data Path (EDP) drives data
onto the WBus, and the WReg longword parity generated on EDP does not
match the WBus parity generated on EBE. When EDP is driving the WBus,
the byte parity from EBE is sent to EDP where it is checked against
the WReg longword parity.

If a WBus Parity Error occurs all copies of the GPR/SPs will have been
corrupted with bad data. This will cause the EBox Error Handling
Microcode to loop at location UPC 24, and the Console will detect a
Keep Alive Fail Condition. :
The EBox WBus Check is done on the EDP module, and the error signal
WBUS ERR 1is sent to the EBD module where it's latched in the EBCS
Register as WBus Parity Error.
NOTE

Because this type of an error will result in a Keep

Alive Fail Condition it will never cause the EHM to

generate a Machine Check Stack Frame.
ERROR SIGNATURE:

EBCS <08> = WBus Parity Error

PROBABLE CAUSE:

Module Probability Components

L0209/EDP High (See Table 1)
LO219/EBE  Medium (See Table 2)
L0206/1IDP Medium WBus Driver/Receiver
L0212/FBA Medium WBus Driver/Receiver
L0211/EBD Very Low EBCS Register

Table 1 EDP Component Callout

Byte Bits ALU PDP Misc
3 <31:24> E102, E101 E3 E13
2 <23:16> E87, E86 E3 E13
1 <15:08> E70, E69 E3 E81
0  <07:00> E53, E52 E3 E81

Table 2 EBE Component Callout

Byte WBus Latches Parity Generators
3 E169, E155, E43, E29 E157, ES59
2 E169, E127, E43, E29, E85, E1l E115, ES59
1 E169, E127, E43, E155, E1l E45, E31
0 E155, E127, E29, El E17, E31
2-46
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MANUAL MACHINE CHECK STACK FRAME ANALYSIS

EHM ACTION: The EBox microtraps through vector 8, and loops at UPC
24. The Console detects a Keep Alive Fail Condition, builds a Snap
File, sends message to console terminal indicating WBus Parity Error,
and re-boots the CPU. No Machine Check stack frame is generated.

VMS ACTION: After VMS is re-booted the Snap File is transferred to
the VMS side of the system, renamed to ERRSNAP.LOG;n, and written in
the SYSSSYSROOT: [SYSERR] directory. In addition an Processor Error

Halt (Entry Type 16) is appended to the System Event File
(ERRLOG.SYS) . :
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E-01 EBox Result Parity Error (EDP Misc Error)

OVERVIEW: This error occurs when ALU result data is passed through
the VMQ MUX, but NOT loaded into the VMQ Register, and the byte parity
generated at the output of the VMQ MUX does not match the byte parity
of the Condition Code ALU.

NOTE

Two EBox Result Errors are very similar; VMQ and MISC
error. The difference 1is that the VMQ is loaded
during a VMQ error, while the VMQ is not loaded during
a MISC error.

The EBox Result Check is done on the EDP module PDP MCA, and the error
signal RESULT PAR ERR is sent to the EBD module where it is latched in
the EBCS Register as EBox Data Path PE. The EBox Abort flag is raised
and latched into the EBCS Register on the EBD module. In the EDPSR
Register, Result Parity Error and EDP Misc error bits are generated
and latched on the EDP module PDP MCA.

ERROR SIGNATURE:

EBCS <09> = EBox Data Path Parity Error

EBCS <04> = EBox Abort Flag (Note 1)

EDPSR <05> = Result Parity Error

EDPSR <08> = EDP Misc Error (Note 2)
Note

1. The EBox Abort Flag will set if IRD LST CYC (uBEN field) is
set when the error occurs. This flag indicates the error was
detected too late to inhibit the PC from being updated and
thus, prevents an instruction retry.

2. EDPSR <15:12> VMQ Byte in Error has no meaning for this
error. '

PROBABLE CAUSE:

Module Probability Components
L0209/EDP  High (See Table 1)
L0211/EBD Very Low EBCS Register

Table 1 EDP Component Callout

Byte Bits ALU PDP Misc
3 <31:24> E102, E101 E3 E13
2 <23:16> E87, E86 E3 E13
1 <15:08> E70, E69 E3 E81
0 <07:00> E53, E52 E3 E81

2-48

D))2222223222232222323223223223225293232232232323222)29




')))4)'))))))‘)))3)))})))))))))))))))))

EHM ACTION:
EHM VECTOR:

CSL ACTION:

VMS ACTION:

MANUAL MACHINE CHECK STACK FRAME ANALYSIS

gtandard (See Introduction)

None

Standard (See Introduction)
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E-02 EBox Result Parity Error (VMQ)

OVERVIEW: This error occurs when the VMQ register is loaded and the
result data and parity generated at the output of the VMQMUX does not

match the data and byte parity generated at the output of the
Condition Code ALU. '

NOTE

Two EBox Result Errors are very similar; VMQ and MISC
error. The difference 1is that the VMQ is loaded
during a VMQ error, while the VMQ is not loaded during
a MISC error.

The EBox Result Check is done on the EDP module PDP MCA, and the error
signal RESULT PAR ERR is sent to the EBD module where it is latched in
the EBCS Register as EBox Data Path PE. The EBox Abort flag is raised
and latched into the EBCS Register on the EBD module. In the EDPSR
Register, Result Parity Error and EDP Misc error bits are generated
and latched on the EDP module PDP MCA.

ERROR SIGNATURE:

EBCS <9> = EBox Data Path PE
EBCS <4> = EBox Abort Flag (Note 1)
EDPSR <5> = Result Check '

EDPSR <15:12> VMQ Byte in Error

Note

1. The EBox Abort Flag will set if IRD LST CYC (uBEN field) is
set when the error occurs. This flag indicates the error was
detected too late to inhibit the PC from being wupdated and
thus, prevents an instruction retry.

PROBABLE CAUSE:

Module Probability Components
L0209/EDP High (See Table 1)

LO0211/EBD Very Low EBCS Register

Table 1 EDP Component Callout

Byte Bits ALU PDP Misc
3 <31:24> E102, E101 E3 E13
2 <23:16> E87, E86 E3 E13
1 <15:08> E70, E69 E3 E81
0 <07:00> E53, E52 E3 E81
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EHM ACTION:
EHM VECTOR:

CSL ACTION:

VMS ACTION:

MANUAL MACHINE CHECK STACK FRAME ANALYSIS
Standard (See Introduction)
8
None

Standard (See Introduction)
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E-03 EBox Result Parity Errors (WReg)

OVERVIEW: This error occurs when the input parity to the WReg Mux
does not match the output WReg Parity. There are three sources for
WReg Mux input data and parity. There is only one error signature for
all three error types. The following 1is a description of each
operation:

1. WReg Shift Operation - This error occurs during an EBox
Shifter operation. The Shifter receives 64 bits of input
data, one longword from the AMux and one longword from the
BMux. However, only 32 bits are passed on to the WReg with
long word parity. The parity check 1is done between the
parity of the eight bytes of input data, and the longword
parity of the WReg, plus the parity of the unused data in the
Shifter.

2. Formatter Operation - This error occurs during an EBox Format
operation. The input data to the formatter is the BMux. A
check is made between the byte parity at the BMux output and
the WReg 1longword parity. The only format operations that
are not parity checked are F FORMAT PACK+ and F FORMAT PACK-.

3. WReg Post ALU Shift Operation - This error occurs when the
WReg Mux is passing ALU result data to the WReg. The byte
parity generated at the output of the Condition Code ALU is
compared against the WReg longword parity. If the WReg Mux
performs a shift on the data, the bits shifted in or out are
considered in the check.

The EBox Result Check is done on the EDP module PDP MCA, and the error
signal RESULT PAR ERR is sent to the EBD module where it is latched in
the EBCS Register as EBox Data Path PE. The EBox Abort flag is raised
and latched 1into the EBCS Register on the EBD module. 1In the EDPSR
Register, Result Parity Error and EDP Misc error bits are generated
and latched on the EDP module PDP MCA.

ERROR SIGNATURE:

EBCS <09> = EBox Data Path Parity Error
EBCS <04> = EBox Abort Flag (Note 1)
EDPSR <05> = Result Parity Error
EDPSR <11> = WReg Parity Error

Note

1. The EBox Abort Flag will set if IRD LST CYC (uBEN field) is
set when the error occurs. This flag indicates the error was
detected too late to inhibit the PC from being updated and
thus, prevents an instruction retry.

PROBABLE CAUSE:

Module Probability Components
L0209/EDP High (See Table 1)
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L0211/EBD Very Low

MANUAL MACHINE CHECK STACK FRAME ANALYSIS

EBCS Register
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Table 1 EDP Component Callout

Byte Bits
3 <31:24>
2 <23:16>
1 <15:08>
0 <07:00>

EHM ACTION: Standard (See Introduction)

EHM VECTOR: 8

CSL ACTION: None

VMS ACTION: Standard (See Introduction)

PDP
E3
E3
E3
E3

Misc
E1l3
E13
E81
E81
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E-04 EBox Result Parity Error (VMQ Shift Operation)

OVERVIEW: This error occurs when the data and parity stored in VMQSAV
does not match the new parity generated at the output of the VMQMUX.
The VMQSAV parity is generated by the VMQOMUX on a previous cycle.
Data from the VMQSAV is routed back into in the VMOMUX for a shift
operation (left 1 or right 2).

The EBox Result Check is done on the EDP module PDP MCA, and the error
signal RESULT PAR ERR is sent to the EBD module where it is latched in
the EBCS Register as EBox Data Path PE. The EBox Abort flag is raised
and latched into the EBCS Register on the EBD module. In the EDPSR
Register, Result Parity Error and EDP Misc error bits are generated
and latched on the EDP module PDP MCA.

ERROR SIGNATURE:

EBCS <09> = EBox Data Path Parity Error
EBCS <04> = EBox Abort Flag (Note 1)
EDPSR <05> = Result Parity Error (Note 2)

Note

1. The EBox Abort Flag will set if IRD LST CYC (uBEN field) is
set when the error occurs. This flag indicates the error was
detected too late to inhibit the PC from being updated and
thus, prevents an instruction retry.

2. EDPSR <15:12> VMQ Byte in Error has no meaning for this
error.

PROBABLE CAUSE:

Module Probability Components
L0209/EDP High (See Table 1)
L0211/EBD Very Low EBCS Register

Table 1 EDP Component Callout

Byte Bits ALU PDP Misc
3 <31:24> E102, E101 E3 El3
2 <23:16> E87, E86 E3 E13
1 <15:08> E70, E69 E3 E81
0 <07:00> ES53, ES52 E3 E81

EHM ACTION: Standard (See Introduction)
EHM VECTOR: 8

CSL ACTION: None

VMS ACTION: Standard (See Introduction)
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E-05 EBox Operand Parity Error (VMQSAV)

OVERVIEW: This error occurs when the AMux is passing data from the
VMQSAV Register to the ALU, and the byte parity stored with VMQSAV
does not match the byte parity at the output of the AMux. The parity
bits stored with VMQSAV are generated at the output of the VMQ MUX.

NOTE

A parity error in VMQSAV is indicated by a lack of any
operand error bits set in EDPSR <7:0>.

The EBox Operand Check is done on the EDP Module PDP MCA, and the
error signal OPR PAR ERR is sent to the EBD Module where it's latched
in the EBCS Register as EBox Data Path PE. The EDPSR Register bits
(Operand PE and AMux Byte in Error) are latched on the EDP Module PDP
MCA.

ERROR SIGNATURE:

EBCS <09>
EDPSR <03>
EDPSR <07:05>
and <02:00>
EDPSR <27:24>

EBox Data Path Parity Error
Operand Parity Error (AMux or BMux)

"